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Abstract. Accurate estimations play a significant role in the success of software
projects, and companies should have sufficient number of past project data to
make these estimations accurate and reliable. Some institutions gather project
metrics from companies to create cross-company datasets and open these datasets
to companies for paid or free of charge. On the other hand, many companies do
not want to make public all or part of their project information so it prevents the
growth of such datasets. Blockchain technology and smart contracts, as a medium
to store private information and share it with predefined constraints, might be a
solution to this problem. In this study, we propose a conceptual model as a refer-
ence for blockchain-based software project information sharing, and discuss is-
sues related to its feasibility.
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1 Introduction

Companies need past project data to establish software estimation practices and im-
prove software project planning and management processes. A company can create its
own within-company dataset from past projects. However, there are problems when
relying on a within-company dataset [1]: (i) the company needs time to collect enough
data on past projects; (ii) even if it has collected enough data in time, the company
might have made changes on data for new projects, which could make their previous
measurements not usable; and (iii) all data should be collected and kept consistently.
These problems have motivated the use of cross-company datasets. A cross-com-
pany dataset is a collection of project data that are collected voluntarily from several
companies [2]. Some institutions aim to provide cross-company datasets by collecting
project information from software companies either as part of a membership or for free.
In case of membership, the company providing data can have access to the entire project
database. Free access, similarly, allows all users to access project data gathered so far.
However, this kind of access mechanism does not consider privacy issues neither on
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project nor attribute basis. As a result, companies that do not want to share all or part
of their project information avoid data entry to these datasets.

In this work, with an aim to support creation of larger and trustable cross-company
datasets, a conceptual model for blockchain-based software project information sharing
is proposed. The conceptual model gives the owner of project information the authori-
zation to determine access controls on the basis of project attributes. Basic features of
blockchain technology such as data distribution, access-permission, and immutability
have been considered in identifying operating principles underlying the conceptual
model. For example, a company may add project information to the system with all
attributes being accessible to third-parties, selected attributes being accessible to third-
parties and others being private, or all attributes being private only for its own access.
Accordingly, this company is assumed to make estimations more accurately based on
its own project attributes at least, and based on other companies’ project attributes as
allowed for sharing by their owners in larger contexts. By this kind of access control
mechanism, companies that do not use existing datasets for privacy reasons are ex-
pected to participate with the proposed model. It is also expected that the model will
motivate the creation of larger cross-company datasets on which effective project esti-
mations will be realized.

The remaining of this work is organized as follows: Section 2 provides background
on several known software project datasets and the basics of blockchain technology,
together with a summary of related work that shed light to the creation of the conceptual
model. Section 3 explains the conceptual model and its elements, demonstrates its op-
eration over an example scenario, and discusses the feasibility of the proposal. Section
4 concludes the paper with highlights from this initial study and plans for future work.

2 Background and Related Work

2.1  Software Project Datasets

According to the study [3], Desharnais, ISBSG, and COCOMO datasets are widely
used for software project estimations. Below are brief descriptions of these and another
widely used QSM database.

o Desharnais [4][5]: The most commonly used publicly available dataset in the
field of software effort estimation. It consists of 81 projects collected by J.M.
Desharnais.

e ISBSG [6]: There are different subscription options to access ISBSG dataset. It
includes data for more than 9,000 IT projects.

e COCOMO [7][8]: COCOMO’81 is another publicly available dataset. It in-
cludes data 63 projects.

o QSM Software Project Database [9]: The QSM database has over 13,000 com-
pleted software project metrics. Access to QSM database is done through QSM
SLIM Tools [10][11] provided by the owner of the dataset. To avoid identifica-
tion of data owners, access to data can only be done in summary form which is
the result of provided tools.



Although these datasets and some others have been subjected to numerous software
project estimation studies in both literature and industry, they have some common
drawbacks in storing and sharing data in general, as we list below:

e They do not consider different roles with respect to data (e.g., owner, verifier,
and user) in storing and sharing of project information.

e There is no attribute-based access control mechanism for storing and sharing
project information. Although all project information in many software project
datasets (e.g. in ISBSG) is anonymized before it is added to the pool in order to
prevent traceability of data owners, we cannot say that this is a decentralized
access control mechanism because once the data is added to the dataset, the cen-
tral authority has full control of the data. In QSM dataset, on the other hand,
access to the dataset is provided through tools to secure the data, and the com-
plete control of the data is not in the data owner but in the dataset owner.

e The number of project entries is limited (except ISBSG and QSM datasets) be-
cause of the lack of access control mechanism mentioned above. Nevertheless,
it is expected that project entries to ISBSG and QSM datasets will increase with
the attribute-based access control mechanism that can only be managed by the
data owner.

e In most cases, the previously shared project information cannot be withdrawn
or closed to access in time.

e Once shared, the datasets are managed by third-party users and therefore, the
reliability of data is restricted to the reliability of these users.

e On the basis of reliability mentioned above, there is no mechanism to prevent
project information being tampered or hacked by an external user.

e There is no well-defined incentive mechanism to motivate project owners to
share their project information.

The issues mentioned above highlight the need for a role-based, access-permis-
sioned, and trustable infrastructure for software project information storage and shar-
ing. We propose by this work that blockchain technology and smart contracts, as a me-
dium to store private information and share it with predefined constraints, might be a
solution to this need. In the following section, we highlight the basics of this technology
as the base for our proposal.

2.2 Blockchain Basics

Blockchain [12] is a distributed database that provides encrypted transaction tracking.
It is invented by Satoshi Nakamoto whose real identity is still unknown. In blockchain,
each record is digitally signed and a combination of records form so called ‘block’.
Each block contains the previous block’s hash value, making a connected chain of
blocks. This connected structure in blockchain avoids any alteration in the records, thus
making it immutable. Its distributed nature gets rid of the need for a central authority
for processing any transactions. So, the operations can be carried out directly between
the buyer and the seller safely. Blockchain is a way for users to agree on something
even if they do not trust each other. Fig. 1 [13] shows how blockchain works.



HOW DOES IT WORK?

SOMEONE REQUESTS THE REQUESTED TRANSACTION THE NETWORK OF NODES ONCE VERIFIED, THE TRANSACTION
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Fig. 1. A Look at Blockchain Technology [10]

Below is the list of main features of a blockchain:

Immutability: Once a block added on the chain, it cannot be altered. So, it prevents
corruption.

Decentralization: A copy of the current information in the blockchain network is
stored in different nodes. Blockchain does not need a trusted authority. Since there
is no trusted authority, there is no one with ultimate rights to change the blockchain
data for their own benefit. So only users who own the data can manage their data.
Security: Blockchain security is based on cryptographic features such as asymmetric
encryption and hash functions.

Transparency: The history of the records can be followed by everyone.

There exist two major types of blockchain technology which are public and private.

In addition to the main features that are mentioned above, both types have different
features. Below is the list of the benefits of public blockchains:

Open Read/Write: Anyone can submit transactions to the blockchain and can view
all data related to transactions.

Distributed Ledger: Each node is equal so the blockchain is immutable and censor-
ship free.

Secure: Anyone can be a node and contribute to the security of the system. With a
lot of nodes in the network, it is much harder to attack the system.

The benefits of private blockchains are:

Faster Transactions: Private blockchain nodes distribute locally. This makes the
performance faster.

Scalability: Main scalability issues are related to consensus algorithms. But there are
a number of fast consensus algorithms especially for private blockchains.

Member Control: Only approved participants can submit transactions, and non-ap-
proved users cannot access to the blockchain. Therefore, no extra operations like
encryption is required to prevent unauthorized users from accessing data.



e Energy Consumption: There are many consensus mechanisms with private block-
chains that achieve consensus by consuming less resources.

Bitcoin [12] is the first and most popular digital currency that uses public blockchain
technology. Sending bitcoin operations takes place in the peer-to-peer network. It is
faster especially compared to the SWIFT international money transfer system. Since
there is no central authority, it is not under the control of any institution, organization
or person. Bitcoins are created using the processing power in the distributed network
that is called mining.

Later in 2015, Vitalik Buterin proposed Ethereum [14] that is a public blockchain-
based computing platform. It enables the development of decentralized software proto-
cols using its own special language. It has a cryptocurrency called Ether. Ether produc-
tion is carried out by Ethereum miners. While cryptocurrency transfer was the main
operation within the Bitcoin network, Ethereum aims to be a distributed computing
environment in which users could integrate software applications on blockchain along
with making cryptocurrency transfer. Ethereum Virtual Machine [14] is the infrastruc-
ture that runs programs called smart contracts on the Ethereum. Smart Contracts [14]
are programs that can run automatically on the blockchain and work to meet certain
conditions. Smart contracts are lines of code that are stored on blockchain. When set of
defined rules are met, smart contract automatically runs and produces results.

Hyperledger [15] is a Linux Foundation open source project that provides a variety
of projects for building private blockchain networks for business. It primarily focuses
on creating distributed ledger for institutions and business networks. For this purpose,
different systems and tools have been developed in order to adapt to changing needs.
Hyperledger is definitely not a cryptocurrency like Bitcoin and Ethereum. Smart con-
tracts can be defined to execute logic that generates new facts that are added to the
ledger like Ethereum.

Tokens represent an asset or benefit on project ecosystem. Owners can use tokens to
access a service. The cryptocurrencies such as Bitcoin and Ether are tokens, but every
token does not have to be a cryptocurrency. Some tokens are designed to be used within
the market created by the application in which they are related.

2.3 Related Work

Blockchain data sharing with privacy has been studied by a number of researchers
in recent years. We provide an overview of their related works below.

Azaria et al. [16] proposed a system called Medrec to handle medical record man-
agement using blockchain technology in 2016. With this system they aim to manage
authentication, confidentiality, accountability and data sharing for, sensitive medical
information. They use Ethereum and smart contracts to log patient information.

In 2016, Cruz et al. [17] proposed an authentication mechanism system suitable for
the trans-organizational utilization of roles. Their system makes role-based access con-
trol using Bitcoin protocol. They designed a challenge-response authentication protocol
to verify ownerships of roles.



Xia et al. [18] proposed another system MeDShare that provides medical data shar-
ing in cloud repositories. The system uses smart contracts and access control mecha-
nism for all actions on data. They claim that sharing medical data with research and
medical institutions with data privacy can be ensured by this system.

In 2018, Cruz et al. [19] proposed a role-based access control mechanism using
Ethereum and smart contracts. Their mechanism verifies a user who owns a role by
using a challenge-response authentication protocol. They compared their mechanism
with other mechanisms based on smart contacts and Bitcoin blockchain.

In 2018, Desai et al. [20] proposed a data sharing agreement protocol which uses
blockchain. Their protocol creates smart contracts based on agreement protocol and
shares data in exchange for payment. Their framework includes a voting mechanism
that can impose penalties. Their framework can be used for different kinds of terms
associated with data sharing agreement.

In 2018, Ozyilmaz et al. [21] proposed a blockchain-based Internet of Things data
marketplace using Ethereum and smart contracts. They used Swarm [22] as the distrib-
uted storage platform. They aimed to make 10T device vendors and Artificial Intelli-
gence and Machine Learning solution-providers work together.

In 2019, Kabi et al. [23] proposed a physical goods marketplace application using
Ethereum. Their application enables trading of goods without a third-party. They meas-
ured the performance of the system based on gas which is a unit for computing power
to execute an operation in Ethereum Virtual Machine.

3 Blockchain-Based Conceptual Model

To investigate the feasibility of a role-based, access-permissioned, and trustable infra-
structure for software project information sharing, a blockchain-based conceptual
model has been developed. In this section, we explain details of the model, demonstrate
its operation over an example scenario, and discuss its likely limitations.

The proposed model has an attribute-based access control mechanism for sharing pro-
ject information. In this way, a company can manage access controls on the basis of
project attributes and share all or part of its project information. The company can also
manage previously shared project information and its access controls. In addition, an
incentive mechanism is proposed to motivate project owners to add project information
to the system. Since the proposed model is blockchain-based, its execution does not
require a managing authority. In this way, all transactions to be performed on the data
are under the authority of the data owner and the sharing of data cannot be tampered or
censored without the consent of the project owner. In addition, thanks to the immutable
feature provided by blockchain technology, the stored project information does not
carry the risk of being modified by hacking attacks.

3.1  Requirements and Assumptions

Blockchain-based conceptual model has three roles as data provider, verifier, and data
user. The model offers several benefits to these roles. The data provider gains tokens in



exchange of project information. Verifier, who will be selected among data providers
having similar project information, earns tokens to verify the added project information.
By motivating data providers to add project information, it is assumed that a large
amount of project information will be added to the system and the reliability of these
data will be ensured by the verification operations. The data user will have access to a
large amount of reliable data generated by this model and in return he/she will pay
token for the project information used.

Access control of project information is enabled through project attributes. In this
way, the data provider can share a certain part of its project information and keep the
other parts private. Data provider grants access for the project information via project
attributes. In this regard, blockchain technology provides significant benefits for the
proposed model. Since blockchain has decentralized feature and there is no central au-
thority, the access and management controls of the project information can be per-
formed only by data provider. This enables the data provider to trust the system. Since
the data is stored in the blockchain in a distributed manner, there is no risk of losing
data. The immutable feature of blockchain ensures that the project information saved
in the chain will not be tampered without the consent of the owner.

3.2 Conceptual Model

Fig. 2 shows the graphical representation of the blockchain-based conceptual model.
We explain the concepts and their relations following the figure.
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Fig. 2. Conceptual Model for Blockchain-based Software Project Information Sharing



Data Provider: The data provider can insert project information to project information
pool and manages access controls of already inserted project information. Access con-
trols are managed by associating data users (or user groups to be defined) with project
attributes that the data provider wants to grant access to. By this way, project infor-
mation sharing is enabled per allowed attribute. Only the data provider owning project
information is authorized to manage access controls. The data provider receives tokens
in return for project information used by the data user. If the data provider does not give
access right to anyone, he/she cannot earn tokens. Yet the data provider can access and
use his/her own private project information.

Verifier: When the data provider adds project information, a number of data providers
who have similar project attributes are assigned as verifiers. Similarity decision can be
made by using project attributes like project type such as embedded system and project
size measures such as functional size. Verifiers are selected from data providers who
have been granted access to project information. Therefore, the verification cannot be
done if the data provider does not give access to any other data provider. The reliability
rating of inserted project information is determined according to the verification results.
The value of rating which is verified by more verifiers will be higher. This value indi-
cates the reliability of project information for data users. The verifier wins tokens after
completing the verification process.

Data User: The data user makes queries in project information pool and uses project
information that is granted access by data providers. Access to project information will
be allowed on the project attribute basis. The data user pays tokens in exchange for
using project information. The data user can evaluate the reliability of a project infor-
mation according to its rating value. The project information which has higher rating
value is more reliable because it is verified by more verifiers.

Project Information Pool: The project information pool is a collection of all projects’
information. The information that data providers have added and data users have used
is located in this repository. These data can be used in carrying out software project
estimations by project managers.

Project Information: The project information defines the data of a software project. It
contains project attributes of a software project.

Project Attribute: A project attribute is a piece of information that determines the
properties of a software project. For example, a project attribute can be defined as type
of software project which can be embedded system or mobile application. Access con-
trol of a project information is made on the basis of project attributes. In this way, a
data provider can make a part of project information accessible and another part of
project information private.



Access Control: Access control mechanism is used to enable data providers to add
project information with the authorization restriction that they want. All access control
management operations can be done by the data provider who is the owner of project
information.

Token: The tokens are used to motivate data providers, verifiers and data users. It en-
ables all roles to benefit from the system. The data provider is motivated to add project
information. The verifier gains tokens by verifying project information. The data user
will be able to access more reliable project information. It provides a win-win situation
for all participating roles.

3.3 Example Scenario

Based on the conceptual model explained in the previous section, Fig. 3 demonstrates
the main flow of operations in sharing, verifying and using project information via the
blockchain-based infrastructure. Numbers in the figure shows the order of operations
in the flow.
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Fig. 3. Main Flow of Operations in Sharing and Using Project Information

The following operations are executed in sequence in the main flow of the example
scenario:

1. The data provider creates project information and its project attributes. Then
he/she inserts created project information into project information pool.

2. The data provider grants access rights for the project information via project at-
tributes.

3. The verification request is made to inform the verifiers.



4. a. The verifier checks whether project information is proper and verifies it. Ver-
ification result determines the value of the project information rating.
b. The verifier receives tokens when the verification process is completed.

5. a. The data user queries project information pool with respect to certain criteria
to obtain the project information data set that he/she want to use. Project infor-
mation that the data user has access rights is displayed.

b. The data user pays tokens for using project information.
c. Token payment is made to the owners of project information used by the data
user.

The scenario described above can be realized by developing a software application
that will use the underlying blockchain technology. Smart contracts can be imple-
mented for the data store and access control mechanism. The use-case diagram of such
a software application to carry out the operations in the scenario is given in Fig. 4 with
respect to three roles defined as the actors.
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Fig. 4. Use Case Diagram for Realizing the Example Scenario

The proposed conceptual model is designed to store and share project information
in different data sets. In order to illustrate the use of the model, the following mapping
table is given in Table 1. In the table, a sample part of ISBSG dataset in Fig. 5 is adapted
to the conceptual model.
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Table 1. Concepts and ISBSG Dataset Mapping

Proposed Concept ISBSG dataset
Project Attribute A Cell (Ex: Manufacturing)
Project Information A Row (Ex: Project information with ID 10132)
Project Information Pool All Rows
Data User Customer of Dataset
Verifier Dataset Repository Manager
Data Provider Data Owner of a Row
Token None. Only paid membership for Data Users
Access Control Centralized, repository-based
Hating Ralng .S'zz?_;r:re Gﬁ;gw Marar Grauging Major Grauping

ISBSG ' Data UFP Year of |Industry Sector Organisation Type Application Group
Project ID Quality | rating Project

Rating
10132 B B 2010 Manufacturing Manufacturing; Business Application
10247 B B 2009 Manufacturing Manufacturing; Business Application
10248 A A 2012 Communication  Telecommunications; Business Application
10249 A B 2006 Gowvernment Government; Business Application
10273 B B 2009 Manufacturing Manufacturing; Business Application
10323 A A 2002 Insurance Insurance; Business Application
10332 B B 2009 Manufacturing Manufacturing; Business Application

Fig. 5. A Sample Part of ISBSG Dataset

As seen from Table 1, most of the proposed concepts can be mapped to those in
existing ISBSG dataset. To better demonstrate the difference of the proposal with re-
spect to the current operation, the following example changes can be made while map-
ping ISBSG dataset to the proposed model:

e The project information pool will include all rows but as allowed by data owner for
a specific type of data user.

o Verifiers will be selected from data owners having similar project attributes.

¢ Role-based token will be defined to enable all roles to benefit from the system.

o Decentralized and attribute-based access control mechanism will be implemented
with smart contracts on blockchain.

4 Discussions

The proposed solution should be considered in three levels; strategic, tactical and op-
erational. Currently we are dealing with the issues of operation. Next, tactical and stra-
tegic issues need to be addressed. For example, there is a need for a standard data model
for software project estimation which is of tactical level, and the data owned can be
processed/mapped with respect to this data model by smart contracts.



On the level of operation, there may be limitations (or unexpected alternative flows)
of the example scenario in realization. For example, if the data user is malicious in step
5.a, after project information is displayed to him/her, the user can copy project infor-
mation (e.g. by taking an image of it) and share it with other people who do not have
access rights. To address this problem, project information pool can be utilized in a way
not to display project information but the result of the user operation. More specifically,
the data user can define an operation (e.g., an estimation function) on system and run
that operation on queried project information. The data user can then get only the result
of the operation without seeing the information that led to that result. The limitations
like this one will be elicited and discussed with actual stakeholders of the system in our
upcoming studies, and the use case definitions will be revised accordingly prior to im-
plementation.

Determining the blockchain technology to be used for a system using this model is
a critical decision. The basic requirement of the model, i.e., the restricted access control,
implies that private blockchains with more features in this respect are more suitable
than public blockchains. Hyperledger technology, which is widely used among private
blockchain technologies and supports smart contract implementation, will be the right
choice for this model.

5 Conclusion

In this paper, we proposed a conceptual model for blockchain-based software project
information sharing to encourage stakeholders for sharing and using project infor-
mation by defining an access control mechanism. In order to make stored project infor-
mation more reliable, an incentive mechanism that benefits all roles is employed. The
features of blockchain technology make the model more secure and reliable.

This infrastructure will not be specific to project information, and it can be adapted
for other kind of information sharing and storage problems. This work can be beneficial
for companies that need to make estimations with software project data and for organ-
izations, which want to make comparisons with software project information, like re-
search centers, technology transfer offices etc.

In our upcoming work, by using the proposed model, a system will be designed and
implemented. Following that, an empirical study is planned with a research center in
order to evaluate operational principles and validate the usability of the model.
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