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In recent years, environmental concerns have led to a significant increase in
the number and scope of compliance imperatives across all global regulatory
environments. The complexity and geographical diversity of these environ-
ments has caused considerable problemsfor organizations, particularly those
in high-technology industries. This paper first employsinstitutional theory to
help understand the challenges for information technology manufacturing
organizations that emanate from global institutional environments. While
cultural—cognitive and normative influences from society-at-large and
industry-based bodies have stimul ated environment-oriented cor por ate social
responsibility initiatives, it is undoubtedly regulatory influences that have
generated the deepest responses in terms of the adoption of new compliance-
oriented procedures and protocols. This paper first describes the general
response fromthe organizational field in which high-technol ogy firms operate
and notes the extent of the response, with environmental compliance
management systems being one of the institutional arrangements that
organizations have adopted. The findings of empirical research based on
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Compliance & Risks Ltd.'s compliance-to-product application and its
deployment in Napa Inc., a Slicon Valley-based Fortune 500 company, are
then offered and analyzed to illustrate the scale and scope of information
systems support required to institute adequate compliance-oriented protocols
and procedures in response to global regulatory influences, while also
answering concerns raised by normative and cultural—cognitive sources.

Keywords Ingtitutional theory, compliance, knowledge management, environmental
compliance management systems

1 INTRODUCTION

Compliance with regulatory requirements of one sort of another has been with busi-
ness enterprises for some time (Taylor 2005). In recent times, however, environmental
concerns have led to a growing emphasis on compliance issues surrounding issues of
energy consumption by, and the use of hazardous substances in, products across all
industry sectors(Hristev 2006; Kellow 2002). Theinfluenceof environmentally oriented
regulatory and socia pressures are especially evident in the information technology
sector (Murugesan 2007), particularly as shorter product life cycles, and longer product
lines, have increased the use of materialsthat are deemed hazardous to the environment
and, ultimately, to human health (Avila2006; Brown 2006). Companieslike Dell (2007)
and Hewl ett Packard (2006), for examples, increasingly advertise how they areexercising
corporate social responsibility with respect to “green” pressures—both regulatory and
socia inorigin.

Scott (2004) maintains that institutional theory has as its concern the forces that
shape social structures, schemas, rules, norms, and routines and which, inturn, affect the
behavior of social actors. Itisclear from Scott (2001, 2004) that regulatory, normative
and cultural—cognitiveinstitutional influences shape organizational processes and struc-
tures, and help define what is effective performance or efficient operation in organiza-
tions (Powell 1991). Thus, ingtitutional theory provides a suitable conceptual lenswith
which to examinetheimpact of institutional forces generated by environmental concerns
in the organizationa field, population, and environment in which high-technology
manufacturing firms compete (Chiasson and Davidson 2005). This study, therefore,
adoptsinstitutional theory to first explore and understand the regul atory, normative, and
cultural—cognitiveforces shaping the environmental complianceimperativesconfronting
IT manufacturing organizations. It also illustrates that IT manufacturing organizations
have responded to institutional pressures by deploying information systems to support
internal compliance processes—with, it is argued, limited success (Avila 2006; Brown
2006). This paper focuses on how one software application and data services vendor,
Compliance & Risks Ltd., had its compliance knowledge management system adopted
by Napalnc., aFortune 500 high-tech manufacturer, in order to addressthe considerable
challenge of global product compliance through IT-supported compliance-oriented
protocols and procedures.

The research objective of this study isto explore how global environmental regu-
lations have shaped the organization-level responses of firmsin the IT manufacturing
sector and to investigate how 1T and data services are being employed to support new
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organizational protocols and procedures to address the challenges posed by green
legidlation.

2 APPLYING INSTITUTIONAL THEORY TO UNDER-
STAND COMPLIANCE IMPERATIVES FACING
ORGANIZATIONS

Ingtitutions are “the humanly devised constraints that structure political, economic,
and social interactions. They consist of both informal constraints (sanctions, taboos,
customs, traditions, and codesof conduct), and formal rules(constitutions, laws, property
rights)” (North 1991, p. 97). According to DiMaggio and Powell (1983, p. 143), an
organizational field is comprised of “Those organizations that, in the aggregate, consti-
tute a recognized area of ingtitutional life: [it consists of] key suppliers, resource and
product consumers, regulatory agencies, and other organizations that produce similar
services or products.” An organizational field is characterized by coercive (regulative
and legidative) influences from government departments, state-sponsored agencies, the
judiciary, and so on, in addition to normative and mimetic (cultural—cognitive; Scott
2001) influences from related organi zations (suppliers, consulting organizations, distri-
butors, professional bodies, etc.), competitors, stakeholders (nongovernment organi-
zations, analysts, investment funds, for examples) and other related social entities. Itis
clear from DiMaggio and Powell, as with Scott (2001), that the external agencieswhich
congtitute an organizational field exert a significant influence over an organization's
structures, palicies, practices, and procedures. Following Chiasson and Davidson (2005),
thisstudy conceptualizesthe organizational field asthe el ectrical and el ectronicsindustry
(although all organizations are now affected by environmental regulations of onekind or
another) and the organizational population/environment as the high-tech IT manu-
facturing sector. However, we argue that, as recent regulatory developments in the
European Union have illustrated, organizational fields exist within a global/societal
environment rather than national environments.

2.1 Regulative or Coercive Influences on IT
Manufacturing Organizations

Drawing on Scott (2001), the emphasis of regulatory institutional influencesison
coercion, indicators of which are rules and laws, which agents such as governments and
regulatory agencies legitimize using legal sanctionsto ensure compliance. Institutional
carriers, on the other hand, are social structures such as governance and power systems,
which institute rules and laws, the organi zational response to whichisto institutionalize
routines such as protocols and procedures. This section, therefore, focuses on govern-
ancepower systems, rules, and lawsthat shape corresponding organizational compliance-
oriented procedures and protocols.

High-tech IT manufacturing organizations operate in highly complex regulatory
institutional environmentsinternationally and, consequently, face abewildering range of
diverse regulations (Avila 2006; Hristev 2006). For example, recent European Union
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regulationssuch asthe Restriction of Hazardous Substances Directive (RoHS), theWaste
Electrical and Electronic Equipment Directive (WEEE), and the Registration, Evaluation
and Authorisation of Chemicals (REACh) Regulation have enormous implications for
diverseindustry sectorsoperating globally (European Commission 2006; Hristev 2006).
Theimplementation of the WEEE and RoHS directivesresulted in highly complex legis-
lation in EU member states, which does not lend itself to easy comprehension, appli-
cation, and integration into an organi zation’ sresearch, devel opment, manufacturing, and
logistics processes (Pecht 2004). However, the task of maintaining compliance will
become even more onerous for the IT manufacturing industry and related sectors, not
only because of the recent moves to include 46 new hazardous substances on top of the
original six under EU RoHS, but as the new REACh regulation came into force in June
2007. This new law requires organizations to specify the possible dangers of combi-
nations of chemicals present in their products not only on disposal, but also whilein use
(Bush 2007). It will also place new disclosure requirements on companies under Article
33 by ensuring that customers, and also interested NGOs like Greenpeace, can insist on
disclosure on a black list of substances. While the EU’s environmental laws have
received much attention, others are no less stringent. The Environmenta Protection
Agency (EPA) inthe United States hasissued araft of legislation covering all hazardous
substances across the whol e range of manufacturing sectors, while Japan also has highly
demanding laws (Hristev 2006). Over thelast two years, Korea, Australia, Canada, and
U.S. statessuch asCaliforniahaveintroduced | egislation similar to the RoHS and WEEE
directives, whilein China, asimilar directive known asthe ChinaRoHS, or the Methods
for the Control of Pollution by Electronic Information ProductsDirective, cameintoforce
in March 2007. The need to address compliance legislation in different geographical
locations adds complexity for global 1T manufacturing organizations, however, deter-
mining the applicable regulation for agiven geographical areacan be complicated by the
problem of understanding which products are covered by, or are exempt from, sets of
seemingly conflicting regulations (Kellow 2002).

The European Commission estimates that the cost of being in compliance with its
new REACh legisation will be upwards of €5.2 hillion ($7 billion) (European Com-
mission 2006). |ndependent research also reportsthat the cost of compliance with RoHS
and WEEE is approximately 2 to 3 percent of the cost of goods sold, a not insignificant
amount given the size of the IT sector (Spiegel 2005). However, while the costs of
ensuring complianceare considerabl e, the costs of not beingin complianceareevenmore
significant, with companies facing the risk of exclusion from key markets, stopped
shipments, and product recalls, with a corresponding loss of revenue, and potentially
disastrous consequencesfor brand image and/or corporatereputation (Avila2006, Brown
2006; Goosey 2007). In casesof aserious breach of compliance, firmsmay also befaced
with hefty fines and/or criminal prosecution (Brown 2006).

2.2 Normative and Cultural-Cognitive Influences
on Environmental Compliance

While the forgoing illustrates the relatively strong incentives to comply with
regulative imperatives, normative and cultural—cognitive influences increasingly come
into play. Industry standards and professional bodies such as|EE and | EEE, customers,
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and suppliers are the agents bringing normative influences into play, while nongovern-
ment organizations and other socia stakehol ders bring cultural—cognitive influences to
bear (see Eisner 2004). In terms of the former type of influence, manufacturer asso-
ciations, original equipment manufacturers, and firms that source components from
suppliers in the industry mandate compliance to the regulations and standards in the
institutional environments they face (Avila 2006; Pecht 2004). Take, for example,
Eisner’ s (2004) report on the Ford M otor Company’ sdecision to have all of itssuppliers
bel SO14001 compliant, thusforcing environmental social responsibility downthesupply
chain. In contrast, one recent example of cultural—cognitive influences comes from the
nongovernment organization Greenpeace, which tests I T and electronic appliances for
the presence of hazardous substances; Greenpeace publishestheresults of itstestsonthe
Internet in order to influence environmentally conscious customers and investors
(Greenemeier 2007). It is clear, however, from recent practitioner analyses by the
Aberdeen Group (Brown 2006) and M cL ean and Rasmussen (2007), that normative and
cultural—cognitiveinfluences aimed at generating corporate social responsibility areless
influential in shaping organizational responses to environmental issues than regulatory
influences, as it is hoped by organizations that addressing the latter will help address
normative and cultural—cognitive influences as well.

2.3 Information Systems Support for Regulatory Compliance

Avila (2006) argues that information systems are required to help address the
challengefacing thel T manufacturingindustry in responding to theincreasingly complex
global regulatory environment. In terms of the organizational response of instituting
suitable compliance-oriented protocolsand standard procedures, Avilaarguesthat, to be
effective, information systems must, at base, possess material compliance analysis
capabilities, the ability to reduce the total cost of compliance, and also to account for
rapidly changing environmental regulations across multiple markets and geographies.
However, initsrecent study, The Aberdeen Group reveal ed that 80 percent of companies
lacked a cohesive systems infrastructure to track, audit or manage product compliance.
Most companieswere relying on avariety of solutionsthat were not properly integrated,
and which did not provide the necessary information needed to meet environmental
regulations (Brown 2006).

Previous efforts to tackle corporate environmental auditing and reporting involved
the implementation of environmental management systems (EM S)—which may, or may
not, have been supported by IT (Eisner 2004). Eisner reports that EMS were an exten-
sion of total quality management, which helped companies define their corporate envi-
ronmental policies and employed information on regulatory requirements and environ-
mental impacts to determine quantifiable objectives and programs. It wasonly recently,
however, that robust IT support for EMS emerged in the form of software-as-a-service
tool sthat hel p compani esmanageenvironmental, health, and saf ety compliance; DuPont,
Chevron, and Johnson & Johnson are three large multinational organizations using such
systems (Brodkin 2007). While EM S grew out of the need to manage reasonably well-
articulated regulatory requirements, and to help companies address corporate social
responsibility, they did not address the information asymmetry problems that emerged
with more complex, stringent, and highly differentiated global regulatory compliance
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imperatives—hence, the emergence of environmental compliance management systems
(ECMS).

A brief industry analysis conducted by theauthorsof thevarioushigh-profile ECMS
offerings currently available from vendors such as SAP AG, TechniData AG, E2open,
and Synapsis Technology revealed that they can be deployed as

» stand-alone applications (off-the-shelf packagesthat are configured or customized)

* hosted solutions (e.g., compliance-as-a-service)

» either of the above, integrated with existing product lifecycle management (PLM)
or enterprise resource planning (ERP) systems

It is significant that the features of these application only meet, in part, the criteria
proposed by Avila (2006) and outlined above. Our analysis also revealed that such
ECMSs emerged from extant vendors PLM systems (e.g., EMARS from Synapsis
Technology, Inc., and Product Governance and Compliancefrom AgileInc.), enterprise
resource planning (ERP) systems (e.g., CfP from SAP AG and TechniData AG), or
supply chain management (SCM) systems(e.g., E2open Inc.’ sEco-Compliance solution).
A recent report by the Forrester Group (McL ean and Rasmussen 2007) on the adoption
of governance risk and compliance (GRC) applications (of which ECMS would be a
subset) by organizations across all sectors failed to register any of those mentioned
above—indeed M cL ean and Rasmussen concluded that the absence of both SAPAG and
Oracle Corp. from their analysisindicated that they were not servicing the compliance
needs of organizations. Extensive (unpublished) market research of over 50 global
organizations by one of the authors between 2006 and 2007 revea ed that Fortune 500
organizations admitted to using a variety of internal solutions based on, for example,
Excel spreadsheets, basic database systems, and point solutions from arange of vendors
(see Brown 2006). The GRC executives interviewed indicated that none of these
solutions in use supported the organizational protocols and routines needed to manage
regulatory environmental compliance on a global basis. It was found that they were
particularly poor in addressing information asymmetry and knowledge sharing problems
between regulators and companies (and vice versa), between companies and their
stakeholders, and between various organizational functions.

3 PARTICIPATORY RESEARCH ON
COMPLIANCE-AS-A SERVICE

An exploratory, instrumental case study design was chosen for this two year
longitudinal study (Stake 1995; Yin 2003), which is the result of an ongoing, parti-
cipative study by the university researcherswith Compliance & RisksLtd. (C&R) onthe
compliance-to-product (C2P) application. It must be noted that theresearch study, which
commenced in August 2005, did not meet the criteria demanded of action research
(Baskerville 1999); however, in an effort to capitalize on the synergy between the
university researchers knowledge of KM theory and IS design and C&R practitioners
“situated, practical theory” (Baskerville 1999, p. 17), acase-based participatory research
strategy was chosen as the most appropriate approach.
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Two university researchers participated in this study. Four practitioners from the
company played an active role as coresearchers: the primary coresearcher was the
founder of Compliance & Risks Ltd., while the secondary coresearchers included the
Cdlifornia-based software team’ s project manager and the chief design architect of the
C2P, a senior software engineer from C&R and the company’s marketing and sales
director. The majority (seven) of the devel opment team were headquartered in northern
Cadlifornia, with two being based in Europe. Thecompany’slegal datateam and industry
partners were primarily European based; however, it did have a humber of lawyers
working out of U.S. offices. The remaining participants included users of the pilot
version of C2P at Napa Inc.

Thedatafor the present study was gathered using semi-structured interviews during
numerous meetings and on-site visits in Europe and the United States, spanning the
period from August 2005 to April 2007; participant observation was also employed
throughout (Yin2003). It must be noted, however, that researchershad no access, at any
time, to confidential client data, in accordance with C& R’'s nondisclosure and confi-
dentiality obligations to its clients. Internet-based teleconferencing technologies were
also employed to facilitate meetings, in addition to e-mails and instant messaging. The
datawas interpreted and analyzed on an ongoing basis and augmented by official com-
pany documentation, including C&R'’s business plan, training manuals, technology
architecture documentation, and so on.

4 COMPLIANCE-AS-A-SERVICE: FROM CONCEPT
TO SERVICE-ORIENTED ARCHITECTURE

The background to the emergence of the compliance-to-product application hasits
originsin C&R’s CEO's experience in regulatory intelligence for Deloitte in Brussels.
This provided him with a unique perspective on the need for, and potential of, ECMS,
or compliance knowledge management systems (CKMS) as he conceptualized them,
especially inindustry sectors affected by environmental regulations being introduced by
the European Union. Heidentified the electrical and electronics industries, and in par-
ticular the I T sector, asapotential niche market for his new business method and CKM S
innovation. In order to help trandate his innovative idea, he developed a conceptual
model of the components and processes of an enterprise-wide CKMS. Asalegal expert,
he identified what he termed a consumption problem, in that an information asymmetry
existed between regulatory institutions and agencies and the companies covered by the
environmental legislation they produced. Interms of institutional theory, if companies
did not know of, or understand, environmental regulatory compliance imperatives with
respect to products/materials and substances of interest, how could they institute
appropriate organizational responsesin the forms of protocols and proceduresto ensure
compliance? Information-related problemswerenot, however, confined to the consump-
tion of legidation, as high-tech manufacturers source an enormous range of sub-
assemblies, components, etc. from diverse suppliers arranged in multitiered, geo-
graphically dispersed, supply chains. Knowing what isin agiven product or model, and
if itis (or will be) in compliance with global regulatory instruments, therefore, adds to
thedifficulty inarriving at suitably designed and effective protocol sand procedures. The
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following section describes the conceptual model that emerged in C&R in response to
regulatory institutional pressuresidentified by its founder and other legal experts.

4.1 The Compliance-to-Product Conceptual Model

Practitioners at C&R view CKMS for product compliance as being based on an
integrativel T artefact that managesthreehigh-level enterprise compliance processesviz.
an external regulatory requirements gathering process, a compliance management
process, and a knowledge management process (a fourth, the supply chain compliance
process, was recently identified, but requires further elaboration). These processes
concern themselves with assessing and managing the issues, risks, and tasks, communi-
cation, collaboration and knowledge sharing, document management, and disclosure
activities, in addition to performing all of the product stewardship related to external
requirementsimpacting an organization. The underlying activities or processesinvolve
interpreting, tracking, and monitoring environmental regulations. All of thistakes place
in the context of evolving, strategic internal requirements. There are three primary
categories of users—C&R’s legal data team; the customer organization’s compliance
function; and managers and engineersin the product research and devel opment, manu-
facturing, and logisticsfunctions. The coreof the systemisthe CKM Srepository, which
is underpinned by a highly sophisticated data model. Figure 1 presents a conceptual
model of such a CKMS, called Compliance-to-Product.

Institutional Compliance & Risks Ltd. IT Manufacturers
Environment Compliance-to-Product
Regulatory Requirements Compliance Management
| Gathering Processes Processes
I Report and
Regulatory/Legal | audit
Compliance — _—— | Products |
Imperatives ! /
Track and /
Europe/Member monitor Industry i -
States regulauons Experts I )
. i i Implementation
Asia H :  processes
U.S. States |::> Legal Data i
Americas Team
Africa
R&D/
Manage legal Create structured Manufacturing/
: and compliance legal and i
! data compliance data LOgIStICS
. i
Cultural-Cognitive :
Influences - Implementation ﬁ Communicate
o processes and collaborate
C2P
Repository < . >
Normative Assess and Compliance
Assess and
Influences re";?]‘l‘:l%fy manage issues, Staff
requirements risks, and tasks

Figure 2. Compliance-to-Product Compliance-as-a-Service Conceptual Model
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In this model, external regulatory requirements gathering processes are conducted
by C&R, whose legal data team focuses on the jurisdiction, instrument type, and legal
basisfor complianceimperatives: asaresult, their activitiesneed to cover all of the busi-
nessterritoriesin which acompany operates, in addition to juridico-political territories,
future regional implementation areas, and so on. |dentifying, managing, and tracking
complianceimperativesisfurther complicated by thefact that they often fork into distinct
regulatory requirements in “parent-child” configurations, in which the resulting child
imperative may differ in terms of the criteria applied to business processes, behaviors,
services, and products. Few, if any, organizations have the internal legal expertise to
manage this complexity and to be able to track and monitor regulations, create and
manage all legal and compliance data, while capturing the often subtle differences
between, for example, an EU directive’s local implementation in any of 27 member
states, many of whom may “gold plate” legislation (i.e., make it more or less restrictive)
to favor national industries or strengthen environmental protections.

Hence, in order to enable what are key processesinthe model, C& R put together its
legal datateam, which is comprised of lawyersin Ireland, the United Kingdom, and the
United States. Thelegal datateam also includesparal egal s, engineersand environmental
specialists. Its primary function, therefore, isto convert legislation from global regula-
tory institutionsto create C2P' s knowledge repository. Table 1 provides an example of
the policy areas covered by the LDT and corresponding compliance imperatives by
region as of 2007; these will be increased significantly by 2008. Once the LDT has
captured and properly formatted complianceimperatives, they aremadeavailableby C2P
to all organizational users who manage the organization’s enterprise compliance pro-
cesses. The application’s features therefore enable users to readily assess and manage
regulatory requirementsand to manage product-rel ated risksandissues. Theseprocesses
are enhanced by communication and collaboration featuresthat enable usersto automate
information sharing (e.g., by triggering risk alerts when legislation is modified or com-
pliance imperatives are modified or introduced) and to support the firm’s compliance
implementation process.

4.2 C&R’'s Business Model

The primary business model adopted by C& R saw the establishment of its applica-
tion and data hub in northeastern California. Locating the application hub in California
was a strategic move, as severa of its customers are Fortune 500 companies are located
in Silicon Valley. The company’sU.S. and European offices are linked to the hub using
encrypted virtual private network (VPN) technology. Thus, development and legal staff
at the company’ sheadquarters, in addition to legal expertslocated worldwide, accessthe
application using standard, secure web technologies. C& R decided against hosting the
client versionsdirectly; instead, it outsourced the depl oyment of individually customized
applications to a high profile application service provider in Sacramento, California,
which implements a highly secure, industry-standard, service-oriented architecture.
Figure 2 illustrates C& R’ s business model.

Thusaswithinitia customers such as Napalnc., each client site will have a secure
VPN link toitsparticular customized version of C2P. The only datacommonto all appli-
cation instances will be database entries related to compliance imperatives and related
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Table 1. Compliance-to-Product Knowledge Base of Global Product and Service
Legidation

5 . sl |
3 % < |2 £l g S48
Regulatory | B | o n|E|[S|z|B|s|<|= |85
R |\ S\ 8|3 g|g|8 8|8 55 |8k
Target 2| E |32 |5|5|5|5|18|18|2F|25
Batteries 10 3 2 5 2 1 15 5 8 1
Energy
efficiency 22 1 4 6 438 6 1 12 2 13 4
Hazardous
substances 69 3 19 | 66 | 41 | 30 4 64 9 38 | 23
Packaging 34 3 10 | 71 1 1 1 22 1 18 5
Disposal,
take-back 8 14 | 12 3 11 | 75 6 9 9 6
Waste &

waste mgmt.. | 23 5 7 81 2 6 1 7 6 1 9 8
Public &

green proc. 10 5 5 1 2 1 2
EMC low

voltage 21 1

ECOdesign | 43 2 7 4 23
REACH 32 1

Money

laundering 10 12 5 1

Anti-

corruption 8 1 10 | 22 3 2
Health &

safety 16 | 16 1 1 1 1 5
Dual use,

export control | 19 4 24 | 23 | 12 1 11
Data

protection 20 | 17 2 1 1 1
Audit &

governance 12 | 15 | 12 1 1 1 13
Product

safety 12 1 4 2 9
Marketing,

labeling 7 8 3 2 1 2 4 8 11
Medica

regulation 8

EU

procedures 29
Total sources| 413 | 71 | 106 | 307 | 144 | 54 | 22 [ 199 | 24 | 24 [ 111 | 122
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Figure 2. Compliance-as-a-Service Business M odel

data, documents, and so on, which emanate from the C2P hub. This partitioning ensures
that confidential customer data is secured from access by other customers, or indeed
employees of C&R.

5 APPLYING COMPLIANCE-AS-A-SERVICE
CONCEPTUAL AND BUSINESS MODELS
AT NAPA INC.

The nub of the problem facing organizations in confronting environment-based
institutional regulatory and corporate social responsibility pressuresisthat they generally
do not have the necessary in-house legal capabilitiesto interpret, evaluate, capture, and
storeall relevant compliance-related information. Theseactivitiesare usually out-tasked
to legal experts who respond with voluminous reports that do little to lift the burden on
compliance officers. Alternatively, in-house regulatory compliance requirements
gathering demands strong legal competencies, as their focus must be on the geographic
jurisdiction, instrument type, and legal basis for compliance imperatives. These were
some of the challenges facing Napa Inc. prior to 2007.

Napa Inc. is a household brand name and a major player in the global IT industry
worldwide. Duetothedearth of suitableenvironmental compliance management systems
in the market in 2006, it piloted the use of C2P and subsequently adopted it as com-
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pliance-as-a-service using the aforementioned business model. According to Napa's
Environment Department, the company’s major challenge in dealing with institutional
pressures in its organizational field (in that it sources components from the broader
electrical and electronic sectors) and population (e.g., the high-tech sector) is that

policy imperatives are exponentially growing, in the environmental arenathe
policy isfocusing increasingly on product issues (ROHS, Power management,
labeling, packaging design) and has been steadily moving away from end-of-
pipe policy typical of the 1980s and 1990s [ Environmental Health and Safety]
regulations. Added to this, unlike other policy areas, environmental policy is
enforced at multiplelevelsadding regional, national and local level data points
(e.g., battery marking and recycling is enforced by European Commission, UK
DEFRA and DTI, UK Regional Environment Agencies, local authorities, city
councils).

Product recall and exclusion from particular markets were cited by Napa s managers as
being some of the ongoing threats to the company in the face of such regulations. Napa
argues that it, and its competitors, must address several issuesin order to deal with this
challenge: The first is how to avoid compliance officers and R&D manufacturing
engineers spending 100 percent of their resources on tracking policy, associated stan-
dards, and regul atory measures, asopposed to maintaining delivery of higher value-added
activities such as compliance assessments, addressing and managing issues, and imple-
menting compliance with imperatives. The second issue concerns how to tiethe actions
and decisionstaken at aproduct team |evel with the requirements, terms, definitions, and
guidance provided by legislators. Thethird issue concernsthe problem of how to reduce
timeand cost associ ated with getting independent gui dance and assessment on regul atory
definitions and requirements.

5.1 Napa's Experiences with Compliance-as-a-Service

Prior to its adoption of C2P, Napa adopted a five-stage process in order to help it
manage compliance viz. (1) track and monitor all relevant regulations in the global
marketplace; (2) assessall related risksin terms of process and product; (3) raise aware-
nessacrossthe organization, especially inengineering, design, R& D, and manufacturing,
and enhanceintra-organi zational communicationsacrossall relevant functions; (4) imple-
ment compliance solutions in engineering and design functions at the earliest possible
opportunity; (5) review the effectiveness of the steps taken and the level of compliance
achieved. These stepswereincreasingly proving to bedifficult to manageintermsof the
scope and complexity of the global regulatory environments in which Napa operates.
Like many other organizations, Napa was managing compliance using information
gleaned from legal advisors and mapping this onto products, subcomponents, and so on,
using Excel spreadsheets. Table 2illustratesthe support that C2P offersto Napa s com-
pliance processes.

Regulatory Requirements Gathering Process. As indicated, C2P' s regulatory
requirements process is conducted by C& R’ s legal datateam, with input from industry
partners (such as law firms, consultants, policy area experts), and other sources. The
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Table 2. Napa’'sFive-Stage C2P-Enabled Compliance Process

Napa Inc. Compliance Activities Supporting C2P Featuresand Functions
1. Track and monitor Structured, dynamic database of compliance
imperatives
2. Assessrisk Detailed regulatory requirements, impact, issues,

unambiguous terms and definitions, risk ratings
3. Raise awareness and communication | Alerts, comments, watches, and shared searches

4. Implement compliance solutions Internal specifications, action plans, assignment
and reports
5. Review1l-4 Historical reports, compliance indicators, and

management summaries

scope of this processisthat it encapsulates all of the business territories in which Napa
operates, in addition to all juridico-political territories, future regional implementation
areas, and so on. The complexity of capturing these types of data standsin stark contrast
to the type of support provided by the mgority of extant ECM S (e.g., SAP’'scompliance
for product), where users create static “lists’ of compliance requirements, rather thanthe
multidimensional data structures needed to model compliance imperatives and require-
ments, and which also need to be updated in real-time. C2P, therefore, captures global
regulatory imperatives, and representsthem not as one-dimensional lists, but in complex
data structures that Napa' s compliance officers and other users can easily navigate and
map onto internal specifications (in C2P format), products, subassemblies, parts,
materials, and substances. Feedback from Napa’ scompliance and R& D teamsindicated
that C2P “adds value’ to the company’s compliance management processes, as the
compliance-as-a-serviceapplication ensuresthat “ sourceregulatory dataisdelivered pre-
formatted, structured, and ready to use out of the box” (Compliance Officer, Napalnc.).
C2P was aso argued to provide “auniversal panoramic view of all relevant impacts to
product or company operations’ and it “ givesinstant, live snapshots on policy areasthat
are not adequately covered or understood—[C2P] helps guide management to allocate
resources to appropriate risk areas.”

Compliance Management Process. Napa s compliance officers and other users
have full visibility into the status of its compliance activities using a simple dashboard
and complex searching and reporting functionality. In most scenarios, manufacturing
organizationswill set down product specifications, including material sto be usedin sub-
components at the R&D or product design stage. An important feature of C2P is its
ability to allow Napato view the impact of regulations on, and issues around, products,
subassemblies, parts, materials, and substancesinreal time. Thismeansthat oncearegu-
latory requirement changes, or anew one emerges, or new dataisfed into the system, the
status of al related products can change, down to constituent materials, and on to parts
provided by suppliers, communicated to “responsible” users using dashboard and email
aerts. C2P sanalysisfeatures help users analyze compliance imperatives and require-
mentsimpacts on products, subassemblies, parts, materials, and substances. Thisfeature
encompasses facilities to map supplier data against compliance requirements so as to
identify noncompliant parts, materials, or substances. As with other ECMSs, C2P
features a personal dashboard, which supports access to the following features:
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*  Anissuemanagement feature helpsNapa’ scompliance professionals, product design
engineers, and others collaboratively evaluate, escalate, and address product and
material compliance issues.

»  Arrisk ratings feature displays a product’ s risk status for each compliance issue.

» Theability to allow Napa's compliance officer to delegate and monitor issues and
responsibilities to relevant staff.

* Anaction planfeature, sothat users can associate milestoneswith, and managetasks
for, each issue.

*  An exception or alarm feature to remind users, and help them track the status, of
assigned areas of responsibility.

» Theability to create custom reports according to their issues and products.

e The ability to have multiple views so that users can navigate between summary
views and more detailed information.

Knowledge Management Process: Napa's user community felt that one of the
strong features of the C2P was its knowledge-sharing capabilities and tools. The pur-
pose of thesefeaturesisto provide an additional dimension to enhancethe understanding
of users to enhance compliance-related decision making. Several of these features are
accessible from C2P s dashboard, including

»  Capturing discussion threads in instant messages and e-mail threads between users
on any topic.

» Create contexts (i.e., background information) for classifying and reporting the
evolving impact of compliance issues on products.

»  Capturing ahistory of all changes to regulatory imperatives and requirements and
associated changes to products, subassemblies, parts, materials, and substances.

»  Automatic e-mail and/or instant messaging notification of any changesintheregula-
tory status of products, subassemblies, parts, materials, and substances.

*  An attachment feature to provide links to, or to attach directly, related documents
(e.g., lega interpretations or advice, industry journal articles, reports, etc.) that
describein-depth compliance imperatives, requirements, issues, impacts, or dataon
products, subassemblies, parts, materials, and substances.

»  Search featuresto allow usersto run queries and produce reports based on specific
parameters.

Napa’ scompliance executive summed up commentsfrom coll eagues by stating that
“C2P has shown usthat the era of paying external organizationsto dump information on
our doorstep has come to an end.” He maintained that the application “enables our
complianceteam to move away fromtheinordinate amount of time spent on tracking and
monitoring activitiesand to focus on activities 2, 3, and 4 [see Table 2] which arethebits
that really add value to the company.” Another member of the Napa’ s compliance team
supported this and stated that “ C2P hel ps usto a specific risk assessment for all affected
products, getting quickly to impacts and risks.” Thus, the C2P application offers faster
time to knowledge to Napain managing product compliance and minimizing any risk to
the company by being out of compliance.
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6 SUMMARY AND CONCLUSIONS

This paper describes the changing institutional environment confronting high-tech
manufacturing organizations in the IT sector. Growing societal concerns with the
planet’ senvironment hasled governmentsand their agencies acrossthe globeto ingtitute
highly complex and far-reaching legislation that has significant implications for all IT
products, their production, use, and disposal. Thus, there is no place to hide for IT
manufacturers, wherever they arebased. Thisdevelopment hasbrought animportant and
new challenge to organizations to respond to such institutional pressures by instituting
new compliance-oriented organizational protocols and procedures. As the problems
facing organizations in achieving compliance with environment-oriented regulatory
requirements are essentially information-based, then it is no surprise to find that a new
breed of IS has emerged—environmental compliance management systems. While
several such solutions are currently available in the marketplace, they have not been the
focus of information systems research or industry analysis. This study’s mgjor contri-
bution is that it identified a ground-breaking approach to solving the problem of
organizational responses to increasing ingtitutional and stakeholder pressures (often
climate change related) through the provision of compliance-as-a-service by a small,
innovative software company—Compliance and Risks Ltd.

The paper revealed that compliance-as-a-service emerged as a viable value propo-
sition to organizations as it addresses. (1) the complexity of the global institutional
regulatory environments in which they operate, and (2) the inability of such companies
to form adequate responses to those challenges due to the dearth of in-house legal
capabilities, and theresourcesrequired to provide adequate | T support for the application
of new protocols and procedures. It isclear from marketplace assessments made by the
authors of thisstudy, and confirmed by practitionersin Napalnc., and other Fortune 500
and 100 organizations, that, with few exceptions, both the organi zations themselves and
extant software vendors are not meeting the compliance and risks needs of the IT
manufacturing and related sectors. This study illustrated how one innovative software
company identified these requirements and responded by building an I T artefact that was
tailored to help organizations institute appropriate protocols and procedures to meet the
regulatory compliance needs of these sectors. The key differentiator of C&R’s C2P
application, and one that conveys a comparative advantage on it over other vendor
offerings, is that it approaches the problem from a legal/compliance perspective and
offers a combination of software, regulatory data, and data services. Alternative
approaches from competing vendors are based on document management, supply chain
management, or enterprise resource planning perspectives, none of which captures the
multidimensional nature of regul atory complianceimperativesand their impact down the
product hierarchy to component materials. Thislacunaprevents adopting organizations
using such ECM Sfor devel oping effective protocols and applying related proceduresto
addressinstitutional challenges. 1t must also be noted that whiletheknowledgeand skills
of C&R'’slegal datateam areimportant, so too isthe conceptual model underpinning the
C2P application in that that capturesthelegal essence of theingtitutional influences, and
thereby enables the team to trandlate the complex regulations into basic compliance
imperatives such that users can understand them. In conclusion, the practical success of
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the C2P application with agrowing number of Fortune 100 and 500 companies provides
support for itsunderlying concept and architecturein delivering compliance-as-a-service
and underpinsits position as an innovative solution in this emergent area of the ISfield.
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