
A DIAGNOSIS METHOD OF DYNAMIC SYSTEM USING 
THE KNOWLEDGE ON SYSTEM DESCRIPTION 

Naoyuki Yamada and H i r o s h i Motoda 
Energy Research Labo ra to r y , 
H i t a c h i L t d . 
1168 Moriyamacho, H i t a c h i , 
I h a r a k i 316, Japan 

ABSTRACT 

A method is proposed f o r au tomat ic 
d i agnos i s o f a dynamic system. I t b a s i 
c a l l y uses on ly the knowledge on system 
d e s c r i p t i o n and does not r e q u i r e any 
knowledge concern ing f a i l u r e c a u s a l i t y . 
The d iagnos i s c o n s i s t s o f the f o u r s t eps : 
e x p e c t a t i o n va lue computa t ion , suspects 
computa t ion , suspects d i s c r i m i n a t i o n us ing 
observab le data and suspects d i s c r i m i n a 
t i o n by t e s t g e n e r a t i o n . L inear i n p u t 
r e s o l u t i o n i s used w i t h e x p l i c i t meta-
l e v e l c o n t r o l . Th is method can diagnose 
i n p r i n c i p l e a l l k inds o f f a i l u r e s t h a t 
are l o g i c a l l y d iagnosab le i f the system 
d e s c r i p t i o n i s a p p r o p r i a t e . The c a p a b i l 
i t y of the method is demonstrated by an 
a p p l i c a t i o n example of a nuc lear r e a c t o r 
feed-wate r system. 

I INTRODUCTION 

Wel l e s t a b l i s h e d approach o f i d e n t i 
f y i n g the cause of anomaly in a dynami
c a l l y changing system is to use the p r e -
analyzed scenar io of event p ropaga t i on . A 
t y p i c a l example i s D is tu rbance A n a l y s i s 
System (DAS) based on Cause-Consequence 
Tree (CCT) CMeijer and Frogner , 19803. 
DAS has u s e f u l p r e - a l a r m i n g and d iagnos i s 
c a p a b i l i t i e s t h a t can cover a v a r i e t y of 
f o rseen c i rcumstances . I t s e f f i c i e n c y 
comes f rom i t s use of a set of e x p l i c i t l y 
enumerated f a u l t s but b u i l d i n g a CCT t h a t 
covers a lmost a l l p o s s i b l e f a u l t s i s a 
compl ica ted and d i f f i c u l t t a s k . 

New approach has r e c e n t l y been p r o 
posed u t i l i z i n g the knowledge eng inee r i ng 
techn ique [ N e l s o n , 19823CUnderwood, 19823 
CChandrasekaran, 19823. A p p l i c a t i o n of 
t h i s techn ique t o p l a n t d i agnos i s o f f e r s 
the f o l l o w i n g advantages: 

1) Complex phenomena t h a t propagate 
th rough v a r i o u s p l a n t components can be 
represented in terms o f l o g i c a l event 
cha ins . 

2) The d i a g n o s t i c a b i l i t y can be e a s i l y 
imporved by m o d i f i c a t i o n of the knowledge 
base. 

3 ) I t can e x p l a i n i t s l i n e o f reason ing i n 
reach ing a c o n c l u s i o n . 

4) Knowhows t h a t are h e u r i s t i c and have 
been accumulated th rough e x p e r t s ' e x p e r i 
ences can be u t i l i z e d in problem s o l v i n g . 

Th is approach d i f f e r s f rom the above 
i n t h a t i t does not r e q u i r e e x p l i c i t 
enumerat ion o f each s c e n a r i o , bu t i t s t i l l 
r e q u i r e s c a u s e - r e s u l t r e l a t i o n s h i p as a 
p iece o f knowledge. In t h i s r ega rds , what 
i s not expressed i n t h i s knowledge i s out 
of scope of d i a g n o s i s . 

Another approach t h a t has a l s o 
r e c e n t l y been proposed is to use the 
knowledge about system d e s c r i p t i o n , i . e . 
in tended s t r u c t u r e and expected behav io r . 
A p p l i c a t i o n o f t h i s techn ique to computer 
hardware d iagnos i s showed i t s c a p a b i l i t y 
o f s o l v i n g the problem w i t h o u t r e q u i r i n g 
c a u s a l i t y r e l a t i o n s h i p CGenesereth, 1981 
and 19823 CDavis e t c . , 19823. 

Th is paper i n t roduces an a t tempt to 
extend t h i s techn ique to a d i a g n o s i t i c 
problem of a dynamic system t h a t has f e e d 
back loops . The advantages l i s t e d above 
a l s o app ly t o t h i s approach. 

II DIAGNOSIS PROBLEM 

The problem to be so lved is s imply 
s t a t e d as f o l l o w s : 

CGiven a symptom i n d i c a t i n g anomaly of 
some observab le s i g n a l f rom some d e t e c t o r 
at some t i m e , i d e n t i f y a f a u l t y component 
or components of a p l a n t t h a t caused the 
observab le symptom.3 

The main d i f f e r e n c e s o f t h i s d i a g 
nos i s f rom t h a t o f computer hardware a r e : 

1) The system is dynamic, i . e . the observ
ab le s i g n a l s are t ime dependent. 

2) The system forms feedback l o o p s , i . e . 
i n p u t s of some components are a f f e c t e d by 
ou tpu ts of themselves as w e l l as of o ther 
components w i t h some t ime l a g . 



3) Many of the impor tan t s i g n a l s are 
observab le . 

4) Some of the impor tan t components are 
redundant . 

A l though the form o f t e s t gene ra t i on 
i s l i m i t e d , the re s t i l l are ways t o d o i t , 
thereby f o c u s i n g a suspect component. 

I l l SYSTEM DESCRIPTION 

The method desc r ibed here expects as 
data a f u l l d e s c r i p t i o n of a p l a n t to be 
ana lyzed . The degree of s o p h i s t i f i c a t i o n 
o f behav ior d e s c r i p t i o n is determined by 
i t s c a p a b i l i t y o f d i s t i n g u i s h i n g a normal 
s t a t e f rom an abnormal s t a t e . The 
knowledge r e p r e s e n t a t i o n used f o r system 
d e s c r i p t i o n is based on MRS CGenesereth, 
19813. I t s syntax is same as t h a t of 
p r e d i c a t e c a l c u l u s . 

A . S t r u c t u r e D e s c r i p t i o n 

The s t r u c t u r e of a system is s p e c i 
f i e d by d e s c r i b i n g components, i n t e r c o n 
nec t i ons and s t a t e s . 

1 . Component D e s c r i p t i o n 

Each component is de isgnated by an 
atomic name and i t s type is s p e c i f i e d by 
Type s ta tement . Three examples are g i ven 
below. 

(Type A Sensor) (Type B S e l e c t o r ) 
(Type C Pump) 

2 . C o n n e c t i v i t y D e s c r i p t i o n 

Each component has zero or more 
i n p u t s and o u t p u t s . C o n n e c t i v i t y r e l a t i o n 
sh ip among components is s p e c i f i e d by Conn 
s ta tement . One example is g i ven below. 

(Conn (ou tpu t 1 C) ( i n p u t 2 A)) 

3 . S ta te D e s c r i p t i o n 

Some components need i n f o r m a t i o n 
about t h e i r s t a t e s . Th is i n f o r m a t i o n 
r e f e r s t o o n / o f f s t a t e , o b s e r v a b i l i t y , 
redundancy, sw i t hc i ng c o n d i t i o n , e t c . . 
Four examples are g iven below. 

(Value ( i n p u t 1 A) on) 
(Observable (va lue (ou tpu t I B ) ) ) 
(Redundant C D) 
(Sw l tchab le (va lue ( I npu t I B ) ) ) 

B. Behavior D e s c r i p t i o n 

The behav io r of a system is s p e c i f i e d 
b y d e s c r i b i n g the r e l a t i o n s h i p between i t s 
i n p u t ( s ) and o u t p u t ( s ) of each component 
In terms of r u l e s . Behavior of a com

ponent in a dynamic system is u s u a l l y 
desc r ibed by a d i f f e r e n t i a l e q u a t i o n , 
which is o f t e n d i s c r e t i z e d to a set o f 
a r i t h m e t i c exp ress ions . 

1 . Dynamics D e s c r i p t i o n 

The r u l e s r e l a t i n g i n p u t ( s ) t o 
o u t p u t ( s ) are denoted as fo rward behav ior 
r u l e s (FB r u l e s ) and these r e l a t i n g 
o u t p u t ( s ) to i n p u t ( s ) as backward behav ior 
r u l e s (BB r u l e s ) . S imu la t i on o f the sys
tem behav ior requests use of the FB r u l e s 
but i n f e rence requests use o f bo th r u l e s . 
Use of the BB r u l e s is encountered in 
i n f e r r i n g unobervable i n p u t ( s ) to a com
ponent f rom observable o u t p u t ( s ) of 
s e n s o r ( s ) . 

a. Forward Behavior Rules 

Two examples are g i v e n . The f i r s t is 
a sensor behav ior and the second a con
t r o l l e r behav io r . OK means t h a t a com
ponent i s not f a u l t y . Symbols s t a r t i n g 
w i t h $ mean t h a t these are v a r i a b l e s . The 
statement (True A B) means t h a t A is t r u e 
in s i t u a t i o n B . 

The f i r s t r u l e says t h a t the sensor 
is a t w o - i n p u t , one-outpu t d e v i c e , one 
i n p u t be ing an o n / o f f s w i t c h and the o ther 
sensing a q u a n t i t y m i , and t h a t i f the 
sensor is on and f u n c t i o n i n g n o r m a l l y , the 
ou tpu t mo is m i /mr , where mr is a sca le 
f a c t o r . Th is i s t r u e f o r every t . The 
second r u l e is more comp l i ca ted . The o u t 
put of the c o n t r o l l e r mo at t ime t is com
puted by a f u n c t i o n f t h a t r e q u i r e s 6 
v a r i a b l e s , one of which is the ou tpu t mi 
i t s e l f a t the p rev ious t ime s tep s . I n 
these r u l e s meta-knowledge is used to 
determine where to per form numeric compu
t a t i o n . 

( i f (Type $x Sensor) 
( i f (and (OK $x) 

(Value ( i n p u t 1 $x) on) 
(True (va lue ( i n p u t 2 $x) $mi) $ t ) 
(Value ( r a t e d $x) $mr) 
(= $mo (/ $ml $mr) ) ) 

(True (va lue (ou tpu t 1 $x) $mo) 
$ t ) ) ) 

( i f (Type $x C o n t r o l l e r ) 
( i f (and (OK $x) 

(True (va lue ( i n p u t 2 $x) $11) $s) 
(True (va lue ( i n p u t 3 $x) $ w f l ) $s) 
(True (va lue ( I n p u t 4 $x) $wml) $s) 
(True (va lue (ou tpu t 1 $x) $ml) $s) 
(Value ( I n p u t 1 $x) $ l d ) 
(= $ t (+ $s 1 ) ) 
(True (va lue ( i n p u t 2 $x) $ l o ) $ t ) 
(= $mo f ( $ m l $11 $ l o $ l d $wf l 

$wml))) 
(True (va lue (ou tpu t 1 $x) $mo) 

$ t ) ) ) 
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IV METHOD OF DIAGNOSIS 

The d iagnos i s cons i s t s o f the f o l l o w 
i ng f o u r s teps . 

A. Computat ion of Expec ta t i on Value 

S t a r t o f d iagnos i s i s an i n t e r p r e t a 
t i o n t h a t the symptom does not match the 
e x p e c t a t i o n . I t i s , t h e r e f o r e , necessary 
to es t ima te the expected va lue o f the sen
sor where an anomaly is d e t e c t e d . To do 
t h i s , p l a n t dynamics has to be s imu la ted 
s t a r t i n g f rom some i n i t i a l s t a t e . I t i s 
not necessary to go back to a s t a t e where 
a l l components were normal because the 
i n p u t and ou tpu t r e l a t i o n s h i p of a normal 
component is c o n s i s t e n t rega rd less o f the 
va lue o f i t s i n p u t ( s ) . I t i s s u f f i c i e n t , 
in a dynamic system hav ing feedback l o o p s , 
to go back a t l e a s t to the t ime t - 2A and 
use a se t of c o n s i s t e n t observab le d a t a , 
where t is the t ime of anomaly d e t e c t i o n 
and A is the maximum d i f f e r e n c e of t ime 
f o r i n p u t ( s ) o f any component to a f f e c t 
o u t p u t ! s ) o f any o ther component i n c l u d i n g 
i t s e l f i n s o l v i n g the dynamics by t ime 
d i s c r e t i z a t i o n . 

I n f e rence is made in two s teps . 
F i r s t , f o rwa rd c h a i n i n g i s a p p l i e d t o 
o b t a i n unobservable da ta a t t ime t - 2 
s t a r t i n g f rom the observab le da£a a t t ime 

t - 2 4 us ing the s t r u c t u r e d a t a , BB and BC 
r u l e s assuming a l l components are normal . 
Next , fo rward c h a i n i n g i s a p p l i e d t o 
o b t a i n the e x p e c t a t i o n va lue o f the ano
maly de tec ted sensor at t ime t s t a r t i n g 
f rom the es t imated unobservable data us ing 
the s t r u c t u r e d a t a , FB and FC r u l e s . 

B. Computation of Suspects 

Using the f a c t t h a t the symptom is 
aga ins t the e x p e c t a t i o n , a l l components 
t h a t can l o g i c a l l y be respons ib le f o r the 
symptom are p icked up as suspects . L inear 
i npu t r e s o l u t i o n i s a p p l i e d s t a r t i n g f rom 
the expec ta t i on v i o l a t i o n a t t ime t u n t i l 
i t reaches the es t imated unobservable data 
a t t ime t - 2 / \ us ing the s t r u c t u r e d a t a , FB 
and FC r u l e s . A l l r u l e s are conver ted to 
c o n j u n c t i v e normal fo rm. 

C. D i s c r i m i n a t i o n of the Suspects Using 
Observable Data 

I t i s p o s s i b l e t o d i s c r i m i n a t e the 
suspects by checking the cons is tency of 
the a v a i l a b l e observable d a t a . Here, con
s i s t e n c y means t h a t the observed o u t p u t ( s ) 
can be expected f rom the observed i n p u t ( s ) 
us ing the knowledge on system d e s c r i p t i o n . 
The knowledge r e q u i r e d in t h i s s tep i s the 
s t r u c t u r e d a t a , FB, BB, FC and BC r u l e s . 

I n fe rence is made in two s teps . 
F i r s t , a set o f observable data r e q u i r e d 
to i d e n t i f y the anomaly of one or more 
components is searched. Symbolic s i m u l a 
t i o n i s performed b y r e s o l u t i o n s t a r t i n g 
f rom the FB r u l e of any one of the 
suspect cand ida tes . Because the feedback 
na ture of the system n e c e s s i t a t e s con
c u r r e n t use of bo th fo rward and backward 
r u l e s , i n f e rence should be c o n t r o l l e d to 
avo id t o get i n t o a n i n f i n i t e l o o p . I n 
F i g . 1 , f o r example, s t a r t i n g the r e s o l u 
t i o n from the component C, the sensors S I , 
S2 and S3 are p icked up as the da ta t h a t 
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can be used to i d e n t i f y anomaly in the 
components C, D and E. The sensors them
se lves can a l s o be suspects in t h i s case. 
Th i s process i s repeated u n t i l a l l 
suspects are grouped i n t o sma l le r s e t s . 
Nex t , numeric s i m u l a t i o n i s performed f o r 
each set aga in us ing r e s o l u t i o n to sheck 
i f the observab le data are c o n s i s t e n t t o 
each o t h e r . I f they are not c o n s i s t e n t , a t 
l e a s t one of the components f o r t h a t set 
i s f a u l t y . 

D. D i s c r i m i n a t i o n of the Suspects by Gen
e r a t i n g Tests 

I t i s p o s s i b l e t o f u r t h e r d i s c r i m 
i n a t e the suspects b y p l a c i n g s i n g l e f a u l t 
and n o n - i n t e r m i t t e n c y assumptions f o r each 
se t i f a mean ing fu l t e s t can be generated 
and i f i t i s s u c c e s s f u l . Use o f the redun
dant component or v a l v e open/c lose can be 
a r e a l i z a b l e t e s t in a p l a n t d i s g n o s i s . 

I n fe rence is made in two s teps . 
F i r s t , t e s t form i s genera ted . The 
knowledge r e q u i r e d and the i n f e rence p r o 
cedure used in t h i s s tep are the same as 
in IV C. F i g u r e 2 is an example of a set 
o f suspects in which a t e s t i s p o s s i b l e . 

V APPLICATION TO A DIAGNOSIS OF 
A NUCLEAR REACTOR POWER PLANT 

The above method is a p p l i e d to a s im
p l i f i e d model of feed-water system of a 
b o i l i n g water r e a c t o r shown in F i g . 3 . 
Steam go ing out o f the core is r e t u rned to 
the core by the feed-wate r pump a f t e r 
be ing condensed to wa te r . Small f r a c t i o n 
of the vapor is used to d r i v e a t u r b i n e -
d r i v e n feed-wate r pump. The power l e v e l is 
c o n t r o l l e d by r e c i r c u l a t i o n f l o w r a t e . The 
water l e v e l is kept cons tant by the con
t r o l l e r which uses s i g n a l s f rom water 
l e v e l sensor , feed-wate r f l o w meter and 
main steam f l o w meter . The condensor is 
assumed to serve as a source and a s i n k of 
water and vapor . The system dynamics a r e , 
t h u s , determined by those of the c o r e , the 
c o n t r o l l e r and the pumps. The water l e v e l 
sensor 1 (S3) and 2 (S4 ) , and the 
t u r b i n e - d r i v e n (J) and m o t o r - d r i v e n (L) 
pumps are redundant components. In the 
normal o p e r a t i n g c o n d i t i o n , S3 and J are 
used. When S3 is used, S4 is not observ
a b l e . 

The f o l l o w i n g h y p o t h e t i c a l s i t u a t i o n 
is assumed. The component S3 happened to 
f a i l . The anomaly was f i r s t de tec ted by 
the a larm s i g n a l of S9 at the feed-wate r 
pump o u t l e t d u r i n g a load f o l l o w i n g opera
t i o n in which the p l a n t was not in a 
steady s t a t e . By the t ime of d e t e c t i o n , 
the anomaly had a l ready propagated th rough 
v a r i o u s components and a f f e c t e d many sen
sor ou tpu ts a l t hough they were s t i l l 
w i t h i n t h e i r a l l o w a b l e ranges except f o r 
S9. 

The components C and D are redundant . 
Assume t h a t the component C has been 
s e l e c t e d . The suspects a t t h i s stage are 
A , B , C and E . I f t h e r e i s s t i l l i n c o n 
s i s t e n c y among the da ta when the s e l e c t o r 
E is swi tched f rom C to D, the compponent 
C is exonerated f rom the suspec ts . Other 
w i s e , the component C is f a u l t y . The 
r e s o l u t i o n s t a r t s f rom the redundant com
ponent D which is se l ec ted by the 
knowledge t h a t C and D are redundant , the 
s e l e c t o r E is sw i t chab le and now C is 
s e l e c t e d , and i s con t inued u n t i l t he t e s t 
fo rm i s o b t a i n e d . S i m i l a r t e s t can be gen
e r a t e d i n case o f va l ve c o n t r o l . Nex t , 
numeric s i m u l a t i o n I s performed u s i n g 
r e s o l u t i o n , and the s imu la ted r e s u l t s i s 
eva lua ted a g a i n s t the observab le d a t a . 
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A l l o f t h e above d i a g n o s i s s t e p s a r e 
a u t o m a t e d . T o i m p r o v e t h e e f f i c i e n c y , 
h e u r i s t i c k n o w l e d g e i s a l s o e m p l o y e d and 
u s e d t o g e t h e r w i t h t h e know ledge o n s y s t e m 
d e s c r i p t i o n . An examp le i s a k n o w l e d g e 
t h a t i t i s w o r t h t o s t a r t r e s o l u t i o n f r o m 
t h e r e d u n d a n t component i n d i s c r i m i n a t i n g 
t h e s u s p e c t s u s i n g t h e o b s e r v a b l e d a t a . 

VI CONCLUSION 

A method to d i a g n o s e a d y n a m i c s y s t e m 
w i t h f e e d b a c k s t r u c t u r e i s p r o p o s e d . The 
method n e i t h e r r e q u i r e a f a u l t mode l n o r 
k n o w l e d g e c o n c e r n i n g f a i l u r e c a u s a l i t y . 
The d i a g n o s i s i s m a i n l y based o n l i n e a r 
i n p u t r e s o l u t i o n w i t h e x p l i c i t m e t a - l e v e l 
c o n t r o l and a l l o f t h e i n f e r e n c e s t e p s a r e 
a u t o m a t e d . 

A p p l i c a t i o n to a BWR f e e d - w a t e r s y s 
tem d e m o n s t r a t e s i t s d i a g n o s t i c c a p a b i l i t y 
a l t h o u g h t h e mode l i s much s i m p l i f i e d and 
t h e assumed anoma ly i s h y p o t h e t i 
c a l . 

E x p e r i e n c e w i t h examp le recommends 
c o m b i n a t o r y use o f h e u r i s t i c k n o w l e d g e f o r 
e f f i c i e n c y i m p r o v e m e n t . Employment o f 
f r a m e t y p e r e p r e s e n t a t i o n o f t h e s y s t e m 
c o u p l e d w i t h c r i t e r i a l i t y i n f e r e n c e c a p a -
b i l t y w o u l d f u r t h e r i m p r o v e t h e e f f i 
c i e n c y . I t i s i m p o r t a n t t o d i s t i n g u i s h 
l o g i c a l i n f e r e n c e f r o m s i m u l a t i o n . 
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