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of thefuturewithoutmuchquestion,is the integrationof
ABSTRACT videosurveillanceandelectronicsealswitha varietyof

monitors,aswellas unattendedNDAequipment.Thisis

Becomingawareof thesignificanteventsof thepast demonstratedby safeguardssystemswhichareinstalled
four yearsand theireffect on the expectationsto inseveralnuclearfacilitiesin France,Germany,Japan,
internationalsafeguards,it is necessaryto reflecton the UK,theUSA,andelsewhere.Theterminologyof
whichdirectionthedevelopmentofnuclearsafeguardsin IntegratedMonitoringSystems(IMS)hasemergedwith
a neweraneedstotakeandtheimplications.Thetime the employmentof networktechnologycapableof
provenmonitoringtechniques,basedon quantitative intemonnectingall desiredelementsin a very flexible
factorsand demonstrateduniversalapplication,have manner.Also,thetechnologyfortransmissionofa wide
showntheirmerit. However,the new expectations varietyof informationtooff-sitelocations,termedRemote
suggesta possibilitythat a future IAEA safeguards Monitoring,is in widespreadindustrialuse, requiring
systemcouldrely moreheavilyon the valueof a adaptationforsafeguardsuse.
comprehensive,transparent,andopenimplementation
regime.Withinsucha regime,theassociatedmeasures This paperwill examinethe futureof Integrated
need to be determinedand technologicalsupport MonitoringSystems and Remote Monitoringin
identified.Thispaperwill identifytheproventechniques InternationalSafeguards,includingtechnicaland other
which,with appropriateimplementationsupport,could relatedfactors. Thesetechnologiesareveryimportant
mostquicklymakeavailableadditionalmeasuresfor a elementsof theUSDepartmentof Energy'sInternational
comprehensive,transparentand open implementation SafeguardsProgram.Aprincipalgoalof thisprogramis
regime. In particular,it will examinethe future of to enhanceverificationtechniquesand capabilitiesof
IntegratedMonitoringSystemsandRemoteMonitoringin intemational,regional,andbilateralregimesto support
internationalsafeguards,includingtechnicaland other Non-Proliferationobjectives. It promotestechnology
relatedfactors, exchangesin a broadrangeof technologiesto insure

improvementin the effectivenessand efficiencyof
domesticand internationalsafeguards,andinternational

INTRODUCTION acceptanceof newdevelopments.

From the beginning,equipmentto support IAEA
Safeguardscouldbe characterizedas thatwhichis used INTEGRATEDMONITORINGSYSTEMS
to measurenuclearmaterial,DestructiveAssay(DA)and
Non-DestructiveAssay(NDA),andthatwhichis usedto In the 1980's,underthe USProgramof Technical
providecontinuityof knowledgebetween inspection Assistanceto IAEASafeguards(POTAS)and the DOE
intervals,Containment& Surveillance(C/S). In recent InternationalSafeguardsProgram,Sandia National
years,technologyhas advancedat an extremelyrapid Laboratories(SNL)developedandsuccessfullytestedan
rateandcontinuesto doso. Perhapsthemostinteresting IntegratedMonitoringSystem(IMS),whichmonitoredthe
aspectofthisevolution,andthatwhichindicatesthewave movementofspent-fuelshippingcasksto/fromlightwater
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reactorstoreactororaway-from-reactorstoragefacilities, basicnodehardware,providingtheabilitytointerconnect
Thesystemuseda cranelocationmonitor,andgamma a numberofdifferenttypesofsensorsandcontroldevices
radiationdetectorsrecordedtheinformationina tamper- intoa simplenetworkwhichcancommunicateovera
detecting,tamper-resistantenclosureforlaterinspection, singlecableata relativelylowcost.Networktechnology
andtriggereda cameraforphotographicassessmentof existstomeetthesefeaturesbyprovidingeachnodeof
anamolies.Anoutgrowthof thissystemistheSNL./LANL- theIMSwithdistributedintelligencecapableof handling
developedChannelMonitoringSysteminusebyEuratom boththecommunicationprotocolandthedataprocessing
attheTHORPfacilityintheUK. requirementsof theindividualsensors.Mostsensorsfor

safeguardsandsecuritysystemsseldomneedtotransmit
Akeyelementofstate-of-the-artintegratedsystemsis messages,sincethe sensorsare not activatedvery

a modularnodalsystemwhichacceptsinformationfrom frequently.The messagessentby the sensorsare
sensorsandprovidesinformationtobothanon-sitedate generallyverysmallamountsofdataconsistingofa very
storageunitaswellastoa transmitter.Theinformation fewbitsindicatingthingslike"alarm","tamper',or"status
fromthesensorsisprocessedwithinthe nodalelements ok'. Infrequentmessageswith low-data contentcan
forauthenticityas wellasforsensoridentification.Since easilybe handledby the IMS,whichcancommunicate
the processingfor authenticityoccurswithinthe nodal over a numberof differentphysicalmediamakingit
elements,existingcommunicationwiring (e.g. twisted possibleto configuredifferentnetworkconfigurationswith
pairs, coaxialcables)canbe used. Intelligentnodes, interconnectingbridges.Thesamebasicnodescanbe
nodeswhichcan sendcommandinformationto other configuredto providedata collectionin any numberof
nodes,allow informationfrom one sensorto trigger differenttypesof facilitiesandfromnetworksvaryingin
another, sizefroma veryfewsensorsto a largenumber,including

unattendedNDAequipment,as well as a variety of
A numberof "unattendedmonitonngsystems"are detectorsfromthephysicalprotectionarea. A network

currentlyinsafeguardsuseorunderdevelopment,some canbeinstalledusingnetworkmanagementsoftwareand
of _,_icharethesubjectof otherpapersin thismeeting, a computer,referredto as a NetworkManagementTool,
These includeCandu Fuel Bundle Counters,the whichoffersfull flexibilityto changethe networkduring
Portal/PenetrationMonitoringSystem,CONSULHA,as installation.Suchtoolscanprovidedifferentdegreesof
well as the previouslymentionedChannelMonitoring complexitydependinguponthe safeguardsapplications
System. andtheamountof changesthatneedto bemadeduring

installation.

It is importantto notetheclassicdifferencebetween
the conceptof simpletriggeringof opticalsurveillance The low cost integratedcommunicationsprocessor
devicesandsystemswhichlogall information(apartfrom uponwhichthe IntegratedMonitoringSystem(IMS)is
theopticaldevice)aswellastriggerthesedevices.This based containsall the softwarefor communications
latterdualfunctionwasin factincorporatedin theIMSof protocolandadditionalapplicationsprocessingpowerto
the 1980'spreviouslydescribed.Froman engineering accommodatea largenumberof the safeguardssensor
point of view, informationfrom detectors,absentany andcontrolrequirements.Anothermicroprocessorcan
opticalsurveillancedata,couldleadto identificationof an alsobe addedif stillmoreprocessingpoweris required.
anamolywhichcouldformthe basisfor investigationby An importantfeatureof the IMS is the capabilityto
aninspector, authenticateallofthedatatransfersoverthenetwork.

TechnicalFactors- In thepastseveralyears,underthe Fromthisdescription,it is clearthatmuchcaremust
US Departmentof Energy'sIntemationalSafeguards be takenin theconfigurationof an IMS,andnumerous
Program,SNLhasdevelopeda network-basedIntegrated adjustmentswill haveto be madebeforefull safeguards
MonitoringSystem. A newflexibletechnologyis now implementationin a particularfacilitywill be possible.
availabletodesignsensorandcontrolnetworksbasedon This is quite sensitiveto facility configurationsand
a protocolembeddedin an intelligentcommunications environments.Thistaskis not likelyto beone thatthe
processor.Theflexibilityallowsa systemdesignerand/or IAEAshouldbe expectedto performalone - rather,
system installationpersonnelto make appropriate significantsupport ;II be requiredby the system
tradeoffsbetweensimplicity,function,and cost in the developers,facilityoperators,andthestate.
designof networknodesand theirinstallation.This is
especiallyimportantindesigningtheinstallationscenario OtherRelatedFactors- Thetransitionfromconventional
for a safeguardsnetwork. The networktechnology C/S and unattendedNDA to IntegratedMonitoring
permitsseveralchoicesof installationswith the same Systems raises issues of cost and facility/state



acceptance.Importantfeaturesof the IMSdescribed throughthe internationaltelephonenetwork;it wasa
abovearebothlowcostandthecapabilityto installthe prototypedevelopedby JAERIfornuclearsafeguardsand
samebasic types of sensornodesin many different physicalprotection.Thedesignwasbasedonexpezience
facilities. Thesimpleinterconnectionof all the sensors gainedfromRECOVERandTRANSEAVER.
throughone cable is very importantto minimize
installationcosts. Currently,theUSDepartmentof Energy'sInternational

SafeguardsDivision,SNL and other DOE National
Acceptancewill clearlydependon whatbenefitswill Laboratories,anda numberof internationalpartnersare

beachievedby theIAEAandthestate/facilityoperators, engagedin an active project termed "International
Therewill alwaysbe the questionof "why additional RemoteMonitoringProject".Theobjectivesofthisproject
measures'.Theanswerthatisapttobefoundtobe most areto:
acceptableis that the additionalmeasure(s)will mean
lessinspectoreffort/presence.Thatin turnmayrequire - examineand, throughfield trials,definethe
anotherlookat the currentsafeguardsproceduresand technicalparametersrelatedto communicationsprotocol,
cdteda, digitalstandards,sensorandsub-systeminterfaces,data

displayandmanagement,overallreliability,andothersas
deemednecessary,

REMOTEMONITORING
- demonstratethe technicalfeasibilityand

Remotemonitoringof nuclearfacilitiesis not a new politicalacceptabilityof remotemonitoringin tcday's
concept.Weneedonlytorecalltheimagespresentedon safeguardsenvironment,and
a dailybasison the televisionnetworksthroughoutthe
world.Also,asstatedin theintroduction,therearemany - gain internationalacceptanceof the remote
examplesof everydayapplicationsof remotemonitoring: monitoringconcept
securitysensorsmonitorhomesandbusinesses;data
from seismicstationsare remotelytransmitted;land- Remotemonitoringsystemswill be deployedin an
mobilesatellitecommunicationsystemssendandreceive incrementalmanner.Thefirst trialbeganin Australiain
test messagesto and frommobilevehiclesas wellas February1994;theresultsof thisfieldtrialto datehave
determinethelocationof thevehicles, beenmostencouraging.Additionalfieldtrialsareplanned

in Swedenin August1994;in Argentinain September
In 1978,the US Arms Controland Disarmament 1994,and in Japanin October1994. Otherplanned

Agency(ACDA)developedand testeda securesystem installationsincludeGermanyandJRCIsprain late1994
for remoteverificationof the statusof containmentand or early1995. Severalotherinstallationsare currently
surveillanceinstrumentsemployedatnuclearfacilitiesby underconsideration.In addition,a fully operational
the IAEA;it wascalledRECOVER(RemoteContinual IntegratedMonitoringSystemwillbeinstalledatSNL.To
Verification).Asmanywillremember,thiswasata time the extentpractical,thissystemwillcontainoneof all
whenthefailurerateof theMinoltaCameraSystemswas typesofdetectorsandvideosystemsusedinthevarious
quitehigh;it was,perhapsmoreimportantly,at a time installationsof the InternationalRemoteMonitoring
whenmanyintheinternationalcommunityweresimply Project(IRMP).TheIMSwillbe connectedtotheIRMP
not willingto accept the conceptof transmitting networkandwillbe usedasa testbedforalldetectors
safeguardsdataacrossnationalborders, providedby the DOE Laboratoriesand the DOE

internationalpartners.
ShortlyaftertheRECOVERprogram,the Japanese

developedthe TRANSEAVER(Transportationby Sea TechnicalFactors- Technologyexiststo enabletheIMS
Verification)Systemasa potentialsafeguardsmeasure, tobe interrogatedvia variouscommunicationlinkssuch

as telephone,satellites,or radiofrequencytranceivers.
Morerecently,theUSandJapanjointlydevelopedthe Thedatacanbe collectedfromstoragedevicesonthe

prototype Containmentand SurveillanceData network,or the individualsensorscan be polledto
AuthenticatedCommunication(CASDAC)System.This determinetheir status. Data management,including=,

wasa feasibilitytestofremotemonitoringofunattended presentation,willpresenta technicalchallengewhena
sensorsconductedbySNLandtheJapanAtomicEnergy largenumberoffacilitiesaretobemonitored.
ResearchInstitute(JAERI)undera bilateralagreement
betweentheACDAandJAERI. Thesystem'spurpose TheblockdiagraminFigure1 showsanexampleof
was to performremotemonitoringof sensorstatus the equipmentthat couldbe installedat facilitiesfor
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remotemonitoringsystems.A networkof nodeswould remotetransmission.The"DigitalVideoRecorder"should
collectdata from a numberof differentsensorsand alsocontainan internalharddrivefor storingimages.
securitydevices.Detectiondeviceswouldbe installedto Dataandimagesfromtheareaundersafeguardscanbe
complementeachotherforCISapplications.In addition, remotelyaccessedvia telephonelines from a distant
unattendedNDAequipment,as well as simplegross monitoringcenter. Similarly,thi._informationcouldbe
attribute,yes/no,radiationdetectorscouldbeused. accessedvia satelliteswheresucha mediais required.

Periodicallyit wouldbenecessaryto removedatadiscs
Referringagainto Figure1, the AuthenticatedItem fromthe data loggerand videotapesfromthe video

MonitoringSystem(AIMS)couldbe used to monitor recordingmodules.
drums or other storage containers. AIMS Sensor
Transmitters(ASTX)couldbeattachedto theitemswith Other RelatedFactors- One of the most important
Velcro.Thenumberof AIMStransmittersusedwouldbe aspectsof remotemonitoringis thepotentialconstraints
determinedby the items being monitored. Several relatedto the transmissionof data out of a facilityor
infraredmotiondetectors(IRMD)withAIMStransmitters beyondnationalborders. If used,must the data be
couldbe installedto detectmotionin selectedareas, encrypted?In whatformmustit beencrypted?Will the
SingleASTX'scouldbe installedon other items of facilityorstaterequireall informationtransmitted,etc.? In
safeguardsinterestto detecttheirmovements.Thedata additionto thetransmissionof datafroman IMSbeyond
fromtheAIMSdevicescanbe collectedin two different nationalborders,therewillbeusesfor remotemonitoring
ways. A ReceiverProcessorUnit (RPU)couldoperate in largefacilitycomplexesand fromfacilitieswithina
independentlyto collectAIMS information.An AIMS state. This latterapplicationwas, in fact, theprincipal
receivernodecouldalsocollectthesameinformationfor objectiveof the GermanLocal Verification(LOVER)
storagein thedataloggerandforremoteinterrogation, projectof the 1980's. Anotherimportantfactorwhich

mustbe consideredis theoverallcosteffectivenessof
Microwavemotiondetectorsconnectedtothenetwork remotemonitoring.Here,veryimportantissuesmustbe

couldbe usedtodetermineif anyactivityis occurringin addressed;e.g.canacceptablesafeguardsassurancesbe
thearea. Detectionof anyactivitycouldtriggervideo achievedthroughacquisitionof data from remote
recordingsto be madeon thevideorecordingmodule, monitoringandreducedinspectioneffort?
Thenumberof microwavemotiondetectorswouldbe
determinedbytherequirementoftheselectedarea.

SUMMARY
Ultra-widebandRadarMotionSensorscouldalsobe

installedtodetectactivity.Thepulsesemittedfromthese Thispaper,aswellasotherpapersin thisandother
sensorsarewellbelowonemicrowattandarespreadover sessions,clearlydemonstratesthe abundanceof
severalGigaHertz(GHz). Theircoverageconsistsofa technologythatsupportstheconfigurationof Integrated
sphericalshellaroundthesensorsthathasanadjustable MonitoringSystemsandRemoteMonitoringSystems.
radius. The technologypresentsa ratherminimalchallenge,

exceptin the areasof authentication,encryption,and
Othertypesofsensorssuchasphotoelectricsensors standardization.ThesituationwithRemoteMonitoring

couldbe usedonthenetworkdependingontheareato Systemsisfurthercomplicatedbypolicyissuesrelatedto
be monitored.Doorswitches,temperaturesensors, staterights,transparency,safeguardscriteria,andother
radiationdetectors,etc.couldbeconnectedtothenodes, issues.
Computerdata interfacedeviceswith RS-232data
outputsor inputscan alsobe connectedthroughthe It is quiteclearthatmuchcaremustbetakenin the
network, configurationofan IMS,andnumerousadjustmentswill

havetobemadebeforefullsafeguardsimplementationin
Dualvideosystemscouldbeutilizedtocollectvideo a particularfacilitywillbepossible.Thisisquitesensitive

images.Ananalogrecordingsystem,likethePortable tofacilityconfigurationsandenvironments.Theauthors
SurveillanceUnit (PSU),couldbe connectedto the feelthatthistaskis notlikelytobe onethat theIAEA
network.It couldbeprogrammedto recordwhencertain shouldbeexpectedtoperformalone- rather,significant
sensorsorcombinationsof sensorsdetectactivityin the supportwillberequiredby thesystemdevelopers,facility
areaundersafeguards.A secondvideosystemusing operators,andthestate.
digitalcompressiontechnologyandconnectedto data
logger/systemcontrollercouldcollectdigitalimagesand As the IAEA and the InternationalSafeguards
storetheimageson removabledatadiscsoraccessedfor Communityaddressthe currentsafeguardsprocedures



andcriteriaandall that it meansin todaysworld,it is
necessarytorealizethattechnologyoffersthepotentialof
making significant contributionsto the goals of
safeguards. However,it is doubtful that these
contributionscanbe realizedto theirmaximumbenefit
unlessmuchmoreimportanceisplacedonthequalitative
parametersthatcouldcontributetosafeguards.

Becomingawareof thesignificanteventsof thepast
four years and their effect on the expectationsto
internationalsafeguards,it is necessaryto reflect on
whichdirectionthedevelopmentof nuclearsafeguardsin
a neweraneedsto takeandthe implications.Thetime-
proven monitoringtechniques,based on quantitative
factorsand demonstrateduniversalapplication,have
showntheir merit. However,the new expectations
suggesta possibilitythat a future IAEA safeguards
systemcould rely more heavilyon the value of a
comprehensive,transparent,and open implementation
regime.Withinsucha regime,theassociatedmeasures
need to be determinedand technologicalsupport
identified. Clearlyone importantelementof the new
regime will be remote monitonngusing integrated
monitoringsystems.
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