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development of electronic technology and communication, which makes it hard to cost-
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effectively storeand manage these big data. Cloud computing, a new business model, is
considered as one of most attractive solutions for big data, and provides the advantage Received in revised form :

of reduced cost through sharingof computing and storage resources. However, the
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growing concerns in term of the privacy of data stored in public cloud have slowed
down the adoption of cloud computing for big databecause sensitive information may be  Accepted:6" December , 2015

contained among the big data or the data owner themselves do not want any other
people to scan their data. Since the data volume is huge and mobiledevices are widely
used, the traditional cryptographic approach are not suitable for big data.
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|. INTRODUCTION

Existing work in cloud computing has considered the
storage on a private cloud in order to make the data storage
secure. In this system we use the hybrid cloud where
concept of public cloud is used for large data storage and
private cloud is used for the small information storage.
Existing work has proposed hybrid cloud for image data, but
we propose the algorithms for the image data as well as we
extend our work for the text data with existing image data.

In this project work, our aim is to achieve the image data
privacy using hybrid cloud. But the drawback of existing
system is, it takes much amount of time for the
communication between the private and public cloud. So
our first aim is to reduce the communication delay between
the private and public cloud. Secondly to reduce the
overhead caused by the creation and shuffling of images
block using complex algorithm with implementation of
simple algorithm,. Third this is to reduce the amount of data
stored on the private cloud.Also we are extending our work
for the encryption of data stored on the private cloud. This is
the major contribution we added to the project.
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Il. MOTIVATION OF THE PROJECT

With the rapid development of electronic and
communication technology, the amount of data produced by
medical systems, surveillance systems or social networks
has been grown exponentially, which makes it hard for
many organizations to cost-effectively store and manage
these big data. Cloud computing, a new business model, is
considered as one of most attractive and cost-effective
solutions for big data, and provides the advantage of
reduced cost through sharing of computing and storage
resources. It utilizes an on demand provisioning mechanism
and a pay-per-use model, and has drawn a lot of attentions
in recent years. However, the growing concerns in term of
the privacy of data stored in public cloud have delayed the
adoption ofcloud computing for big data. On one hand, a
large amount of image, such as medical systems or social
networks, may contain sensitive information. On the other
hand, Cloud Service Providers (CSPs), who own the
infrastructures on which clients’ data are stored, have full
control of the stored data. Therefore, the data stored in
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public cloud may be scanned by CSPs for advertisement or
other purposes. Furthermore, attackers may be able to
access data stored in cloud if there is not sufficient secure
mechanism provided by CSPs. Most existing solutions (e.g.,
employ traditional cryptographic algorithms, such as AES,
to encrypt data andthen store encrypted data in public cloud.
However, for image data, which have much larger size than
text data, heavy computation overhead will be introduced by
this approach. Meanwhile, for the mobile devices, which
have been widely used, much battery energy will be
consumed, and it will increase delay because of the limited
computation resources.Therefore, the traditional
cryptographic approaches are not

suitable for big data privacy.

In recent years, various image encryption algorithms
havebeen proposed to speed up the process, among which
thechaos-based approach with a substitution-diffusion
layout appears to be a promising direction . In the
substitutionstage, the positions of pixels of the image are
shifted viasome chaotic map, and then the pixel values of
the shuffledimageare changed by chaotic sequences in the
diffusion stage.However, the chaos system itself causes
large computationOverheadAnother approach is to take
advantage of hybrid cloud byseparating sensitive data from
non-sensitive data and storingthem in trusted private cloud
and un-trusted public cloudrespectively. However, if we
adopt this approach directly,all images containing sensitive
data or the ones that wouldnot like to be seen by others have
to be stored in privatecloud, which would require a lot of
storage in private cloud.Most users want to minimize the
storage and computation inprivate cloud, and let public
cloud do most of the storageand computation. To address
the above challenge, we need toanswer an important
problem: How to efficiently achieve bigdata privacy by
using hybrid cloud? Compared to using publiccloud only,
using hybrid cloud would have communicationoverhead
between private and public cloud. Besides achievingdata
privacy, we want to reduce storage and computation
inprivate cloud, as well as communication overhead
betweenprivate and public cloud. In addition, the delay
introduced bycommunications between private and public
cloud should besmall.

I11. LITERATURE SURVEY
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1V. MAJOR CONSTRAINTS

e Private cloud:

A private cloud is established for a specific organization and
limits the access to it.It offers increased security because of
its private nature.

e Public cloud:

It is the traditional cloud computing.As the name indicates it
can be accessed by any subscriber who has an internet
connection and access to the cloud space.The public cloud
may be less secure because of its openness.

e Hybrid cloud:

It is a combination of at least two clouds,where the clouds
can be public,private or community.when there is a public
and another private cloud combination,then the critical
activities are performed using private cloud and non critical
activities are performed using public cloud.

e Hybrid cloud for image and text data storage.also

we are enhancing file data.

4.1 Equestion

Fme:functions used
1.upload()
2.download()
3.getinfo()
4.decryptimage()
5.encryptimage()

Formulae:
OPix= (EPix * nBlocks) / (M * nBlocks? +g)

P
= P w —
PP=(M=Psn)+ 7
g
Success Conditions: we can achieve the image data
privacy using hybridcloud.
Failure Conditions: If the delay between the

private and public cloudis more then the system
fails to achieve the image data

4.2 Methodologies of Problem solving and
efficiency issues

Encryption
e It means convert the original form of data into the
cipher text form
e cipher text is the unreadable form of data.

Decryption
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e It means convert the cipher text into the original 4.5 Decreption
form of text.
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_ The original data come from private cloud, and are
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I Oy processed on servers within private cloud. If there are no
private clowud sensitive data, the original data may be sent to public cloud
directly. Otherwise, the original data will be processed to

e e make no sensitive data Iea}ked out. After being processed,
Blockss File most data are sent to public cloud, and a small amount of
o public sensitive dataare kept in private cloud. When a user queries
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the data, both private cloud and public cloud will be
contacted to provide the complete query result. consider an
un-trusted public cloud who are curious and may intend to
browse users’ data. The public cloud has full control of its
hardware, software, and network.

Fig-:process steps in encreption algorithm
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V. CONCLUSION

We can conclude with points such as our project is reduced
time for communication between public and private
acloud.We decreased the data load on private cloud.and try
to balance the data on public cloud.We provide the security
for the image data strored on public cloud.This project is
useful for image,text,file data security and storage.
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