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A B S T R A C T

Protecting sensitive data is crucial in various fields, including Information

Technologies, Network Security, and healthcare records. Implementing precise

access policies for encrypted data is vital in large networks. Attribute-based

encryption (ABE) is a solution to this challenge, enabling encryption and

access control simultaneously. With the increasing significance of quantum-safe

measures due to advancements in quantum computing, there is a growing

need for quantum-resistant access control mechanisms for encrypted data,

as addressed by Lattice-Based Attribute-based encryption. However, some

existing Lattice-Based ABE schemes lack robust support for fine-grained

access policies. This paper introduces an improved Key Policy Attribute-Based

Encryption (KP-ABE) scheme that extends beyond threshold gates to support

any boolean circuits. The proposed scheme’s security is grounded in the

Learning with Errors (LWE) assumption within the selective security model

under the Indistinguishable CPA game. Notably, the scheme is well-suited

for the Disjunctive Normal Form (DNF) representation of boolean functions,

offering enhanced flexibility and security in access control mechanisms for

encrypted data.

© 2024 ISC. All rights reserved.

1 Introduction

Attribute-based encryption (ABE) is a crucial
cryptographic method that provides access

control policies in secure data communication. By
embedding access control directly into the encryp-
tion process, ABE empowers data owners with a
nuanced approach to data protection. In contrast
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to conventional encryption systems that rely on a
fixed set of cryptographic keys for access control,
ABE enables the definition of access policies based
on user attributes. The fundamental principle in-
volves encrypting data with attributes, and only
users possessing matching attributes are granted the
authority to decrypt the information. The surge in
interest surrounding ABE transcends disciplinary
boundaries, capturing attention across diverse do-
mains. In critical fields like healthcare, where precise
access control and stringent data privacy are crucial,
ABE emerges as a revolutionary solution. There are
different types of ABE, including Key Policy ABE
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(KP-ABE) and Ciphertext Policy ABE (CP-ABE).
The main difference between KP-ABE and CP-ABE
is how they control data access. In KP-ABE, data
includes only user attributes, and decryption keys are
associated with access structures, while ciphertexts
are associated with sets of attributes. On the other
hand, in CP-ABE, attributes are used to describe a
user’s credentials, and the encryptor determines a
policy on who can decrypt the data. In other words,
in KP-ABE, policies are built into users’ keys, while
in CP-ABE, the encryptor determines the policy
on who can decrypt the data. KP-ABE is the dual
to CP-ABE in that an access policy is applied to
the user’s secret key, and a ciphertext is computed
concerning a set of attributes. The typical definition
of an access structure involves a boolean function,
where its variables represent attributes, as seen in
works such as [1], [2], and [3]. Nevertheless, an access
structure can also be established using an arithmetic
function, where the variables correspond to attribute
values, as demonstrated in [4], [5], and [6].

1.1 Related Works

The seminal work by Sahai and Waters [7] introduced
the concept of Attribute-Based Encryption (ABE)
and proposed the first construction of Fuzzy Identity-
Based Encryption (FIBE). It laid the foundation for
ABE schemes and discussed the theoretical frame-
work behind ABE. In a recent publication, [8] in-
troduced a novel FIBE scheme to enhance the work
of [7]. Following Sahai and Waters’s work, Goyal
et al. [1] used the Key Policy Attribute Based En-
cryption (KP-ABE) scheme for fine-grained access
control. Bethencourt et al. [2] presented a compre-
hensive framework for Ciphertext Policy Attribute
Based Encryption (CP-ABE), describing the encryp-
tion and decryption algorithms, security properties,
and access policy language. Although access control
is typically defined using boolean functions, some
schemes, such as those proposed in [5], and [6], employ
arithmetic functions as access structures. There are
some papers that combine ABE schemes with other
technologies like blockchain [9], [10] and Internet of
Things (IoT) [11], [12] and [13]. Recently, [14] un-
veiled Registered Attribute-Based Encryption (Reg-
istered ABE), enabling users to create their secret
keys and register their public keys and attributes
with a “key curator”. The curator consolidates these
public keys into a concise master public key. To de-
crypt, users occasionally need to obtain helper de-
cryption keys from the key curator, which they com-
bine with their secret keys. In [15], the authors pro-
posed a Multi-Authority Attribute-Based Encryption
(MA-ABE) construction from standard assumptions.

This construction supports predicates beyond just
polynomial-size monotone boolean formulas. In [16],
the authors introduced GLUE (Generalized, Large-
universe, Unbounded, and Expressive), a pioneer-
ing scheme facilitating efficient decryption imple-
mentation while accommodating negations and on-
line/offline extensions. [17] introduced a ciphertext-
policy attribute-based access control scheme that
combines online/offline encryption, hidden access pol-
icy, and access policy updates. [18] and [19] also fo-
cused on fast decryption and efficient attribute revo-
cation. [20] introduced a scheme that simultaneously
supports multi-keyword search and fine-grained ac-
cess control. The security of these schemes relies on
number-theoretic assumptions, such as hard assump-
tions associated with pairings, rendering them vul-
nerable to quantum algorithms. A review of number-
theoretic and pairing-based hard problems can be
found in [21]. Next, we will delve into Post-Quantum
Attribute-Based Encryption (PQ-ABE) schemes.
In recent years, there has been growing interest in ap-
plying lattice-based and Learning with Errors (LWE)
techniques in ABE systems due to their potential
for post-quantum security. Agrawal et al. [22] intro-
duced a lattice-based fuzzy Identity-Based Encryp-
tion (IBE) scheme with a single threshold gate in the
access structure, which can be viewed as a lattice
version of the scheme presented in [7]. Recently, [23]
and [24] proposed an improved scheme that enhances
efficiency but sacrifices granularity compared to the
original one. However, due to the utilization of a non-
monotone access structure, the computational load of
the scheme is increased. Zhang [25] presented a lattice-
based CP-ABE scheme that utilizes a non-monotone
access structure with only one AND gate and can also
apply a NOT gate. Boyen [26] proposed a KP-ABE
scheme for the access structure of logic circuits based
on a lattice. However, the security of Boyen’s scheme
was later shown to be insecure [27]. Following Boyen,
Gorbunov et al. [28] introduced a KP-ABE scheme
that can use any Boolean function as an access struc-
ture. Lattice-based ABE schemes such as [4] and [29]
offer advantages in performing arithmetic circuits.
Like pairing-based ABEs, lattice-based ABE schemes
have been enhanced through several approaches. For
example,[30], [31], [32], and [33] were devised to ad-
dress key escrow, heavy computation (through out-
sourcing), revocation, and efficiency problems, respec-
tively. Heavy computation is a significant issue in the
area of ABE and other cryptographic ı̃elds such as
key management schemes and Private Set Intersec-
tion (PSI). References [34, 35] address this problem in
key management, while [36–38] focus on it in the con-
text of PSI. [39] defines Multi-Input Attribute-Based
Encryption and suggests a two-input key-policy ABE
based on LWE. The mentioned post-quantum ABE
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schemes suffer from intensive computational require-
ments and large key and ciphertext sizes. These come
from the fact that these schemes use LWE. To ad-
dress these issues we can design ABE schemes based
on Ring LWE (RLWE). For instance, [33] uses RLWE
for the mentioned advantage. In recent years design-
ing ABE based on RLWE has developed significantly
by proposing efficient schemes like [40] and [41]. Let
us introduce some papers that used ABE in health-
care networks. ABE schemes offer several advantages
in healthcare networks, such as fine-grained access
control, patient privacy protection, and secure data
sharing among healthcare providers.
To achieve fine-grained access control for EHRs, [42]
leveraged the ciphertext-policy attribute-based en-
cryption (CP-ABE) technique to encrypt tables pub-
lished by hospitals, including patients’ EHRs. [43]
presents a Cloud-based Secure Healthcare Framework
(SecHS) to offer safe access to healthcare and medical
data by applying the CP-ABE scheme. An efficient
ABE scheme, used in healthcare networks, is pro-
posed in [44] that outsources part of the encryption
and decryption to the edge nodes and supports at-
tribute updates, enabling flexible proper control. [45]
made the proposed framework consistent with cur-
rent practices and achieved favorable criteria, such
as data confidentiality, data recoverability, and time-
aware ciphertext. [45] used ABE to achieve these re-
sults. These papers demonstrate the application of
ABE in healthcare networks, emphasizing privacy
preservation, fine-grained access control, and secure
data sharing in various healthcare contexts. Lattice-
based Attribute-Based Encryption (ABE) schemes
are a type of ABE scheme that uses lattices as the un-
derlying mathematical structure and are considered
post-quantum secure.

1.2 Our Contributions

Our contributions in this paper include the proposal
of a Key Policy Attribute-Based Encryption (KP-
ABE) that allows the application of any boolean func-
tion as an access function. By defining any boolean
function as a Disjunctive Normal Form (DNF) in the
key generation algorithm, our scheme builds upon
the foundation laid by the pioneering work of [22]
in Post Quantum Attribute-Based Encryption (PQ-
ABE) schemes.
Moreover, our scheme goes beyond the limitations of
previous works such as [23] and [24], which focused
solely on efficiency, sacrificing granularity. Unlike
these schemes, which only support a single threshold
gate, our proposed scheme offers stronger granularity
by supporting any boolean function. By utilizing Ad-
ditive Secret Sharing instead of Shamir Secret Shar-
ing, we simplify the structure of [22].

The critical contributions of our proposed scheme are
as follows:

• We present a KP-ABE scheme designed for any
monotone access control structure. We prove
its security under the LWE assumption in the
IND-CPA security model.

• Our scheme enhances the granularity of the [22]
scheme, extending support to a broader range
of access controls beyond the limitation of a
single threshold. While [22] can accommodate
a NOT gate, unlike our scheme, we can support
it by doubling the number of attributes.

• Furthermore, our proposed scheme optimizes
the efficiency of [22] by reducing the number
of operations required during encryption and
decryption, thereby shrinking the size of the
secret key and ciphertext. Our scheme is also
compared with those proposed in [46] and [24],
demonstrating superior efficiency compared to
both.

1.3 Paper Structure

The subsequent sections of this paper adhere to the
following structure: Section 2 provides an introduc-
tion to preliminaries, encompassing definitions and
cryptographic tools. Section 3 delves into the pro-
posed scheme and outlines its algorithms, followed by
the comprehensive security proof in Section 4. The
paper concludes with a summary in Section 5.

2 Preliminaries

This section provides an overview of the fundamental
concepts, including key definitions and cryptographic
primitives, that underpin the proposed scheme. Our
exploration begins with defining the Disjunctive Nor-
mal Form (DNF) for boolean functions, adapted
from [5]. This definition serves as a fundamental build-
ing block for our scheme. Note that we denote the
size of set S by |S|, and [n] represents the set of all
nonzero positive integers less than n+ 1.

Definition 1 (DNF Function). Let x =
[x1, x2, . . . , xn], ai ∈ {0, 1}, and A be a set of all
subsets of the array x. Elements of A are denoted by
Pi. The general form of the DNF form of a Boolean
function is as follows.

f(x) =
∑

i∈[|A|]

(ai
∏
j∈Pi

xj) (1)

We define the set S = {Pi|ai ̸= 0}. For simplicity, we
can rewrite (1) as follows:

f(x) = f(x1, x2, . . . , xn) =

|S|∑
j=1

(
∏
i∈Pj

xi) (2)
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The DNF form of the function is also called a Sum
of Products.

For a set B, f(B) denotes the substitution xi = 1
for all xi ∈ B and xj = 0 for all xj /∈ B in (2).

Definition 2 (Key Policy Attribute-Based En-
cryption – KP-ABE). Key Policy Attribute-Based
Encryption (KP-ABE) involves four key algorithms:
setup, key generation, encryption, and decryption,
denoted by Setup, KeyGen, Enc, and Dec respectively.
The Setup and KeyGen algorithms are executed by
a trusted entity. In contrast, the Enc algorithm is
executed by the sender (data owner), and the Dec al-
gorithm is executed by the receiver (data user). The
algorithms are formally defined as follows:

• Setup(λ, ℓ): The setup algorithm receives the
security parameter λ and the total number of
attributes and generates the master secret key
(MSK) and public key (PK). The set of at-
tributes is shown with U.

• KeyGen(MSK, f): The key generation algo-
rithm receives a boolean function in DNF form
f and master secret key MSK as input and
generates the secret key (SKf ).

• Enc(PK,B,m): The encryption algorithm re-
ceives the public key (PK), the intended mes-
sage (M), and the target attribute set (B ⊂ L)
as input and generates the ciphertext CtxB .

• Dec(CtxB , SKf ): this algorithm receives SKf

and CtxB . If f(B) ̸= 1, then the algorithm out-
put will be ⊥; otherwise, this algorithm recovers
M (message) and generates as output.

2.1 Selective Security Model

This section defines the selective security model by
running Ind-CPA game between a challenger and an
attacker. The following delineates the specific details
encompassed within the selective security model.

• Initialization: The adversary first identifies
the challenge attribute set B∗.

• Setup: The challenger runs the setup algorithm
and sends the public keys to the adversary.

• Phase 1: The adversary is allowed to issue
queries for private keys for several fj functions
as long as f(B∗) ̸= 1 holds for all j.

• Challenge: The adversary selects M0 and M1

and submits them to the challenger. The chal-
lenger selects b random bit and encrypts Mb

with B∗ challenge attributes. Note that the mes-
sage is one bit in our scheme. Thus, the chal-
lenger should encrypt only a random bit.

• Phase 2: Phase 1 is repeated.
• Guess: The adversary guesses which message
is encrypted. The adversary’s guess is shown

by b′.

If the adversary can distinguish the intended bit with
a probability of 1/2 + ϵ, where ϵ is non-negligible,
we call the adversary win the proposed Indistinguish-
able CPA (Ind-CPA) game. Otherwise, the scheme is
deemed secure.

2.2 Secret Sharing

Assume that we want to share a secret among sev-
eral entities or individuals. Each entity is given a se-
cret share. Each secret sharing scheme has an access
structure for the set of entities; thus, these entities
can recover private value by this access structure. At
first, Shamir proposed a secret sharing scheme with
a threshold gate. In this scheme, a secret is shared
among n entities, and if t or more of these entities
collaborate, they can recover the secret. The scheme
can be generalized to any access structure. In this
scheme, we must have at least t points of a polyno-
mial of t − 1 degree to recover it. To share s secret
among n entities with t threshold (it is called t out
of n scheme and t ≤ n), first a random polynomial
q(x) of t− 1 degree is selected in a way that q(0) = s.
Each i entity, that 1 ≤ i ≤ n, is given (i, q(i)). La-
grange coefficients are used to recover the value of
s secret. The Lagrangian coefficient function can be
calculated as follows.

∆i,S(x) =
∏

j∈S,i ̸=j

x− j

i− j
, i ∈ S (3)

Li = ∆i,S(0) =
∏

j∈S,j ̸=i

−j

i− j
(4)

where S is a desired set of shares of different t entities.
The following formula recovers the share value q(0) =
s.

q(0) =
∑
i∈S

q(i) · Li (5)

The above-mentioned formula is used for a threshold
function and AND and OR gates can be generated
using this function.

2.2.1 Additive Secret Sharing

With an access threshold of t = n, every share is
required to recover the original secret, simulating an
AND gate in an access structure. While this setup is
more restrictive than allowing an arbitrary threshold
where t ≤ n, it is a widely used approach. This
constraint on t permits highly efficient schemes.

Suppose we want to divide a secret into n shares
such that the total sum of all shares equals the original
secret, s. To achieve this, select random values for the
shares, xi, for 1 ≤ i < n. Finally, set the last share as
xn = s−

∑n−1
i=1 xi. This way, the condition

∑n
i=1 xi =
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s is met, ensuring that all shares are needed to recover
the secret, reflecting the behavior of an AND gate in
an access structure.

2.3 Lattice

During this paper, the vector is displayed in bold low-
ercase English letters. Bold uppercase letters are also
used to display the matrix. Moreover, the matrix and
vector elements that will be integers, are shown in
light lowercase English letters. The sets will also be
displayed in light uppercase English letters. Addition-
ally, the vector norm (2-norm) is the square root of
the sum of the squared vector values. In general, for
the p-norm and vector x, we will have the following
formula:

∥ x ∥p= p

√
xp
1 + · · ·+ xp

n (6)

When the norm degree is not given, it will be assumed
p = 2. Also, for the matrix norm M, the norm of
each column vector x is calculated as the vector norm,
and their maximum is assumed as matrix norm M.
Moreover, for a S = {a1, a2, . . . , am} ind function is
defined as indS(i) = ai, i.e., we have ordered the
elements of the set, and this function selects the i’th
element of the set S.
We will use an integer lattice. For each A ∈ Zn×m

q

and u ∈ Zn
q where q is a prime number, the Integer

lattice is defined as follows [22].

Λ⊥
q (A) = {d ∈ Zn

q s.t. Ad = 0 mod q} (7)

Λu
q (A) = {d ∈ Zn

q s.t. Ad = u mod q} (8)

Based on the provided definition, all e-vectors that
satisfy the given relation are regarded as lattice mem-
bers. These lattice members can be readily computed
using the relation. However, if an additional constraint
is imposed on the vector norm, finding a vector that
meets both the relation and the norm condition may
not always be straightforward. Suppose the goal is to
find a vector that holds for Ae = 0 relation and its
norm is less than β. This problem is known as the
Small Integer Solution Problem (SIS). For the case of
Ae = u, it is called the Inhomogeneous Small Integer
Solution Problem (ISIS). If β and the prime number q
are selected to hold for the relation q ≥ β.ω(

√
nlogn),

these two problems will be considered computation-
ally hard that even quantum computers cannot solve
them. For each integer lattice Λ⊥

q (A),there is a full
rank matrix Like TA ∈ Zm×m

q if the following condi-
tions hold true:

• These matrix columns are the lattice members;
• The norm of matrix, i.e., ∥ TA ∥, is small;
• The relation A.TA = 0 mod q holds.

This matrix is called the Lattice Trapdoor Matrix.
It is clear that due to SIS problem hardness, having
matrix A, we cannot calculate its trapdoor.

Definition 3 (Lattice Trapdoor Generation).
There is an algorithm called TrapGen that if the
condition m ≥ 5n · log q holds for every n and m
integer and prime number q, generatesA ∈ Zn×m

q and
TA ∈ Zm×m

q matrices simultaneously that A ·TA = 0
relation and also TA ≥ m · ω(

√
m) hold. So, TA can

be considered as Λ⊥
q (A) lattice trapdoor.

Definition 4 (Preimage Sampling). Suppose that
we have the matrices TA ∈ Zm×m

q and A ∈ Zn×m
q

related to matrix Λ⊥
q (A). The goal is to solve the

ISIS problem for this lattice, i.e., we find vector e as
A.d = u. To this aim, there is an algorithm called
SamplePre that solves this problem by having TA

(lattice trapdoor).

The conclusion drawn from Definition 4 is that if
the goal is to generate a matrix with a small norm R
and it holds under the condition A ·R = D where D
is also a definite matrix, the trapdoor of matrix A can
be used. This problem is considered computationally
hard without access to the matrix trapdoor.

2.4 Learning with Errors (LWE)

Suppose as for A ∈ Zn×m
q matrix the value is m =

poly(n), i.e., m value is greater than that of n. Also,
suppose that we have a probability distribution e, an
error vector selected from the distribution d ∈ χm.
Now, we have made a vector u ∈ Zm

q as u = AT s+d
where there is the vector s ∈ Zn

q . The learning with
error problem is defined as follows.
Given the matrix A ∈ Zn×m

q and also vector u ∈ Zm
q ,

that is generated as u = AT s+d, we should find the
vector s ∈ Zn

q . Finding this vector is called learning
with error. There is also a decision version of this
problem. Thus, having the matrix A ∈ Zn×m

q and
also the vector u ∈ Zm

q , it must be decided whether

the vector u is linearly generated as u = AT s+ d or
it is a random vector. This is the decision learning
with errors problem. It is proved that the decision
learning with errors problem is computationally the
same as the learning with errors problem. Therefore,
from now on, when we refer to learning with error, it
is the decision version. It should be noted that if the
matrix A ∈ Zn×m

q is replaced by the vector w ∈ Zn
q

(i.e., v = wT s+ e), it is still a difficult problem. In
addition, if we have several examples of learning with
error problems (both matrix and vector), the problem
will still be difficult.

3 The Proposed Scheme

In this section, we introduce an enhanced version of
the [22] scheme, transforming it from a Fuzzy Identity-
Based Encryption (FIBE) to a Key Policy Attribute-
Based Encryption (KP-ABE) variant capable of ac-
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commodating any boolean function in Disjunctive
Normal Form (DNF). Similar to the approach in [22],
our scheme can support negative attributes by dou-
bling the number of attributes. However, for the sake
of simplicity, we opt to overlook this straightforward
technique. The scheme involves four fundamental al-
gorithms: setup, key generation, encryption, and de-
cryption. Detailed explanations of these algorithms
are presented below.

- Setup(λ, ℓ): TrapGen algorithm is run accord-
ing to L number (total number of attributes)
that generates Ai ∈ Zn×m

q and i ∈ [1, ℓ]. The

trapdoor Λ⊥
q (Ai), i.e. Ti ∈ Zm×m

q is also gen-
erated along with these matrices. Additionally,
a random vector u ∈ Zn

q is selected. The public
and master keys will be as follows.

PP = [{Ai}i∈[ℓ],u] , MK = {Ti}i∈[ℓ] (9)

- KeyGen(MSK,K, f(x)): First, the access func-
tion is specified for the intended user as DNF
form f(x) = ∨l

i=1(∧j∈Bi
xj). Note that Bi is

the set of attributes, where some of them can
be negative. Now, for each of the clauses of the
function, additive secret sharing for vector u
is implemented. Therefore, for each Bi where
1 ≤ i ≤ l, a set of random vectors uij are cho-
sen as follows:∑

j∈Bi

uij = u mod q , 1 ≤ i ≤ l (10)

The SamplePre algorithm, by the use of MSK,
is implemented to find dij ∈ Zn

q vectors with
small norm so that Aj .dij = uij ; j ∈ Bi. There-
fore, the private keys for the user are as follows.

Skf = {f(x), [D1,D2, . . . ,Dl]} (11)

Where each Di is a matrix that its columns are
dij defined according to Bi.

- Enc(m,B,PP ): this algorithm first specifies the
target attribute set B, having t members, to en-
crypt the one-bit message b ∈ {0, 1}. A random
vector is selected as s ∈ Zq

n. The error value x
from the distribution χ and the error vectors
i ∈ B; ei ∈ χm are selected. The ciphertext will
be as follows.

c0 = uT s+ e+ b · [q/2] (12)

ci = AT
i s+ ei ∈ Zm

q , i ∈ B (13)

CtxB = {B, c0, ci}i∈B , |B|= t (14)

- Dec(CtxB , Skf ): suppose a user with a secret
key Skf intends to decrypt ciphertext CtxB . If
f(x) ̸= 1, then the output of the algorithm will
be ⊥, otherwise, one of the clauses satisfied by
B, is selected. For efficiency purposes, we select
the Bi ⊆ B with the fewest elements among

all possible clauses that satisfy the function.
We know that the relation

∑
j∈Bi

Aj .dij =∑
j∈Bi

uij = u holds. Now, the value r is calcu-
lated as follows:

r = c0 −
∑
j∈Bi

dT
ijcj mod (q) (15)

For this value, we have r ∈ [−[q/2], [q/2]] ⊂ Z.
After this value is calculated, the decision for
the value of the transmitted bit will be made.

b =

{
0 |r|≤ q/4

1 else
(16)

So if the value of r is closer to zero, the value
of b will be that 0-bit to which some error has
been added or subtracted. However, if it is close
to the value q/2, the value of b will be one bit to
which some error has been added or subtracted.

The correctness of the relation (15) can be checked
as follows.

r = c0 −
∑
j∈Bi

dT
ijcj

= uT s+ e+ b.[q/2]−
∑
j∈Bi

dT
ij(A

T
j s+ ei)

= b · [q/2] + (uT s−
∑
j∈Bi

dT
ijA

T
j s︸ ︷︷ ︸

=0

) + (e−
∑
j∈Bi

dT
ijei︸ ︷︷ ︸

≈0

)

≈ b · [q/2]

The above relation will be valid when the following
condition is met.

e−
∑
j∈J

dT
ijei ≤ q/4

If the condition is not met, the message cannot be
recovered using relations (15) and (16). Therefore,
the secret key vectors dij must have a low norm to
satisfy the condition. This is crucial for choosing the
correct parameters, as discussed in [22]. The collision
of two or more users is also not possible since the
polynomials used in each user’s private key are dif-
ferent. Therefore, since in the Lagrange interpolation
relation, part of the shares is selected from a polyno-
mial and another part from another polynomial, the
Lagrange interpolation encounters an error and the
message is not received.

4 Security and Performance Analysis

This section demonstrates the security of the pro-
posed scheme in the selective security model, assum-
ing the hardness of the LWE problem. This section
also compares the proposed scheme with [22] and [23]
regarding efficiency and granularity.
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4.1 Security Proof

If there exists an adversary A who can win the Ind-
CPA game for the proposed scheme in the selective
security model, then a challenger can construct an al-
gorithm to solve the LWE problem. Suppose that the
challenger has the following samples of the decision
LWE problem and wants to solve it.

(w, v) ∈ Zn
q × Zq (17)

(Ai,vi) ∈ Zn×m
q × Zm

q , i ∈ [1, t] (18)

We also assume that there is an adversary A that
breaks our scheme in the selective security model
with probability 1/2 + ϵ where ϵ is non-negligible.
The challenger must use the adversary’s response
to solve the decision LWE problem. If this happens,
considering that it is a hard problem and cannot be
solved, we will conclude that there should not be an
adversary like A to break our scheme. To start the
proof, the challenger runs IND-CPA game with the
attacker in selective security model.

• Initialization: The adversary identifies the
challenge attribute set B∗, which contains t
number of attributes.

• Setup: The challenger simulates the setup algo-
rithm for the adversary. It sets the public keys
as Ai for i ∈ [1, t], from the samples of decision
LWE problem. The TrapGen algorithm is also
implemented for j ∈ [t+1, ℓ]. So, Aj ’s and Tj ’s
will be placed in the public and master secret
keys, respectively. Additionally, another sample
of the LWE problem is set as u = w and pub-
lished as a part of the public keys. Thus, the
parameters and public keys are identified and
transmitted to the adversary.

• Phase 1: The adversary submits queries to
obtain secret keys for each DNF-formed boolean
function f where f(B∗) ̸= 1. The challenger
responds as follows.

◦ Since f(B∗) ̸= 1 is met, so Bi ̸⊆ B∗ is true
for every set Bi of this function. Assume
Λ and Λ′ as follows. Λ = Bi

⋂
B∗. Also,

consider that the samples associated with
u will be as u =

∑
ui where ui = Ai · di

are the vectors of length n. Thus, private
keys di are generated for all i ∈ Bi.

◦ If k ∈ Λ : the random vector d1 ∈ Zn
p with

a small norm is selected and the ith sample
from u is placed as uk = Ak · dk. Suppose
û =

∑
k∈Λ uk.

◦ If k ∈ B \ Λ: Considering the equation∑
k∈B\Λ = u− û, where uk = Ak ·dk, the

challenger has the ability to select a ran-
dom vector dk ∈ Zn

p with a small norm for
all k ∈ B\Λ except one. For the last secret
key, given the knowledge of the trapdoor

associated with Ak; k /∈ B∗, the challenger
can execute the SamplePre algorithm to
calculate the secret key.

These keys are sent to the adversary A.
• Challenge: The challenger selects a random bit

b∗ ∈ {0, 1} and encrypts it with B∗ challenge
attributes as follows:

c0 = v + b∗ · [q/2]
ci = vi , i ∈ B∗

If the samples of the LWE problem are gen-
erated as a linear matrix, both c0 and ci will
be identical for the ciphertext corresponding
to bit b∗. Consequently, the challenger can suc-
cessfully simulate the ciphertext for a one-bit
message of b∗. Conversely, when the LWE prob-
lem is generated randomly, c0 and ci become
random elements.

• Phase 2: Phase 1 is repeated.
• Guess: In this phase, the adversary posits its

guess as b′ bit. In the scenario where the samples
of the LWE problem are generated as a linear
matrix, the adversary’s success probability (i.e.,
b′ = b∗) is 1/2 + ϵ. This assumption is based
on our consideration that an adversary with a
probability of 1/2+ ϵ, where ϵ is non-negligible,
can identify the encrypted bit in our scheme.
Conversely, if the samples of the LWE problem
are randomly generated, the adversary’s success
probability (i.e., b′ = b∗) becomes 1/2. Upon re-
ceiving the value b′, the challenger makes an as-
sumption: if b′ = b∗, the LWE problem samples
are generated as a linear matrix; if b′ ̸= b∗, the
LWE problem samples are generated randomly.
Accordingly, the challenger can then solve the
decision LWE problem.

The challenger’s success probability under above men-
tioned security game (P (Ch)) is as follows.

P (Ch) =
1

2
P (b′ = b⋆|linear) + 1

2
P (b′ = b⋆|random)

=
1

2
(
1

2
+ ϵ) +

1

2
(
1

2
) =

1

2
+

ϵ

2

Since we assume that ϵ is non-negligible, ϵ/2 will also
be non-negligible.

4.2 Comparison

This section compares our proposed scheme with pre-
vious schemes, such as [22], [23], and their eprint ver-
sions [46] and [24]. The comparison is presented in
Table 1, which includes various items such as access
structure type, ciphertext size, encryption complexity,
and decryption complexity, denoted as Granularity,
Ctx size, Enc, and Dec, respectively.
The table uses MV to represent the multiplication of
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Table 1. Comparison

Granularity Ctx size Enc Dec

Our scheme Monotone Ztm+1
q t(MV)+ VV k′(VV)

[22] Threshold Zℓm+1
q ℓ(MV)+ VV 2k(VV)

[23] Threshold Ztm+1
q t(MV)+ VV 2k(VV)

a matrix by a vector and VV to represent vector by
vector. For instance, “t(MV)+ VV” indicates that t
matrix-vector multiplications and one vector-vector
multiplication are required. Our proposed scheme out-
performs the other schemes in all items. Since our
scheme supports any boolean function as an access
structure, it is superior to the other schemes. Addi-
tionally, as t ≤ ℓ, our scheme performs better in the
Ctx size and Enc items. In the Dec item, k′ denotes
the size of the Bi of the secret key selected in the
decryption algorithm, and k′ ≤ k. In [22] and [23], k
Lagrangian vectors must be multiplied, but this is
not necessary in our scheme due to additive secret
sharing. Therefore, our scheme is more efficient and
has better granularity than the others.

5 Conclusion

In summary, our research has developed a new
Key Policy Attribute-Based Encryption (KP-ABE)
scheme that enables access structures with any
Disjunctive Normal Form (DNF) functions, going
beyond the constraints of the Fuzzy Identity-Based
Encryption (FIBE) scheme in [22]. Unlike the previ-
ous scheme, which was limited to threshold access
control, our proposed scheme broadens its applica-
bility to any boolean function. We have proven the
security of our scheme in the selective security model,
relying on the hardness of the learning with errors
problem, thereby confirming its quantum-safe status.
Additionally, our contributions include optimizing the
efficiency of the encryption and decryption processes,
reducing the required operations, and minimizing
the ciphertext size. Compared to existing schemes,
such as those presented in [46] and [24], the proposed
scheme demonstrates superior efficiency.
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