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Special Issue on  

Security, Privacy and Trust in Network-based Security 

Algorithms in Big Data and Cloud Computing Challenges 

Call for Papers 
 
Cloud computing has become one of the most projecting word in the IT world due to 
its design for providing computing service as a utility, enabling software, 
infrastructure and information to be used as a services over the network in an 
on-demand manner. Majority of companies in industry that have high-resolution data 
sets use cloud computing technology to involve in data-intensive decision making 
within organization. The involvement of new era of Cloud Computing for both 
industry and high-resolution datasets allow for data-intensive decision-making at a 
level never before imagined. 
 
This special issue aims to collect significant contributions addressing innovative ideas 
through original research or review articles, emerging technologies, methods and 
solutions for cloud computing challenges in big data. Topics to be covered but are not 
limited to: 
 
 Cloud architecture  
 Map reduce  
 Security and privacy  
 Cloud services and applications  
 Virtualization  
 HPC on the cloud  
 Big data science and foundations  
 Big data infrastructure  
 Big data management  
 Big data search and mining  
 Big data security and privacy 
 Data management in the cloud  
 Security in the cloud  
 Cloud migration  
 Big data visualization  
 Semantic cloud  
 Cognition and semantic web  
 Mobile web  
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 Wireless sensor networks 
 Network Security for Cloud 
 Protocols and Architecture for Cloud 
 Cryptanalytic Attacks, Cryptographic Protocols 
 Digital Rights Management, Identity Theft & Phishing In Networks 
 Intrusion Detection & Prevention 
 Key Management & Quantum Cryptography, Key Management In Networks 
 Mobile, Ad Hoc & Sensor Network Security 
 Naming & Addressing Vulnerabilities 
 Network Security Applications 
 Public Key & Conventional Algorithms & Their Implementations 
 Public Key Infrastructure, Advance Encryption Standard, Data Encryption 

Standard 
 Secure System Architectures, Security Policy, Security Protocols Digital Rights 

Management 
 Security Threats: DDOS, MIM, Session Hijacking 
 Trust Establishment, User Privacy, Location Privacy 
 
Authors should read over the journal’s For Authors carefully before submission. 
Prospective authors should submit an electronic copy of their complete manuscript 
through the journal’s Paper Submission System. 
  
Please kindly notice that the “Special Issue” under your manuscript title is supposed 
to be specified and the research field “Special Issue - Security, Privacy and Trust in 
Network-based Security Algorithms in Big Data and Cloud Computing Challenges” 
should be chosen during your submission. 
 
Special Issue Timetable: 
 

 Manuscript Due October 25th, 2016 

Publication Date November 2016 

 
Guest Editor:   
Assoc. Prof. Dr. Arif SARI 
Girne American University, Cyprus 
 
For further questions or inquiries 
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Please contact Editorial Assistant at 
ijcns@scirp.org 
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