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Autonomic Administration:
HAL 9000 Meets Gene Roddenberry
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Motivation
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A Traditional OSS/BSS
External data flow

Internal data flow

Pending data flow

System appears twiceNAME
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Current Network Management Deficiencies
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More Effects – Constituency Separation
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Potential Loss of Revenue to Failure
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So What IS Autonomics?
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Machines will take over all management tasks, 
rendering humans superfluous.

Future Vision of Autonomic Computing?

Hal 9000, 2001
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Machines will free system administrators to 
manage system at a higher level

Future Vision of Autonomic Computing
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Autonomic Networking

� Technical complexity: human body � technology, devices
� Business complexity: macro-economics � e- and m-Commerce
� Behavioral complexity: social interaction � service composition
� Operational complexity: healing � anti-virus, configuration management

Biology, Sociology, and Economics can Inspire Better Networks!

Complexity abounds!
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What is Important About Autonomics
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Automated Productivity: Self-Configuration

��������	
�����
��
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• Provide effective call-center support for 138 offices
• Establish effective and efficient software distribution mechanism

����

����	���

�����	

“We rely heavily on information technology to drive business expansion and new levels of 
productivity and efficiencies. The self-configuring systems management delivered by Tivoli 
software is not only indispensable, it has so far been a key enabling force that has helped us 
bring such business and IT imperatives to success.”

—Peng Jin Song, MIS Director, China Netcom Corporation Ltd

• IBM Tivoli Configuration Manager
• IBM Tivoli Remote Control

• Support 4,000+ staff across 138 offices with only 38 IT staff
• Self configuring function re-initiates software distributions that are not 

complete and removes undesirable applications
• Maintained IT staff-level even after an increase of 200 applications 
• Efficient control of entire IT infrastructure from one location
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What is Autonomic Networking?
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Autonomic Networking Definition
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Autonomic Networking Scenario

Cellular 2.5G

Service Delivery 
Platform

Application &
Content Servers

Cellular 3G Mobile Broadband 
Wireless Access

Cable/DSL
/Fiber  

Core IP Network  

Communication 
Gateway

Communication 
Gateway Communication 

Gateway

Softswitch

Wireless 
Services 
Manager
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Autonomic Behavior Has Multiple Contexts
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Autonomic Computing Element

Managed Resource

Model-Based Translation Layer

Autonomic Manager

Observe

rEasonLearn

Policy and 
Context Server

Compare

Foundation
(Finite State Machines)

Act

How to Make Something Autonomic
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MBTL Using SNMP and CLI

Vendor Converters

Sensors for Gathering
Vendor-Specific Data

Effectors for Issuing 
Vendor-Specific 

Commands

Semantic Model 
Converter

Normalized
XML Data

Normalized
XML Commands

Autonomic System

DEN-ng 
Information

Model

DEN-ng 
Derived 

Data
Models

Informatio
n Bus

1.1.1.1.1.1.1=34000

1.2.1.5.1.1.10=true

1.3.3.1.1.2=230000

SNMP Parser

interface FastEthernet0/1
shutdown 

CLI Command Factory

Semantic Objects in XML



Autonomic Administration - John Strassner Page  22

So What Are We Doing About It?
Here’s Some Work in My Lab
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FOCALE Architectural Roadmap
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Genesis Autonomics Architecture
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Genesis Architecture

Knowledge
Repository

Autonomic Management Platform

Dashboard

Autonomic Management 
Platform Console

HTTP

Knowledge
Manager

Autonomic
Agents

Sensor(s)

Effector(s)

Autonomic
Applications

(e.g. RF Optimization)

Core Services
(e.g., FM, PM, CM)

Console
Session

Management

Policy
Repository

Policy
Server

L&R Algorithm
Repository

Learning &
Reasoning

Engine

Ontology
Repository

Semantic
Reasoning

Engine
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Implementation of Genesis

CDL Agent
OMCR 1

TCP/IP

KPI / KQI
Calculation 

Vendor 
converters

Threshold
Monitor

Drilldown
Analysis

JMS
Queue

JMS
Queue

JMS
Queue

Policy
Manager

Orinoco DB

Dashboard

Platform
AJAX

(TIBCO GI 3.3 ®)

GUI Backend

XML/HTTP

EJBORDBMS
(Intersystems Caché ®)

EJB

Caché
native 

(JBoss 
4.0.4GA)

J2EE Application Server

JBoss Rules

JiBX

Linux
(Gentoo distribution Kernel 2.6.x)

HTML, JavaScript, 
XML

J2SE JDK 6, XML 

EJB EJB

EJB

CDL Agent
OMCR 2

CDL Agent
OMCR n…

JMS

Agent Framework

Entities

Orinoco 
Console
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Genesis 
Model

Genesis
Model File

Tooling: Strategy and Importance

Rational Rose
Model File

Source 
Code

Genesis Compiler

Genesis Syntax 
Checker

Form Editor

Source Code 
Editor

Code
Highlighter

Rational Rose
Converter

Genesis 
Model Builder

Genesis Syntax 
Checker

Genesis 
Model Builder

Genesis 
Model Builder

Genesis Syntax 
Checker

Java
Code Generator

Java Syntax
Checker

Model
Navigator

Model-Model 
Object Map

Genesis Compiler

Model-Model 
Object Map

Import Rose and
Transform to Genesis

View/Edit Genesis Model

Export Model and
Transform to Source Code

Open/Save
Genesis Model



Autonomic Administration - John Strassner Page  28

Tools to Build Legacy Models
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Legacy � Autonomics

Overall Innovation:  To provide increased flexibility without having to retool 
legacy devices and systems
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1. Metamodel-Driven Reverse 
Engineering Legacy Artifacts
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2. Design Self-* Models

An Example of a Self-Healing Model

ValueFailure
plausability : Integer

Tim ingFailure

 isLate : Boolean
ProvisionFailure

Report Rejuvenate Recover

CommissionOm ission

Risk

degree : Integer

Detector

Analyzer

1..n

1

1..n

1

Computes

MediationStrategy

Different detector types 
modeled as subclasses

SoftwareAtomic

Mitigator

1..n

1..n

1..n

1..n

StrategyAppliedTo

Failure

1..n 1..n1..n 1..n

FailureDetectedBy

1..n 1..n1..n 1..n

FailureAnalyzedBy

1..n1..n 1..n1..n FailureSemanticsSuppliedTo

Software

1..n 1..n1..n 1..n

AppliesMitigationTo

0..n

0..n

0..n

0..n

HasFailure

SoftwareComposite

0..n

0..1

0..n

0..1

HasSoftware
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3. Base Model and Self-* Model 
Integration Using Aspect-
Oriented Modeling (AOM)
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4. Base Code and Self-* Code Integration Using 
Aspect-Oriented Programming (AOP)
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Managing Using State Automata
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Traditional Finite State Machine Theory
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None of these relates a state to the information that it represents!

Traditional FSMs don’t consider semantics of behavior!
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State Machine Models

Policy-driven Behaviour Orchestration 
Using Motonomics State Machine

S

A

B

C

D

T

2

4
4

3
3

f1(x)

Policy1

f2(x)

Policy2

Structural Models

attr1=2, attr2=3

verification of
actual state

Policy3

f3(x)

attr1=3, attr2=4policy determines
desired state

attr1 : int

Foo

attr2 : int

optimal 
path
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Adaptive Control Functions
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Policy Management
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Business View: SLAs, Processes, Guidelines, and GoalsBusiness View: SLAs, Processes, Guidelines, and Goals

System View: Device- and Technology-Independent OperationSystem View: Device- and Technology-Independent Operation

Administrator View: Device- Independent, Technology-Specific OperationAdministrator View: Device- Independent, Technology-Specific Operation

Device View: Device- and Technology-Specific OperationDevice View: Device- and Technology-Specific Operation

Instance View: Device-Specific MIBs, PIBs, CLI, etc. ImplementationInstance View: Device-Specific MIBs, PIBs, CLI, etc. Implementation

The Policy Continuum



Autonomic Administration - John Strassner Page  40

*� �����1
���
������(��
�����/"�	���
� "F
��	����� ����� 	((��&�1��� ����
����

� ������������������������������� �������

�
��������������������� ��


"�
�	���

*� ����
(��� ����$(��� �8�����&�
�1
���
��
���(�����)�����	���� 	(�
1��� ���������� �������	����  ������


 ��!�
��������������
�����
���� ���������
�
�

�������������������
�
��� 
������
�����������

�
������"����� ���


*�)���

*� ����� 	((��&
�1��� ������)���
�
��	��	���*�  ���)9	� 	���	�������
*�  ���)9	� 	��

#
��$���%�����������������������������������

����& �����%��������������'�(��
��)%* ����

��
�����
���� ������ ������"�����

��� ���
��	��)�

����� ���
��� ��9 	���&�
��)���
�
KL ��������)����F���0�M

$���������������

����%������
�$
���

��
��� ��N�L ������)���N�
L ����((���	����


+�������
�& ����%������F�
���



�	� (���5 1
���
�	� (���5 1
����)�����

Mapping Examples



Autonomic Administration - John Strassner Page  41

How Does Policy Fit In?

Context
Relevant

Policy

Autonomic ManagerContext Manager

�������� 
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Context-Aware Policy Management
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Knowledge Management
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Diverse Knowledge Representations
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priority : Integer = 0

PolicyRuleComponentStructure

PolicyRuleComponentMetaData
policyComponentRuleConstraints : String
policyComponentValidFor : TimePeriod

0..1

1..n

0..1

1..n

PolicyRuleComponentHasMetaData

PolicyRuleStructure

PolicyRuleMetaData
isMandatoryEvaluation : Boolean = TRUE
policyRuleActionConstraints : String
policyRuleEvalConstraints : String
policyRuleValidFor : TimePeriod

0..n

1..n

0..n

1..n

PolicyRuleHasMetaData

PolicyEventPolicyCondition

PolicyEventStructurePolicyConditionStructure

ECAPolicyRule
hasSubRules : Boolean = FALSE
isCNF : Boolean = TRUE

0..n
1..n

0..n
1..n

ECAPolicyRuleUsesPolicyEvent

0..n
1..n

0..n
1..n

ECAPolicyRuleUsesPolicyCondition

PolicyActionStructure

0..n
1..n
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PolicyAction



Autonomic Administration - John Strassner Page  45

Model-based Knowledge Engineering & 
Transformation

GenesisGenesis

DEN-ng models: 
Info, data, policy, behavior

DEN-ng models: 
Info, data, policy, behavior Ontology ModelOntology Model

Knowledge modelKnowledge model

KBsKBs

OntologiesOntologies

Generated codeGenerated code

Model transformationModel transformation
MLML
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Purpose of Machine Learning
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Reinforcement Learning
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Purpose of Reasoning
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Semantic Equivalence

Device M
…
Command 82
Command 83
…
Command 93
Command 94
Command 95
…
Command j

1.0

Device A
…
Command 64
Command 65
Command 66
Command 67
…
Command i

BGP Peering

0.95

Ontology
Differences Effects from Device A

Effects from Device B

To Policy Server
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Machine Learning Model Selection
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There exist various learning models, each of which has strength and weakness.
The model selection always relies on some guidelines, expertise and empirical studies. 

In an autonomic computing framework, the selection needs to be automated!
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RL based learning selection
Problem: Impact Prediction for a BTS controller Failure

Solution: Neural Network predictive models that are proven to be
universal function approximators

Decision Making Criteria:
• A relatively stable environment prefers a global approximator
• A relatively dynamic environment prefers a local �

���������

Multi-Layer Perceptron (global) Radial Basis Function (local)
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Global vs. Local – No Universal Answer
� Offline use provides very similar performance with proper 

training and validation
� Online use reveals significant differences under time constraints

• MLP is less sensitive to change in its learning data
• RBF is much more sensitive to change because of its use of 

unsupervised learning in the input space

MLP (global) RBF (local)
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Summary
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It is NOT “Just” About Technology!
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Networking Scenario – Service Maintenance
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�
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Is Harder Than It Looks…
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It’s a True Paradigm Shift
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Questions?Questions?

“Create like a god. Command like a king. Work like a slave”
- Constantin Brancusi
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Autonomic Networking References
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Conferences and Web Sites
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Autonomic Computing References
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Foundational References (2)
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MDA, Patterns, and Roles
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Applications
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