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Abstract

We generate the data and store it or share it in the internet for our convenience and also we would like to embed access settings to the data.
One of the most convenient methods used for the decades is to set the access privileges using the probable user attributes is attribute based
encryption. In this paper we survey the different access structure that is being used for the implementation of attribute based encryption
systems in the modern world. We also have presented the comparisons of the access structures in terms of threshold gates, proof of security

and computation cost.

1. Introduction

In the modern era the data is generated at higher rate due to the
availability of compact and handheld devices, when the data is
transferred to other person using internet, it get stored into the cloud
drives and anyone who has a link can have an access to the data. If
the data is private and sensitive and we do not want to give access to
others, then the normal practice is to encrypt the using cryptography
techniques and store it in the cloud. In the private key cryptosystems
the owner of the data uses a private key to encrypt the data; the key
is communicated to the sender in a very secured way. Only the
person who has the same key can access to the data. In some
situations where we want to store the data and restrict the access to
it, then we use a public key crypto systems, there are many public
key crypto systems evolved over the period time among these the
one of the most widely used modern public key cryptographic
systems is attribute based encryption.

1.1. Attribute based encryption

One of the most widely used encryption scheme to implement the
data centric security is to use attribute based encryption[1]-[7], this
is a public key encryption, in this the user attributes (eg: role,
position, designation) are used to construct a cipher text and secret
key. Hence only the user key that matches with the described
attributes in the cipher text can decrypt the data. The major two
types of ABE schemes are Key-policy ABE (KP-ABE) and
Ciphertext-policy ABE (CP-ABE).

1.1.1.  Key Policy and Ciphertext Policy Attribute Based
Encryption

In KP-ABE[8] shown in figure 1 the owner uses the set of attributes
to construct a ciphertext and the private keys are mapped with an
access structure. The access structure specifies which type of
ciphertext the private keys can decrypt.

(6]

‘\i.(.lf\‘\ structhure

KP-ABE
ﬁi‘& A =1
Access structure 5

.\é
Wi‘z‘ﬁ f% B(l) =0

File encrypted under a
set of attributes J
Fig. 1 Key Policy Attribute Based Encryption

In CP-ABE[9] shown in figure 2 the owner uses the user attributes to
construct a secret key and access structure is used to construct a
ciphertext. In this section we give the background operational details
of ABE. The ABE allows monotonic or non-monotonic access
structure .
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Fig.2 Ciphertext Policy Attribute Based Encryption
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1.2 Back ground

In this section we shall discuss an important mathematical detail that
comprises the ABE method and the assumptions for implementing
data centric security.

A. Bilinear Maps
A Bilinear map is a mathematical function that combines two vector

spaces and produces a third vector space and it is linear in
operation.[9]
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Let G and G be cyclic groups with the same large prime order q.
Then the bilinear map e is defined as: Gy X G, = Gr.

Let Gg be a bilinear group of prime order p, and let g be a generator
of Gg. In addition let e: Gy X Gy — G, denote the bilinear map. A
security parameter, k will determine the size of the groups. The
Lagrange coefficient A; g for i € Z, and a set, S, of elements in
Lyp; Ajs)= niES.iiiTT_i] . additionally it employs a hash function
H:{0,1}* > G, that will model as a random oracle.

The properties of bilinear map is as follows

Bilinearity: (g%, g%) = e(g1,92)*. where g, and g, are the
generators of G; and G, respectively, a,b € Z. (Note that G; and
G, is called the source group and Gy is called the target group.
When G; = G,, we call it a symmetric bilinear map.
Computability: The bilinear map e is efficiently computable for
any pairs given by Gy X G,.

Non-degeneracy: e(g,, g) # 1. It means that the map does not
send all pairs in G; X G to the identity in Gy.

The bilinear maps that satisfy the above mentioned properties are
called admissible bilinear maps; this is in fact used in ABE systems.
The remaining part of this paper details the different access
structures that have used and its implementation techniques and
comparison results.

2. Attribute Based Encryption
Monotonic Access structure

using

This is a most widely used access structure in the implementation of
attributed based encryption algorithm[8], [9]. The access structure is
are composed of threshold gates and leaves describe attributes[10].
The AND gate can be constructed as n-of-n threshold gates and OR
gates as 1-of-n threshold gates[11], [12]. The access structure is
defined as Let {Py, P,, Ps, ... B,} be set of parties. A collection A
2{P1P2P3.Pu} is monotone if VB, C: if B € Aand B € C then C € A.
An access structure is a collection A of non-empty subsets
of{Py, P,, Ps, ... B,}. The sets in A are called the authorized sets and
the sets not in A are called the unauthorized sets. The access
structure A contains the set of authorized sets of attributes. This
encryption method uses four algorithms [10], [13]

Setup : this algorithm uses implicit security parameter and produces
master key and public parameters.

Encryption: this algorithm uses public key, message and access
structure as input and generates the ciphertext

Key generation: this algorithm uses the master key and a set of
attribute as input and generates secret key.

Decrypt: this algorithm uses the public parameters, ciphertext and
secret key for a set of attributes and reproduces the plain text as
output.

3. Attribute Based Encryption using Non-
Monotonic Access Structure

The non monotonic access structure uses AND, OR and NOT gates,
using these gates the negative constraints can be used for key access
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and generation[14]. The non-monotonic access structure can be well
explained with a following example. A project manager of a
company is sending a secret message to his team, if he uses the
access structure Team Leader AND Bangalore, when anyone who is
a team leader and working in a Bangalore location trying to access,
the private key would be generated in the monotonic access
structure. If the secret information is need to be read only by the
Team Leader in the Bangalore project, not by a team leader of other
location, it can be specified by using the access formula “Team
Leader” AND “Bangalore” (NOT “Chennai”). This will prevent data
being accessed by team leaders of other locations.

The non-monotonic access structure is derived from monotonic
access structures, initially universal set of attributes are selected,
from this set of d attributes are selected for encryption process by the
authority. Among these the attributes that are present in this set is
called positive attributes and the remaining attributes are called
negative attributes. To decrypt the cipher text the user must posses
minimum of d + 1 attributes.

Let us assume we have a set of attributes P, it consists of both
positive and negative attributes. A is a group of monotonic access
structure over P for which it given asLSSS {IIg}4c4. A is a non-
monotonic access structure over P. The non-monotonic access
structure A is present forvA € A. LetS € P, N(F) < P, namely,
the positive attributes are in §, whereas the attributes in N (S ) may
be positive or negated. Then let § € N (S ) For every attribute x €
P but x ¢ S, we have x' € N(S) Hence N(S) consists of all
attributes in § and the other attributes are not in §. Hence there is a
non-monotonic access structure A overS. This scheme uses four
algorithms

Setup : it uses implicit security parameters and provides the public
parameters PK and a master key MK.

Encryption: it takes message, set of attributes and the public
parameters PK as input and generates ciphertext E.

Key generation: it takes the access structure, master key MK, and
the public parameters PK, it provides the decryption key as in
output.

Decryption: it takes ciphertext, and the decryption key, public
parameters as input and decrypts the ciphertext into a plain text.

4. Attribute based encryption using Hidden
Access Structure

This scheme allows the owner of the data to hide the access
structures and encrypt it for secure communication. In this the
encryptor can use wildcards W in a hidden manner[15]. To develop
an access structure , it uses the notation W = [W,, .., W, ]=
[1,1,%,%,0] where n = 5, it is called as ciphertext policy. The wild
card * represents don’t care value. This would be considered as an
AND gate in the access structure. In order to decrypt the ciphertext
the secret key must be associated with 1 for A;, A, and As. And any
value for Az and A,.

Let §; = {Vi,1 Wiz Vit ...Vi,ni} be a set of possible values for A;
where n; is the possible value of A;. Then the attribute list £ for a
user is L =[Ly,..,L,] where L; € §; and the generalized
ciphertext policy W = [W,, ..., W,] where W; C §;.
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To encrypt the owner specifies a wildcard for A;, it corresponds to
W; = §; for A;. The attribute list £ satisfies the ciphetext policy W
iff £L; € W; forl < i < n. The receiver anonymity is obtained by
hiding what subset W; for each A;.

This encryption scheme uses four algorithms

Setup: it takes implicit security parameter, and produces public key
PK and a master secret key MK.

Key generation: it takes master secret key, attribute list as input and
produces a secret key associated with attribute list

Encryption: it takes a message, ciphertext policy as input and
produces ciphertext.

Decryption: it takes ciphertext and secret key as input, and decrypts
the message.

S. Performance and security analysis

An access structure is a very important part of a attribute based
crypto systems. The monolithic access structure would consume less
time to search whether the user possess necessary attributes, the non-
monolithic access structure consumes more time to search whether
the user has the necessary attributes, because it has to check all of
the negated attributes also listed in the access structure. The hidden
access structure consumes less access time to because most of the
attributes are connected with AND threshold gate and furthermore
other attributes are don’t care. The other comparison results are
shown in table 1.

Table 1: Comparison of access structures

Access Thresho Thresho | Proof of | Securit | Computatio
Structur | 1d access .
. 1d gates security y Level | nal cost
e policy
generic
Monoton bilinear
ic Access AND, rou] Modera
Structur Yes OR ]glanci)om te Low
e oracle
model
Decisiona
Non- 1 Bilinear
Monoton AND, Diffie- Modera
ic Access | Yes OR, Hellman te High
Structur NOT (BDH)
e assumptio
n
Decisiona
1
Bilinear
Hidden AND, | Diffie-
Access OR, Hellmaq .
Structur Yes Don’t jlssumptlo High Moderate
€ care Decision
Linear
assumptio
n.
6. Conclusion

In this paper we have surveyed the three most widely used access
structures. Our survey reveals that although these access structures
were developed a decade ago, still these access structures is being
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used for the implementation of attribute based encryption schemes.
We believe that there is a scope for researchers to design and
develop new access structures for the development of efficient
attribute based encryption implementations.
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