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Abstract
The exponential growth in the number of cyber threats requires sharing in a timely and efficient manner
a wide range of Indicators of Compromise (IoCs), i.e., fragments of forensics data that can be used
to recognize malicious network or system activities. To this aim, a suitable architecture is required,
especially to distribute and process the various IoCs. Unfortunately, the continuous creation of offensive
techniques, along with the diffusion of advanced persistent threats, imposes the ability to update and
extend the platform used to manage the multitude of IoCs collected in the wild. In this paper, we
present the ORISHA architecture, which takes advantage of a distributed threat detection system to
match performance and scalability requirements. The paper also discusses how the platform can be
extended to handle the most recent “stealthy” malware as well as campaigns aimed at spreading fake
news.
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1. Introduction

In recent years, we observed exponential growth in the number of attacks targeting organizations
and users. Successful attacks performed by Blackhats were able to provoke a wide variety of
damages and proved the weakness (in terms of security) of both government computer systems
as well as user devices. As reported in [1], DDoS, information leakage, phishing, identity theft,
and botnet were among the most frequent attacks performed in 2020, and the outbreak of
the pandemic emergency has done nothing but further exacerbate this complex scenario. The
vulnerabilities of popular platforms, applications, and systems discovered during this critical
period have fed the interest in employing information-sharing technologies to increase attack
detection and risk mitigation capabilities of enterprises and organizations [2, 3].

Quick decisions and adequate countermeasures can be set up if information concerning
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threat events and Indicators of Compromise (IoCs) is shared promptly. Specifically, proactive
threat information sharing and defensive mitigation strategies can be exploited to boost the
resilience of the entities belonging to trusted communities generating herd immunity against
new (possibly unknown) threats. Therefore, an emerging research line focuses on devising new
platforms, approaches, and methodologies to deliver and share threat events to prevent further
damage by quickly arranging countermeasures.

Recently, Cyber Threat Intelligence (CTI) platforms have proved their effectiveness in man-
aging threat information [4]. These tools are currently adopted to gather, preprocess, enrich,
correlate, analyze, and share threat events [5]. As highlighted in [6], Threat Intelligence Plat-
forms (TIP) have to satisfy some main requirements, i.e., providing (i) services for information
sharing, (ii) facilities for automatizing the process, and (iii) functionalities for collaborative
threat data analysis. Alas, devising a complete solution for handling information from different
sources is a challenging objective [7]. Indeed, different open issues (e.g., standardization, privacy,
and reliability of the shared information, just to cite a few) have to be addressed to realize a fully
operational platform. Although some recent works propose advanced solutions for easing threat
data sharing, many only focused on some of the issues mentioned above [8]. A comprehensive
review of the current state of the art and open challenges can be found in [9].

In this work, we provide an overview of ORISHA [10], a platform for ORchestrated Informa-
tion SHaring and Awareness that combines TIPs with AI-based Threat Intelligence solutions
in a single comprehensive framework. ORISHA allows for improving the accuracy of Threat
Detection Systems (TDS) in recognizing incoming attacks and also enables the sharing of re-
liable and relevant threat information among organizations and threat detection algorithms.
The main idea is that TDSs can benefit each other mutually by sharing knowledge since a
threat feed produced by a TDS can be exploited to improve the threat modeling strategies of
another one. The platform allows for publishing threat information on a distributed TIP and
making them accessible to other actors. Although the current implementation is fully general,
ORISHA has been mainly used for Network Intrusion Detection Systems. In this work, we
discuss how ORISHA can also be employed to mitigate the risk of new emerging threats, such
as information-hiding-based attacks and spreading fake news.

The rest of the paper is structured as follows. Section 2 surveys state-of-the-art solutions for
threat information sharing and awareness. Section 3 describes ORISHA, our platform for threat
event sharing. Section 4 introduces the new threats to be managed and discusses how ORISHA
can be extended. Finally, Section 5 concludes the paper and outlines future research directions.

2. Background

Threat Intelligence refers to the task of gathering data concerning attacks or breaches (e.g.,
context, methods, indicators, or devices) with the aim to help organizations to set up effective
countermeasures by leveraging a wide range of information [11]. Specifically, organizations
can cooperate to improve the detection and prevention of new threats by sharing information
about recently identified attacks. In this respect, Indicators of Compromise (IoCs) are the mean
typically used to share this information. An IoC is a piece of forensic data identifying potentially
malicious activities on a system or network. The IP address of a DoS attack, a hash of a malicious



executable file or the URL of a phishing website are examples of IoCs.
Threat Intelligence is a relatively new research line in the field of cybersecurity and, as

reported in [12], both academic and industrial entities have shown a growing interest in this
topic. Cooperation and data sharing can boost the security of computer networks and mitigate
the risk of compromising. However, the research in this field mainly aimed at developing
tools for threat information sharing; hence in recent years, there has been a proliferation of
threat intelligence platforms [13]. The lack of standards and solid approaches yielded several
combinations of solutions and methods incorrectly tagged as threat intelligence.

Tentative guidelines have been proposed in [4], where the authors define information-sharing
goals for organizations by also specifying threat information sources and rules for handling the
publication and distribution of the data. Nevertheless, there is no consensus among researchers
and practitioners on adopting a methodology or technology, as no complete solution exists for
handling the standardization, privacy, and reliability issues related to the sharing process.

Although channels such as mail messages, phone calls, ticket systems, or face-to-face meet-
ings have been widely used as a primary way to share threat information quickly, the growing
number of cyberattacks made these tools inadequate to handle the volume of data produced,
hence the necessity to replace them with semi-automatic tools. Recently, several standards,
such as Structured Threat Information CybereXpression (STIX) [14], Cyber Observable eXpres-
sion (CybOX) [15], Incident Object Description Exchange Format (IODEF) [16] and Trusted
Automated eXchange of Indicator Information (TAXII) [17], have been proposed to facilitate
the sharing of IoCs.

In more detail, in [18], the authors describe the main platforms for threat information sharing
based on the standards introduced above [12, 5]. One of the most adopted solutions is MISP
(Malware Information Sharing Platform), an open-source software solution for collecting,
storing, distributing, and sharing cyber security indicators and threat information [19].

MITRE CRITs (Collaborative Research Threats) is another widely used open-source malware
and threat repository that leverages different open-source software to create a unified tool
for analysts and security experts engaged in threat defense [20]. CIF (Collective Intelligence
Framework) is an open-source cyber threat intelligence platform that allows for gathering data
from different sources and exploiting them for threat identification, detection, and mitigation.
Finally, EclecticIQ Platform is a commercial platform based on STIX and TAXII standards that
gathers and interprets intelligence data from open sources.

3. The ORISHA Platform

In this section, we illustrate the main components composing ORISHA. Figure 1 depicts the
core actors cooperating within the system: Distributed TIP, TDS Layer, and Honeynet. The TIP
is devoted to orchestrate the interactions among the components and represents the core of
ORISHA. Basically, it performs two main tasks: (i) it allows for storing and encrypting the
information (gathered from heterogeneous sources) in a distributed fashion, and (ii) it permits to
share the collected data to the other components. The distributed TIP is realized by connecting
several MISP instances. Among the tools introduced in Section 2, the MISP exhibits different
benefits as highlighted in [21]: (i) integration with SIEMs and Intrusion Detection Systems
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Figure 1: ORISHA Platform.

(IDSs) functionalities, (ii) extensible and flexible architecture, (iii) support for different standards
(e.g., STIX, TAXI), (iv) detailed documentation, and (v) several active communities. Basically,
the different MISP instances cooperate by sharing data about upcoming threat events gathered
by the other actors.

To this aim, ORISHA mainly leverages two elements: the data exchange format defined in
[10] and the layers handling the communication between TDSs and TIP. As an example, in the
following, we consider the case in which ORISHA is used to share data about anomalous flow
connections discovered by ML-Based IDSs. Specifically, we focused on describing how ORISHA
can be used to realize an Active Learning scheme [22]. It is important to note that the platform
can be extended to integrate other TDSs by customizing the data exchange format.

3.1. Leveraging ORISHA for Active Learning

In this section, we show how the cooperation among different TDSs is realized using ORISHA
and how the decision-making process is improved. Figure 2 depicts the overall information
flow. The process begins by monitoring the system. The computer network periodically yields
traffic flow that the underlying TDS layer will analyze. In this scenario, a specific anomaly
detector (TDS1 in the figure) processes the .pcap files containing the traffic traces and detects
an anomaly. A MISP security event is generated and shared with the TIP, which plays the role
of “security event hub”. Then, a different IDS (TDS2 in the figure) reads the event, analyzes the
embedded .pcap files, and labels the event with additional information. The updated MISP
object, now with two consensus labels, is examined by an expert who can accept or reject the
threat classification. Once validated, the event can be used by other IDSs (e.g., TDS𝑛 in the
figure) for the training stage in order to improve their predictive performances.

Now let us consider a different case where the event produced by TDS1 is classified differently
(non-anomalous) by TDS2. Again, the domain expert examines the event with dissimilar scores
and realizes that the event is a false alarm. The event is then returned to TDS1, which can
include the validated event in its training set and refine the underlying model for better accuracy
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and improve its false positive rate.
The solution described above corresponds to the well-known Query-By-Committee strat-

egy [23], with the difference that, here, we foresee that the expert validates both the agreement
(in the first situation) and the disagreement (in the second one). More sophisticated validation
criteria can be adopted to implement different optimization objectives. For example, to reduce
human intervention, automatic validation can be used to confirm the agreements based on
confidence values and reduce human analysis to the most uncertain cases based, e.g., on label
entropy.

4. Extending ORISHA for Emerging Threats

In this section, we present two classes of emerging threats, i.e., multi-vector attacks leveraging
information hiding and fake news. We then discuss how to extend the ORISHA platform with
IoCs able to capture the challenging and fast-paced modern security scenario.

4.1. Multi-Vector and Information Hiding Attack Campaigns

In recent years, threat actors are increasingly taking advantage of complex attack chains,
especially to elude detection or target large-scale organizations and critical infrastructures.
For instance, many modern malware deploy multi-stage loading architectures, e.g., offensive
routines are retrieved only when needed to reduce the footprint of the malicious software
[24]. Moreover, advanced persistent threats are now able to exploit different portions of the
attack surface, making them intrinsically multi-vector (see, e.g., [25], for the case of smart
manufacturing systems). Notable recent examples of sophisticated offensive campaigns are
the ransomware attack against the Italian vaccination booking system in August 2021 and
against the US Colonial Pipeline facility in May 2021. In both cases, threat actors used social-
engineering-like techniques, e.g., malicious mail attachments dropped in the home computer
of a remote worker, jointly with multi-vector approaches, e.g., flawed password policies or
known exploits in commercial software suites. Besides societal and economic losses, such
attack campaigns highlighted several limits of CTI and TIP frameworks. First, the sharing of
data needs to overcome resistance to disclosing information that can reveal insights on how



the security of a complex organization is enforced. Second, collaborative analysis demands a
precise methodology for collecting data about a security incident and making it compliant with
several (often incompatible) regulations. Third, critical infrastructures are often characterized
by sensitive information, which could be actively exploited by state-level threat actors to infer
details, such as work shifts or energy requirements.

Unfortunately, the surge of offensive techniques leveraging information hiding is expected to
challenge the process of creating IoCs to be shared across various organizations. For the sake of
clarity, we present two recent use cases observed in real attacks [26].

Steganographic Malware and Covert Channels

To prevent detection, many recent threats deploy information-hiding mechanisms. For instance,
malicious payloads are hidden in digital images by means of steganography. The most used
technique encodes bits of secret data by altering the least significant bits of the red, green,
and blue color components of pixels belonging to the target image. Altered files can then
be sent via mail attachments, embedded within Word/PDF documents, or bundled within an
application. Despite the chosen vector, the typical use of steganography is to conceal additional
information, such as remote URLs, configuration files, or IP addresses, without leading to a
visible signature. From the perspective of developing IoCs or supporting collaborative threat
analysis, steganographic malware represents a challenging scenario. In fact, images can be sent
or embedded in different manners, thus requiring specialized procedures for the creation of the
IoC. Moreover, the steganographic process could introduce overheads in the TIP. As an example,
a URL used to retrieve a remote payload hidden within an image could not be a complete IoC.
Specifically, also the “carrier” concealing the secret data and the used steganographic mechanism
(e.g., the Invoke-PSImage techniques observed in Ursnif) should be part of the IoC itself. In
other words, steganographic malware may “inflate” the IoC space to explicitly consider both
the malicious hidden content and the container.

Another challenge deals with the abused carriers, which could be very mixed or hard to
collect (in principle, any digital content could be used to conceal information). In more detail,
attackers could hide malicious information by manipulating icons or images bundled with
applications [27] as well as in concurrent code or HTML files [28]. The creation of IoCs should
then consider a multitude of heterogeneous assets (e.g., HTML pages, icons, and additional files),
which could not be retrieved in a simple manner. Specifically, the original IoC could require to
interact with an application store/repository or to crawl/scrape contents through the Web.

Advancements in IDSs, firewalls, and traffic analyzers partially ignited the diffusion among
threat actors of covert channels hidden within network traffic. In essence, network covert
channels are parasitic communications cloaked within legitimate traffic flows [29], which are
created with the ultimate goal of bypassing security tools or blockages. As an example, the
attacker could hide sensitive data in unused protocol fields or botnet commands in HTTP
headers. Similarly to the case of steganographic malware, network covert channels require
the preparation of multiple IoCs. Even if one may consider to share .pcap traces containing
covert communications, this could lead to several hazards. First, recognizing in which part of
the protocol (or flow) the data has been hidden may require to store a non-negligible volume
of traffic. Second, an attacker targeting the payload could be identified only via complete



traffic traces, which usually conflicts with standard anonymization procedures. Third, covert
communications are usually long-lasting, thus collecting data for preparing the IoC could need
to gather a huge amount of information at a wire speed, thus lacking of proper scalability [30].

Lastly, a possible realistic example considering the mitigation of the aforementioned threats
by using the ORISHA platform could be as follows. A TDS (𝑇𝐷𝑆1) detects the presence of an
image containing malicious content concealed via steganography, e.g., it deploys well-known
heuristics or an AI-based countermeasure. For instance, a Web server has been instrumented to
spot the presence of skimmers or additional payloads hidden in favicons [31]. The tampered
favicon is then “quarantined” and the hidden content is retrieved if possible, e.g., the script or
URL is stored in a textual form. A suitable IoC composed of the original favicon, the script,
and companion metadata is then prepared and sent via the MISP interface. The IoC could also
be enriched with information such as the name of the threat (e.g., Magecart/Magento), the
size of the favicon, and the type of the cloaked data (e.g., JavaScript or PowerShell). If needed,
additional details on the obfuscation technique used by the attacker (e.g., zipx or Base64) can
be put in metadata as well. In a similar manner, a detector (𝑇𝐷𝑆2) in charge of revealing the
presence of network covert channels could bundle fragments of traffic in one or more .pcap
files, along with information on which part of the protocol has been exploited (e.g., the TTL or
the Flow Label). The IoC could also contain data on the detection accuracy to avoid propagating
false positives/negatives or help in setting up suitable labels to train an AI-based framework.

4.2. Fake News

Recent years have also seen an increased concern for the threats that fake news and online
misinformation present to the democratic debate. Online Web sources and social media are the
main means of news information dissemination and spreading. In particular, an exponential
increase in the use of social media has accelerated information diffusion. The speed at which
misinformation spreads, alongside social media’s open access content production and dissemi-
nation, increases the potential damage, making online platforms primary targets for fake news
propagation.

Therefore, it is necessary to mitigate the impact of misinformation as well as develop specific
tools and services to allow citizens and the professional community to access reliable and
trustworthy information on the Web and social media. The automatic detection of fake news is a
relevant problem attracting great interest from the research community. Most previous research
studied the problem of fake news detection, by typically using feature extraction from news
content. Text content-based approaches mainly explore lexical and syntactic features like word
usage and linguistic styles to identify fake news or to detect the differences in the writing style
of real and fake news, such as deception [32, 33, 34, 35, 36, 37, 38]. Other methods, such as the
one reported in [39], capture and exploit sensational emotions for learning emotion-enhanced
representations. Moreover, some works analyze the images in the news along with the text
content for fake news detection [36, 40]. Exploiting user-based features as auxiliary information
for improving the identification of fake news was explored in [32, 41].

With the advent of social media, the nature of misinformation has evolved from text-to-visual
based modalities, such as images, audio, and video. Therefore, the identification of media-rich
fake news requires an approach that exploits and effectively combines the information acquired



from different multi-modal data.
Multi-modality is a key approach to improve fake news detection, but successful solutions

supporting different data modalities, with their different structure and dimension, is still poorly
explored. Multi-Modal Deep Learning based approaches demonstrated to be effective in provid-
ing accurate predictions but require feeding with different types of labeled data. In this respect,
the integration with ORISHA could represent an effective solution to obtain sufficient data for
their learning. In particular, the multi-modality can be implemented through the cooperation of
the different TDS within the ORISHA architecture, which can exhibit peculiar classification abil-
ities according to the specific data modality. We can envisage a deep learning based cooperative
model that uses the feedbacks of the different organizations within the ORISHA frameworks to
estimate news trust levels and ranks the news accordingly.

Let us consider the following scenario. A fake news detector (𝑇𝐷𝑆1) identifies a fake news
by analyzing the textual content of a social media post. At this point, the TDS creates a proper
IoC that specifies the news text, the url of an image posted together with the textual content,
and a set of metadata reporting the source of the news and its social context (e.g., engaged
users, retweets, replies). Further metadata include information such as the probability with
which the news has been detected as fake (e.g., the accuracy of the fake news classifier) and
that the news has not been validated yet as fake. A MISP security event is then produced and
delivered. The event is distributed in the TIP, where a different TDS (𝑇𝐷𝑆2) analyzes the IoC
and classifies the news as real, differently than 𝑇𝐷𝑆1. The updated MISP object, now with two
opposite labels, is delivered in the TIP. At this point a third TDS (𝑇𝐷𝑆3) handles the IoC and
analyzes the image (e.g., exploiting a CNN network), classifying it as malicious. Again the MISP
security event is updated and delivered. The domain expert inspects the event with dissimilar
scores and realizes that the event represents a fake news. The event is then returned to 𝑇𝐷𝑆2,
which will adapt its training set with the validated news, improving the classification accuracy
of the model by adapting its false negative rate.

5. Conclusions and Future Works

In this paper, we provided an overview of the ORISHA platform, which allows for sharing
different pieces of forensics information as well as specific IoCs. As shown, our approach can
be used to both improve the accuracy of the detection or foster cooperative threat mitigation
campaigns among different organizations. However, the recent surge of advanced attack schemes
using information hiding and the diffusion of fake news requires extending the platform and
addressing specific challenges. For instance, the heterogeneity of IoCs, privacy constraints, and
scalability properties should be considered to effectively deploy ORISHA in realistic deployments.
Moreover, we want also to investigate new emerging types of threats aiming at compromising
ML models through specific attacks against the learning or deployment stages [42].
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