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Figure 1 (Color online) Network architecture for QoS-aware flexible traffic engineering
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Figure 2 (Color online) OpenFlow controller and switch function structure. (a) OpenFlow controller; (b) OpenFlow
switch
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Bt LRI 25T IPv4/IPv6 FRIE 52 /%K, OpenFlow A8 HHLAE 1Pva a0 Hdfi N IPve )0k, &
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IPv4 ¥ fl. OpenFlow ZZ#HLA OpenFlow 2l 2381k 41 8 1 OpenFlow B 5E % b8 4E, &1 %
AFMESS QoS 73K, £ OpenFlow F 4% SEI B A B 5%, SEmBE A 2.

2.2 OpenFlow 1ZHIzS

Kl 2(a) /& OpenFlow | #FhRELHIHEIR], 24> DhRERIHL BRI 4T

BRZERHAEIR (link provision module, LPM). 1157 5 OpenFlow A # LA B2 115 H (LCM)
HAE, T AKIEFHEU OpenFlow T8 8, 56 B LB UIHEUE i (0 e A g A%, 9140, 78— 2B g A2 5L
R, B LPM BB M LR K 1) Packet-In Y5, SRJGH K4 LCM SRS, 25
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FEHIEESL.

REPITHIBE (traffic engineering database, TED). f7fif 4 el MZIREE B, AFEsESEA
f’) OpenFlow AZH/l\ IPv4 I IPv6 JHIL 215 fifE B B A HERE 1) 75 0 A 45 B LSRN S QoS
FRAEE. OSPF/BGP #Hbh, BEHORSIEERER (LSC) 1 LPM £ SEi 858 TED ¥, PMFESL
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BEBCIRS(S B 1L 1208) () FEBE R F R 45
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[ SERERV

2.3 OpenFlow 3Z##,
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FAVEH OpenvSwitch ¥ {E4 OpenFlow A, 7E LA F3HE T OpenFlow WhHilFF¥iHT 5
ANH IR R VCECAT A, A SEBsh M B IR 1P B A I ThRE. 5 DHE R R ILE AT N T

PUSH_IPv6: 1t IPv4 itz FIRiN IPve #0k, SR JEHH 35 R 1Pve £di L, SEBl IPve FRIH;

POP_IPv6: 4 IPv6 3k MBS G R #2 B, 528l 1Pve Hidh £ () g df e ik 7%

MOD _IPv6: &4 IPv6 HE s 5 bk,

PUSH_IPv4: ft IPv6 itz LIRIN IPv4 #00k, ARG 338 ak IPv4 Hdi €, Sl IPv4 FEIE;

POP_IPv4: 4 IPv4 3k NEHE G R B, SC3l TPv4 Hodf 00 (1) g3 e i 7.
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B R AR 2 72, Hotp MOD_NW_SRC A1 MOD_NW_DST & ¥l OpenFlow WMl &4 S i £ 47
N, Ay IR NE TPv4 HE ELRIYE A B k.

2.4 ET OpenFlow B IP &R

N ER AR B BT OpenFlow RE0SEH IP @A VI RITRE, S2h TPv4 BUEHR
Wit 1Pve WARRINE Y, BAOPIRIMmER 3 Fxs.

FAh, R LCM FIW BRI T — B2 TPv4 35k, A8 N DS B B B R E0 60 21 A B 4
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3) How to calculate bandwidth utilization using SNMP. http://www.cisco.com/c/en/us/support/docs/ip/simple-

network-management-protocol-snmp/8141-calculate-bandwidth-snmp.html.
4) OpenvSwitch. http://openvswitch.org/.
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‘ IPv4 packets arrives at OpenFlow switch

‘ OF Client sends Packet-In message to OpenFlow controller ‘

|

LPM module in OpenFlow controller receives and parses Packet-In message,
and LCM module calculates path
¥
LCM gets the current network status from
TED database

N
IPv4 domain is idle
v IPv6 domain is idle

LCM gets IPv6 addresses
from APM module

LCM module finishes the path calculation and J
sends the results to LPM module

!

LPM module encodes the flow-entries in Flow-Mod messages and distributes
them to OpenFlow switches

)

OF Client in OpenFlow switch parses the Flow-Mod message, and the Switching Utility module
configures the flow-entries

Return Barrier-Reply message|, Y Configuratio N Return error message to
to OpenFlow controller success OpenFlow controller

Excute flow-entries

v

End <

3 ETF OpenFlow K IP Bi&VIH#FRIE

Figure 3 IP-forwarding interchanging process based on OpenFlow

X523 OpenFlow [ TP @l & VIHEA R LU R SR P SE BN 1 1P Yk, XAk D)o+ oAt
BRI FE RN A2 A AEATEEM ), HAB KT e B AR SO A3 R 1Y B AR

RNTSEBLEA QoS BAHIN TP fh& DI skms, JATBEH TSR EREE, WEE 1 fos. B
V51 VRN T I sh S R RS R, 595 OpenFlow | #51) LCM i ik, &k, FATE
it OSPF/BGP &Ll J OpenFlow ThSGRIMNZAEE G(V, E), X B V I E 437527~ s FVEE B
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m)%%ﬂﬁ$ue4“%%&mcﬁﬁ&%wdﬁ?%%GWEw$%n@Hf@@ﬁ?&d
OB BRI f(s,d) BIRIELR pry, 0 PR ZHR0SREOT S, G QRS L 55 A £ 31 15 5545 5
B NS B NAIGE. BIE 1 IO 3~9 AT 23RBS AR 2RI R /MR AZ, 58 10~27 472
W7 2 i 2 7 BT BE AR AN LA ZE, W0 AR ZE, TR 20R A W S AR A Se R /NI 25 S e B AR 2 S A AT
SAZE, FFRIMZENBFF RS, SN LPM Z AR ER42, B TED R E. 0 4l ih 5k
AT, 25 28~31 [TEHEWA LPM #2008 TED 04 . Rk THEeE TS
P Se ] % ) 25 B ERIRAS 11, T LA I 28 i s 42 A QoS B RE

H%E 1 Flexible traffic engineering (F-TE) algorithm with IP-forwarding interchanging

Input: Network Topology G(V, E), the current link utilization {ue, Ve € E}, the K-th shortest path {pi{g, k € [1, K]} got
from KSP algorithm for the pair of source and destination node; When one new flow comes, the link utilization of the
i-th path is recalculated to be uf; The minimum priority for all flows in link k is pr ;. (k), k € [1, K], the priority of
flow f(s,d) is pry(s q)-

: // New flow arrives:

. if new flow f(s,d) arrives then

for k € [1, K] do

m = Elélaz)lg) (ue);
Psa

1
2
3: © =0, Mpin = +00;
4
5

6 if m < mpin then
7 i =k, Mmin = m;
8 end if
9 end for
10:  calculate ul;
11:  if u] > 100% then
12: Prin = +00, id = 4;
13: // find the path for the flow with the minimum priority:
14: for k € [1, K] do
15: if pry(s,q) > Prmin(k) and pry;, > pryin (k) then
16: Plain = Pronin(k);
17: id = k;
18: end if
19: end for
20: recalculate the link utilization when the i-th path p( ) s exchanged with the path p( D with minimum priority;
21: if uf > 100% then
22: block the flow;
23: else
24: the i-th path p(l) is exchanged with the path p( 9 With the minimum priority;
25: LPM sets up the paths for the two flows;
26: update TED database;
27: end if
28: else
29: LPM sets up the path p(z) for the flow f(s,d);
30: add the information on the flow f(s,d) to the TED database;
31: end if
32: end if
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3 SWEGREOM
3.1 SEWFFE

AR = GE AR 55 88648 ThinkServer RD540 #8277 WK 4 seinfbh, RiMEA 2% (12
NSENET b4, WA MR — N IR S 2%, TE8 6 RS54 L35 OpenvSwitch #A4-AS
B, FTS2BE S 1P B e 8l OpenFlow AZHHLIIAE. J34h, OpenFlow FEHil#3A 1L AT Z POX
FEH 885 HEAE AN — & MRS 2% L, POX $2H| 2%i@ i #6 FE 1Y) OpenFlow MY 5% 4 OpenFlow
MBS, v A OCBEE. R, H— 6 IXTA JE AR A N RN e, (6 /4%
AR IE. N TR 2SS TSI TP RilE U1 ) A I B R A R AR, FRATTE S T Mg
[ s A7 AEAR AT A SR A S AR S S T, IRt 1 3 MAN IR IR S5 37 55 T ARSI AR IR0 A ST A ) A A i i
o

o M5t 1 (KBS without TE): %G M E AT, PR FASCAAE AL PR R 4 HR5 A 2 B4
9 MR AR

o W 2 (BAVEIE static TE): 7E7 /4 3, 4, 8 Ml 10 AT AL S AU A 1P Bt e%. AT bl
TE[FIRE TP W48 IR (TPv4 B IPv6) 38 It 1) 4 B0Hm It 1 2 R B A% SR S IR B 4%, (R HAS SCRF 1P il
A UIREIThEE, B TPv4 BRI TCIETE TPv6 B h A4, [ 2 TRA.

o 5t 3 (BB B F-TE): fE75 /4 3, 4, 8 Al 10 _E#E 3 EF 1P A& 1) OpenFlow A2 4Hl,
Al S Eh A R IR, BRI ATAR IS SRS sh S H e 1P B a i~ — ks & 70 (IPv4 Bk V)
el TPv6 ¥k, 81 TPv6 B R I TPv4 #5%), FIFH TP fil & 1) 20 2 M 18 8 o) 265w (190 3 1 0 A

SoF ARSI, FRATR B2 — D2 g g i) 1080P [ H.264 #RAFE A, MR FIN KN 60 s.
FE 4 B 2 b, WA BB AR TP /UDP/RTP A3k 5 MR B A, FFu Rk H AT 5 9 k.
9 BRI s R SRR A, e s N AR R A S . B TR SRS B T B . R, 3R

5) POX Wiki. http://openflow.stanford.edu/display/ONL/POX+Wiki/.
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Figure 5 (Color online) Results on packet-level end-to-end delay of video streaming. (a) Without TE; (b) static TE;
(c) F-TE

IR Tperf © BAFA R TCP Hfm ARSI, SRR BT A 2 RAETT A 9. EEREAE,
DRIOM AR A o A S SE AT 3 A R QoS /33K, BT BAYE S8 Ah B BEIUM A5 I B A7 58 v ) A% A
2.

3.2 SLIRERRFISTHN

5 /& 3 SIS R R AL e gt 45 . B RT LB B a5 3 (BhBEAE)
NEA BN AR, RORTEIX RIS R, AR 0T ORI TP Rl D 4 45 A I 4 2E 11 B
B, B0 TPv4 S5 4% L IR ZE R, WA AR o] LLE R TP @l & U3 B U148 1) TPve Jfetn, [RIFERT,
2 TPv6 S ZERT, MUAT R A S AT DAY a] TPva 35 249R, FATE )Y IPv4 A1 1Pve I8#R kA i 2
i, FLAOTE [40, 43] s, AR SAE A AE T 35 K. eAh, 350 1 (R EE) N RIMARE R 25 2 Soflr
), RUNFEIX Rz 5T — B ERE (2—1-8—9) KAEIZE, BT ML RERZEIIGE, R
Toi G B I BAFIZE RS . X T-375¢ 2 (FRASTRETRE), Sa000 o it I e R B AR R AR R ZE I, ] DLodid
TR A R I B R R AR 24115139 b, ATTBER I ZE. SR, S IPva HAS
TS ZERT, AT A IR TCIE B e T FEBR AR, I INEERR 18 Al 4—11 {EINHA] [28, 42] s #RR A ZE, LA LR
TAEIX — BRI 1) P A I3 OK . FRATTVE R BIFE B A S5t T (1 A I 45 SR AR DL 5 g M 78 e ( He R, X
ST 2 AT 9 _EIERAE RS RTIE T

Kl 6 4 3 Fiigst TSR ARG TS AL, B4R A0 (B R 4R BT A IX — ATV A B il o i3
. [FFER, st 3 (BT EE) M EmiRE . B 7 285 2 Ml 3 Gtk
WUAR B 4y BV (E A5 e b (Y-PSNR) GEit-&5 3, VEREILE (10, 20] s, H T B R A T V14 S 8GR 50
WEHEEER, BTl Y-PSNR £k HBL—/NBC R, SULFER, SR 2 SR EE) 1
Y-PSNR FFEI (] 75 3 (AT ETE) RIS TR, 1202 B A W0 ER 0 2% A% R AR P ZE I
ST 2 R RE] IPva BN 5 — 412, X SEMAIA SO IL = — Bz, Ik AL 5o
G, SECEKE P EMW. X T55 3 (BISREREE), WA RRE Z V2] 1Pve M 1 —%dk

6) Iperf — the TCP/UDP bandwidth measurement tool. https://iperf.fr/.
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Figure 6 Results on video frames’ decodability. (a) without TE; (b) static TE; (c¢) F-TE
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Figure 7 Results on received videos’ Y-PSNRs. (a) Static TE; (b) F-TE
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Figure 8 Screen-shots of video play-backs. (a) Static TE; (b) Flexible TE
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ST A7 AU e R P B A L
K9 2 1P S VIR SeI M I RE. [ 9(a) SEALBAEREAT TP D)2 B RO E0E ek &, JATAT
DAE BIE TP D)4z 5, MUARECHE 6L 2 B35 1E TPvd AR P 1, B 9(b) 2AAIET TP YIHe 2 J5 (14K
PR AE, R BIITA ) IPv4 Bs G 3AE 1 IPve A, ASEEL 1 1P D)4,
SO FE IS R ANE 10 Pos. fE1X 3 Mg, shARE R TIRIR A T SoRm et
fefs 9 PRIE, HUCRESTURE IR, BATHIER RIS 28 s ZJ5 SCIH&HE 98 T B, 15 K9St
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(a) No. Time
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Protocol | Length

b Frame 1547: 1382 bytes on wire (11056 bits), 1382 bytes captured (11056 bits) |
b Ethernet II, Src: 70:€2:84:05:67:7e (70:e2:84:05:67:7e)
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D Frame 1547: 1382 bytes on wire (11056 bits), 1382 bytes captured (11056 bits) |
P Ethernet II, Src: 70:e2:84:05:67:7e (70:e2:84:05:67:7e), Dst: WistronI_f4:2a:f8 (f8:0f:41:f4:2a:18)
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9 (MLEMFE) IP A VIIIIERESNE

Figure 9 (Color online) Video packets. (a) Before IP-forwarding interchanging; (b) after IP-forwarding interchanging
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Figure 10 (Color online) Results on file transfer bandwidth. (a) Without TE; (b) Static TE; (c¢) F-TE
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OpenFlow-controlled QoS-aware dynamic traffic engineering for
differentiated service provisioning in hybrid IPv4/IPv6 networks

Shoujiang MA, Daoyun HU, Shengru LI, Nana XUE, Yan SHAO, Suoheng LI & Zuqing ZHU*

School of Information Science and Technology, University of Science and Technology of China, Hefei 230027,
China
*E-mail: zqzhuQieee.org

Abstract In this paper, we propose a solution to realize IP-forwarding interchanging based on a software-defined
networking (SDN) infrastructure facilitated by OpenFlow (OF). Specifically, we propose to decide an IP packet’s
next-hop forwarding scheme according to the network status, i.e., switching the packets from an IPv4 domain to
an IPv6 one, or vice versa. Then, dynamic traffic engineering can be realized in a hybrid network where IPv4 and
IPv6 domains coexist. By extending the OF protocol properly, we design an OF system to realize the proposed
IP-forwarding interchanging, propose a dynamic traffic engineering algorithm for providing differentiated services,
and implement the algorithm in the OF system. The OF system is then demonstrated with an experimental test
bed that consists of real switches and servers to show its advantages. The experiments that include both real-
time video streaming and TCP file transfer verify the effectiveness of the proposed system, and show successful
QoS-aware dynamic traffic engineering.

Keywords SDN, OpenFlow, traffic engineering, IP-forwarding interchanging, QoS
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