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How do | get started with SolarWinds IPAM?

SolarWinds IP Address Manager (IPAM) provides integrated DHCP and DNS administration, and IPv4
and IPv6 address management from the SolarWinds Web Console.

IPAM administration features include:

» Centralized IP address management

Unified DHCP and DNS management
Web-based reporting and alerting

Extended API support for IPv4

Amazon Route 53 and Azure DNS monitoring
IP address requests

For information about IPAM administration features, see the IPAM Administrator Guide.

o' Avideo overview of IPAM can be found here: Manage Change and Avoid Costly Errors with
SolarWinds IP Address Manager.

Use this guide to configure SolarWinds IPAM, and add your devices to IPAM to manage and monitor
your IP addresses, DHCP servers and scopes, DNS servers, and DNS zones.

Customers: Follow the recommendations in this guide to ensure your system capabilities are correct
and your production environment is sized correctly. Minimum system requirements used during
evaluation are not sufficient for a production environment. Access your licensed software from the
SolarWinds Customer Portal. If you need any implementation help, contact our Support Team.

Evaluators: If you are evaluating SolarWinds IPAM, download a free 30-day evaluation. The evaluation
version of SolarWinds IPAM is a full version of the product, functional for 30 days. After the evaluation
period, you can convert your evaluation license to a production license. For assistance, contact
sales@solarwinds.com.

Getting started with SolarWinds IPAM involves the following tasks:

O Install SolarWinds IPAM.

Use the SolarWinds Installer to install IPAM. This is an all-in-one application that provides
an easy-to-follow installation path for your environment, and guides you through every
product installation and upgrade for all your IPAM products.
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SOLARWINDS How do | get started with SolarWinds IPAM?

Discover your devices.

Use the Network Sonar Discovery wizard discover network device, or use the Import wizard
to manually import IP addresses and subnets.

Add discovered devices to SolarWinds IPAM.
Use the wizard to select the discovered devices you want to monitor with IPAM.

Add DNS and DHCP servers.

Integrate DHCP or DNS servers with IPAM to manage all of your servers through one
interface.

Reserve an IP address in a DHCP scope.

Reserve IP addresses in a DHCP scope to ensure a device receives the same IP address
every time your servers reboot.

Create a subnet group.

Create a subnet group to organize and manage a defined set of IP addresses.
Grant a user read and write access to a subnet.

Restrict user access to help maintain security without limiting your ability to delegate
required network management activities.

Ensure your long-term success with IPAM by following the guidelines in this document. Depending on
your workload, getting started with IPAM should take you one week or less.
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Populate IPAM with IP addresses

This section includes the following topics:

e Discover network devices
e Add discovered devices to SolarWinds IPAM
e Import IP addresses

Discover network devices

IP Address Manager (IPAM) is designed to be used as part of the IPAM suite of products or as a

standalone application. If you are already using the IPAM to monitor your environment, and have

created a database of nodes and associated elements, you can skip this section and start adding
nodes for IPAM monitoring.

Discovery is the process SolarWinds uses to identify network elements.

(i) The tabs shown as you proceed through the wizard depend on the SolarWinds products you
have installed. Click Next to move to the next tab.

1. Launch the SolarWinds Web Console using either of the following methods:
« Start the SolarWinds Web Console from the SolarWinds program folder.
Or:
» Launch a browser and enter:
http://ip address
or:
http://hostname

where ip_address is the IP address of your SolarWinds server, and hostname is the domain
name of your SolarWinds server.

2. Log in with your username and administrator password.
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3. If the Network Sonar Discovery page is displayed, click Add New Discovery.

Network Sonar Discovery

[ Discover Network H Scheduled Discovery Results H Discovery Ignore List

(@ Add Mew Discovery | @) Discover Mow | &* Edit | B Import All Results
Mame Description

Domain Controllers

(i) If the Discovery wizard is not displayed, click Settings > Network Discovery

4. On the Welcome to SolarWinds Web Console page, click Start.

The Network Sonar wizard is displayed.

Network Sonar Wizard

IEEITIT® VRTUALZATION - AGENTS  CONFIGURATION - SNMP - WINDOWS ~ MONITORING SETTINGS - DISCOVERY SETTINGS - DISCOVERY SCHEDULING

Network Selection
How do you want to add devices to Orion monitor? You can use one or more of the options below, but for fastest results, we recommend scanning a
maximum of 512 devices at a time.

F)‘ Using discovery for the first time? ®
£ .. asmall subnet (/24) with your test This will let
1- 18 I you see the wealth of data
PR COMMERI 6 environment that Orion provides as quickly as
SCANNING... oR ]
o possible. You can always add more
<\¢\ ... a few individual IP addresses for servers, later!

i routers and switches, and VMs

IP RANGES (+) AddRange

SUBNETS ( f Add -

|P ADDRESSES (1) (+) Add P Address

ACTIVE DIRECTORY @ (+) Add Active Directory Domain Controller to query...

NEXT CANCEL
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(i) The tabs displayed on the Network Sonar wizard depend upon the SolarWinds products
you have installed.

This wizard enables you to discover devices in several ways:

» Enter arange of IP addresses to monitor

e Enter a list of IP addresses

» Add nodes by querying your Active Directory Domain Controllers
» Enter a subnet or seed router IP address

The easiest method when starting is to supply a range of IP addresses.
5. Click Add Range.
6. Enter the start and end IP addresses you want to monitor, and click Next.

7. On the Agents tab, check the box if you want to check all nodes currently being polled using
agents for changes updates, and click Next.

8. On the SNMP tab:

a. If all devices on your network require only the default SNMPv1 and SNMPv2 public and
private community strings, click Next.

b. If any device on your network uses a community string other than public or private, or if
you want to use an SNMPv3 credential, click Add Credential and provide the required
information, and click Next.

(i) If you have an SNMP service enabled on a Windows server, SNMP credentials do not
retrieve information for DHCP and DNS management.

9. Onthe Windows Credentials tab, click Add New Credential and provide the required information
if you want to discover Windows devices that do not support SNMP, or want to collect additional
information that SNMP does not poll.

NETWORK AGENTS. SNMP m MONITORING SETTINGS DISCOVERY SETTINGS DISCOVERY SCHEDULING

Windows Credentials
Enter the Windows credentials used on your network. Credentials are used in the order listed below. Learn more about Windows credentials

WM | is used to collect CPU, memary, and velume data from Windows Servers that do not support SNMP, in addition to status, respense time, and packes loss.

+) Add MWew Credential

Order Credential Aclions

1 Onon {Demo Lab) ) g

EaCK NEXT CANCEL
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11.
12.

SOLARWINDS Discover network devices

(i) SolarWinds recommends that you monitor Windows devices with WMI rather than SNMP

to obtain this extra information.

On the Monitoring Settings tab, SolarWinds recommends manually setting up monitoring the
first time you run discovery. This enables you to review the list of discovered objects and select

only those you want to monitor (rather than automatically monitoring them all).

Network Sonar Wizard

NETWORK VIRTUALIZATION AGENTS CONFIGURATION SNMP WINDOWS MONITORING SETTINGS DISCOVERY SETTINGS DISCOVERY SCHEDULING

Monitoring Settings
Specify how devices should be polled. You can choose what to monitor before the discovery begins, or after it has completed.

DEVICE/NODE POLLING

- - Wy Devices responding only to ICMP (ping) and no other polling methods will
4 o
lnc“flde e TS resporld. @ IC.MP.(pmg.] Al m not be imported. If you do not have SNMP enabled on your devices, this
Devices that respond to SNMP or WMI will still be imported. may result in & discavery which imparts only a few devices.
*» LEGrn mMore
Preferred Polling Method: ~ @ wmi Osnme @

HOW WOULD YOU LIKETO
SET UP WHAT TO MONITOR?
How would you like to set up what to monitor?
'® Manually set up monitoring after devices are discovered @
Select this option to choose what to monitor based on what is found during the discovery. You have more control over what is included or excluded, but
you must complete another wizard to finish the discovery process. Devices are not imported until you complete the Network Sonar Results wizard.
' Automatically monitor based on my defined monitoring settings @
Select this option to choose what to monitor upfront in Define Monitoring Settings. You have less control over what is included or excluded, but your

menitored devices are selected in a single wizard. Devices are automatically imported and monitoring is set up according to your settings when you
complete the Network Sonar Wizard.

DEFINE MONITORING SETTINGS...

BACK MNEXT CANCEL

On the Discovery Settings panel, enter a name and description for this discover, and click Next.

Accept the default frequency and run the discovery immediately.

(i) Once you are satisfied with the discovery settings you can add a frequency on this tab to

run this discover according to a schedule.

Getting Started Guide: IP Address Manager

page 9



'7 SOLARWINDS

Network Sonar Wizard
NETWORK VIRTUALIZATION AGENTS CONFIGURATION SNMP

Discovery Scheduling

Configure a schedule for your discovery.

Frequency: Once v

Execute immediately: No. dan’
O, dontrun now

® Yes, run this discovery now

MOMNITORING SETTINGS

Add discovered devices to SolarWinds IPAM

DISCOVERY SETTINGS DISCOVERY SCHEDULING

BACK DISCOVER CANCEL

Discovery can take anywhere from a few minutes to a few hours, depending on the number of
network elements the system discovers. After discovery is complete, you can add the
discovered devices using the Network Sonar Results wizard.

Add discovered devices to SolarWinds IPAM

After the wizard has discovered the devices on your network, the Results screen opens, enabling you
to import network elements into the SolarWinds database. Discovered elements do not count against
your license count; only elements that are imported into the SolarWinds database count against your

license.

When you manually run discovery, the system automatically selects all network elements to be
monitored. You must clear the check boxes for elements you do not want monitored.

o' If you are discovering your network for the first time, SolarWinds recommends that you start by

monitoring a small number of devices.

After discovering your network, use the wizard to select the devices you want to monitor.

Getting Started Guide: IP Address Manager
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1. Ensure that only the device types you want to monitor are selected, and click Next.

Network Sonar Results Wizard
m PORTS > WOLUMES > IMPORTPREVIEW > RESULTS

Device Types to Import
Select the device types to monitor.

[+ Count Device Type
[ ] "
# 1 B® Windows 2016 Server
[ | ]
W 7 B® Windows 2012 R2 Server

2. If the Ports tab is displayed, select the ports to monitor, and click Next.

(i) The Ports tab is only available if you have IPAM User Device Tracker (UDT) installed.

3. Ensure the volume types you want to monitor are selected, and click Next.

SolarWinds recommends that you do not monitor compact disks or removable disks.

Network Sonar Results Wizard
DEVICES > PORTS IMPORT PREVIEW > RESULTS

Volume Types to Import
Select the volume types to monitor.

[« Count Volume Type
v & E RAM

w 8 fIF Virtual Memory
& 18 [F] Fixed Disk

o 3 (& Compact Disk
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4. Review the list of elements to be imported, and click Import.

Import Preview - NOCDOCSMPEO1V
Select devices and volumes that you wish to ignore or import. All ignored items will be remaoved from this list and will not be found during any future
network discovery, manual or scheduled. If you wish o ignore items, do so before importing.

r Polling IP Address Name Machine Type Volumes Poliing Method UDT Port Count
7 =l 10.1.40.7 EASTADDSMV Windows 2012 R2 Server RAM, Virtual Memory, Ficed Disk (2} WMl 0
7 =l 10.1.40.8 EASTADDS02V Windows 2012 R2 Server RAM, Virtual Memory, Fixed Disk (2) WM /]
7 =. 10.1.100.7 MOCEADDSHW Windows 2012 R2 Server RAM, Virtual Memery, Fixed Disk (2} Wil 0
7 =l 10.1.100.8 MOCEADDSOZV Windows 2016 Server RAM, Virtual Memory, Fixed Disk (2) WMl o
7 =l 10.21.40.7 NEWYADDS01V Windows 2012 R2 Server RAM, Virtual Memory, Fixed Disk (2} WMl 0
7 =l 10.129.40.7 WESTADDSHV Windows 2012 R2 Server RAM, Virtual Memory, Ficed Disk (2} WMl o
" =l 10.129.40.8 WESTADDS02V Windows 2012 R2 Server RAM, Virtual Memory, Fixed Disk (2) WMl 0
7 EE  10.149.40.7 LOSAADDSMY Windows 2012 R2 Server RAM, Virtual Memery, Fixed Disk (2} Wil o

BACK GMORE IMPORT CAMCEL

5. When the import completes, click Finish on the Results panel.

6. Click My Dashboards > IPAM Summary to begin exploring your network.

Import IP addresses

IPAM provides two methods to easily import IP addresses and subnet data into your network, either
by importing from spreadsheets as described in this topic, or bulk adding by entering Subnet/CIDR
prefixes.

o With the IPAM 2019.4 and newer releases, you can import and export IPv6 addresses.

Import from spreadsheet

The IPAM Import wizard enables you to easily import IP addresses, and subnet and network data that
is held on spreadsheets. You can import IPv4 and IPv6 groups, supernets, and IPv6 global prefixes,
and the hierarchy structure of your network.

(i) Imported data respects user delegation permissions.

All imported spreadsheets require a header row with unique column names. These do not need to
match the IPAM field names as you can associate each column with the field into which it is
imported. Any columns that do not have corresponding fields in IPAM can be added as custom fields.

A subnet spreadsheet contains an IP address on each row. Only the IP Address is mandatory.

Getting Started Guide: IP Address Manager page 12
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A B c D E F -

1 |IP Address |MAC Address Hostname DHCP Client Name |System Name |Description

2 110.0.0.0

3 |10.0.01

4 |10.0.0.2 00:0A:E6:3E:FD:E1 [UBUNTU-01.ImportSample Ubuntu-01 Linux Ubuntu-01

5 |10.0.0.3 00:0A-E6:3E:FD:E2 |Windows. ImportSample DVB Hardware: Intel64 Family 6 Model 94

6 |10.0.0.4

7 ]10.0.0.5

8 ]10.0.0.6 00:0A:E6:3E:FD:E5 -

IPNode ® 1 3

For a structure spreadsheet, only the Type of each object needs to be provided. This can be Group,
Supernet, Subnet, IPv6Subnet, GlobalPrefix, PrefixAggregate, etc.

1 2 3 4 5 -

1 |Address/CIDR Address CIDR Type Display Name

2 |10.0.0.0/26 10.0.0.0 26|Subnet Imported Subnet

3 |10.0.0.0/24 10.0.0.0 24| Group Imported Folder

4 |10.0.0.0/24 10.0.0.0 24|5upernet Imported Supernet

5 |1000:0000:0000:0000/64 1000:0000:0000:0000 64| 1PveSubnet Imported IPv6 Subnet

6 |1000:0000:0000:0000/52 1000:0000:0000:0000 52| PrefixAggregate Imported IPv6 Site

7 | 1000:0000:0000:0000/48 1000:0000:0000:0000 ag|GlobalPrefix Imported GlobalPrefix -
subnets () Pl »

Subnet or Structure spreadsheets can be imported as individual .csv, .xls, or .xlIsx files.

To import a structure spreadsheet with associated subnet spreadsheets, save the subnet
spreadsheets in a subdirectory called Subnets and create a zip file containing all the files as shown
below.

my_structure_and_subnets.zip

a my_structure.csv

subnets

my_ip_addresses_1.csv
my_ip_addresses_2.csv
my_ip_addresses_3.csv

my_ip_addresses_4.csv

You can choose whether to import data into new and existing IP subnets, preserving the hierarchies in
the structure spreadsheet, or into an imported subnet folder with a flat file structure to be organized
later.
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1. Navigate to My Dashboards > IP Addresses > Manage Subnets & IP Addresses.
Manage Subnets & IP Addresses

g NETWORK VIEW CHART VIEW

* ADD~ | &7 EDIT .
) DISCOVER SUBNETS |:=bj_ IMPORT -~ |:=‘_'|, EXPORT -
Display Name

7 1P Networks [l Display Name Ade [ Import from file
]

Mo Eroups or supernets have orevia c Add Subnets

&

N

. Click Import > Import from file.

The Preparing to import a spreadsheet page is displayed. This page enables you to download
example spreadsheets that can help you create your own spreadsheets.

3. Click Next to proceed.

(i) You can avoid showing the Preparing to import a spreadsheet page every time by
checking the Don't show this again box.

4. Click Browse.
5. Navigate to the required file, and click Open.
6. Select the type of import, and click Next:

IP Addresses: Select this if you have a single spreadsheet list of IP addresses,

Structure only: Select to import a spread containing the structure for your IP addresses

Structure and IP Addresses: Select of you have zipped the structure spreadsheet with
associated IP address spreadsheets in a sub-directory (see above).

Import IP Addresses

1. The IP Address column matching page is displayed, showing the IPAM IP address fields and
what the wizard has determined to be the corresponding columns in the spreadsheet. If these
are not correct or you do not want to import anything for a field, use the drop-down menu to
select an alternative field.

Select [Do not import] for fields that do not have a corresponding column in the spreadsheet.
The only mandatory field for this import is the IP Address.
2. Click Next.
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3. The Subnet Column matching page is displayed, showing the IPAM subnet fields and what the
wizard has determined to be the corresponding columns in the spreadsheet. If these are not
correct, or you do not want to import anything for a field, use the drop-down menu to select an
alternative field.

Select [Do not import] for fields that do not have a corresponding column in the spreadsheet.
There are no mandatory fields for subnet information.
4. Select the option for where you want the imported subnets to go, and click Next:

» IPAM will automatically create subnet hierarchy in selected location based on import
« |IPAM will import subnets into the "Imported Subnet" folder (flat file structure)

5. If your spreadsheet contains additional columns to those IPAM uses by default, these can be
imported as custom properties. Click Add Custom Property to import a column, or Add All to
import all columns.

6. Click Next.

7. The spreadsheet contents are validated. If errors are found, you are given the option to go back
and fix these errors, import only the valid entries, or completely cancel the import.

8. Click Next.
9. On the Confirm choices page, click Import.

The Import Summary page is displayed. Go to Complete the Import to continue.

Import only the Structure

1. The Subnet column matching page is displayed, showing the IPAM Subnet fields and what the
wizard has determined to be the corresponding columns in the spreadsheet. If these are not
correct or you do not want to import anything for a field, use the drop-down menu to select an
alternative field.

Select [Do not import] for fields that do not have a corresponding column in the spreadsheet.
The only mandatory field is the Type.
2. Select option for where you want the imported subnets to go, and click Next:

» IPAM will automatically create subnet hierarchy in selected location based on import file
(hierarchy preserved)

« |IPAM will import subnets into the "Imported Subnet" folder (flat file structure)

3. If your spreadsheet contains additional columns to those IPAM uses by default, these can be
imported as custom properties. Click Add Custom Property to import a column, or Add All to
import all custom text fields.
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4. Click Next.

5. The spreadsheet contents are validated. If errors are found, you are given the option to go back
and fix the errors, import only the valid entries or cancel.

6. On the Confirm choices page, click Import.

The Import Summary page is displayed. Go to Complete the Import to continue.

Import Structure and IP Address

1. The Subnet column matching page is displayed, showing the IPAM Subnet fields and what the
wizard has determined to be the corresponding columns in the spreadsheet. If these are not
correct or you do not want to import anything for a field, use the drop-down menu to select an
alternative field.

Select [Do not import] for fields that do not have a corresponding column in the spreadsheet.
The only mandatory field is the Type.
2. Select the option for where you want the imported subnets to go, and click Next:

» IPAM will automatically create subnet hierarchy in selected location based on import file
(hierarchy preserved)

« |IPAM will import subnets into the "Imported Subnet” folder (flat file structure).

3. If your spreadsheet contains additional columns to those IPAM uses by default, these can be
imported as custom properties. Click Add Custom Property to import a column, or Add All to
import all custom text fields.

4. The spreadsheet contents are validated. If errors are found, you are given the option to go back
and fix the errors, import only the valid entries or cancel.

5. Click Next.

6. The IP Address column matching page is displayed, showing the IPAM IP Address fields and
what the wizard has determined to be the corresponding columns in the spreadsheet. If these
are not correct or you do not want to import anything for a field, use the drop-down menu to
select an alternative field.

Select [Do not import] for fields that do not have a corresponding column in the spreadsheet.
The only mandatory field is the IP Address.

7. Click Next.

8. On the Confirm choices page, click Import.

The Import Summary is displayed.
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Complete the import

The number of IP addresses that have been imported but have not been assigned to a parent subnet
is displayed.

1. Click Next.

If any IP addresses have been imported but have not been assigned to a subnet, the Assign
Subnets to Ophaned IPs page is displayed.

(i) A warning banner will be displayed at the top of the Manage Subnets & IP Addresses page
until all orphan IP addresses are assigned to subnets.

2. Select the IP Addresses you want to assign to specific subnet.

» Select an IP Address and click Assign Subnet to create a subnet and assign subnets to

this.
o |If you select an IPv4 address, all unassigned IPv4 addresses will be assigned to this

subnet.
° If you select an IPv6 address, all unassigned IPv6 addresses will be assigned to this

subnet.

You can hit Save to accept the default name and values and edit later, or set up any Subnet
information here.

» Click Assign IPs to Existing Subnets to add addresses to subnets that have already been
created.

The Manage Subnets & IP Addresses page is displayed showing the results of this import.

Getting Started Guide: IP Address Manager page 17
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Add a DHCP server

Add a DHCP server to manage scopes and IP address leases. A scope is a range of IP addresses that
the DHCP server leases to clients on a subnet.

—

. Navigate to Settings > All Settings.

2. Click IPAM Settings in the Product Specific Settings section.

3. Click Add DHCP Server in the DHCP & DNS Management section.

4. Select the required server from the Choose DHCP Server drop-down menu.

Choose DHCP Server

Group By:

Machine Type H

> [Unknown] (2)

4 |B-Virtual Appliance (1)

@ infoblox.localdomain
» net-snmp - Linux (1)
» Windows 2012 R2 Server (1)

» Windows 20186 Server (2)

5. Select a credential type, and enter the credential details.

6. Click Test. If the credential are valid for the selected server the Test Successful message will be
displayed.

Choose Credentials for infoblox.localdomain

Windows Credential
CISCO Credential
ASA Credential
ISC Credential
e Infoblox Credential admin H

TEST
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7.

Add a DHCP server

Select your default DHCP Server Scan Settings, and click Add DHCP Server.

DHCP Server Scan Settings

Scan DHCP Server for new scopes and leases every 4 Hours H
|« Automatically add new scopes and subnets
Hierarchy group mame IP Networks H

New Scope and Subnet Settings

|#| Enable subnet scanning to pick up additional IF Address details

Hours

Scan subnets with ICMP and SNMP every 4

ADD DHCP SERVER

CANCEL

These settings will be applied upon creation. They can be changed once a subnet or scope has been added to IPAM.

The DHCP Server is added to the DHCP & DNS Management page, and IPAM begins scanning it

for IP address and scope lease activity.

@ ADD NEW~- | B SCOPES~ | ¢PEDIT | @ scan | [ viewDETAILS | (G GRAPHVIEW | [ A
[[] Server/Scope « Server Type Failover

[ = @ infoblexlocaldemain Infoblox

O @ lab-tex-de-01 Windows Eh Enabled

O @ lab-tex-de-02 Windows Eh Enabled

Server Address
10,150.11.253
10.199.1.150
10.1949.1.146

Getting Started Guide: IP Address Manager
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Add a DNS server

A DNS server translates your numeric IP addresses to domain names and host names. When a
domain name is called, IPAM scans all DNS servers to search for its IP address.

1. Click My Dashboards > IP Addresses > DHCP & DNS Management.
2. Select the DNS Server tab, click Add New, and select DNS Server.
3. Select a DNS Server.

(i) Use the Group By menu to select a method for sorting DNS servers.

Choose DNS Server
Group By:
Machine Type n

> [Unknown] (2]
4 |B-Virtual Appliance (1)
@ infoblox.localdomain
> net-snmp - Linux (1)
» Windows 2012 R2 Server (1)

> Windows 2016 Server (2]

4. Depending on the DNS server type, either use the credential from the SolarWinds node, or select
the appropriate credential type and supply the credential.

Choose Credentials for infoblox.localdomain

Inherit credentials from Orion node
W Credential
BIND Credential
e Infoblox Credential admin ﬂ

TEST

[ Test Successful ]

5. Click Test. If the credential are valid for the selected server the Test Successful message will be
displayed.
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Add a DNS server
6. Select Enable Scanning to enable incremental DNS Zone transfers, and select the scan interval.

IPAM will scan the DNS server for new zones and settings based upon this interval time.
7. Click Add Server.

DNS Server Scan Settings and DNS Zone Transfer

|#| Enable scanning

Scan DNS Senver for new Zones, settings and DNS Zone fransfer every

4 Hours E

|#| Prefer imcremental DNS Zone transfer

ADD SERVER CAMCEL

The DNS server is added to the DHCP & DNS Management page and begins scanning domain
and host name exchange activity.

DHCP SERVERS DHCP SCOPES DNS SERVERS DNS ZONES
FILTERS « ® add P Edit € scan i Delete
~ Location - DNS server name Type IP address Prefer zone transfer Last update Num. zones
|:| None 1 _
% WESTADDSO1v Windows 10.129.40.7 Yes 6/1/20, 10:17 AM 61
* Server Type
1
O windows 1
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Create a DHCP scope

A DHCP scope is a predefined range of IP addresses for a subnet that the DHCP server is configured
to dynamically allocate to DHCP clients. In the simplest setup, a DHCP server would serve a single
scope which would correspond to a subnet. However, you may need to create scopes that are smaller

than a subnet or that have exclusions.

(i) Reasons for excluding IP addresses from scopes include:

e The computer running the DHCP server may require a static IP address assignment.
» Some devices may not support DHCP, and require a static IP address.

Before you can create a scope, you will need to know the start and end IP address for the scope.

DHCP Scopes Wizard 2023.3

1. Go to My Dashboards > IP Addresses > DHCP & DNS Management.
2. Select the DHCP scope tab and click Add. The Add DHCP Scope page is displayed.

DHCP & D5 management » Add DHCP scope

Add DHCP scope

Choose DHCP server Define scope IP address range Properties Options Custom Properties Summary

Choose DHCP server
Specify the DHCP server that this scope will be applied to.

DHCF server

Selectltem

@ This is required

3. Choose the DHCP server where you want to apply the scope. Click Next.

4. On the Define Scope tab, enter the scope name, description, VLAN ID (Optional), and Location
(optional). Click Next.

5. Onthe IP address range tab:

a. Enter the subnet address.

b. Click Add Exclusion to add any applicable exclusions. Enter the starting and ending ip
addresses, then click Save.
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c. Adjust the CIDR if applicable.
d. Click Next.

6. On the Options tab click any applicable scope options. Click Next.

(i) Note: Add, Remove, and Edit actions for scope options are not available yet in this Ul
version. Click the Legacy Wizard Link to open the Legacy Wizard and add Scope Options.

7. On the Custom Properties tab, Click Manage custom properties to open Custom Properties.
Click Next. See Custom Properties for information about custom properties.

8. Review your DHCP scope settings on the Summary tab. Click Add Scope.

Legacy Wizard

1. Click My Dashboards > IP Addresses > DHCP & DNS Management.
Select the DNS Server for which you want to create this scope.
Enter a name for the scope, and any additional details if available, and click Next.

Enter the start and end IP addresses for the scope, and click Next.

o & w0 DN

Leave the DHCP Offer Delay as 0 ms and click Next.

(i) The Offer Delay setting is used if you have more than one DHCP server for this scope, and
want to specify the order in which servers respond to client requests. By setting the
Primary DHCP to 0 milliseconds and the Secondary to 1000 milliseconds you will assure
that the Primary DHCP server is used unless unavailable.

6. Add any DHCP Option required, and click Next.

(i) If you click Add New Option, the Choose DHCP Options window is displayed listing the
options and giving a brief explanation of each.

For example, you may want to set a lease duration. This specifies how long an IP address
is initially allocated to a client. For a stable environment where devices are not regularly
added or replaced, this can safely be increased beyond the default of 8 days. For

networks that include transitory wireless devices such as laptops, you might want set this
to an hour.

7. Click Create Scope.
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Reserve an |IP address

You can reserve an IP address in a DHCP scope to ensure a device receives the same IP address
every time your server reboots and the device is detected.

1. Click My Dashboards > IP Addresses > DHCP & DNS Management.

2. Expand the DHCP servers and click a scope to view the IP address details. This shows the
current status of the IP addresses in the scope. Available IP addresses are green.

3. Select the IP address that you want to reserve, and click Edit.
The Edit IP Address window is displayed.

| EDIT IP ADDRESS

Subnet:
IPv4 Address:

Status: Reserved [~ |

¥ Send Reservation to DHCP Server

Supported Types

® DHCP only BOOTP only Both

DHCP server: n
File Mame

MNode Alias:

Hostname:

DHCP Client Name:

IPv6 Address:

Scanning: On, allow system info to be overwritten H

MAC Address: B

Comment:

-

»

i
i
i
i
i
i
i
i
i
i
I Type: Dynamic H
i
i
i
i
i
i
i
i
i
I SAVE CANGEL

4. Select Reserved from the Status drop-down.

5. Check the Send Reservation to DHCP Server box.

(i) If you do not check this box, the reservation will only be made in the IPAM database, not
on the DHCP server.

6. Select the type: Dynamic or Static.

7. Enter a hostname for the device in the DHCP Client Name field.
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8. Enter the MAC Address of the device for which you want to reserve this IP address.
9. Click Save.

This IP address is now reserved for this device, and will be assigned to it when the device is
detected on the network.

Make a Reserved address available again

If you no longer need to reserve this address, change the Reserved status to Available to free the IP
address for active devices.

—

. Follow the steps above to step 3, selecting the reserved address.

N

. Select Available from the Status drop-down.
3. Click OK.

The data fields for the associated device are blanked out.
4. Check the Remove Reservation box.

5. Click Save.
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Create a subnet group

Grouping subnets helps you better organize and manage a defined set of IP addresses. You can
monitor server status and availability and IP address static assignments within groups.

Administrators can also edit, move, and export subnet groups.

1. Click My Dashboards > IP Addresses > Manage Subnets & IP Addresses.

2. Click Add > Group.

Manage Subnets & IP Addresses

4

@ ADD~ | ¢F EDIT
[CJ Hierarchy group

] Group

) Eupe@[
cﬁ;. Subnet

% Subnet Allocation Wizard

&5 IPv5 Global Prefix

3. Enter a Group Name and Description, and click Save.

A User Subnets child folder is created under the IP Networks parent folder.
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ADD GROUP

Group Mame: User Subnets

Description:
Subnets containing UserAddr&sses|

Custom Properties

& Manage custom properties

aa

4. Select the subnets and drag and drop into the User Subnets folder.

¥ ADD~ | £ EDIT | ¥ DELETE

Display Name
4 {3 |P Metworks
4 {9 Discovered Subnets
4y EASTO021: Users-1stFl
Jiugy EASTO022: Users-2ndFl
figy EASTOO03%: Management
S EASTODAD: Servers
Figp EASTOO09E: Guest Wireless
£Hg EASTO100: NOC
fog EASTO120: IPT Core
Tt EASTO121: IPT-1stFl
figy EASTO122: IPT-2ndAl
4y EASTO300: External Access
] User Sghnets

& JFlg EASTO021: Users-1stF

UPDATING ACCOUNTS WITH CUSTOM ROLES. .

Accounts with custom roles defined by subner hierarchy will
be updated to inherit roles defined by the new parent.

Explicitly defined roles will not be changed.

= Learn more about I"I'I—:'rl[il'IS custom roles based on subnet rier&r:r}'

Do not show this message again

?glﬂ CANCEL

5. Onthe Updating Accounts dialog box, click OK.

Create a subnet group

All subnets that contain user IP addresses are now grouped into the User Subnets folder for easy

access.
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() ADD+= | &* EDIT | i§ DELETE

Display Mame
4 =] IP Metworks
4 — Discovered Subnets
4t EAST0039: Management
<ty EASTOO4D: Servers
Jtiy EASTO096: Guest Wireless
iy EASTO100: NOC
g EASTO120: IPT Core
g EASTO121: IPT-1stFl
gy EASTO122: IPT-2ndFl
i EASTO300: External Access
4 3 User Subnets
g EASTO0Z1: Users-1stFl
g EASTO022: Users-2ndFl

in
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Grant a user read and write access to a subnet

Grant a user read and write access to a subnet

Use role definitions to restrict user access to a subnet to help maintain security without limiting your

ability to delegate required network management activities. This topic grants read and write
permissions to the User Subnets folder created in the Create a subnet group topic.

1. Goto My Dashboards > IP Addresses > Manage Subnets & IP Addresses.

2. Select a subnet, supernet, or group, and click Edit.

NETWORK VIEW CHART VIEW

@) DISCOVER SUBNETS | 2 IMPORT- [3 E

[l Edit a single group / supernet / subnet |  CIDR
[ £ Discovered Subnets 0
L] User Subnets 0

3. Inthe Edit Group Properties window, click Account Roles.

EDIT GROUP PROPERTIES

Group Mame: User Subnets

Subnets containing User Addresses
Description:

Custom Properties

& Manage custom properties

A@Dunt Roles: 3 Admin, 1 Read-Only, 1 Hidden accounts.

SAVE CANCEL

o' To verify a user's permissions, view the Account Roles of a user.
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4. Select an Account Name.

EDIT GROUP PROPERTIES

Account Roles:

ki Guest

" ki ipreguest @

£# CHAMGE ROLE =

[ Account Mame Raole

O & _system Admir
F &F Admin # Admir

[ k! EocSystemAccount # Admir

3 Admin, 1 Read-Only, 1

= TRPLEL P S e S Rl R R D

Grant a user read and write access to a subnet

Hidden accounts.

MAMNAGE ACCOUNTS

Inherited

@ ves
@ ves
@ ves
@ ves
@ ves

SAVE

k

CAMNCEL

5. Click Change Role > Operator: read/write.

EDIT GROUP PROPERTIES

Account Roles:

£ CHANGE ROLE ~

k Operator: re@ﬁwr'ce

Iy ey

0 Read-Only
':KJ;'
b Guest 0 Rea

] k& iprequest @ Hic

& Power User: read/write and initiate scans

MAMNAGE ACCOUNTS

3 Admin, 1 Read-Only, 1 Hidden accounts.

Inherited

@ ves
@ Yes
@ ves
@ Yes
@ ves

SAVE

a8

k

CANCEL
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Grant a user read and write access to a subnet

6. Confirm the selection, and click Yes.

| UPDATING ACCOUNT WITH CUSTOM ROLE...

ﬂ Are you sure you want to change IPAM Roles & Permissions?
Selected account will be updated to 'Custom”:

* Unlimited access for administrators.
* Non-administrators will be read only.

The 'Custom’ roles will define user role on a per subnet

basis.
o
7. Click Save.

The Guest user now has access to make read and write updates to the User Subnets.

EDIT SUBNET PROPERTIES

LB AL | | R

Account Roles: 1 Admin, 1 QOperator accounts.

{8 MANAGE ACCOUNTS

L Account Mame Rale Inherited
Admin L & ves
[ & Guest L3 O vas
SAVE CANCEL
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