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Abstract

The threat to cyber security is real and growi@gyganizations of all kinds must take
protective measures, but effective resource allmaas difficult. This situation is due in
part to uncertainty about the nature and sevefithireats and vulnerabilities, as well as
about the effectiveness of mitigating measuresadety of models have been proposed
to aid decision makers. We describe a framewodntdyze and compare models, and
illustrate our framework with an analysis of thememmonly-used types of models.

Introduction

Deciding how best to invest resources in cybersgas not straightforward. The
difficulty is compounded by multiple uncertaintigisout threats and vulnerabilities,
about the consequences of a successful attaclgkand the effectiveness of mitigation
measures. The sources of uncertainty range froratifieng uses of information
technology to the evolving nature of the threatsrébver, the consequences of not
making good decisions about appropriate investimecyber security resources become
more severe as organizations store more and mpes tf information of increasing
sensitivity and value. Methods of accessing thermation are expanding to include a
greater number of mobile and remote devices. Mwethods of access to information
translate into at least two situations of concerare modes of attack and an increased
probability that an attack will be successful. Eaver, mitigating the threats by
understanding the motives and goals of attackensines cultural and political expertise
that often does not reside within organizations.

! This work was supported by the Economics of Cyteausty project of the Institute for Informationfiastructure Protection (I3P)
under award numb&003-TK -T X-0003 from the Office for Domestic Preparedness/Offitdustice Programs and the Department
of Homeland Security. The presentation is baseBAND Corporation research and authors' opiniongsRd the presentation
describe work in progress that has not undergondR4uality assurance procedures.
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Given the challenge of ensuring cyber security uiedaditions of uncertainty, how can
organizations determine appropriate measures taneehcyber security and allocate
resources most effectively? Models and modeldb&sals exist to assist in this
decision-making, but it is essential to understahetch models are most appropriate for
which kinds of decision support. This paper exgdathe attributes of economic models
of cyber security, provides a framework for evalgivhether a model is appropriate for
a particular application, and illustrates the usthe framework by discussing in detail
how several types of commonly-used models can $esaed and compared. The purpose
of the assessment and comparison is to ensurdehsion-makers use the best models
for the job at hand, and to help decision-makedewstand the strengths and weaknesses
of each modeling technique.

Many models have been proposed to help decisioreraalocate resources to cyber
security, each taking a different approach to Hreesfundamental question. Macro-
economic input/output models have been proposeddtuate the sensitivity of the U.S.
economy to cyber-attacks in particular sectors {@aand Haimes 2004) and the
potential for underinvestment in cyber security igaand Horowitz 2006). More
traditional econometric techniques have been usadalyze the loss of market
capitalization after a cyber-security incident (Qdoall et al. 2003). Methods derived
from financial markets have been adapted to deteritiie “return on security
investment” (Geer 2001; Gordon and Loeb 2005; Wilen 2006). Case studies of
firms have been performed to characterize realdvdelcision making with respect to
cyber security (Dynes, Brechbuhl, and Johnson 200Bnson and Goetz 2007; Pfleeger,
Libicki and Webber 2007). Heuristic models ranktspbenefits, and risks of strategies
for allocating resources to improve cyber secy@gl-Or and Ghose 2005; Gordon,
Loeb, and Sohail 2003). Because investing in cgbeurity is an exercise in risk
management, many researchers have attempted ectdrare behavior through a risk
management and insurance framework (Baer 2003;80d&005; Farahmand et al. 2005;
Geer 2004; Gordon, Loeb, and Sohail 2003; HaimdsCiittester 2005; Soo Hoo 2000;
Baer and Parkinson 2007). Recognizing that potesitiackers and firms are natural
adversaries, researchers have also applied mefittmadgyame theory, and developed real
games, to analyze resource allocation in cyberrgg¢Gal-Or and Ghose 2005;
Horowitz and Garcia 2005; Irvine and Thompson;reviThompson, and Allen 2005).

Each model is based on a different set of assemptiegarding:
» The characteristics of information systems,
* The motivations of organizations to protect infotio,
» The goals of attackers, and
* The data required for validation of the model.

No single model by itself can provide a comprehansipproach to guide investments in
cyber security. Indeed, it is often unclear hopagticular model for cyber security can
be used in practice, using actual instead of thieatedata to support corporate or
organizational decision makers. Rather than expgpet decision maker to rely on a
single, comprehensive model, we propose that decisiakers and their organizations
understand how to evaluate and use several madetscert, either to triangulate and
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find an acceptable strategy for investing in cydesurity, or to address multiple aspects
of a larger problem.

The framework we describe below can be used f@asassy and comparing the value of
different models in light of these several nee@sir framework is inspired by and
extends two approaches used successfully in o#rares to evaluate the appropriateness
of decision support models: Morgan and Henrion@9() framework for quantifying
uncertainty in policy-based economic models, and@ounting framework previously
used to provide guiding principles for formulatiagd evaluating policies affecting
greenhouse gas emissions (The GHG Protocol for&rgjccounting 2005.

The remainder of the paper is organized in thregaes. The first section describes the
framework for comparing economic models of cybe&usiey. The second section
illustrates the framework’s utility by applyingtd three commonly-used cyber security
economic models. The third section concludes wiithervations on broader application
of the framework.

Approaches to Modeling Cyber Security for Policy

Classifying Models

This section provides a framework for classifyimgl@omparing economic models of
cyber security. A model is an abstraction of keatld phenomena. In its simplest form,
a model transforms inputs to outputs via a matheadadr logical relationship. For
example, Hooke’s Law states that the opposing fof@spring (output) is proportional
to the displacement of the spring from equilibri(input). The mathematical relation
simplifies the complex physical phenomenon relasitigss and strain to a single
equation, and is valid within a margin of error #éorange of displacements.

The application of a model like Hooke’s Law is Raistraightforward, in part because
there are few variables, and in part because anaues are easily measured. Because
economic models attempt to characterize humanideemaking, they tend to be far

more complex. They necessarily make several kihdssumptions about the human
context. In the following paragraphs we describe the aspafcan economic model and

its assumptions that we believe most significaatfgct how and where it can be
successfully applied.

The type or form of a model is its mathematicalciure and overall approach. The
structure determines what kind of inputs are neghded computationally complex it is,
whether it is deterministic or stochastic, and so ®he overall approach is reflected in
the choice of features and relationships, andenatthy the model is applied. That is, we
can glean the approach by looking at which featafélke world are represented as
essential, and whether the model is meant to be (iseexample) to calculate exact
outputs, to compare features of different scenadoto explore what happens when
parameters are varied.

2 We are grateful to Jeffrey Hunker at the Heinzd®tlof Public Policy at Carnegie Mellon Universfor
suggesting the GHG framework.
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The model's intended use determines the assumptdns made about the motivation
and goals of the decision-maker. Some models aredhat the firm, which may be
contemplating (for example) the purchase of cyhstwiiance; others are aimed at policy-
makers, who are attempting to deploy limited resesito combat threats to the
information infrastructure. But applying even dlvekefined model at the enterprise
level can be difficult because within a firm thenay be different and conflicting goals,
and different estimates of costs and benefits.idlmt makers within organizations have
heterogeneous perceptions of threats and risksexample, departments specializing in
information technology often think in terms of peening, detecting, and responding to
specific types of attacks. However, they oftenleeighe challenge of resilience in the
face of attacks and information recovery after sgstul attacks; it is a difficult
management, legal, and customer service challendetérmine the best strategies for
maintaining operations when critical informatiorstslen, corrupted, inaccessible, or
destroyed.

Assumptions are also made about the inputs andneseas used in the model. They are
sometimes not well understood, difficult to quantdr both, so simplifying assumptions
are made about the mathematical form and values@fant inputs and parameters.
Most models have a set of parameters that need éstimated before they can be
applied; for example, to calculate the value aharicial option, one must know the
volatility of the underlying asset and the riskefmate of return. To illustrate the
importance of these assumptions, consider thak stpttons and derivative financial
instruments are priced based on the presumed lmetahvan underlying asset, typically a
stock or commodity (Hull 1997). “Real” options pase using the same analytical
methods for different assets, typically those nadé¢d on an exchange. The assumptions
regarding the behavior of a stock over time, whiold true only under certain
circumstances in financial markets, might not afgplthe new asset in a “real” options
framework, a difference that the builder of the mlpdnd the policy maker taking its
advice, need to consider.

In addition, a model makes assumptions to simplifgnomena and to focus attention on
critical behaviors: Leontieff models assume thaineenic outputs are related linearly to
economic inputs; this assumption allows more dedastudy of the relationships among
these factors, but only for small relative chanigebeir values. The assumption of
linearity is necessary to make the model computatip tractable, but it limits the
economic scope within which the model is valid. S¥imodels require simplifying
assumptions about the mathematical form of funstiosged in the model; these
assumptions limit the domain of applicability ofmedel. For instance, Leontieff models
are applicable where changes in input values datvely small; similarly, linear models
of springs are valid only for a specified rangelispblacements.

An additional difficulty in choosing an appropriateodel for a given type of decision is
that often the relevant data are not available. &fdre useful only when there are valid
and appropriate datasets to inform them. Histodedh are often needed to show that a
given type of model, with all of its simplifying sssmptions, has in fact been useful in the
past, and under what conditions it has been uséfighlighting the data required to
validate the use of a model can assist researgharslerstanding which data sets should
be solicited with surveys, interviews and automaoeds.
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Together, the assumptions made by a model, thengatded to support it, and its domain
of applicability determine the types of decisionattthe model supports, and the
conditions under which the model may be appliedth@r situations. Thus, when
deciding which model(s) to use, we want to exptbeecharacteristics that show their
purpose, application, requirements for data, amdces of uncertainty. By modifying the
approach of Morgan and Henrion (Morgan and Henti@®0), we have built Table 1,
below, to list characteristics that will be helpiiclassifying models of cyber security
economics.

Table 1: List of characteristicsthat are used to describe cyber security economic
models.

Characteristic Description

Type or form The class of model and its mathembsitacture

History and previous applications When and for whapose the model was
originally developed and where it has been applied
successfully

Underlying assumptions Includes simplifications m&ol enable easier
application

Decisions that the model supports The types ofsitats that a decision-maker would
be able to substantiate through proper applicaifon

the model

Inputs and outputs The quantities or attributestti@model
manipulates

Parameters and variables Elements that affect #yamwvhich the model

transforms inputs to outputs

Applicable domain and range Temporal and physerades of inputs, outputs,
parameters, and variables that the model describes

Supporting data Evidence that the model accuraggsesents the
phenomena of interest

Comparing Diverse Models of Investment in Cyberusieg

The entries in Table 1 characterize a given madel,can be used to compare models
with each other, particularly for suitability forgiven task. In addition we have found it
useful to articulate a set of guiding principlespressed as questions about each model,
to be applied in evaluating and comparing modealsyall as in developing and making
use of them. These principles are suggested bytlrooh@ogy used to compare different
projects in terms of greenhouse gas (GHG) emisseuhsction (The GHG Protocol for
Project Accounting 2005). Although the GHG protamay seem a strange choice, there
are in fact underlying similarities. We know thgber attacks have adverse economic
effects, and that specific compelling examplestarisuggest particular actions in very
particular circumstances. But the complete nabitee vulnerabilities, threats, and risks
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to a system is uncertain. In the same way, gragsggases involve vulnerabilities,
threats and risks that require a system-wide arsalysboth cases, comparing
alternatives requires a consistent and transparetitodology. The goals of a cyber
security economic comparison are:

» To enhance the credibility of economic models dferysecurity by applying
common accounting concepts, procedures, and plasciand

» To provide a platform for harmonizing different ct-based modeling
initiatives and data collection programs.

Thebaseline scenario is the canonical set of inputs, outputs, parameeterd variables

that a model describes. The baseline scenarmnsronly referred to as the “business as
usual” case and is the one in which no actionkenay decision makers. Changes to
inputs, values, and parameters represent (dependitite model) actions, investments in
cyber security, emerging threats and vulneralsljtee cyber security events. The change
in the outputs from the baseline scenario illussdb the decision maker the value of one
course of action over another.

The principles described below also enable us topawe théorms of the outputs. All
outputs have common temporal and quantitative chexiatics. For example, the outputs
of game theoretic models are strategies, and ttputsuof insurance-valuation models
are probabilistic descriptions of returns. By camipg the change in outputs from the
baseline scenario, we can assess the performampegtaular policies. The fidelity of

the output to existing data and the relevance twehdecisions are essential. A key
purpose of comparing models is to put them in hweald context. The questions below
enable us to contrast one model with another adewgral dimensions, each of which
emphasizes the model’'s appropriateness for itadet# use. Thus, the questions
highlight the significance of model characteristit®y also helps to reveal gaps between
models and the scenarios in which they are intetalée used. Making more explicit the
strengths and weaknesses of each model, the mealabon and comparison enable
model developers and model users to understangegtavays to assemble needed data,
run models, and present output and conclusions.

* Isthemodé relevant? Does the model use data, methods, criteria, and
assumptions that are appropriate for the intended use of reported information?
The quantification of inputs and outputs shouldude only information that
users (of the models and of the results) neechfar tecision-making. Data,
methods, criteria, and assumptions that can misleditat do not conform to
carefully defined model requirements are not rai¢amd should not be included.

* Isthemode complete? Does the model consider all relevant information that
may affect the accounting and quantification of model inputs and outputs, and
complete all requirements? All possible effects should be considered and
assessed, all relevant technologies or practiceddltbe considered as baseline
candidates, and all relevant baseline candidateddibe considered when
building and exercising models. The model’s docuia@gm should also specify
how all data relevant to quantifying model inputswsld be collected.
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Isthe model consistent? Does the model use data, methods, criteria, and
assumptions that allow meaningful and valid comparisons? The development and
use of credible models requires that methods anckpures are always applied to
a model and its components in the same mannerthiaame criteria and
assumptions are used to evaluate significanceeladance, and that any data
collected and reported will be compatible enougalkmv meaningful
comparisons over time.

Isthemodel transparent? Does the model provide clear and sufficient

information for reviewersto assess the credibility and reliability of a model and

the claims derived fromit? Transparency is critical, particularly given the
flexibility and policy-relevance of many decisiobnased on the models’ outputs.
Information about the model and its usage shoulddnepiled, analyzed and
documented clearly and coherently so that reviewexg evaluate its credibility.
Specific exclusions or inclusions should be cleatgntified, assumptions should
be explained, and appropriate references shoutnldseded for both data and
assumptions. Information relating to the modelsstem boundary” (i.e. the part
of the problem addressed by the motj¢he identification of baseline candidates,
and the estimation of baseline data values shakluHicient to enable reviewers
to understand how all conclusions were reachedadsparent report will provide
a clear understanding of all assessments suppatiagtification and
conclusions. This analysis should be supportedonypcehensive documentation
of any underlying evidence to confirm and substdatthe data, methods, criteria,
and assumptions used.

Isthe model accurate? Does the model reduce uncertaintiesas much asis
practical? Uncertainties with respect to measurements, estgnar calculations
should be reduced as much as is practical, andureaent and estimation
methods should avoid bias. Acceptable levels oetamty will depend on the
objectives of the model and the intended use ofdéhlelts. Greater accuracy will
generally ensure greater credibility for any molo@éed claim. Where accuracy is
sacrificed, data and estimates used to quantifg@eirs inputs should be
conservative.

Isthemodel conservative? Does the model use conservative assumptions,

values, and procedures when uncertainty is high? The impact of a model should
not be overestimated. Where data and assumptiensaertain and where the
cost of measures to reduce uncertainty is not wbghncrease in accuracy,
conservative values and assumptions should be Gegdervative values and
assumptions are those that are more likely to wstienate than overestimate
changes from the baseline or initial situation.

We add an additional criterion to the GHG Protocols

% The system boundary allows the reader to undetstanh activity included in the model, and the tapu
and outputs associated with each activity. That @efines the scope of the model, enabling gasler to
determine what is included in the model and whaiduded from the model’s consideration.
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» Doesthemode provideinsight? Doesthe model state clearly the nature of the
insights that are provided by the model? Models may in some cases not serve to
generate a specific result, but rather to provideeans for decision makers to
better understand and gain additional useful irtsigito the complex problems
they face. Thus, the fact the answer is ‘2’ islégs important in some cases than
that the model offers additional understandingarhplex interactions.

Applying the Framework to Economic Models

Models of a wide variety of types have been costiaito represent various aspects of
the economics of information security. For exanghe 2006 Workshop on the
Economics of Information Security included preseates using beta binomial models,
one-factor latent risk models, multivariate regr@ssnodels, and a two-stage non-
cooperative Cournot game. To illustrate the wytitit the framework presented in the
previous section, we have chosen three specificehtggdes to analyze and explore:

* Anaccounting model. Gordon and Loeb’s application of accounting @pies to
cyber security economics to determine optimal itmests in cyber security.
(Gordon and Loeb, 2002) Its output is the margiatd of return on security
investment. Based on assumptions about the fottmeodecurity function,
Gordon and Loeb conclude that, in many naturahsitas, it makes economic
sense to invest only a fraction of the value ofrdormation asset in controls to
protect it.

* A game-theoretic model. Varian's game theoretic model to explore situzgion
which a system is used by many individuals, buividdials make self-interested
choices about how much effort to expend in ordeéwetep the system running.
(Varian, 2004) If each individual organization coitswesources only to
maximize its own net benefit, the resulting digitibn of costs and benefits may
deviate from what is socially optimal. In addititmdemonstrating that this result
occurs in a number of natural cases, he uses tdelrtmevaluate several
proposed policy changes that change individual fwosttions so as to make the
amounts of individually optimal investments equalhat they would be in the
socially optimal case.

* Aninput/output model. Andrijcic and Horowitz’s input/output model to isate
the macroeconomic effects of intellectual propéngft on the U.S. economy.
(Andrijcic and Horowitz, 2004) It combines a modéprobable foreign sources
of intellectual property theft, an equity modeldaan input/output model of the
effect of terrorism on the U.S. national economyaleped by Santos and
Haimes. (Santos and Haimes, 2004). The model ikeajo data from the U.S.
Bureau of Economic Analysis.

In what follows, we analyze and compare each oftihee models using the framework
described in the previous section. The analysises$es what is omitted from the
models, the difficulty in estimating inputs, an@ @issumptions that are not likely to be
met in the real world. This analysis is meantawa criticism of individual research
papers but rather as examples of how the reseaishlie enhanced before the models
will be ready for practical use by corporate exe@s. When we focus on simplifying
assumptions, for example, the purpose is not teablp the assumptions, but rather to
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make clear the potential danger of applying a madiglout understanding how
accurately an assumption approximates the decmsalker’s real world context, and how
much the outcome depends on its accuracy.

To enable ease of comparison, we begin our anddysitarifying our terminology Both
the accounting model and the game-theoretic mosfelela function that takes security
expenditures as input and produces increased se@wuels as output. This type of
function occurs regularly in economic models of@ybecurity. We call any such
function asecurity function.

Accounting Model
The inputs to the accounting model are:

* Addivision of all information controlled by an ongiaation into disjoint
information sets,

* For each information set, an estimate of its véiee, the cost to the organization
if it is damaged, stolen, or otherwise abused),

* For each information set, an estimate of its vidbéity, and
* The mathematical form of the security function.
Discussion of inputs:

Digoint information sets. The input to the model is actually a single infatian set. This
presupposes that an organization has been abieide @s information into disjoint sets
in a way appropriate to the model. Guidance isireduas to what criteria should be used
to define the sets. Should a set be defined byadhes of the pieces of information in it?
(Gordon and Loeb suggest that it may make sendiitte information into low,

medium, and high value sets.) Should it be definddrms of connectedness or access?
Should a set be defined in terms of the threatghich it is susceptible? Which of these
ways allows the model to work best? Are there stmesats for which the model is
invalid? The answers depend both on the mathenhatrceture of the model and on
empirical facts about the way attacks are targatebspread through information
systems. Both the structure and facts must bewmelérstood for the model to be used
appropriately.

Value of information sets. Value can be very difficult to estimate. Some oigations

have made such estimates, but most (especially angimedium sized organizations)
have not. A conservative use of the model requirasthe organization proposing to use
the model provide some confidence level and mavferror attached to the value
estimates. Additionally, the model’s developersc® quantify how much the
confidence level and margin of error of the outyary as a function of the confidence
level and margin of error of the inputs.

Vulnerability of information sets. The vulnerability can also be very difficult tatiesate.
Because there are no reliable methods for estignatimerability, its value depends,
among other things, on the changing threat landscapwhether the particular
organization is a favorite target, and on the aechure and access protocols of the
information systems being protected. Transpareeguyires that the methods used to
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make these estimates be spelled out, by the dsassby the model makers, and a level
of confidence and margin or error must be assigo¢dem.

Form of the security function. Gordon and Loeb make a number of assumptions abeut
security function. Then, they prove that for twasdes of functions meeting their
assumptions, the optimal amount to invest to pta@adnformation set is no more than
1/e (roughly 37%) of the potential loss from a suctdssttack. They conjecture that the
1/e fraction applies to all security functions meetthgir assumptions. Willemsen
(2007) describes a function meeting Gordon and Iscafsumptions that forces
expenditures of close to 50 percent of the potkluss. Further, by relaxing the
assumptions slightly in a natural way, Willemseows that there are security functions
that result in optimal spending levels close to pi8@cent of the potential loss. This
demonstration illustrates the potentially dramatfects of simplifying mathematical
assumptions.

To enable extension of their model from the twocHjmeclasses of functions to more
general use, two essential questions must be aedwer

* What reason is there to believe, intuitively or @moplly, that these function
classes capture a significant fraction of real-daituations?

* In what contexts have the classes been used befoeghey common to
economic analyses? Have they been used to goart efféhe past?

Without good empirically-based answers, the modahot be extended with any
confidence in the results.

The outputs from the accounting model are:

* The marginal rate of return on additional secuntyestment to protect any given
information set. Return is defined as increassaisty.

* The optimal amount to invest in securing a givdonmation set, defined as the
(unigue) point where the marginal rate of returopdrto zero.

Discussion of outputs:

Marginal rate of return. Needless to say, the accuracy of the marginalafateturn

output by the model depends on the accuracy ahgings and the fidelity of the security
function. We discussed the assumptions about #thematical form of the function
above, when we addressed the model’s simplifyisg@aptions. However, there are
additional questions to be answered, about what alat relevant to the formulation of
the security function. What affects the rate ofime? The model assumes that the
primary factor is threat reduction. Approximatithgs reduction is as difficult as
estimating the baseline level of threat, or perlmapse so. But even after the reduction is
estimated, there are additional factors to consiéfer example, suppose that, based on
the an initial formulation of the security functicadecision-maker decides to spend
nothing. In this case, the model assumes thathtieat level will not change. In some
cases, this assumption may be true. However, #rerenany scenarios in which such an
assumption may be badly flawed. For instance, vamearganization or its product is
highly visible, there may be a great deal of pubticutiny of the resources it devotes to
security. In such a situation, if the organizatspends nothing, it may acquire a
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reputation for having bad or inadequate security.a result, attacks may increase,
because the organization is a more appealing tdrgetthose that are perceived as
actively addressing their threats. In additiom, dinganization may lose market share as
customers become concerned about security. Tleesadary effects generated by zero
or low spending levels must somehow be taken iotoant when the model is used.
There is more than one way to accomplish this. mbdel can be revised to force levels
of spending to exceed a certain threshold. Ontbdel can be used in conjunction with
constraints derived from considerations externahéomodel. In any case, fidelity of the
model to the real world requires extreme care imtdating the security function and its
constraints. For transparent application of the ehatie factors that go into formulating
the security function must be made explicit.

Optimal spending level. One of the key assumptions about the securitytiomés that it

IS continuous, increasing, and differentiable. sTdescription implies that any
incremental increase in spending yields an increat@mcrease in security. There are
clear counterexamples to this, the most simplegofia organization that increases
spending with an increasing threat, just to maméagiven security level. That is, the
organization is “treading water,” spending monest fio stay in the same security place.
For this reason, it is necessary to explain undetwonditions a security function
meeting Gordon and Loeb’s assumptions is a reasmagproximation of the real world.
For example, suppose that, because of the natuhe dfireats, security spending must be
made in large, discrete chunks to be effectivehQusituation may obtain if a security
patch must be applied to every workstation in & \@mge organization. In this case, a
small spending increase may Yyield nothing at athemway of increased security,
whereas a large spending increase may yield sulasbambetter security. Here, the
security function is more akin to a step functibart to a smooth curve, and the
mathematics of the Gordon and Loeb model do nokwat. In particular, there may be
more than one point at which the marginal ratestdm is zero; the model’s claim of a
single optimum spending level that can be derivethfthe marginal rate of return is no
longer true. The model’s users need to understandsensitive the model’s output is to
the form of the security function. More generafty, any model, when the function fails
to adequately reflect the world situation, is tlpot always misleading? Can it
sometimes be informative despite the lack of tloeisy function’s fidelity?

Assumptions about the security function

Based on our discussion of the security functiomcan make explicit several of its
assumptions:

» Security, or expected security, is an increasimgtion of resources expended.
» In particular, if no resources are expended, sgcwill not worsen.
* The security function is continuous and differeliia

* The probability of security failure asymptoticalpproaches zero as investment
increases.

Other assumptions
There are other, related assumptions that shosidbed made explicit:
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» The resources available to any individual or orgaton to spend on information
security have a finite upper bound. Similarly, gogential loss due to failure of
information systems is limited.

» A decision about security investment can be madedking at the security
environment at a single moment in time. In otherdg, the model is a one-
period model.

» There is a single threat to each information set.

» Security investments can reduce vulnerability lmitthe degree of threat.
Discussion of assumptions

We discuss these assumptions in turn, because ehémgach one can have dramatic
effects on the model’s output.

The security function is continuous, increasing, and differentiable. One implication of
these assumptions is that any money, time, or eéseuurces devoted to improving
security will in fact result in a net improvementsecurity. We discussed above one
problem with assuming that incremental spendingeia®es yield incremental security
increases. But the basic assumption of an inergascurity function is open to
guestion. It is sometimes the case that money spesécurity actually decreases
security. For instance, if, for whatever reasom,gbcurity mechanisms purchased or
implemented do not work as intended, the resukexurity may actually worsen.
Moreover, as with any attempt to improve softwaualdy, the probability of system
failure can actually increase when a security feulixed. For example, patching a
security hole can uncover another fault that wasoneviously enabled or could not be
executed. Such situations are surprisingly comrasns demonstrated when short inter-
failure times occur, even at the end of data seer&long-term reliability is increasing.
(Musa, lannino and Okumoto 1990)

Thus, before a model of this type can be appli®d,dteps should be taken:

» The organization should make some estimate of venéthresource expenditures
have in the past improved security consistently.
» If security does not turn out to be reliably in@eg with expenditures, the model
should be checked to see whether the conclusi@wendirom its application fail
if the security function is not monotonically inaseng.
If the successful application of a model is higbdnsitive to the shape of the security
function, further analysis is needed. It may be #mether type of function can be
substituted, and a modified version of the mod#lusted successfully. Or it may be that
the model simply will not work, and another modebsid be sought.

If no resources are expended, security remains constant. This assumption is a way of
isolating the analysis of the part of security thatorganization can control from the part
that it cannot control. Security can worsen fongndifferent reasons—new, more
dangerous threats emerge, a company becomes #daaoget of expert hackers,
physical infrastructure is damaged by a naturasder, and so on. This change may be
no problem when applying a model; the baselinel lefssecurity is simply shifted
downward. In some cases, however, a decreaseunityemay be indirectly related to
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the spending level in a way that is not capturethésecurity function. As discussed
earlier, spending levels can affect a company’sitaon, which in turn can affect its
security. Organizations should have some sensdefher such considerations are
relevant for their situation. If so, the secufiinction should be altered to capture them,
if the model so allows. If not, the model mustspplemented by constraints arising
from the interaction among spending levels, repariaand security, or other constraints
external to the model.

Given unlimited resour ces, the probability of security failure can be made arbitrarily
closeto zero. This is an example of a simplifying assumptiort tealmost always false.
But the falsity may not actually invalidate the retsl output. Why is it generally false?
Because in the real world, given existing secugghnology, the measures needed to
reduce the probability of security failure to nearo levels would in almost every case
make it impossible for an organization to perfotencore functions. Nonetheless, the
optimum spending level output by the model mayb®sensitive to the function’s
behavior at much higher spending levels, so treer®iharm in making this assumption.

Both resources and potential damage or loss have finite upper bounds. These

assumptions limit application of the model to ndobgl, non-catastrophic situations. In
the case of a national emergency, both spendirgdd@nd potential losses are effectively
unlimited.

Security investment decisions can be made on the basis of a one-time snapshot of the
security situation. It is perhaps inappropriate to call this an assionpf the model. The
model outputs an optimal spending level based ameatime evaluation of the security
situation. It does not actually assume that thewutan be used as the basis for more
than a short-term spending plan. Using the moifettvely, in any case, requires
running it iteratively at regular intervals, asesftas is required to adjust to dynamic
changes in an organization’s security environm@&uwpending on the volatility of the
security environment, it may be impossible to Hasg-term spending plans on this
model, even if it is used iteratively.

Thereisa single threat to each information set. Most organizations concerned about
security have a threat model that makes clear asgathe likely threats, how serious they
are, and what might be done in response to eaotundlierstand how the nature of the
threats affects the output of the accounting manteisider two examples. First, suppose
some capabilities are outsourced in order to sisiktaway from the organization. That
shift changes both the security function and imits. Second, suppose that there are
multiple threats, each requiring different typeseturity measures. This heterogeneity
may force security spending to be made in largeretis chunks. As we have noted, in
this situation, the security function may be diggwmous.

Security investments can reduce vulnerability but not threat. There are ways that actions
by an organization may change the level and tyghrefat. Investing in reputation may
change the desirability of attacking the organ@atjup or down). Becoming more
secure may discourage recreational attackers looueage those attackers who enjoy an
increased challenge. Some of these preventivastments are distinct from other
security spending (e.g., reputation developmeniers coincide (e.g., when becoming
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more secure changes the threat model). Using duehaccurately requires somehow
taking into account changes in threat consequestourity spending.

Decisions the accounting model supports:

* What fraction of the potential loss caused by asssful attack on an information
set should be spent to secure it?

Discussion: The fraction of potential loss to invedetermined by the shape of the
security function alone, so that determination laynade without good estimates of the
value and vulnerability of information assetsthé model is to be used to determine
actual spending levels, then the accuracy of availastimates of value and vulnerability
comes into play.

Applicable domain of the accounting model:

* An organization that has information of value aeslources to protect it, and in
addition is able to determine

o the value of its information,
o the vulnerability of its information, and

o that the security function relating its spendingi$asecurity level can be
approximated by a function meeting the model’s aggions.

It is difficult to find empirical data as evidentteat the accounting model accurately
represents the phenomena of interest. That isndael has many simplifying
assumptions and is embedded in the larger contdxiw each security fix affects the
overall software’s quality. This dependence ongbeurity function must be tested using
a variety of sensitivity analyses, to determine hbevassumption of increasing security
affects the resulting recommended security investmdoreover, there is no evidence
that the model’'s applicability in the two examireases allows interpolation to other
situations.

Summary of Accounting Model Characteristics

The accounting model is intended to give guidarmeiahow much an organization
should spend to protect the value of a given setfofmation. Its results are meant to be
general in form. The model user can explore whanhks can be placed on security
investment, given that the security function isenmber of some class specified in the
model. Its usefulness depends critically on tbelity of the security function, the
accuracy of input quantities, and information smg defined in such a way that the
investments made to support each set are not egeralent. It cannot be used in
practice unless there are data available allownggrizations to determine the shape of
their security functions ( functions relating intregnt to increased security), to calculate
the value and the vulnerability of their informatj@nd to classify information so that it
may be divided into sets appropriate for use ontioelel.

Game-theoretic Model
The inputs to the model are:

» Demarcation of systems and subsets of players stipgpthem
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» Cost per unit of effort for each player (effort meany resource expenditure)
* Value (benefit) to each player of the system opagaguccessfully
* Mathematical form of the security function
* Mathematical form of the input to the security ftion
* Quantities to be optimized
Discussion of inputs:

Demar cation of systems and players. Just as the Gordon and Loeb accounting model
placed constraints on its information, requiringision of information into discrete
subsets, this model requires defining a singleesysind its supporting resources. If there
is only one system in the universe in questiors, definition is straightforward. If, on

the other hand, there are overlapping or interca@gesystems whose users and
supporters also intersect, then we again have aleyeestions to ask: What criteria can
and should be used to demarcate systems and thes dgkyers) expending resources to
support them? Which criteria preserve the validitthe model output? Which render it
invalid? How (and how easily) may the game be vestired to accommodate different
criteria for demarcating systems?

Costs and benefits. Both cost and benefit are quantities that maglifficult to estimate.

If the cost is expressed in terms of money spéntay be easy to determine. But if it
includes time devoted by employees, opportunity,@®l other resources, calculation is
harder. The value of the system’s successful ojpara a quantity similar to the value of
the information set in the accounting model. # thodel were intended to be used to
calculate optimal individual expenditures, the sasseaes regarding confidence and
accuracy would apply here as in the accounting inddewever, the model is meant to
be used to explore differences in optimal distidrubf expenditures that result from
optimizing different functions, representing diet interests. For that purpose, actual
costs and benefits are not required. In fact,mapsions about costs and benefits are
treated as parameters. The model explores whatha@gs assumptions about costs and
benefits are varied. The particular cases Variameénes are these:

e Case 1: All costs are identical
e Case 2: All costs and values are identical

* Case 3: Costs and values are drawn from a pratyaditribution (so that the
maximum and minimum cost and value become moremdras the number of
players increases, while the expected cost ane valmain constant).

Similarly, the model is used to explore variousg@es (such as imposing fines) that may
be used to close the gap between private and pubdiests. It does not determine the
dollar amount of fines, just the situations in whdaifferent penalty structures will be
effective.

Form of the security function and its input. In the accounting model, the security model
takes a dollar amount as input, and outputs aeaser in security. In Varian’s game-
theoretic model, the security function takes asiirtbe number of units of effort
expended. It outputs the probability that the syskall operate successfully. Describing
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the relevant probability function is not easy; thex no reliable method to estimate the
probability that a system will fail. As with the@unting model, some level of
confidence and margin of error must be assigneldedunction outputs, and the
sensitivity of model outputs to those quantitiesstrhe carefully characterized.

Unlike the security function in the accounting mipdee security function in the game-
theoretic model does not take as input resourceredkifures input by the user. Here, the
resource expenditures of individual players@amput as equilibrium strategies. What the
user contributes is a function expressing how #uoeisty of the system depends on the
contributions of individual players. In this pattlar model, this expression can be a
version of one of three prototypical forms, or sartnmbination thereof. These are:

» Total Effort: The security function takes the suhalb effort expended as input.
» Weakest Link: The security function takes the milimffort expended as input.
» Best Shot: The security function takes the maxiefi@rt expended as input.

The user of the model must determine what the cbfuaction is. This determination
may or may not be easy; in any case, guidanceedateabout what kinds of
simplifications or approximations of a real-worleghttion result in approximately correct
outputs, and which render the model invalid. Atoliger extreme, guidance is needed
about how complex the function can be made withendering the model
computationally intractable.

Quantity to be optimized. The games used in this model have equilibriumtsdor the

set of individual strategies, where each ageniiagd to optimize its own net benefit.
However, the model is not intended to be used tividual players to calculate how
much effort to expend. Rather, it is intendedéaibed to compare the equilibrium
strategies with the distribution of expenditureat tvould result if thesocial good

(defined as the total net benefit, summed oveplajfers) were optimized. That sum is
one function a policy maker might wish to optimizEhe model can equally well be used
to explore the distribution of expenditures thautefrom optimizing other sets of
interests.

The outputs from the game-theoretic model are:
* Equilibrium strategies giving optimal expenditufeseach player

» Comparisons between equilibrium strategies prodbgenptimizing different
functions

* Policies that will make the equilibrium strategiestwo different optimization
functions equal

Discussion of outputs:

Comparison of different optimization functions. As noted above, functions can be chosen
to represent any combinations of interests. Theltiag expenditure distributions can be
compared. Suppose a policy-maker wishes to optirover a functiofr, and there is a
gap betweeir and the Nash equilibrium (where each player og&@sits own net

benefit). The model may be used to explore pdithat impose new costs and/or
benefits, in order to eliminate the gap. The autpnot the actual equilibrium strategies
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with dollar amounts attached; rather, the outpatg@mparison among optimization
functions.

Policies. The model enables the user to explore variousypojpes derived from

standard legal models (fines, liability, negligendee diligence). Some of the policies
that work mathematically may be entirely unworkditen a practical point of view. For
example, one policy considered in Varian's papekeadhe player with the lowest
marginal cost of effort pay a fine if the systentsfawhile the others pay nothing. This
policy might well violate some players’ sense af fday to the point that they withdraw
from the game. One of the authors of this papeedeard a talk, delivered in all
seriousness by a professional ethicist, arguingthigabest and most cost-effective way to
reduce crime would be to sell permits allowing dedp commit individual crimes,

priced according to the severity of the crime.déed hardly be said that the audience was
unreceptive, and not because of flaws internahéogame-theoretic argument.

The assumptions made by the game-theoretic moelel ar

Assumptions about the security function
» Security, or expected security, is an increasimgtion of resources expended.
» In particular, if no resources are expended, sgcwill not worsen.
* The security function is continuous and differebiia

Other assumptions

» The resources available to any individual or orgaton to spend on information
security have a finite upper bound.

* A decision about security investment can be madedking at the security
environment at a single moment in time. (The ga@esingle round, whether
simultaneous or sequential.)

» Every additional dollar (or unit of effort) spenelds the same amount of
additional security.

» System failure is Boolean: Either the system iskivay, or it has failed. That is,
the model does not allow for degrees of failure.

» Allindividual agents have perfect information.gdarticular, each individual
knows the costs and payoffs of all agents involedddition, each agent relies
on the same security function in calculating optimaestment.

* Public or Social Good is optimized when the to&tl Imenefit, summed over all
agents, is maximal.

Discussion of assumptions:

Finite upper bound on resources. This assumption effectively limits the model to
scenarios where no player has resources incomyageddter than the rest.

Security investments made on the basis of a one-time snapshot of the security
environment. This assumption is common to the game-theoretidahand the Gordon
and Loeb model. The same comments apply.
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Every dollar buys the same amount of security. By contrast, the Gordon and Loeb
accounting model assumes that the marginal valaelditional investment decreases as
the total investment increases: The more moneyspead, the less you get for it. The
difference between these two assumptions highligifgsmportance of getting the
security function right. Gordon and Loeb’s reswitsuld be meaningless if the marginal
value of additional security investment were conistas is assumed here.

System failure is Boolean. This assumption limits the applicability of the debto
scenarios where failure does not happen in degkstter the system works, or it
crashes. In most real-world situations, the resssiexpended to prevent total failure
also serve to mitigate the damage. For the insigétived from the model to be
applicable, the costs and benefits associatedhwith lower levels of failure and total
system failure must be taken into account.

The gameis a perfect information game. This assumption is rarely true in the real world;
depending on how reasonable an approximation tifegtenformation assumption is to
the real-world situation under consideration, thedel may have to be extended to a
game without perfect information in order to be lagable.

The public good is equal to total net benefit. The public good can be measured in a
variety of ways. Here it is assumed to be meashydtie sum of the payoffs for all
players, less the sum of all costs. There majtlher aefinitions preferred by decision-
makers in some situations. For example, it magldsrable to maximize the minimum
net benefit, to minimize the difference betweenrtheimum and maximum net benefits,
or to maximize the average net benefit. A decismaker applying the model should
make a conscious choice about which function tataisepresent the public good. In
most cases, the model can accommodate an altéumateon, but it should be checked to
make sure.

Decisions the game-theoretic model supports:

* How to structure policies imposing cost penaltied encentives to maximize a
particular set of interests.

Discussion: The model can be used to show how @ptimdifferent sets of interests
results in different distributions of investmenidés in support of a system. It can also
test strategies for altering costs and benefithtnge those outcomes. Policy-makers can
use the model (provided its assumptions are met@termine how to structure penalties
and incentives. Determining actual amounts of gessahnd incentives would require
accurate estimates of existing costs and benefits.

Applicable domain of the game-theoretic model:

The model may be used to explore penalty and inaestrategies to further the interests
of any subset of a group of agents all of whom fiefiem the successful operation of a
system, and contribute varying amounts to support i

As with the accounting model, it is difficult tanfi empirical data as evidence that the
game-theoretic model accurately represents thegohemna of interest. We have seen
how many of the model’s assumptions (such as parfEarmation) may be unrealistic,
and we do not know the game-theoretic model’s sgitgito attempts to relax them. In
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addition, the dependence on the security functiostrbe tested using a variety of
sensitivity analyses. Moreover, it is not clear titee every situation can be described as
a single system, as required by the model.

Summary of Game-theoretic Model Characteristics

The game-theoretic model is intended to exploteasins in which a system is
supported and used by a number of individual pyérose interests do not necessarily
coincide. Given assumptions about the shape daeberity function relating security
spending to increased security (or reduced vulniggpthe game-theoretic model may
be used to understand what kinds of situationdtresan undesirable distribution of
expenditures and benefits. The model providesyatawaapture what a desirable
distribution would look like. As with the accoum§j model, the usefulness of the game-
theoretic model depends critically on the shapiefsecurity function. If data are not
available to determine what the real security fiomctooks like, the model’s insights are
not applicable. An additional requirement is piedphical rather than empirical.
Assigning desirability to a distribution of expetutes and benefits is an expression of
whose interests, or what group’s interests are wedsed, and how they are best served.
The desirability is not always a matter of consspand it is non-trivial to formulate.

The law of unintended consequences operates fdiscefuhis domain.

Input/Output Model

Our discussion of the input/output model is neaglgsauch more general than our
discussion of the accounting and game-theoreticetsodrl he input/output model is
presented speculatively as an illustration of hegearch into the effect of intellectual
property theft on the U.S. economy might profitabé/conducted. A great deal of
economic data is available to feed an input/outpodiel of the U.S. economy, but much
of the data required for this specific use of inputput modeling does not yet exist. In
addition, since the model is macro-economic anfialdhere are many extra-economic
factors (e.g., politics and culture) affecting ttemain under investigation.

The underlying model used by Andrijcic and Horow#ta Leontieff linear equilibrium
model of the U.S. economy. (Leontieff, 1951) Sam@tod Haimes have adapted a general
input/output model to investigate the “inoperakpilitaused by reduction in demand due
to terrorism. (Santos and Haimes, 2004) “Inopéitstbis defined as the “level of a
system’s dysfunction expressed as a percentage ‘asiplanned’ production capacity.”

The Leontieff input/output model represents therdé¢pendence of all sectors of the U.S.
economy, expressed in terms of each sector’s defoatide output of other sectors, and
production output that is supplied to other sectdrss an equilibrium model, meaning
that it represents the static case where sup@gusl to demand. The model makes use
of data from the U.S. Bureau of Economic Analygikich compiles and periodically
publishes data describing the relationships ambegeéctors.

The model is linear. Santos and Haimes posit aifeation in demand for the products
of one or more sectors, and then solve to deterthmeesulting economic loss. They
restrict themselves to a scenario where the diesttlt of terrorism is a reduction in
demand. This approach assumes that terrorisméstesh the economy is primarily due
to the fear it causes, leading to reduced demé&iod . example, after the terrorist attacks
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on September 11, 2001, demand dropped dramatioalye commercial aviation sector.
They do not model effects on production causedit®ctdestruction of infrastructure or
production facilities.

In the inoperability model, the model may be useohvestigate the interactions among
sectors of the U.S. economy for a range of inpudupaters. The model suffers from an
assumption underlying all linear models: that cleanig inputs and outputs are small and
bounded with respect to the absolute values oinjvat parameters. In general, ten
percent is the maximum perturbation that can beidened valid in a linear system
context, absent other information regarding theamyies of the system. Santos and
Haimes investigate what happens if there is a &gogmt reduction in demand for the air
transportation sector.

Andrijcic and Horowitz combine the Santos-Haimesiiaperability model with two
others. The domain they are investigating is terdependence of U.S. firms and their
international supply chains. Many of these supplgiigs are in countries that are
commonly the source of intellectual property thefthe premise of the model is that due
to probability of theft of intellectual propertyere is increased risk that U.S. firms will
lose market share to international competitors,thatthese losses will be long-lasting.

The first component added to the input/output masialmodel of the equity of major
private sector firms in a particular sector. Théhats assume that the loss of intellectual
property will result in a loss of equity in U.S.deal firms. The equity model calculates
the average market capitalization of a firm in ipalar sector and uses that as a proxy
for average loss due to the theft of intellectualperty. The argument is that a publicly
released theft of intellectual property will redube long term earning prospects of the
firm and lead to a loss of equity value.

The second component is a foreign market sharapheitt quantifying how much of the
world market in a particular sector already resides foreign country. Andrijcic and
Horowitz. caution that both of these additional migdare preliminary and require
additional analysis and validation.

An additional component of the model is an Espi@en@gppensity Factor (EPF),
guantifying the likelihood that a particular coyntvill engage in corporate espionage.
The EPF is dependent on a number of parametetading foreign market share, the
imports and exports in a sector, and the supplg b&sU.S. firms in a particular sector.

Using these components, the input/output modetésl to identify sectors that are
vulnerable to intellectual property theft. For thegctors, Andrijcic and Horowitz
calculate the loss to the U.S. in terms of thetgghiat U.S. firms lose to foreign firms.

All macro-economic models involve enormous simpéfions in order to arrive at usable
representations. They are consequently poor atngg@kedictions. Since this model
involves assumptions about the propensity of firmsther countries to commit certain
kinds of crimes, as well as assumptions about ¢mawior of the public in light of
information about theft, there are many relevaotdes that either cannot be measured or
are exceedingly difficult to measure (or even tecpre). The usefulness of such a
model is primarily to identify, in general termshieh sectors are most likely experience
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losses due to intellectual property theft, assurntiiad international patterns of theft
remain more or less constant.

Conclusion

As industry and government seek ways to balancesinvent in cyber security with other
demands on resources, decision support tools ahditpies are needed to frame the
problem and convey important information and relaghips. Many of the tools and
techniques rely on underlying models. Since angehts suitable for some purposes but
not others, we have presented principles and aefnaork with which each model can be
evaluated. Using accounting, game-theoretic andtiaptput models as examples, we
have shown how the principles and framework caarbployed. Such an evaluation can
not only suggest the appropriateness of each nimdellso highlight where new or
modified models are needed for addressing gapdditi@nal uncertainties. This work is
preliminary; we plan to extend the use of the pples and framework to a large set of
cyber security economics models, to help depictahdscape of models available to
decision-makers. At the same time, we are invetstigahe utility of existing datasets
that inform the models. Because a model is us@lélsut good data, it may be
necessary to simplify and tailor the models toahailable data, rather than build more
elaborate models for which data are neither reptatee nor credible.
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