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Abstract. In this paper we present a new representation of the AES key schedule,
with some implications to the security of AES-based schemes. In particular, we
show that the AES-128 key schedule can be split into four independent parallel
computations operating on 32-bit chunks, up to linear transformation. Surprisingly,
this property has not been described in the literature after more than 20 years of
analysis of AES. We show two consequences of our new representation, improving
previous cryptanalysis results of AES-based schemes.

First, we observe that iterating an odd number of key schedule rounds results in a
permutation with short cycles. This explains an observation of Khairallah on mixFeed,
a second-round candidate in the NIST lightweight competition. Our analysis actually
shows that his forgery attack on mixFeed succeeds with probability 0.44 (with data
complexity 220GB), breaking the scheme in practice. The same observation also
leads to a novel attack on ALE, another AES-based AEAD scheme.

Our new representation also gives efficient ways to combine information from the
first subkeys and information from the last subkeys, in order to reconstruct the
corresponding master key. This results in small improvements to previous attacks: we
improve impossible differential attacks against several variants of AES (and Rijndael),
and a square attack against AES-192.

Keywords: AES - Key schedule - mixFeed - ALE - Impossible differential attack
- Square attack

1 Introduction

The AES [AESO01] is the most widely used block cipher today, designed by Daemen and
Rijmen in 1998 as Rijndael [DR98, DR02] and selected for standardization by NIST as
AES. Like all symmetric cryptography primitives, the security of the AES can only be
evaluated with cryptanalysis, and there is a constant effort to study its resistance again
old and new attacks, and to evaluate its security margin. Rijndael has nine variants, with
a state size of 128, 192, or 256 bits, and a key length of 128, 192, or 256 bits. The three
variants with a 128-bit state have been standardized as AES, with a number of round
that varies with the key length: AES-128 with 10 rounds, AES-192 with 12 rounds, and
AES-256 with 14 rounds. After twenty years of cryptanalysis, many different attacks have
been applied to AES, and we have a strong confidence in its security: the best attacks
against AES-128 in the single-key setting reach only 7 rounds out of 10. The best attacks
known so far are either impossible differential attacks (following a line of work starting
with [BAOS]), meet-in-the-middle attacks (with a line of work starting from [DS08]), or
zero-difference attacks [BR22| as listed in Table 2.

*This article is an extended version of the paper with the same title which appeared in the proceedings
of EUROCRYPT 2021 [LP21].
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Table 1: Comparison of attacks against ALE.

Attack Enc. Verif. Time Ref.
Existential Forgery Known Plaintext 21104 2102 21104 [\y\WH*13]
Existential Forgery Known Plaintext 2193 2103 2104 TKR14]
Existential Forgery Known Plaintext 1 2120 2120 KR 14]

State Recovery, Almost Univ. Forgery Known Plaintext 1 2121 9l21 [KR14]
State Recovery, Almost Univ. Forgery Chosen Plaintext 2°73 0 21044 New

Table 2: Best single-key attacks against 7-round AES-128.

Attack Data Time Mem. Ref. Note

Meet-in-the-middle 297 299 298 [DFJ13]
2105 2105 290 [DFJ13]
2105 2105 281 [BNSlg]
2113 2113 274 [BNSlg]
[
[

Impossible differential 2113 2113 27 [BLNS18] Using 4 out. diff. and state-test
2105.1 9113 9741 B NS18]? Using 4 out. diff

2106.1 9112.1 973.1 Variant of [BLNS18] using 1 out. diff.
2104.9 9110.9 971.9 New Using 1 out. diff.
Zero-difference 2110.2 9110.2 9110.2 IBR29]

%The time complexity is incorrectly given as 2106-8% in [BLNS18].

Table 3: Comparison of attacks against AES-192 and Rijndael-256/256.
RK: Related Keys; ID: Impossible Differential.

Cipher Rounds Attack Data Time Reference
AES-192 9/12 MitM 2121 2188 [LJW15]
8/12 MitM 2113 2172 [DKS10]
2105 2140 [DF14]
8/12 Square 2128 _ 2119 2188 [FKL+01]

9128 _ 9119 91873 Variant of [FKL*01]
2128 _ 9119 91856 Variant of [DKS15]
9128 _ 9119 91851 New

AES-192 12/12 RK Boomerang 2'23 2176 [BK09)
8/12 RK ID 264.5 2177 [ZWZF07)
263.3 2174.7 New
Rijndael-256/256 10/14 ID 22442 22539 WWGR*13]
2244‘3 2240 [LSG+18]
2242.6 2238.4 New




1.1 Our results

The key schedule is arguably the weakest part of the AES, and it is well known to cause
issues in the related-key setting [BDK™10, BK09, BKN(09]. In this paper, we focus on the
key schedule of AES, and we show a surprising alternative representation, where the key
schedule is split into several independent chunks, and the actual subkeys are just linear
combinations of the chunks.

Application to mixFeed and ALE. This representation is motivated by an observation
made by Khairallah [Khal9] on the AEAD scheme mixFeed: when the 11-round AES-128
key schedule is iterated there are apparently many short cycles of length roughly 234. Our
representation explains this observation, and proves that the forgery attack of Khairallah
against mixFeed actually succeeds with a very high probability. It only requires the
encryption of one known message of length at least 2337 blocks, and generates a forgery
with probability 0.44, making it a practical break of the scheme.

We also apply the same observation to ALE, another AES-based scheme that iterates
the AES key schedule. We obtain a novel attack against ALE, with a much lower data
complexity than previous attacks, but we need chosen plaintexts rather than known
plaintexts (see Table 1).

Key recovery attack against AES and Rijndael. We also improve key recovery attacks
against AES-128 based on impossible differential cryptanalysis. This type of attacks targets
bytes of the first subkey and of the last subkey, and excludes some values that are shown
impossible. Then, the attacker must iterate over the remaining candidates, and reconstruct
the corresponding master keys. Using our new representation of the key schedule, we make
the reconstruction of the master key more efficient. Therefore we can start from a smaller
data set: we identify fewer impossible keys, but we process the larger number of remaining
key candidates without making this step the bottleneck.

While the improvement is quite modest (see Table 2), it is notable that we improve
this attack in a non-negligible way, because cryptanalysis of AES has achieved a high level
of technicality, and attacks are already thoroughly optimized. In particular, we obtain the
best attack so far when the amount of memory is limited (eg. below 27°).

Finally, we use our representation to improve the final phase of several other attacks
against AES and Rijndael. In Table 3 we list minor improvements to the square attack
on AES-192, and to impossible differential attacks on AES-192 (in the related key model)
and Rijndael-256/256 (in the single key model); this demonstrates that our techniques
are applicable to a larger range of targets. As far as we know, the resulting attacks on
Rijndael-256/256 are the best attack known so far, but the attacks on AES-192 that we
improve are not the best attacks known.

1.2 Organization of the paper

We start with a description of the AES-128 key schedule and describe our alternative
representation in Section 2, before applying the same techniques to AES-192 and AES-256
in Section 3. Then, we present applications to mixFeed (Section 4), to ALE (Section 5), to
impossible differential attacks against AES and Rijndael (Section 6), and to the square
attack against AES-192 (Section 7). Finally, we describe some properties of the AES key
schedules that might be useful in future works in Section 8.



2 A New Representation of the AES-128 Key Schedule

In AES-128, the key schedule is an iterative process to derive 11 subkeys from one master
key. To start with, the 128 bits of the master key are divided into 4 words of 32 bits each:
w; for 0 <4 < 3. The following notations are used within the algorithm:

RotWord performs a cyclic permutation of one byte to the left.
SubWord applies the AES Sbox to each of the 4 bytes of a word.

RCon(3) is a round constant defined as [#'=1,0,0,0] in the field Fas described in [AESO1].

For simplicity, we denote z*~! as ¢;.

In order to construct w; for ¢ > 4, one applies the following steps:
o if i =0 mod 4, w; = SubWord(RotWord(w;_1)) & RCon(i/4) ® w;_4.
e else, w; = w;_1 D w;_4.

The subkey at round r is the concatenation of the words wy, to w4,+3. We can also express
the key schedule at the byte level, using k] with 0 <% < 16 to denote byte ¢ of the round-r
subkey (we use kzz j..yasa shorthand for &7, Ky, .. .). A subkey is typically represented as a

4 x 4 matrix with the AES byte ordering, with w; = ki{? mod 4) Hk;{j mod 4)+1 ||ki<fmod 4)4_2||
i/t

4(i mod 4)+3°
ko ki kg Kio
kT kL kS KT
ké kz kfgo kﬁ = | W4y Whr4+1 Whr42 Whr43
ky k7 kiy Kis
The key schedule can be written as follows, with k the key schedule state, &} the state
after one round of key schedule, and S the AES Sbox (see Figure 1 and 5):

ki = ko & S(k13) @ ¢ ky = ks ® ka & ko @ S(k13) ® ¢
1= k1 ® S(k1a) ko = ko @ ks © k1 ® S(k14)
kb = ko ® S(k1s kio = k1o @ ke @ ko ® S(k15)

)
ki = ks & S(ki2) kiy = k11 ® k7 ® ks ® S(k12)
Ky = ks @ ko ® S(k13) ® ¢ Kio =kio®ks ks ® ko ®S(ki3) ®c;
ki = ks ® k1 @ S(k14) ki = ki3 ® ko ® ks ® k1 & S(k14)
ki = ke @® ko @ S(k15) ki, = k1a ® k1o ® ke ® ko ® S(k15)
ki = ke ® ks @ S(k12) kls = k15 ® k11 ® k7 & ks & S(k12)

2.1 Invariant subspaces

Recently, several lightweight block ciphers have been analyzed using invariant subspace
attacks. This type of attack was first proposed on PRINTcipher by Leander et al. [LAAZ11];
the basic idea is to identify a linear subspace V' and an offset u such that the round function
F of a cipher satisfies F(u+ V) = F(u) + V. At Eurocrypt 2015, Leander, Minaud and
Regnjom [LMR15] introduced an algorithm in order to detect such invariant subspaces. By
applying this algorithm to four rounds of the AES-128 key schedule, we find invariant
subspaces of dimension four over Fos, and this implies a decomposition of the key schedule.
First, let’s recall the generic algorithm for a permutation F': Fy — F3:

1. Guess an offset v € Fy and a one-dimensional subspace V.



2. Compute V;y1 = span{(F(uv+V;) — F(u)) U V;}.

3. If the dimension of V;y; equals the dimension of V;, we found an invariant subspace:
Flu+V)=F(u)+V.

4. Else, we go on step 2.

In the case of the AES-128 key schedule, we use subspaces of IF%Q over the field Fos
rather than over Fy. If we apply this algorithm with the permutation F' corresponding to
4 rounds of key schedule, with any key state u, and with Vj the vector space generated by
one of the first four bytes, we obtain 4 invariant affine subspaces whose linear parts are:

Eo ={(a,b,c,d, 0,b,0,d, a,0,0,d, 0,0,0,d) for a,b,c,d € Fos }
(a,b,c,d, a,0,c,0, 0,0,¢,d, 0,0,¢,0) for a,b,c,d € Fos }
( )

(

a,b,c,d, 0,0,0,d, 0,b,¢,0, 0,0,0,0 for a,b,c,d € Fas}
a,b,c,d, a,0,c,0, a,b,0,0, a,0,0,0) for a,b,c,d € Fas}

=
{
{

When we consider a single round R of the key schedule, the subspaces are not invariant,
but are images of each other. We have the following relations, with uy an arbitrary element
in (Fas)'¢ and u; = R*(ug), for (1 <i < 5):

R(E0+UQ) = Fy 4 uq, R(El +U1) = Fs + us,
R(EQ =+ UQ) = F3 + ug, R(Eg =+ U3) =Fy+uy

In other words, if the difference pattern between two states is in F;, then after r rounds of
key schedule, the difference pattern will be in E(;,y9%4. This is illustrated by Figure 3.

This can be verified by tracking the differences in the key schedule, starting from
a difference (a,0,0,0, 0,0,0,0, 0,0,0,0, 0,0,0,0), as shown in Figure 2. After four
rounds we reach a difference (a,b,¢,d, 0,b,0,d, 0,b,¢,0, 0,b,0,0), with differential tran-
sitions a — d, d — ¢, and ¢ — b through the Sbox. Next, we obtain a difference
(a',b,c,d, a’,0,¢,0, a’,b,0,0, a’,0,0,0), after an Sbox transition b — a & a’. Surprisingly,
the dimension of the difference state does not increase, because there is a single active
Sbox in each round, and it affects a difference that is already independent of the rest of
the state. Therefore we have the four transitions given above, and the spaces are indeed
invariant.

2.2 New representation from invariant subspaces

We actually have a much stronger property than just invariant spaces: the full space is the
direct sum of those four vector spaces, with parallel invariant subspaces for any offset u:

(Fps)' = Ey® E, @ F2 @ Es

This implies that we can split the internal state according to those vector spaces. Indeed,
there exists unique linear projections m; : (Fgs)'® — E; for 0 < i < 4 such that Vo €
E;, mi(x) = z, and m;(E;) = 0 for i # j. In particular, we have Yz, x = mo(z) ® m1(x) ®
mo(x) @ m3(x). This implies:

z) = F(mo(z) ® m () ® ma(x) & m3())
€ F(mo(z) ® mi(x) ® mo(z)) ® Es

€ F(mo(z) ®mi(z)) ® E3 ® E»

€ F(mo(z)) & E3 ® By ® Ey
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L where the columns of the
., e15 expressed in the old

0

C

., k15) with the matrix A

transition matrix Cy are the coordinates of the vectors eg, ey, ..

basis (canonical basis):

€0
€1
€2
€3

mo(F(mo(x))). Similarly, m;(F(z)) = m;(F(m;(z))), and finally we

can split the permutation in four independent 32-bit computations:
.,e15} be our new basis of (Fys)! defined as follows:

Base of Ej
Base of F;
Base of Eq

Base of Fs
., 815 be the coordinates in the new basis. They can be obtained by multiplying

To obtain a representation that makes the 4 subspaces appear clearly, we perform a change

Therefore mo(F(z))
of basis. Let {eg, e1, ..
the original coordinates (k, ..

Let sg, s1,..

o000 0OO0OHOOHOOHOO
OHOOHOOOOOOHOOHO
coHoOoOHOOHOOOOOOMH
CO0OHOOHOOHOO—HOOQ
Co00CO0CO0OO0OHOOOOOHOO
OHOCOCOOCOOOOHOOOO
coococoHoCOOOCOOOOOH
CO00OHOOQOCOO~HOOOOOQ
OCoo0oCcoCO0O0COCOO0OHOOHOO
OHOCOCOOCOOOOOOCOHO
COoOHOOHOOOOOOOOOR
CO00000OHOOHOOOOOO
OCoo0COCO0OCOO0OO0O0OOOHOO
oOHOCOCOCOOOOOOOOCQ
COoOCCOHOOOOOOOOOR
[el=N=N-N-N-NoN-N-RoN-N-NoN-N-No]

Il
<t

0OHO0O0OO0QCOO~HOOOOOQ
OCoHOOCOHOOOOOOOOO
CcooHOOCOOOCOOOOOCQ
HO00O0OHOQCOHOOOHOQQ
CO0OHOO0O0O0O0O0OO0OHOOOOO
CcCooOHOOOCOHOOOOOOOO
HOCOOOCOOCOOOOOOO
0OHOOCOHOOOHOOOHOQ
Co0O-HOO0OOCOCOOOHOOOO
HOOOHOOOOCOOOOOCOCO
oOHOCOOOCOOOOOOORR
COHOOOHOOOHOOOHO
HOOOOOOOHOOOOOOO
oHOCOHOOOOOOOCOOCQ
COHOOOOCOOOOOOOROR
Ooo0o-HOoO0OOHOOOHOOOH

I
S

k15 @ ki
k14 @ k1o
k13 @ ko

53 = k12 @ kg

S7
S11
S15

kis @ kr
k14 @ kg

Sg = k13 @ ks

Sg = k12 @ ka

510
S14

k12 @ ks B ks @ ko
kis ® k11 ® k7 @ ks

51 =Fkia @ kio ® ke ® k2

S5 =kiz D ko B ks ® k1

S9
513

= ks
sg = k13
k12

s0 = ks
S4

S12

Therefore, we use:



After defining s’ with the same transformation from k', we can verify that:

So = k15 = k15 ® k11 © k7 @ ks ® S(k12) =513 ® S(s12)

s =Ky Bkl Bk By =kiy @ ke = 514

sy = ki ® ki = ki3 ® ko = 815

sy = kio @ kg = k1o = 512

sy = kiy = k14 ® k1o ® ke D ko ® S(k15) =51 ® S(so0)

st = ki3 ® ko ® ki ® k) = ki3 ® ks = 89

sg = kio ® ki = k12 @ ks = 53
sh=Kdk, = ks = 50 (2)
sg = kis = k13 ® ko ® ks @ k1 ® S(k14) = 55 ® S(s4)
So=Fkio D ks Dkl ® ko =k ® ky = S6

S0 = k15 @ ky = k15 ® k1 = 57

sy = kiy ® Kig = k14 =S4

Sy =klo = k1o ® ks D ks ® ko ® S(k13) D c; =59 @ S(ss) D
Sis =kis @Kk, DK, DKy = ks ® ke = s10

S1q = K1y ® kG = k14 @ k1o = 511

s15 = k13 ® kg = ki3 = s3

This is represented by Figure 6 (see also Figure 20 in Appendix for a more visual
representation). In the rest of this paper we use the notation k! to denote byte i of the
round-r subkey, and s} to denote bytes of the alternative representation at round r, where
the relations between k] and s? follow (1).

To further simplify the description, we write the output as

/ i / I I / ! ! / ! ! i / ! / !
(845 85:56, 57, 5§:59,510,511, 512,513, 5145 515, 505 515 59, 53)-

This corresponds to “untwisting” the rotation of the 4-byte blocks, so that each block
of 4 output bytes depends on the same 4 input bytes. This results in our alternate
representation of the AES-128 key schedule:

1. We first apply the linear transformation A to the state, corresponding to the change
of variable above.

2. Then the rounds of the key schedule are seen as the concatenation of 4 permutations
each acting on 32-bit words (4 bytes), as seen in Figure 4.

3. In order to extract the subkey of round r, another linear transformation C; 04 4
is applied to the state, depending of the round number modulo 4. C; is defined as
C; = A~! x SRY, with SR the matrix corresponding to rotation of 4 bytes to the
right (see below). In particular Cp = A1

SR =

S
Il
CO0O0O0OO0OOrROOOOOOOOO
OC0O000O00CO0O0OROOOOO
C0O00OO00O0CO0O0O0O0O0O0ORO
OCOHOOOOOO0O0OO0OO0OOO
C0O0OO0OO0OOrROOROOOOOO
OC0O00000CO0O0OROOROO
OHO0O0O00O000O0O0O0ORO
OCOHOOHROOOOOOOOOO
OC0O00O0OOrROOOOOROOO
HOOOOOOOQOOHOOOOO
OCOOOHOOOOOOOOORO
OCOHOOOOOHOOOOOOO
OCOOrHOOHOOHROOHROOO
HOOOOOOHOOROOROO
OHOOHOOOOOOROORO
OCOHOOHOOHOOOOOOHR
C0O0000O0OCOOHROOOO
OC0OO0O0OO0O0O0CO0OHOOOOO
OC0O0O0OO0OO0OOOROOOOOO
C0O00O0O0O0COHOOOOOOO
OC0O00O00OOCHOOOOOOOO
OCO0OO0O0OOOrROOOOOOOOO
OCO0O0OO0OOHROOOOOOOOOO
OC0O0OO+HOOOOO0OO0OO0O0O0OO0
[R=NoN N-NoN-N-NoN-N-NoN-N-NoNe]
OCOHOOOOOOOOOO0OOO
OHOO0O0O0OO0O00O0O00O0O00O
HOOOOOOOOOO0OO0OOOO
CoO0O0OO0O0OCO0COO0O0OOOR
[eR-NoNoR-N-N-N-NoN-N-NoN-R-N-i]
C0O00000O00000OROO
OC0000000CO0O0OHOOO
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Figure 4: r rounds of the key schedule in the new representation. B; is similar to B but
the round constant ¢; is XORed to the output of the Sbox.

In this new representation, there are clearly 4 independent chunks each acting on 4 bytes,
and the subkeys are reconstructed with linear combinations of the alternative key schedule
state. This representation also preserves the symmetry of the key schedule: the original
key schedule is invariant by rotation of the columns (up to constants), and this corresponds
to a rotation of four bytes in the new representation.

3 New Representations of the AES-192 and AES-256 Key
Schedules

The same techniques can also be applied to other variants of AES: we apply the algorithm of
Leander, Minaud and Rgnjom [LMR15] to extract invariant subspaces of the key schedule,
and we use a change of variables corresponding to the subspaces to obtain a simplified
representation.

3.1 AES-192

The AES-192 key schedule derives 13 subkeys from a 192-bit master key. The operations
used are the same as in the AES-128, but the key schedule is different:

o In the initialization, six 32-bit words w; (0 <4 < 6) are filled with the bytes of the
master key;

o The iteration defines w; (i > 6) as:

— if i = 0 mod 6, w; = SubWord(RotWord(w;_1)) @ RCon(i/6) & w;_g;
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— else, w; = w;_1 D w;_g.

As for the AES-128, the subkey at round 7 is the concatenation of the words wy; t0 w3 4;.
Nevertheless, in AES-192, a key schedule state corresponds to one and a half consecutive
subkeys. We can also express the key schedule at byte level using k; (0 < i < 24) to denote
the key schedule state, and k. for the state after one round of key schedule.

This is represented in Figure 7 and corresponds to the following equations:

Ky = ka @ ko ® S(ka1) ® c;
ky = ks @ k1 & S(ka2)
kg = ke @ ko ® S(ka3)
Ky = ke @ ks @ S(kao)
ky=ks @ ks ®ko® S(ka1) ® e
ki = ko ® ks ® ky @ S(kaz)
Kio = k10 © ke @ ko @ S(ka3)
K1y = k11 © k7 @ k3 ® S(kao)
Ko = k1o ® kg ® ky ® ko @ S(k21) @ ¢
ki = ki3 ® ko ® ks ® k1 & S(kaa)
Ky = k1a © k1o ® kg ® ky ® S(kas)
ks = k15 @ k11 @ kr @ ks @ S(kao)
klg = k16 ® k12 ® ks B ky ® ko D S(ka1) & ¢
ki7 = ki ® k13 ® ko ® ks @ k1 & S(ka2)
kis = kis @ k14 ® k10 ® ke @ ko @ S(ka3)
klg = k19 ® k15 ® k11 ® k7 @ k3 & S(k20)
ko = koo @ ke ® k12 ® ks B ka ® ko & S(k21) D ¢;
ko = ko1 @ k17 ® k13 ® ko ® ks @ k1 & S(ka2)
Kby = koo @ k1g @ k14 ® k1o ® ke D ko ® S(ka3)
ks = kog @ k1o @ k15 @ ki1 @ kr @ ks @ S(kao)

By making this base change:

so = kao s1 = k12 59 = ky
53 = k17 @ ko1 54 = kg @ k13 s5 = k1 @ ks
56 = ka2 s7 = k14 sg = kg
s9 = k19 @ ko3 510 = k11 @ k15 s11 = k3 @ kr
512 = k16 @ k29 513 = kg @ k12 514 = ko @ kyg
s15 = ka1 s16 = k13 s17 = ks
518 = k1g @ ka2 519 = k1o D k14 520 = ka @ ke
521 = ka3 S22 = k15 s23 = kr

we find two invariant subspaces of dimension 12, and obtain a simplified representation
with 2 independent chunks each acting on 12 bytes, as shown in Figure 8.

11
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Figure 9: One round of the AES-256 key schedule (alternative representation).

3.2 AES-256

The AES-256 key schedule derives 15 subkeys from a 256-bit master key. Again, the
operations used are the same as in the AES-128, but the key schedule is different:

o In the initialization, eight 32-bit words w; (0 < ¢ < 8) are filled with the bytes of the
master key;

o The iteration defines w; (i > 8) as:

— if 4 =0 mod 8, w; = SubWord(RotWord(w;_1)) & RCon(i/8) & w;_g;
— else if ¢ =0 mod 4, w; = SubWord(w;_1) ® w;—_s.

— else, w; = w;_1 ® w;_s.

The subkey at round i is the concatenation of the words wy; to wsy4;. So in AES-256,
each key schedule state corresponds to two consecutive subkeys. As for the AES-128, we
can also express the key schedule at byte level using k; (0 < i < 32) to denote the key
schedule state, and k/ for the state after one round of key schedule. This corresponds to
the following equations:

ki = ko @ S(kao) @ ¢
Ky = k1 & S(kso)
ky = ko ® S(ks31)
k‘é = k3 ® S(kas)

13



Ky = ka @ ko @ S(kao) @ ¢
ki = ks @ k1 ® S(kso)
kg = ke @ ka @ S(ks1)
Ky = ky @ k3 © S(kog)
ki = ks @k @ ko ® S(kao) & ¢
kg = ko @ ks & ki ® S(kso)
Ko = k1o © ke @ ko @ S(k31)
Eiy = k11 @ ky @ ks @ S(kag)
Ky = k12 © ks @ ky @ ko ® S(kao) @ ¢
Ky = k13 ® ko @& ks & k1 & S(kso)
Ky = ks @ k1o @ ke ® ko & S(ka1)
Kis = kis @ k11 © k7 @ k3 © S(kas)
kg = k16 ® S(k12 @ ks @ ks @ ko @ S(kao) ® ;)
17 =Fki17 ® S(kis ® ko ® ks ® k1 & S(kso)

)
Kig = kig © S(k14 ® k10 © ke @ ko © S(k31)
kig = k19 @ S(k15 © k11 @ kr @ k3 @ S(kas)

)
)
(

kg = koo @® k16 ® S(k12 ® ks ® ks ® ko ® S(kao) & ¢;)
kél = ko1 @k‘l?@S(

by = koo ® k1s @ S(k14 @ k1o @ ke ® ko & S(ks1
ks = kos @ k19 ® S(k1s ® k11 © k7 ® k3 ® S(kos

kiz @ ko D ks B k1D S(kSO)

)
)
)

)
)
(

kg = koa @ koo @ k16 D S(k12 ® ks ® ka @ ko ® S(kao) ® ¢;)

(
ks = kas @ ko1 ® k17 @ S(k13 © ko ® ks @ k1 ® S(kso))
kb = kog @ koo ® k1g ® S(k14 ® k1o ® ke ® ko @ S(ks1)
Kby = kot @ kaz @ k19 ® S(k1s D k11 @ kr D ks & S(kas)

)
)
(

kg = kag @ kog @ koo @ k16 ® S(k12 @ ks @ ka ® ko ® S(kao) D ¢;)

K30 = k3o @ kag © koo @ kig © S(k14 @ k1o © ke © k2 © S(k31))

(

kg = koo @ kos @ ka1 ® k17 © S(ki3 ® ko @ ks & k1 @ S(k3o))
(
(

ks = k31 @ koy @ ko3 @ k19 @ S(k1s @ k11 D k7 D ks © S(kas))

By making this change of variable:

so = k15
54 = k13 @ ks
sg = k14
s12 = k12 D ky
s16 = k13
S20 = k15 © k7
s24 = k12
s28 = k14 @ ks

s1 = k31
85 = kog @ k21
s9 = k3o
513 = kag @ k2o
s17 = kag
521 = k31 @ ka3
S5 = kosg

599 = k3o @ koo

so = k14 @ k10 © ke D k2
s¢ = k12 @ kg
510 = k13 B ko @ ks @ k1
s14 = k15 @ k11
S18 =kio @ ks © ks D ko
S22 = k14 @ k1o
S96 = k15 @ k11 © k7 ® k3
s30 = k13 @ ko

53 = k3o @ kae © koo ® k1
s7 = kog @ k24
511 = kog @ kos @ ka1 @ k17
s15 = k31 @ kor
519 = kag @ k24 © koo @ k16
523 = k3o @ ke
so7 = k31 @ ka7 © ka3 ® k19
531 = ka9 @ ko3

we find four invariant subspaces of dimension 8, and obtain a simplified representation
with 4 independent chunks each acting on 8 bytes, as shown in Figure 9.
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4 Application to mixFeed

The AEAD scheme mixFeed [CN19a] was a second-round candidate in the NIST Lightweight
Standardization Process, submitted by Chakraborty and Nandi, and based on the AES
block cipher. It is a rate-1 feedback-based mode inspired by COFB. For each message
block, a Feed function is used to compute the ciphertext and the block cipher input from
the previous internal state, and the internal state is replaced by the block cipher output.
In COFB, there is a need for an extra state variable, to make each Feed function different.
In order to reduce the state size, mixFeed instead makes each block cipher call different,
applying a permutation P to the key between each block. For optimal efficiency, the
permutation P just corresponds to eleven round of the AES key schedule, so that the
subkeys for all the AES calls essentially correspond to running the AES key schedule
indefinitely (up to the round constants).

In [Khal9], Khairallah observed that some keys generate short cycles when iterating
the P permutation, and he built a forgery attack for keys in short cycles. In this work,
we show that the new representation of the key schedule explains the existence of these
short cycles, and we characterize the keys belonging to such cycles. This shows that the
permutation P cannot be considered as a random permutation.

4.1 Description of mixFeed

For simplicity, we only describe a simplified mixFeed without associated data; the full
description of mixFeed can be found in [CN19a].

Notations: We use M and C to denote the plaintext and ciphertext. For the sake of
simplicity, we assume that M is made of m 128-bit blocks.
The following functions are used in mixFeed:

e FE: a modified version of AES-128 including MixColumns in the last round;

e P: the permutation corresponding to eleven rounds of AES-128 key schedule;
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o Feed: the feedback function defined as (see Figure 11):

Feed(Y, M) = (X,C)
=(M]|MeY|,MeY),

where [ D] represent the 64 most significant bits of D, and | D] the 64 least significant
bits.

The computations are as follow (see Figure 10):

Initialization of the state. An initial value IV = Y and a internal key Z are computed
from the nonce N and the key K.

Encryption and authentication. For i from 1 to m, the Feed function is applied to the
current state Y;_; and message block M;. Feed returns the ciphertext block C;, and a new
state X; which is then encrypted under the key P*~1(Z) using E to obtain Y;. At the end
of this step, a finalization function computes the tag from the final state and the internal
key P™~1(Z), we denote as F the composition of the cipher call of last round and the
finalization function.

4.2 Short Cycles of P

In [Khal9], Khairallah found 20 keys belonging to small cycles of P, and observed that all
of them have the same cycle length': 14018661024. He deduced a forgery attack, assuming
that the subkey falls in one of those cycles, but did not further analyse the probability
of having such a subkey. Later the designers of mixFeed published a security proof for
the scheme [CN19b], under the assumption that the number of keys in a short cycle is
sufficiently small. More precisely, they wrote:

Assumption 1 ([CN19b]). For any K € {0,1}" chosen uniformly at random, probability
that K has a period at most £ is at most £/2"/2.

The 20 keys identified by Khairallah do not contradict this assumption, but if there are
many such keys the assumption does not hold, and mixFeed can be broken by a forgery
attack. We now provide a theoretical explanation of the observation of Khairallah, and a
full characterization of the cycles of P. We find that a random key is in a cycle of length
smaller than 23* with probability 0.44; this contradicts the assumption made in [CN19b],
and allows a practical forgery attack.

Analysis of the structure of P. Using our new representation, the 11-round key schedule
P consists of:
e The linear transformation A

o 4 parallel 32-bit permutations that we denote fi||f2||f3|| f4, with

fi=Bj1oBoBoBoB;oBoBoBoB3oBoB
fo=BoBjgpoBoBoBoBsgoBoBoBoByoB
fs=BoBoByoBoBoBoBsoBoBoBoB;
fi=BoBoBoBgoBoBoBoBjoBoBoB

(the permutations differ only by the round constants)

1Khairallah actually reported the length as 1133759136, probably because of a 32-bit overflow.
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e The linear transformation C5 = A~! x SR™*

To simplify the analysis, we consider the cycle structure of P=AoPo A1 which is the
same as the cycle structure of P:

P (a,b,c,d) = (f2(b), f3(c), fa(d), fi(a))

To further simplify the analysis, we consider the cycle structure of P4 which is closely
related to the cycle structure of P. A cycle of P4 of length ¢ correbponds to a cycle of
P of length £, 2¢ or 4¢. Conversely a cycle of P of length £ corresponds to one or several
cycles of P, of length ¢, £/2 or £/4 (depending on the divisibility of £). Analyzing P*
is easier because it can be decomposed into 4 parallel permutations, cancelling the left
rotation induced by SR™* (see Figure 13):

P*: (a,b,¢,d) = (¢1(a), $a(b), 63(c), 4(d))
)= f20 f30 fao fi(a)
$2(b) = fs o fao fio fa(b)
(¢) = fao fio fao f3(c)
)= (

fiofaofsofs d)

If (a,b,¢,d) is in a cycle of length £ of 134, we have ]345(517 b,c,d) = (a,b,c,d), that is to
say:

$1(a) =a da(b) =b 5(c) = c 4(d) =

In particular, a, b, ¢ and d must be in cycles of ¢, @2, ¢3, ¢4 (respectively) of length
dividing £. Conversely, if a, b, ¢, d are in small cycles of the corresponding ¢;, then
(a,b,c,d) is in a cycle of P* of length the lowest common multiple of the small cycle
lengths.

Moreover, due to the structure of the ¢; permutations, all of them have the same cycle
structure (the same number of cycles with the same cycle length). This implies that P
has a large number of small cycles. Indeed, if we consider a cycle of ¢; of length ¢, and
elements a, b, ¢, d in the corresponding cycles, (a,b,c,d) is in a cycle of P* of length /.
There are ¢* choices of a, b, ¢, d, which correspond to ¢3 different cycles of P. If we assume
that ¢; behaves like a random 32-bit permutation, we expect that the largest cycle has
length about 2%, which gives around 2% cycles of P* of length ~ 2%, and around 2%
cycles of P of length ~ 233,

Cycle analysis of 11-round AES-128 key schedule. In order to identify the small cycles
of the permutation P, we start by analyzing the cycle structure of the 32-bit permutation
¢1 = fao fzo fyo f1: it can be decomposed into cycles of lengths 3504665256, 255703222,
219107352, 174977807, 99678312, 13792740, 8820469, 7619847, 5442633, 4214934, 459548,
444656, 14977, 14559, 5165, 4347, 1091, 317, 27, 6, 5 (3 cycles), 4 (2 cycles), 2 (3 cycles),
and 1 (2 fixed points), as shown in Table 4. In particular, the largest cycle has length
¢ = 3504665256. Consequently, with probability (3504665256 x 2732)% ~ 0.44, we have
a, b, c and d each in a cycle of length ¢, resulting in a cycle of length ¢ for f’4, and a
cycle of length at most 4¢ = 14018661024 for P and P. This explains the observation of
Khairallah [Khal9], and clearly contradicts the assumption of [CN19b].

More generally, when a, b, ¢, d belong to a cycle of length £;, the corresponding cycle
for P4 is of length ¢ = lem(¢y, {2, ¢3,£4), and we can compute the associated probability
from Table 4. In most cases, a cycle of length £ of p4 corresponds to a cycle of P of length
4¢. However, the cycle of P is of length ¢ when P*(a,b,c,d) = (a,b,c,d), and of length 2¢
when ﬁ%(a, b,c,d) = (a,b,c,d) (this can only be the case with odd ¢, by definition of ¢).
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Figure 12: Two iterations of 11 rounds of the key schedule in the new representation.
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Figure 13: 4 iterations of P in the new model.
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This is unlikely for short cycles, but as an example we can construct a fixed-point for P
and P from a fixed-point of ¢1:

¢ a=Tebedl 92
e b=de d4 b7 cc = f30 fy0 fi(a)
e ¢=9f 958826 = f,0 fi(a)

e d=d4b9 7991 = fi(a)

Since fz 0 f3o fayo fi(a) = a, we have P(a,b,c,d) = (f2(b), fs(c), fa(d), f1(a)) = (a,b, ¢, d).
Since P = Ao Po A1, the corresponding key in the original representation is:

0001001001001000 Te 64
0010010010000001 be Ob
0100100000010010 d1 3f
1000000100100100 92 83
0000001000001000 de 63
0010000010000000 d4 4e

a 0000100000000010 b7 a7
A1« b _|1000000000100000 el = £6
c 0001000000001000 of 46
d 0000000010000001 95 Oe
0000100000010000 88 £8
1000000100000000 26 b2
0000000000001000 d4 d4
0000000010000000 b9 of
0000100000000000 79 de
1000000000000000 91 Te

This results in a fixed point of P.

We can generalize this construction for all odd cycle lengths £. We choose w an element
of a cycle of length ¢, and then we can build an element which belongs to a cycle of length
¢ for the permutation P:

e if {=1mod 4:

a=w
b= fso fyo fro..o fi(w), with 3¢ terms f;
c=fso fiofao..ofi(w), with 2¢ terms f;
d= f1ofaofzo..0fi(w), with ¢ terms f;

e if / =3 mod 4:

a=w
b= fzo fiofio..ofi(w), with ¢ terms f;

c= fiofiofro..ofi(w), with 2¢ terms f;
d= fio fao fyo..o0fi(w), with 3¢ terms f;



Table 4: Cycle structure of ¢; for 11-round AES-128 key schedule

Length  # cycles Proba Smallest element
3504665256 1 0.82 00 00 00 01

255703222 0.05 00 00 00 Ob
219107352 0.05 00 00 00 1d
174977807 0.04 00 00 00 00
99678312 0.02 00 00 00 21
13792740 0.003 00 00 00 75
8820469 27893 00 00 00 24
7619847 2-914 00 00 00 c1
5442633 279,63 00 00 02 78
4214934 2-10 00 00 05 77
459548 27132 00 00 38 fe

1
1
1
1
1
1
1
1
1
1
444656 1 2-1324 00 00 Ob 68
14977 1 218,13 00 06 82 5¢
14559 1 2-1818 00 04 fa b1
5165 1 271967 00 0a d4 4e
4347 1 271992 00 04 94 3a
1091 1 272191 00 21 4b 3b
317 1 2-23,7 00 28 41 36
27 1 272725 01 3a 0d Oc
1 272942 06 23 25 51
3 3.272968 06 1a ea 18
2 2.2730 23 ¢6 6f 2b
3 3.-2731 69 ea 63 75
2 2.2732  7e be dil 92

=N e OOy

4.3 Forgery attack against mixFeed

Khairallah [Khal9] proposed a forgery attack assuming that Z belongs to a cycle of length
£, considering a message M made of m blocks, with m > £:

1. Encrypt the message M to obtain the ciphertext C' and tag T'.

2. Compute Y, using M; and Cq and Xy using M1 and Cpyg.

3. Compute M and C such that (X, C) = Feed(Yy, M).

4. The T tag will also authenticate the new ciphertext C’ = C||Cpya| - - - | Cn-

The computations required for the forge are negligible with only a few XORs to invert
the Feed function. Therefore the complexity of the attack is just the encryption of a
message with at least (¢ 4 1) blocks, with ¢ the length of the cycle. As explained above,
the probability of success is approximately 0.44, using ¢ = 14018661024. When the forgery
fails, we can repeat the attack with a different nonce, because the internal key Z depends
on the nonce; for each master key K, the attack works on 44% of the nonces.

We have verified this attack using the reference implementation provided by the
designers. We take a message of £ + 1 = 14018661025 blocks of 16 bytes (220 Gbytes?),
choose a random key and nonce, and encrypt the message with mixFeed. We modify
the ciphertext according to the previous explanation, and we check if the new ciphertext

2Note that there is no need to store the plaintext or ciphertext in memory if we have access to an
online implementation of mixFeed.
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Figure 15: Authenticated encryption with ALE.

is accepted. We obtained 41% of success over 100 attempts. This result is close to the
expected 44% success rate, and confirms our analysis.

5 Application to ALE

ALE [BMR"14] is an earlier authenticated encryption scheme based on the AES round func-
tion, strongly inspired by LEX [Bir07] (for the encryption part) and Pelican-MAC [DRO5]
(for the authentication part). Attacks have already been presented against ALE [KR14,
WWH™13] but the new representation of the key schedule gives new types of attacks,
based on previous attacks against LEX [BDF11, DK08a].
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5.1 Description of ALE

For the sake of simplicity, we will consider ALE without associated data, and we only
consider blocks of 16 bytes for the plaintext (to ignore the padding). ALE maintains a state
composed of an internal state and an internal key, and operates with 3 steps (cf Figure 15).
As for mixFeed, the internal key is updated with iterative applications of a permutation
P corresponding to AES key schedule rounds. In the case of ALE, P corresponds to 5
rounds of key schedule rather than 11, but we have again many short cycles because 5 is
also an odd number.

Initialization. The state is initialized from the key K and a nonce N, using a session key
Z = Ex(N). The internal state is initialized to IV = E-(Ek(0)), and the internal key is
initialized to P1o(Z), where Py correspond to 11 rounds of AES key schedule.

Message processing phase. For each block of message, the internal state is encrypted
with 4-round AES, and the internal key is updated by five rounds of AES key schedule.
During the encryption, four bytes are leaked in each AES round according to the LEX
specification (bytes 0, 2, 8, 10 for odd rounds, and bytes 4, 6, 12 and 14 for even rounds),
and used as keystream to encrypt the message. Then the message block is xored to the
current internal state, following the Pelican-MAC construction.

Finalization. Finally, the internal state is encrypted with the full AES using the master
key K to generate the tag T.

Rekeying. The designers of ALE require that the master key is changed after processing
248 bits (i.e. 24! blocks).

Previous results. ALE was designed to thwart attacks against LEX [BDF11, DK08a]
that use a pair of partially-colliding internal states to recover the key. Indeed, each AES
call uses a different key, which prevents those attacks. Other attacks have been proposed
against LEX, based on differential trails between two message injections [KR14, WWHT13].
We compare the previous attacks in Table 1. To make the results comparable, we assume
that attacks with a low success rate are repeated until they succeed. For attacks using
more than 24! blocks of data, the master key will be rotated.

5.2 Internal Key Recovery

We describe a new attack against ALE, based on previous analysis of LEX. The key update
of ALE was supposed to avoid these attacks, but since the update function has small
cycles, there is a large probability that the key state is repeated, which makes the attack
possible.

We analyze cycles of P in the same way as for mixFeed: four iterations of the 5-round
key schedule are equivalent to the application in parallel of four 32-bit permutations.
The study of one of these permutations gives us information about the cycle structure
of the permutation P. As seen in Table 5, the 32-bit permutation has a cycle of length
¢ = 4010800805 ~ 2319 therefore the permutation P admits many cycles of length
4 x € =2 2339 which are reached with probability (¢ x 273%)% ~ 0.76.

Previous attacks against LEX [BDF11, BDF12, DK08a] are based on the search for a
pair of internal states that partially collides, with two identical columns. This pattern can
occur in odd or even round: we use columns 0 and 2 for odd rounds, and columns 1 and
3 for even rounds. The partial collision occurs with probability 2764, and 32 bits of the
colliding state can be directly observed, due to the leak extractions. A candidate pair can
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Table 5: Cycle structure of ¢; for 5-round AES-128 key schedule

Length  # cycles Proba Smallest element
4010800805 1 0.93 00 00 00 00

131787964 0.03 00 00 00 5d
49935997 0.01 00 00 00 Oe
34379325 0.008 00 00 00 1d
33741892 0.008 00 00 00 1le
14932111 0.003 00 00 01 94
9654619 0.002 00 00 01 3d
6188177 27944 00 00 07 28
3087025 271044 00 00 02 8a
117032 2-15:16 00 00 63 a3
110859 2-1525 00 01 21 ca
74232 271582 00 00 a6 8e
57337 27162 00 01 1e 11

23808 21746 00 02 24 14
17227 21793 00 01 ab 12
8853 2-1889 00 08 41 42
6025 2-1944 00 05 d7 2c
5042 21970 00 05 21 3a
2516 272070 00 1d 42 74
1920 22110 00 3f 0e 58
906 22218 00 22 52 0d
179 272452 01 59 63 al
168 272461 00 66 2a fd

3 273042 3f 37 ¢5 3¢

1
1
1
1
1
1
1
1
1
1
1
1
33273 1 2-16.98 00 03 9f 7b
1
1
1
1
1
1
1
1
1
1
1
1 1 2732 7f 22 aa a7

be tested with complexity 264 [BDF12, Section 7.1], using the leak extraction of rounds
before and after the collision; if it actually corresponds to a partial collision this reveals
the internal state and key.

In the case of ALE, we perform a chosen plaintext attack: we choose a message M of
241 blocks (the maximum length allowed by the ALE specification) which admits cycles
of length 4 x £. With probability 0.76, the key cycles after 4 x £ ~ 233- iterations of the
permutation P. When this happens, we can split the message into 233 sets of 27! blocks
encrypted under the same key. In each set we can construct 2'%-2 pairs. In total, from one
message M of 241 blocks, we get on average 0.76 x 2132 x 2339 x 246-7 pairs encrypted
with the same key.

Unfortunately, the attack against LEX uses five consecutive AES rounds, but in ALE,
the subkeys used in five consecutive rounds do not follow the exact AES key schedule. It is
not possible to apply exactly the same attack on ALE, but we can use the tool developed
by Bouillaguet, Derbez, and Fouque [BD11, BDF12] in order to find an attack in this
setting. This tool found an attack that can test a candidate pair with time complexity 272
and a memory requirement of 272, for two different positions of the partial collision:

)

e when the collision occurs in round 4, the attack uses the leak of rounds 1, 2, 3, 4
and of round 1 of the next 4-round AES.

e when the collision occurs in round 1, the attack uses the leak of rounds 1 and 2, and
of rounds 2, 3, 4 of the previous 4-round AES.
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Starting with 2163 messages of length 24! (encrypted under different master keys)
we obtain 2163 x 2132 x 2339 2 2634 pairg, such that each pair uses the same key with
probability 0.76. Each pair can be used twice, assuming a collision at round 1 or at
round 4, so we have in total 2644 pairs to consider, and we expect one of them to actually
collide (0.76 x 2644 ~ 264). After filtering on 32 bits, we have 2324 candidate pairs to
analyse, so that the time complexity is 2324 x 272 = 21044 and the data complexity is
216.3 % 241 — 257‘3.

This attack recovers the internal state, and we can compute backwards the initial
state Fk(0) and the session key Z = Ex(N). We can also generate almost universal
forgeries: when Ek (0) and Z are known we can compute the internal state and ciphertext
corresponding to an arbitrary message, and we can match the value of the final internal
state (and hence the tag) by choosing one block of message or associated data appropriately.

6 Application to Impossible Differential Attacks

The new representation of the key schedule also gives some insight to improve several
existing attacks on the AES.

In 1999, Biham, Biryukov and Shamir introduced impossible differential attacks: a
new cryptanalysis technique that they applied to Skipjack ([BBS99]). This attack is based
on the existence of an impossible differential, 7.e. a differential occurring with probability
0. If a key guess leads to this differential, then it can be deduced that this guess was
wrong. This allows to eliminate key candidates and thus to obtain an attack faster than
exhaustive search. Impossible differentials have been applied to various cryptosystems,
including reduced versions of AES [BA(08, BLNS18, MDRMH10].

The framework described in [BLNS18] is composed of two parts: firstly, combinations
of bytes from the first and last subkeys are shown impossible, and secondly, the master keys
associated to the remaining candidates are reconstructed and tested. When reconstructing
the master key, previous attacks only exploit the subkeys bytes in the first rounds, guess
the missing bytes, and evaluate the key schedule to check the bytes in the last subkeys.
Our results significantly improve this part, by combining information from the first and
the last subkeys. Indeed, the new representation shows that some bytes of a given subkey
depend on fewer than 128 bits of information of another subkey, even if the subkeys are
separated by many rounds. The complexity of the attack is a trade-off between the first
and second parts. After improving the second part we obtain slightly better trade-offs. The
improvement is limited because a small increase of the data complexity (corresponding to
the cost of the first part) leads to a large reduction in the number of remaining candidates
(corresponding to the complexity of the second part).

6.1 The AES round function

The AES state is represented as a 4 x 4-byte array, and the round function iterates the
following operations:

o SubBytes applies an Sbox on each byte of the state;

o ShiftRows shifts to the left the second row of the state by 1 cell, the third row by 2
cells, and the last row by 3 cells;

¢ MixColumns multiplies each column of the state by an MDS matrix;

o AddRoundKey xors the state with the round key.
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Sbox property. During this attack, we will use a well-known property for a n-bit to m-bit
Sbox: given an input and an output difference, there is on average 2"~ possible values
matching the specified differences. For the AES Sbox, n = m = 8, so in average one value
is expected. We pre-compute those values, and refer to that table as the DDT.

6.2 Previous results

The best impossible differential attacks against AES-128 are variants of an attack from
Mala, Dakhilalian, Rijmen and Modarres-Hashemi [MDRMH10]. Several trade-off are
proposed in [BLNS18] with four output differentials and using a technique to reduce the
memory by iterating over the possible key bytes values, rather that iterating over the data
pairs. In this work, we start from a variant with a single output differential explained in
detail below; it is easier to describe than variants considered in [BLNS18] and provides an
interesting trade-off.

Impossible differential. This attack uses a collection of impossible differentials over
4 rounds, and extends them with two rounds at the beginning and one round at the
end (omitting the final MixColumns), as shown in Figure 16. We use a set of impossible
differentials over 4 rounds (without the last MixColumns):

Dx # Dy

0,7,7,7,0,0,0,0,7,7,0,7,0,0,0,0)
?,0,7,7,0,0,0,0,7,7,7,0,0,0,0, O)
?,7,0,7,0,0,0,0,0,7,7,7,0,0,0,0)
?,7,7,0,0,0,0,0,7,0,7,7,0,0,0,0)
0,0,0,0,0,0,0,0,0,0,0,0,2,0,0,0
0,0,0,0,0,0,0,0,0,0,0,0,0,,0,0
0,0,0,0,0,0,0,0,0,0,0,0,0,0,,0
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 2

Dx =

Dy =

o~ o~ o~ o~ o~~~ o~ o~ o~

)
;:x;«éo
)

We assume to be given a pair of plaintexts and the corresponding ciphertexts such that
the plaintext difference is in a set Dj, corresponding to two active diagonals, and the
ciphertext difference is in a set D, corresponding to one active anti-diagonal:

Din = {(?7 07 ?7 Oa Oa ?a 07 ?7 ?7 07 ?7 Oa Oa ?5 07 ?)}
Dout = {(07 Oa Oa ?7 07 07 ?7 Oa Oa ?a 07 07 ?7 07 Oa 0)}

After guessing the values of the key bytes k?07275,778,10713715>, k%&m) , k<737679712>, we can deduce
that some values result in differences in Dx and Dy . Since this transition holds with
probability 0, we can discard those key candidates. Eventually with a large number N
of pairs of plaintexts, we eliminate most of the key candidates, and we can verify the
remaining candidates exhaustively. We now detail how to perform this attack efficiently,
following Algorithm 1.

Pre-computation. After the MixColumns of the first round, in column 1 and 3, we
want non-zero differences only in the first and the third bytes. There are 26 possible
differences; by inverting the linear operations MixColumns and ShiftRows, we obtain 26
possible differences for the diagonal (bytes (0, 5,10, 15) and (2,7, 8,13) respectively) after
the SubBytes of the first round. We store these 26 differences in the table T}. Similarly,
we build a table T, with the 2! possible differences before the SubBytes of the last round
by propagating the 2'0 differences in Dy-.

25



TV
~4-44 Structure of 264 chosen plaintexts
in
Gl |G ZlZ 7 PR RZ
G G 70 SB[ 7 7SR g MC
CEEENAAZEZ
GL G Zl7 1] L
0
k
D[ G 7 AV P 7
SB SR MC 71177
D[ [G] | A¥k o4 1
k! Dx
‘ MC 7
—)‘ 4-round 1.D. [ 2
?
Dy
74 SB 77| SR 7
ATK ’ 77 7
k;6
G 7
G ’ .
C D1 Ciphertexts
G ;
k}7 Dout

Figure 16: 7-round impossible differential attack of [MDRMHI10] (figure adapted
from [Jeal6]).
Key bytes marked G and D are respectively guessed, and deduced from guessed bytes.

Construction of pairs. We start with 237+€ structures of 264 plaintexts such that all the
plaintexts in a structure are identical in bytes 1, 3, 4, 6, 9, 11, 12, and 14. For each set,
we construct (2;4) ~ 2127 pairs. We identify the pairs with a ciphertext difference in D,y
and store them in a list L1; we expect to have N = 2127 x 2796  237T+e — 968+¢ pajrg.

Step 1. First, we identify plaintext/ciphertext pairs and values of k?0,5,10,15> that result
in a zero difference in bytes 1 and 3 after the first MixColumns. To this end, we sort the
list L1 according to the plaintext difference and value in bytes 0, 5, 10 and 15. We obtain
264 sublists of approximatively 24t¢ pairs. From now on, all the steps are repeated for
all guesses of the key bytes k?075710715>. For each possible difference ¢ in bytes 0, 5, 10
and 15 before SubBytes, we confront the difference with each of the possible differences
after SubBytes (f € T}). Then, using the DDT of the AES Sbox, we extract the input
values of the SubBytes operation of the first round, corresponding to this input and output
difference. Since the key k?075710,15> has been guessed, we can deduce the value of the
plaintext in bytes 0, 5, 10 and 15, and locate the right sublist of L; with 24+¢ pairs that
follow this part of the trail for this key guess. We store those pairs in a list Lo; after
iterating over § and 6 we have on average 232T16+4+e — 952+¢ pairs in L.

Step 2. During this step, we filter data pairs and values of k?277,8713> leading to a zero
difference in bytes 13 and 15 after the first MixColumns. To do this, we consider each pair
of Lo, and iterate over the possible differences after SubBytes in bytes 2, 7, 8, 13, stored
in T}. Since we have the input and output differences of those Sboxes, we retrieve the
corresponding values from the DDT. By xoring these values with the plaintext, we obtain
the associated key bytes k?27778713> and we add this pair to a list indexed by the key bytes,

Ls [k?2,7,8,13)] .

26



The following steps are repeated for each value of k?27778,13>; we have a list L3[k(()2,7,8,13>}

of 252+e+16-32 _ 936+ plaintext pairs that satisfy the required difference after the first
round.

Step 3. During this step, we associate each pair of Lg,[k?2 78 13>} to the key bytes ki and

ki, such that difference after the MixColumns of round 2 is in Dx. We recall that at this
point, the bytes k?072757778,10,13,15> have already been guessed. Following the AES-128 key

schedule, we can easily deduce bytes k{ and k. For each pair of L3[k?277’8,13>], we compute
the values of the first and the third column of both plaintexts after the MixColumns of the
first round. Using k1072 We can also compute the values of both states on bytes 0 and 2
after AddRoundKey and SubBytes in the second round, corresponding to bytes 0 and 10
after ShiftRows. Looking at the MixColumns operations in columns 1 and 3 in the second
round, we know the difference in 3 input bytes (2 zeros given by the differential trail, and
the value just recovered) and one output byte (a zero given by the differences in Dx).
Therefore we can recover the full input and output difference in those columns by solving
a linear system (the solution is unique because of the MDS property). By inverting the
ShiftRows operation, we recover the difference after the SubBytes operation of the second
round in bytes 8 and 10. The difference before this operation is also known, therefore
we recover the values of bytes 8 and 10 before SubBytes, and deduce the value of k<18710>
by xoring the value at the end of the first round. We have to repeat this deduction four
time, because we have four different positions of the zero differences in Dx. Each pair of
Ls [k?2’778713>] suggests on average four candidates for k<18710>, and we store the pairs in a

list indexed by the key bytes, L4 [k<18 10>]'
The next steps are repeated for each value of k:<18 107 using the list L4[k<18 10>] with on
average 2361¢+2-16 — 9224¢ pairg leading to a difference in Dx.

Step 4. This step determines the key candidates k‘<73A679)12> that are ruled out with the
available data, for each k?0,27577’8710713’15>,k%&lm. For this purpose, we use a list L of 232
bits to mark impossible key candidates k<73’6,9’12>. For each pair of L4[k<18710>], we consider
all the differences at the end of the sixth round that correspond to a difference in Dy,
stored in T5. From the differences before and after the last SubBytes, we compute the value
of the output of SBox in bytes 3, 6, 9 and 12 using the DDT. Then, using the ciphertext

values, we recover the bytes k<73 6,9,12) and mark this value in the list Ls.

On average we mark 222T¢+10 — 232+§2keys as impossible, so that each key remains
possible with probability P = (1 — 2732)2"7 x ¢=2°,

Step 5. Finally, we reconstruct the master keys corresponding to the candidates not

marked as impossible (k?0)2’5’7’8710713715> , k:<18)10>, k<7376)9’12>). Following [MDRMH10, BLNS18],

knowing k:?07275,778710713715) and k%s,w) is equivalent to knowing k?07274,5767778710713715), but
it is hard to combine this with information about the last round. Therefore, for each
of the 22 x P candidates, we just consider the 10 known bytes of k%, do an exhaus-
tive search for the 6 missing bytes and recompute k7 to see if it matches the candidate.
This requires 212 x P x 248 = 2160 x P evaluations of the key schedule. We verify the
2160 5 P x 2732 = 2128 » P remaining candidates with a know plaintext/ciphertext pair,
for a cost of 2!2% x P encryptions.

Complexity. There are three dominant terms in the complexity of the attack. First we
need to make 2'01%¢€ calls to the encryption oracle. Then, the generation of key candidates
(steps 1 to 4) is dominated by step 4. This step is done 280 times (for each guess of
k?0’275’7’8’10,13’15> and k(ls,m)) and during this step we go through the whole list L4[k<18’10>],
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containing 222+¢ pairs. For each pair and for each of the 2'0 differences in T, we use 4
times the DDT. In order to express this complexity using one encryption as the unit, we
follow the common practice of counting the number of table look-up. A 7-round AES
encryption, requires 20 x 7 table lookups (including the Sboxes in the key schedule),
therefore the cost of 4 DDT lookups is similar to 4/140 = 1/35 encryptions. In total, the
complexity of Step 4 is 289 x 222+¢ x 210/35  Finally step 5 requires the equivalent of
e—2" . 2160 /5 + e~2" . 2128 encryptions, because the cost of the key schedule compared to
an encryption® is 4/20 = 1/5. In total, the time complexity is:

T — 2101+6 4 2112+6/35 4 6726 . (2160/5 4 2128)

The best time complexity is obtained by taking e = 5.1, leading to a time complexity of
21121 "5 data complexity of 21961 chosen plaintexts, and a memory complexity of N = 2731
words.

6.2.1 Variant with multiple differentials.

Boura, Lallemand, Naya-Plasencia and Suder describe [BLNS18] in a variant of this attack
using multiple output differentials. More precisely, instead of using a fixed column for Dy
and a fixed anti-diagonal for D,,t, they consider the four possible columns for Dy and the
four corresponding anti-diagonal for Dy,¢. The attacks is essentially the same, but there
are two important differences.

To construct the pairs, they start from only structures of plaintexts, but they
obtain 268+€ pairs matching D;,, and D,,,; when considering the four anti-diagonal in D.;.
Steps 1 to 3 of the attack are the same a given above, but in step 4 each pair can give
information about different bytes of k7, depending on which anti-diagonal is active in the
ciphertext. For each choice of k?072’5’7’8’10$13$15>,k<18’10>, they build a list of possible values
26—2

235+e 264

for each anti-diagonal of k7, and each key value remains possible with probability e~
because one fourth of the data correspond to each diagonal. Finally, in step 5, they merge
the 4 lists, for a cost of 280 x (e=2" . 232)4 = ¢=2° . 9208

The total time complexity of this variant is:

T — 299+€ + 2112+€/35 + 6_26 . (2208/5 + 2128)

The best time complexity is obtained by taking ¢ = 6.1, leading to a time complexity of
2113 a data complexity of 2'9%1 chosen plaintexts, and a memory complexity of N = 274!
words.

This attack is listed with a time complexity of 21968 with ¢ = 6 in [BLNS18], but this
seems to be a mistake. There are not enough details of this attack in [BLNS18] to verify
where their attack would differ from our understanding, but we don’t see how to avoid
having 2'127¢ iterations at step 4, when we are eliminating 112-bit keys. Applying the
generic formula (7) from the same paper also gives a term 212+¢/35 in the complexity
(written as 2ka*ks I . C7 in [BLNSI18]).

2¢intCout

6.2.2 Variant with state-test technique.

In [BLNS18], the authors describe in detail a variant using four output differentials and the

state-test technique. This allows them to reduce by one byte the number of key bytes to

be guessed, but they must use smaller structures, and this increases the data complexity.
The attack requires N = 268+¢ chosen plaintexts, with a time complexity of:

T — 2107-‘1—6 + 2104-’1—6/35 _|_ 6—26 . (2200/5 + 2128)

3This ratio is given as 2736 ~ 1/12 in [BLNS18], but we don’t see how to achieve this result. In any
case the impact on the total complexity is negligible because it is compensated by a very small change of e.
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Algorithm 1 Construction of possible key candidates (Steps 1 to 4)

Require: Tables Ty, Ty and a list L, of 268%¢ pairs satisfying D;,, and Do.;.
Sort Ly according to the plaintext difference and value in bytes 0, 5, 10 and 15.
Let Ly[6][z] be the sub-list with difference  and value z in those bytes.
for all k?0’5’10’15> do
Lo+ O
for all 32-bits difference § do
for all difference 6 in 77 do > bytes (0, 5,10, 15)
Compute value(s) (o 5,10,15) before first SubBytes from DDT.
Add all pairs of Li[6][295,10,15) © k?(),5,10,15)} to Lo.

Ls + |2, for all k(<]27778,13>

for all pairs ((p,p’'), (¢,c')) in Ly do
for all difference 6 in T} do > bytes (2,7,8,13)
Compute value(s) 22 75,13 before first SubBytes from DDT.
Add pair to L3[x(27.8,13) © P(2,7,8,13)]-
for all k?277’8’13> do

Ly« |, for all k)]

Compute k%o,z) using the AES key schedule.
for i in {0,1,2,3} do
for all pairs in L3 [k?2’7’8,13>] do
Deduce k:<18710>, assuming that diagonal ¢ is inactive at end of round 2.

Add pair to L4[k<18710>].

for all k<18,10> do

b o o

for all pairs ((p,p’), (¢,c’)) in L4[l€%&10>] do
for all difference 6 in Ty do > bytes (12,13,14,15)
Compute value(s) 2(15,14,13,12) after last SubBytes from DDT.
Ls[w(15,14,13,12) © €(3,6,9,12)] < False.
for all k<73,6)9112> do
if Ls[kf; 60,12 then

Check key candidate k?072757778710_’13,15>,k<18710>,k<737679,12>.

The optimal time complexity? is 2'1% with € = 6.

6.3 Our improvement

We now explain how to improve the first attack using properties of the key schedule.
We keep steps 1 to 4 as given in Algorithm 1, but we improve the reconstruction of the
master key from bytes of the first and last round keys (Step 5). With this improvement,
generating the key candidates is actually cheaper than verifying them with a known
plaintext /ciphertext pair. We use the following property of the key schedule, in order to
guess the missing key bytes of k iteratively, and to efficiently verify whether they match
the known bytes of k7.

Proposition 1. Let k] a byte of an AES-128 subkey. If the byte is in the last column
(12 < i < 16), then it depends on only 32 bits of information of the master key. If the

4In [BLNS18] they report the complexity as 21131 with ¢ = 6.1.
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byte is in the second or third column (4 < i < 12), then it depends on only 64 bits of
information of the master key.

Proof. Bytes in the last column correspond to basis vectors in the new representation,
following Equation (1) (for instance kJ, = s75). Therefore they depend only on one 32-bit
chunk at any given round (e.g. k7, can be computed from 5?071,273>).

Bytes in the second column correspond to the sum of two basis vector in the new
representation (for instance kf, = s, @ s}). Since the two elements do not belong to the
same chunk, the byte depends on two 32-bit chunks at any given round (e.g. k§ can be
computed from 3(2071,27378_971071”).

Similarly, bytes in the third column correspond to the sum of two basis vector in the
new representation (for instance kf = s5 @ s§). Therefore they depend only on two 32-bit
chunks at any given round (e.g. kf can be computed from 530717273712,1371471@).

Bytes in the first column correspond to the sum of four basis vector from four different
chunks, therefore they depend on the full state in general (for instance k§ = si5 @ s7, ®
ST P 5p). O

Initially we are given the values of k?07274,5767778710713715) and k<737679712>. According to
the property above, ki, can be computed from k¥, k9, ® k0 @ k3 ® k9, k5 & kY, kY, @ kT,
k9,, and kf can be computed from kY5, k¥, @ k9, @ kO @ kS | K9y @ k2, K9y @ kD, kY,
k) @ k) @ kY @ kS, ks @ k9, k9, @ kY. Therefore we can verify their value after guessing

0

k(12,14) .

At this point two chunks are completely known: 530,172@ and 5(2879710,11
7

7 : T T T 7
S(12,13,14,15) a4 8(y 5 6 7. In particular, we can deduce the value of ki3 = sg = si5 ® ky,

) or equivalently

which can also be computed from ¢, 5 1, 15y, - from k%, k95 @ kY @ k2 © kg, kY, @ kg,
k{5 @ k. Therefore, we only need to guess kY; @ kS and k§ to verify k5.

Finally, we focus of the remaining 32-bit chunk, corresponding to 53475,67” and 550,1727?».
We already have the value of s§ = k9, and sJ = k¥ @ k}, and we can compute s =
87y @ s13 @ st @ kI. Using a pre-computed table, we recover the 2% values of the chunk
corresponding to those constraints.

Algorithm 2 describes the full process. The cost of this step is 2" x 2128 /5, where
1/5 is the cost of computing the key schedule compared to a full encryption. Finally the
total time complexity of our attack is:

T — 2101-‘,—6 + 2112+€/35 + 6—25 . (2128/5 + 2128)

The best time complexity is obtained by taking € = 3.9 leading to a time complexity of
21109 "5 data complexity of 21949 chosen plaintext, and a memory complexity of 271
words.

We remark that the improvement is only applicable when the last MixColumns is
omitted. In general, it does not affect the complexity of attacks, because removing the
last MixColumns defines an equivalent cipher up to a modification of the key schedule.
However, when attacks exploit relations between the subkeys, the relations are simpler if
the last MixColumns is omitted [DK10].

6.4 Application to Related-Key Impossible Differential Attacks against
AES-192

In [ZWZFO07], Zhang et al. describe several related-key impossible differential attacks
against 7 and 8 rounds of AES-192. These attacks are not the best know related-key
attacks against AES-192 (an attack on the full 12 rounds is given in [BK09]), but the
same methods explained in the previous section can be applied to slightly improve them.
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Algorithm 2 Improved version of the key candidate checking (Step 5)

P : 0 1 7
Require: A key candidate k<0,27577,8710713715),k<8,10>, k<37679712>.

for all k?12’14> do

Compute 5?12,13,14,15) from S(()0,172,3)
if k7, = s7, then
Compute s, 5 5 - from s{s g 1 11y
if ki = s] @ s], then
T + [, for all k]
for all £9,, k0 @ kY do
Compute 52071’27@ from 3?4,5,6,7>
Add (K9, k0 & k) to T]sj]
for all k9, k9 @ k¥, do
Compute g g 19 17y from sf5 1514 15
if kf = sl @ s]; then
for all (k{;, k) © k9) in T[s{3 ® sy © s7 ® kj] do
Check the master key k° with a pair (p, ¢).

Zhang et al. introduce three attacks on 8-round AES-192 with different time/data trade-
offs. The first one works as follow: 2645 chosen plaintext are taken. They are split in
two pools of 2635 and a portion 275 of the pairs remains after several filtering. In
this attack, 203-5%2756 = 271 pairs can be used for each guess of 112 subkey bits (14

bytes) of the last two subkeys: bytes k?0,1,2,4,5,7,8,10,11,12,13,14,15) and w}, where w® =

MixCqumns_l(k:i). Then, each pair discards on average one possible value of an eight
bytes guess of k° (bytes k?1,276,778711712713)). So, the probability that a wrong candidate
remains is 264 x (1 — 1/264)2" &~ 264 x ¢=2" &~ 27120 for ecach 112 bits guess. The total
expected number of suggestions is 2112 x 27120 = 278 "and in average only the right
candidate remains. To obtain the corresponding master key, an exhaustive search of the
missing bits is needed: starting from the 14 bytes of k7 and k%, 10 bytes are missing, and
then a filtering can be done using k°, so in average 2'® master keys will be given, and the
good one is found using a plaintext/ciphertext pair. The time complexity is dominated by
the first part of the attack (the generation of key candidates) which costs approximately
271 % 2112 /96 — 2177 encryptions®. The data and the memory complexity are respectively
2645 plaintexts and 2%° bytes.

This attack can be improved in several ways, using previously known techniques,
and our new representation of the key schedule. The first improvement we propose is
to keep more than one candidate, in order to reduce the time and data complexities
(following [BNS14]). This can be done until the cost of the reconstruction part is lower or
equal than the cost of the generation of key candidate part. Starting from 264F¢ pairs (after
filtering), in average 264 x e~?" candidates remains for each 112-bit guess, so in total they
are 2112464 5 o=2° — 9176 =2 sybkey candidates. This step cost 2112+64=6+¢ encryptions.
Knowing that those subkey candidates are composed of 14 bytes from k7 and k%, and 8
bytes from k°, in order to go back to the corresponding master keys, an exhaustive search
of 10 bytes is needed, so the cost of this part is 2176 x e=2° x 280 /7 because the cost of
the key schedule compared to an encryption is 1/7. Finally, 2176 x e~ x 216 master
keys are checked using a plaintext/ciphertext pair to find the right master key. The total

5As it is done in [ZWZF07], we consider here that an encryption corresponds to 26 memory accesses.
However, this is debatable, because accessing in a table of size 264 is an expensive operation.
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complexity is:
T = 21T6+e /96 | o=2° 5 (9256 /7 4 9192) D — 961+¢/2

21759 and it is obtained for € = 5.9. The corresponding data

The best time complexity is
complexity is 264.

The second improvement comes from the key bridging technique ([DKS10, DKS15]).
This technique deduces the byte in position i (0 < i < 4) of the fourth column of k% from
four bytes of k8: the bytes ¢ in the first column, 7 and 4+ 1 in the second column, and 5+ 1
in the fourth column. With the parameters described above, we can exploit a single key
bridging relation (for ¢ = 0), but we propose a variant of the attack in order to exploit 2
of them. Indeed, guessing k?m,374757677,971071171271371@ permits to partially decrypt the last
round in column 0, 1 and 3, and then by reversing the role of columns 2 and 3 compared to
the original attack, we obtain a similar result. The key bridging can be applied twice, for
i =0 and ¢ = 1, corresponding to bytes k:<012713> that are guessed in the attack. A simple
way to compute the complexity of this variant is to proceed as for the normal attack, and
to remove the inconsistent candidates before the reconstruction phase. This is a 16-bit
filtering, and 2169 x e~2° candidates remain. Then, the cost of the reconstruction phase is
reduced to 2160 x e=2° x 280 /7. The total time complexity is now:

2176+€/26 + 6_26 X (2240/7+2192)

The best tradeoff is obtained with € = 5.6, with time complexity 2176 and data complexity
963.8

The third improvement is to use our new representation in order to recombine infor-
mation from subkeys in the first and last rounds. Rather than guessing 10 bytes in the
reconstruction of master key phase, we guess the 5 bytes k29@13711@15712’14> and k%5 in order
to have a complete chunk in our new representation (for conciseness, we use the notation
kZ’i f1@ja,.y 1O denote k}, k7 ®Fk7 .. .). We obtain half of the information bits of &%, and we
filter the remaining candidates according to the value of three bytes: k?2®6,8®12’7>,
2160 x 2" x 28583 candidates. Then the value of the byte kS is computed from w?] and
k?4’576’779710711>, and the 5 missing bytes of the last key schedule state are guessed. The sec-
ond chunk is therefore complete, and the remaining candidates are filtered using the three
others bytes conditions from k° with a complexity of 2176 x =2 x 28%5 /7 = 2216 x =2 /7.
We can further reduce the complexity to 228 x e~2° /7 using pre-computed tables as in the
attack of section 6.3: after guessing k{s, and before guessing klge 13 11615,12,1490 2 values
of k<78®12710@14713715> and k§ can be precomputed. Finbally, we obtain the complexity:

leaving

T — 2176-‘1—6/26 + 6—2E X (2208/7 + 2192) D — 261+€/2

The value € = 4.6 minimize the time complexity which is reduced to 2'7*7 (with data
complexity 203-3).

The two other attacks are improved in the same way. In the second attack, we obtain
a complexity of

T = 2152+6/26 + 672E X (2208/7 4 2192) D= 281+6
It is minimal for ¢ = 5.4; the corresponding time and data complexities are 2'°14 and
286-4 which is slightly lower than the complexities initially proposed in [ZWZF07] (2153
and 2%%).
In the third attack, we obtain a complexity of
T — 2135+6/26 + 6726 X (2208/7 + 2192) D — 2105+6

It is minimal for ¢ = 5.7; the corresponding time and data complexities are 2'34-® and
2110-7 improving from 2!3% and 2112
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6.5 Application to Impossible Differential against Rijndael-256-256

The members of the Rijndael family [DR98, DR02] selected by the NIST to be standardized
as the AES have a block size of 128 bits, but the Rijndael family allows variable block and
key lengths, ranging from 128 to 256 bits in steps of 32 bits. In this subsection, we slightly
improve the impossible differential attack against a non-AES Rijndael variant, denoted
Rijndael-256-256, with a block size and key size of 256 bits. In Rijndael-256-256, the
internal state is represented as a 4 x 8 matrix of bytes, and the key schedule is the same
as for the AES-256, except that a 256-bit subkey is XORed in each encryption round, so
that more subkeys need to be computed. The SubBytes, MixColumns, and AddRoundKey
operations work as for the AES, but the ShiftRows has different rotations: the rows are
cyclically shifted by 0, 1, 3 and 4 bytes to the left in Rijndael-256-256.

The best attack known against Rijndael-256-256 is the 10-round impossible differential
attack proposed in [LSGT18]. Using our new representation of the 256-bit AES key
schedule, we reduce the complexity of the reconstruction part, and thus the time and
data complexity of this attack. We start by briefly summarizing the attack proposed
in [LSG™18], focusing on the key recovery. This attack has 3 steps:

Step 1. Starting from 2" structures (each of 2128 plaintexts), 27725 pairs are consid-
ered. The plaintexts are encrypted, and the pairs are filtered with a 192-bit condition
on the ciphertexts, so that 27193 pairs remain. For each pair, 267 impossible values
of k?0,3,4,5,9,12,14,16,17,18,19,21,23,26,30,31)7 k%0,5,14,19>v w?o,29> and k<1(()J,15,18,19,22,25,28,29) (30
bytes) are found. Given one pair, the probability that a wrong key is not discarded is
1 — 267-240 — | _ 2-173  Gtarting from 2763 pairs, 2240 x (1 — 27173)2""" & 9240 5 —2°
key candidates remain, with e = n — 110. This step costs 27 63+67 /(8 x 10) = 27237 /10
encryptions according to [LSGT18].

Step 2. For each remaining 30-byte key candidate, we need to find the corresponding
master keys. To do that, the authors of [LSGT 18] start from 18 information bytes of k°
(16 bytes of k” and 2 bytes of k* — 2 bytes of k! are not used), perform an exhaustive
search of the 14 missing bytes, and filter according to the 12 other bytes. This costs
2112 5 9240 5 =2 /5 = 2352  ¢=2° /5 (assuming that the cost of the key schedule compared
to an encryption is 1/5), and results in 2112 x 2240 x e x 2796 = 2256 » ¢—2° pogsible
master keys.

Step 3. Each of those possible master keys is checked using a plaintext/ciphertext pair.
The time complexity of this step is 2256 x e~2" encryptions.
In total, the time complexity is:

26+237/10 4 672E (2352/5 + 2256)

The best time complexity is 224 and it is obtained for € = 6.3.

Our improvement. To improve this attack, we revisit the reconstruction part (Step 2):
instead of guessing 14 bytes of the first subkey, and then filtering using k'°, w® and k!,
we proceed chunk by chunk. We start with shifted versions of the impossible differential
proposed in [LSGT18] in order to improve the filtering, with 6 of the 10 bytes that can be
used after guessing only 3 chunks in our new representation. More precisely, the upper
part and the lower part are shifted by one byte to the left. The bytes guessed in step
1 are therefore also shifted and become k?0,1,5,8,10,12,13,14,15,17,19,22,26,27,28,31)’ k<11,10,15,28)v
w?25)28> and k:<110L14’15718’21,24,25}2&. By proceeding chunk by chunk, we reduce the com-

plexity of the reconstruction part from e=2" x 2352 /5 to e 2" x 2288 /5 with the operations
detailed in Table 6.
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Table 6: Reconstruction phase for the 10-round Rijndael-256-256 attack using our new
representation of the key schedule. The time complexity is given in key schedule operations
for one candidate, so to obtain the total time complexity of this phase in encryptions, the
complexity given in the last column must be multiplied by e=2" x 2240 /5.

Bytes Chunks
To guess  To deduce To filter of k° of k1% Candidates (w/ tables)
k! 0ooo 0ooo

(30,266,307d11)
Oooo oooo 232

0
k<4,7,23,29> o o
e e20m24 OooO  0ooOo 2

10 32-16 _ 916
K5 0ae0sy DOOO  BOOO2 =2
k(()ﬁ 9,25) OO0o@m @mOOoQg 216+24 — 940 (224)
- 10 40—-16 _ 924
kisiers ODOOE BEOD?2 =2 ‘
k?n 20,21) OECE BEOQ2%+H2 =248 (232)
o 10 4816 _ 932
k(21€925,28) i o R | i A s —9
k(()18 24) EECE BEEOE 23216 =248 (232)
7 10 9 48-32 _ 16
k(18,21)’ wios 05y BELE  EEDOO 2 =9

We further reduce the complexity to e=2" x 2272 /5 using pre-computed tables as in the
attack of section 6.3. We build a table of size 264 with the full computation of the third
chunk. The table is sorted so that for each 30-byte candidate, after guessing k?4 7,23,20)> W€
directly recover the 28 values of k?6,9’25> compatible with k%g724@28 from the table, instead

10

of trying 22* choices of k?6)9725> and then filtering using k7 11415

tables for the other two chunks.
The rest of the attack is identical to what has been described above. The resulting
complexity is

) We also build similar

2€+237/1O + 6—2E (2272/5 + 2256)

The best time complexity is 22384
complexity is 2128+7 = 9242.6,

and it is obtained for € = 4.6. The corresponding data

7 Application to Square Attack

In the section, we show how our new representation can slightly improve the Square
attack with partial sums on 8-round AES-192 proposed in [FKLT01]. This attack is an
extension of the original Square attack ([DKR97]) which relies on the study of the evolution
of structural properties after several rounds. We first describe the attacks presented in
[DKR97, DR98] and improved in [FKL*01], and then we explain how our representation
of the key schedule can further improve these attacks. For consistency, all the reduced
versions of AES considered in this section include the final MixColumns. In particular,
this is necessary for the 8-round attack, in order to exploit key schedule relations on the
equivalent subkeys w’ = MixColumns™*(k?).

The 3-round distinguisher [DKR97]. We start with the definition of a J-set and the
main results concerning its evolution through AES operations (more details are available
in [DR02]). A d-set is a set of 28 AES states such that some bytes are active, i.e. each of
the 256 values are present exactly once in the set, and the others are passive, i.e. their
value is constant in all states. AddRoundKey and SubBytes preserve active and passive
bytes, and ShiftRows only shifts them. Concerning MixColumns, the output structure
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Figure 17: Square attack on 8 rounds. The bytes with a () are the ones used to build the
herds. Blue bytes (marked with a §) represent active bytes. The green bytes (marked with
a 0) are those such as the sum of all the occurrences of this byte in the herd is equal to 0.
Pink bytes represent the bytes required to compute the value of the byte in position 12 at

the end of round 5, in order to check the 0-sum.
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Figure 18: Representation of the position of the bytes to guess in the 192-bit key schedule
states. The bytes of subkeys 6, 7 and 8 are from equivalent subkeys w?, while the bytes of
the first subkey are not.

depends on the number of passive and active bytes among the 4 input bytes. When the
four bytes of a column are passive, then they remain passive. When a single byte is active
and the others are passive, the d-set structure is preserved and the four bytes become
active. In the others cases (more than one active byte), the J-set structure is lost. However,
a property is preserved: if the input is a §-set, then the XOR of the 256 outputs is zero
because the XOR of the elements of a J-set is zero, and MixColumns is a linear operation.

The starting point of the Square attack is a 3-round distinguisher starting from §-set
with a single active byte. This is represented by rounds 3 to 5 of Figure 17: the active
bytes are in blue, and the bytes whose XOR is zero are in green. At the end of the first
round, we have a J-set with a column of active bytes; at the end of the second round a
0-set with all bytes active; and at the end of the third round, the sum of the 256 states is
zero. This property allows to distinguish 3-round AES from a random permutation.

Key recovery attacks by adding some rounds on the ciphertext side [DKR97]. To do
a 4-round key recovery, we ask for the encryption of a d-set, and compute the sum of a
state byte at the end of round 3 after a partial guess of k4. If the sum is not zero, we know
that the key guess is wrong. On the other hand, there is a probability 278 that a wrong
guess leads to a zero sum, so we need to repeat the previous steps with several d-sets in
order to eliminate false positives. Instead of guessing a full column of k%, we swap the
MixColumns and the AddRoundKey operations in round 4, replacing k* by the equivalent
key w*. We can compute the value of one byte of state at the end of round 3 from 4 bytes
of ciphertext, and one byte of w?.

The same strategy gives a 5-round key recovery: one byte of state at the end of round
3 can be computed from 16 bytes of ciphertext, one byte of w* and one column (4 bytes)
of w®. On AES-192 and AES-256, we can extend it to a 6-round key recovery: one byte of
state at the end of round 3 can be computed using 1+ 4 + 16 = 21 bytes of equivalent key.
Moreover, those 21 bytes are not independent if we take into account the key schedule
relations, so we can lower the number of bytes to guess to 18 for AES-192 and to 20 for
AES-256, by wisely selecting the byte position of the zero sum we want to check [FKLT01].

36



Adding one round on the plaintext side [DKR97, FKL*T01]. We can also add one round
before the distinguisher, in order to obtain a d-set at the end of round 1. We consider a
set of 232 plaintexts, by fixing all the bytes of plaintexts except four bytes of a diagonal.
Then, for each guess of four bytes of the first subkey (corresponding to the same diagonal),
we can select a subset of 2% messages that form a é-set at the end of the first round, and
apply the same attack as in the previous paragraph. In [FKL"01], another variant that
does not require a key guess is presented: if all the 232 texts are taken, we know that for
any key guess, the 232 texts split into 224 §-sets. Therefore, the XOR of the 232 texts at
the end of round 4 must be zero, independently of the first round key. This technique
reduces the number of key guesses to 282, but each key guess becomes more expensive to
verify because they must be performed for 232 texts instead of 28. The 6-round attack
requires 232 data and 232 - 28 = 272 time.

The partial sums technique [FKLT01]. The partial sum technique reduces the complexity
the 6-round attack. The goal is to compute the XOR of a byte at the end of round 4,
over 232 ciphertexts of a 6-round AES. Let cg-l) be the j-th byte of the i-th ciphertext
(0 <j <16, 0 <i< 232). For example, to compute the byte 12 at the end of round 4 for
the ciphertext ¢, we need to guess 5 equivalent subkey bytes (wj, and w?3’6,9’12>) and to
use the 4 ciphertgxt byte§ CE;),G,Q,H)' In a generic way, let us denote the required bytes as
kg,...,k; and cél), ey cg). The sum to be computed is:
Pst [So € @ kg) @ S11cl” @ k] @ Salcl) @ k3] @ Ss[cl) @ k3] @ k:;l]

where S; corresponds to an inverse Sbox followed by a multiplication by an element from
the inverse MixColumns matrix in the AES field.

First we observe that the sum only depends on the parity of occurence of each value of the
the bytes cg, - . ., c3. Thereforefore, we build a list Lo of 232 counters, so that Lo[(cg, - - -, ¢3)]
is the number of occurrence of this quadruplet of values in the 232 ciphertexts ¢(*), computed
modulo 2.

The partial sum technique associates a series of partial sums x, to each ciphertext

value (cj,...,¢;), and each key guess (kg, ..., kp):
¢
xéz@sj[cj@kj], 1</l <4.
j=0

The partial sums are computed iteratively, reducing the number of counters after each key
guesses. We detail in Algorithm 3 the partial sum technique, which allows to reduce the
time complexity from 272 operations to 4 - 248,

Using herds to add two rounds on the plaintext side [FKLT01]. With two rounds
before the distinguisher, we could follow the same process as the one round extension,
starting with the full codebook (2!2® texts). At the end of round 2, the data splits into
2120 §_sets, therefore the XOR of all the 2'2® bytes in a fixed position at the end of round
5 is zero, as previously. However, this can’t be used as a distinguisher because the sum is
zero for any permutation (in particular, during the key recovery it would be zero even for
a wrong key guess).

Instead, [FKL*01] defines a herd as a set of 2'%0 plaintexts that share a fixed value
for one byte at the end of the first round. After the first rounds, a herd can be split into
288 sets of 232 texts, with 12 fixed bytes and an active diagonal; after two rounds it splits
into 2112 §-sets. Therefore summing a byte at the end of round 5 over a herd results in a
zero sum; this only happens with probability 27® for a random permutation. The set of
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Algorithm 3 Partial Sum technique

Require: A list Ly which contains the number of occurrence (mod 2) of each quadruplet
(g, ¢, ¢3,¢3)-
for all k5, k7 do
Ly + [0, for all (z1,cs,c3)]
for all (cg, i, ¢35, ¢5) such that Lo[(cg, ¢i,¢s5,c5)] = 1 do
Compute z; and increment Lq[(z1, 3, c3)]
for all k5 do
Ly + [0, for all (z2,c3)]
for all (x1, cs, c5) such that Lo[(z1,¢5,¢5)] =1 do
Compute xo and increment Ly[(x2, cz)]
for all k5 do
L3 « [0, for all (x3)]
for all (x2,c3) such that Lg[(x2,c5)] =1 do
Compute x3 and increment Lz[(x3)]
for all k; do
50
for all (z3) such that Ls[(z3)] =1 do
Add S7[z3 & kg) to s
The sum for the subkey guess (kg, ki, ks, k3, kj) is s

plaintext corresponding to a herd can be identified after guessing four bytes (a diagonal)
of k0. [FKL*01] also describe smaller herds, as sets of 2194 plaintexts that share a fixed
value for three byte in the same column at the end of the first round. These smaller herds
also split into d-sets at the end of the second rounds. Given the full codebook, 226 such
herds can be constructed after guessing a diagonal of k°, by varying the position of the
active byte at the end of the first round. Since we do not need all 226 herds, [FKL*01]
propose to take only 2'28 — 2119 texts. This reduces slightly the data complexity while
having on average half of the herds undamaged, and thus usable, for each key guess.

The 8-round attack [FKL1T01]. By combining all these techniques, [FKLT01] obtains
an 8-round attack against AES-192 and AES-256. We focus on the attack against AES-192
with a data complexity of 2128 — 2119 and a time complexity of 2!8. We consider 8 full
rounds, i.e. a XOR with a whitening subkey followed by 8 rounds including the final
MixColumns. In the rounds 6 to 8, the MixColumns and the AddRoundKey are swapped
using the equivalent subkeys w®. A representation of this attack is given in Figure 17.

Herds are built as previously described by guessing a diagonal of k° and then grouping
the texts which have the same value on three bytes of the same column (corresponding
to the shifted diagonal) after the MixColumns of round 1. The condition to be checked is
whether the XOR of all the partially decrypted texts of a herd of size 2194 is zero or not, in
a fixed position at the end of round round 5. To compute this XOR, the whole equivalent
subkey w® need to be guessed, as well as 4 bytes of w” and one byte of w®. To minimize
the time complexity, we apply five times the partial sum technique: first, we apply this
technique four times on each anti-diagonal (respectively symbolized by ¥, &, ¢, &) of the
ciphertext in order to get the value of one of the four bytes of an anti-diagonal (represented
by ) of round 7 before the MixColumns, and then we apply one more time the partial
sum technique at a “second level” in order to compute the desired sum, using the four
bytes of the anti-diagonal.

In this attack, we exploit key schedule relations to deduce some subkey bytes from
others. In particular, using trivial key schedule relations, we know that the knowledge of
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the subkey k® lead to the knowledge of two columns of k7 and one column of k5. However,
when using the partial sum technique, we guess (equivalent) subkey bytes one by one, so
we can’t use those relations (we need a full column of the equivalent key to recover bytes
of the actual key). Nevertheless, there are also relations on equivalent subkeys such as
equation (1) in [DK10]. Indeed, if Cy, C; and Cy are columns such that Cyp = C; @ Cs (a
trivial key schedule relation), then MixColumns(Cp) = MixColumns(C}) @& MixColumns(C5)
by linearity of MixColumns. For this reason, we focus on an attack against a reduced AES
including the final MixColumns®. By wisely choosing the byte position we target in round 5,
we can determine the two required bytes of w” and the byte of w® from two anti-diagonals
of w® (with symbolsby ® and &). The positions of the bytes that we use are shown in
Figure 18.

The order of operations is also very important as it can significantly influence the
complexity. We describe an attack slightly different from the one in [FKLT01] which
has some inconsistencies”. We target the byte in position 12 at the end of round 5,
because this byte position allows to exploit 3 key schedule relations, and will also be
convenient for the improvements proposed in the next paragraphs. In this attack, we start
by guessing four bytes of k° to build our herds. Then, we select a herd and initialize 2'23
counters (co, - -, ¢15). The partial sum technique is applied a first time on an anti-diagonal
(bytes marked ® on Figure 17): 4 key bytes are guessed (w{, ; 1, ,5) and 2'** counters
remains because the counters associated to the bytes c( 710,13y have been replaced by
counters associated to the byte in position 3 before MixColumns of round 7. Then we
proceed similarly for the anti-diagonal w?l’ 4,11,14) (bytes marked with &) and we obtain
280 counters for a total of 96 guessed bits. At this point, using key schedule relations
on equivalent subkeys, bytes w] and w{ can be deduced because w] = wé © wf; and
wg = wfy ® wf,. Using those keys, the first step of the partial sum on the “second level”
can be computed from the counters associated to bytes 3 and 6 before MixColumns in
round 7, reducing the number of counters to 272. Then, going back to partial sum on
the “first level”, bytes w<8275,8715> (represented by ) are guessed progressively as the total
number of counters decrease. Then, it is possible to do one more step of the partial sum
on the “second level” by guessing w(. Finally, the last anti-diagonal is guessed (bytes
marked with #) gradually, and then w, is guessed and w{, is deduced in order to finish
the partial sum on the “second level”. This allows to check if the desired sum is zero or
not. We detail all the steps of this attack and the subkey bytes involved in each state in
Table 7.

We observe that there are 4 steps requiring operations, so taking the convention
that an encryption is equivalent to 28 operations (following [FKL*01]), we obtain that the
complexity for one herd is 4 x 2192 x 278 = 2186 encryptions. The authors of [FKL*01] say
that about 24 herds are needed but the complexity is dominated by the first 4 herds, so the
time complexity is approximately 4 x 286 = 2188  Before explaining how to improve this
attacks with our representation of the key schedule, we present some known techniques to
reduce the complexity.

2192

More precise cost evaluation. Looking at the detail of the complexity more precisely,
we notice that during the processing of the first herd, there are 4 steps of complexity 2184,
but only three during the processing of the second herd, because for the guess of the last
key byte (w],) we have on average only one candidate that is coherent with the first herd.
For the third herd there are two steps with complexity 2'8*, and only one for the fourth
herd. Therefore, the complexity is reduced to (4 + 3 + 2+ 1) - 2181 = 21873,

6The description in [FKL*01] does not explicitly specify whether the MixColumn is present in the last
round or not, nor whether it exploits direct relations of the key schedule or relations on equivalent subkeys.

"For example, they guess columns of k8 whereas the presence of the ShiftRows on round 8 requires
bytes located on an anti-diagonal for the partial sums.
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Table 7: Summary of the Square attack on 8-round AES-192 for one herd. The complexity
is given in number of operation, and we consider one encryption is equivalent to 23
operations. The complexity of the four last steps (marked with ) can be reduced using
the Key Bridging technique ([DKS10, DKS15]).

Nb of  Key bytes Nb of guesses
ctr Guess Deduce Symbol New Total Complexity Relations
2128 k?1,6711712> OO000 32 32 2160
2128 w?oy) ve 16 48 2176
2120 w¥y v 8 56 2176
2112w, L4 8 64 2176
2100w &k 16 80 2184
2% wi & 8 88 9184
288 wf, & 8 96 2184
280 A | 96 2176wl = wd @ wi; wi = w§, & wl,
272 w?275> *» 16 112 2184
264 w§ ¢ 8 120 2184
256 wds ¢ 8 128 2184
21w B8 136 9184
240 w?&@ (Y 16 152 2192
232 wd, ') 8 160 2192+
224 ws ') 8 168 2192+
216 wly [ | 8 176 2192+
28 wf, ] 176 2184+ wly = w§  wh

Key bridging. Dunkleman, Keller and Shamir have proposed to apply the key bridging
technique [DKS10] to improve this attack: it allows to compute the last column of k° from
three columns of k®. This relation is at a word level, but there also exists a relation at
the byte level: the byte j of the fourth column of £ can be computed from the bytes
j of the first and the second column, and (j + 1) mod 4 of the second and the fourth
columns of k8. As explained in [DKS15], using this technique can reduce slightly the
complexity: even if the complexity peak remains unchanged (2'84), the difference come
from the number of time this peak is achieved. In this attack, we need to pay attention to
the fact that we don’t guess bytes of k% but bytes of w®. For this reason, it’s only after
guessing 14 bytes that one byte of w® can be deduced. More precisely, if the bytes k5, and
w?071727374,576777871071171371471@ (corresponding to three anti-diagonals and a half) are known,
then the byte k¥, can be deduced. So, the complexity of the last four steps is divided by
28 because the byte wf, is deduced rather than guessed. Using the key bridging technique,
only one peak of complexity 2'8% encryptions remains for the first three herds, then the
complexity is considered negligible. In total, the complexity is reduced to 3 - 2184 = 21856

Using fewer herds. The previous attacks use a large number of herds (24) in order to
identify a unique candidate for the recovered subkey, and reconstructs the corresponding
master by exhaustive search of the missing bytes (with a negligible cost). However, as
for the impossible differential attacks, we don’t need a unique candidate before doing the
exhaustive search of the missing bytes. We can devise attacks processing fewer herds,
making a trade-off between the complexity of processing the herds, and the complexity
of reconstructing the master key. The complexity of the attack is composed of three
components:
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o the cost of processing the herds, denoted C' (N subkey candidate remain);
e the cost of reconstructing the master key from candidates;
o the cost of checking the master key candidates using a plaintext/ciphertext pair.

Concretely, the attack of [DKS15] using key-bridging recovers 4 bytes of k° and 17 bytes
of k™% (one additional byte of k% is deduced). Processing the first three herds requires
2184 gperation each, so that the cost of processing i herds is C' = min(i, 3) - 2!8%. After
this step, N = 2168=8¢ candidates for a 168-bit subkey remain.

In order to reconstruct a master key candidate, the attacker guesses 6 bytes missing from
k78 to obtain 192 bits of consecutive subkeys, and computes the key schedule backwards
to check whether this matches the known information on k°. The cost of this step is
N -2%8.2728 assuming that the cost of the key schedule compared to an encryption is
2728 After this step N - 224 master keys remain. Therefore, the cost of the attack with 4
herds is

min(i, 3) - 2184 4 216881 945.2 4 9168-8i o2
Using five herds, we obtain a complexity of 3 - 2184 4 2128 .245:2 & 91856 hyt using a small
value of i results in a higher overall complexity. This type of trade-off is not sufficient to
reduce the total complexity.

New representation of the key schedule. The new representation of the key schedule
allows to reconstruct the master keys more efficiently, and to reduce the second term of
the complexity. Instead of guessing the 6 missing bytes of the last subkeys, and then
computing the first subkey to check whether it matches, we can do the same thing but
chunk by chunk. More precisely, starting from a candidate composed of 16 bytes of w®
(or equivalently k%), and w<79’12>, we guess four bytes (k7s, k{5, k{ ® kiy, k], @ k7,) and the
right chunk of our new representation is complete. We deduce the left chunk of the first
state of the key schedule, and the bytes k‘?&ll) can be checked (the knowledge of k¥, has
already be used implicitly). We actually recover k¥, @ k¥ rather than directly k¥, but k{5
belongs to the last column so it can be deduced from k® using key bridging. We obtain a
two-byte filtering. Then guessing k:<78’10> allows to deduce the fourth column of k7 from
the guessed key material, and by applying the inverse of the MixColumns matrix, we can
check the byte w{,. This is a one-byte filtering. Finally, guessing k], allows to compute
kI using wl and k:<78,10,11>. The second chunk is complete and gives a one-byte filtering
using k9. In total, reconstruction the master key by using the new representation of the
key schedule has a cost of 23272-% encryptions rather than 2452,
Finally, the total complexity of the attack using ¢ herds becomes:
min(i, 3) - 2184 4 2168-8i . 920.2 4 9168-8i 924

Using two herds, we obtain a complexity of 2 - 2184 4 2152, 929.2 4 9152 924  9185.1 Thjg
reduces the complexity of the best previous attack [DKS15] by a factor roughly 2/3.

8 Properties on the AES Key Schedule

To conclude, we mention some properties of the AES key schedule that follow from our
new representation, in addition to the short length cycles already mentionned.

8.1 Relations between subkey bytes
Proposition 2. Let P. and P! defined in one of the following ways:
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Figure 19: Representation of the position of the bytes of the proposition. In variants (2),
only the XOR of the two bytes of the same color must be known.

e AES-128 (1): P, = k?5)7’13’15>, and P, = k‘<r4)6’12714>
o AES-128 (2): Pr = Kjgg4 206 s012,10014) 0nd Bl = k(195 307 9913, 11015)

e AES-192 (1): P, = k€5,7,13,15,21,23>’ and Py = k<r4,6,12,14,20,22>

. _ s
e AES-192 (2): P, = k(0@4,2€a6,8®12,10@14,16@20,18@22)’
/ T
and P = k<1@5,3@7,9@13,11@15,17@21,19@23)

o AES-256 (1): P, = k€5,7,13,15,21,23,29,31>’ and P = k<r476,12,14,20,22,28,30>

. AES-256 (2): P,
and P! =k}

p— s
= k(0@4,2656,8@12,10@14,16@20,18@22,24@28,26@30)’
165,37,9613,11615,17¢21,19623,25629,27631)

If there exists an 1o such as P, and P] L, are known, then for all i € Z, the bytes P12

and P} ,5;,, are known (and they are easily computable).

Proof. The AES-128 (1) case is considered here, the other cases are demonstrated in the
same way. Knowing k:<r5)7’13715> and kzzﬁl,mg 2 is equivalent to knowing two chunks of the
state: s{o 1 5 5y and sig g 14 44y This can be verified using Equation (2.2). The knowledge
of these 2 chunks is suffiscient to extract the value of the bytes in position ks 713,15y or

k(1,6,12,14y at any round.

The byte positions of this proposition are represented in figure 19. This proposition is
a generalization of the observations made for AES-128 by Dunkelman and Keller (where
k. (i,7) is the byte at position (7, ) of the round-r subkey):

Observation 3 ([DKO08b]). For each 0 <i < 3, the subkeys of AES satisfy the relations:
kri2(i,0) © kpi2(i, 2) = K (4, 2).
kri2(i, 1) © kpia(i, 3) = ki (4, 3).
Observation 4 ([DKO08b]). For each 0 <1i < 3, the subkeys of AES satisfy the relation:
kri2(i,1) ® SB(kr41(( + 1) mod 4,3)) @ RCON,42(3) = kr(i,1).

Another property can also be demonstrated on the AES-128 key schedule, using the
value of one byte of the last column per round over 4 consecutive rounds:

Proposition 3. If there exists r € N and i € {0,1,2,3} such that the bytes kis_;,

k;;r_l(i+1)%4,kg_2(i+2)%4, kI;f(i+3)%4 are known, then for all j € Z, the value of the byte
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(i+j%4) 15 known.
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Proof. Knowing the bytes ki5_;, k{;‘_l(i+1)%4, k;;f(iw)%y k;;_i)’(i+3)%4 is equivalent to know-
ing one chunk of the state in the new representation: s/, Given that Vr € N,

(41,40+1,4i+2,4i43) "
sy; = k75_;, we can calculate a byte of the last column at any round because we have the

knowledge of a chunk in our new representation. O

The property can also be generalized when bytes at the correct position are known in
non-consecutive rounds.

8.2 Independence of AES-256 subkeys

Concerning the AES-256, each key schedule state corresponds to the concatenation of two
consecutive 128 bits subkeys. We consider that two subkeys are independent if there is
no key schedule relation linking their bytes. In other words, two subkeys are independent
if and only if there always exist a unique corresponding 256 bits master key. We are
interested here in the independence of distant subkeys (two consecutive subkeys are clearly
independent) and our new representation of the key schedule implies this non-trivial

property:
Proposition 4. The subkeys k° and k° are independent.

Proof. To demonstrate this property, we prove that k° and k° define a unique master key.
In our new representation, the knowledge of k® and k° is equivalent to the knowledge of
the bytes s, and s3,,; for 0 <i < 32. We reason chunk by chunk, and we consider the
first chunk here, but the situation is identical for the other chunks. The bytes 3?1,3757” (or

equivalently 5?0’2,4@) can be computed from 5?0’2’4’@ and 5?1’3’5’7>:

so = 50 ® S(s7) s1= s @ S(s3)
s1 = s1 @ S(sp) s5 = 55 @ S(s1)
sy = s ® S(s1) 56 = 55 ® S(s3)
s5 = 53 ® S(s3) s7 = 57© S(s5) O

Other properties of the same type that can be proved using either our new representation
or the classical one: k° is independent from k', k3, k%, k7, and k%, and k' is independent
from k2, k*, kS, k%, and k.

9 Conclusion

Alternative representations of the AES data operations have been used in several previous
works; in particular, the super-box property [GP10] of Gilbert and Peyrin is an alternative
representation of two AES rounds that led to several improved cryptanalysis results on
AES-based schemes. Gilbert has later shown a more general untwisted representation of
the AES data path, resulting in the first known-key attack against the full AES-128 [Gill4].

In this work we use techniques from invariant subspace attacks to discover an equivalent
representation of the AES key schedule, and we derive new cryptanalysis results, based on
two main observations. First, iterating an odd number of key schedule rounds defines a
permutation with short cycles. This undermine the security of AES-based schemes using
iterations of the key schedule as a type of tweak to make each encryption call different.
More generally, the AES key schedule cannot and should not be considered as a random
permutation, even after a large number of rounds. Second, the alternative representation
makes it easier to combine information from the first subkeys and from the last subkeys,
improving previous key recovery attacks. This topic has been studied before and many
attacks use key schedule relations to reduce the complexity (in particular, we can mention
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the key bridging notion of Dunkelman, Keller and Shamir [DKS10, DKS15]). However our
alternative representation shows non-linear relations that have not been exploited before.
In particular, we show that bytes in the last column of an AES-128 subkey depend on only
32 bits of information from the master key.

We expect that this alternative representation can open the way to further results
exploiting properties of the AES key schedule. For instance, the new representation can be
used to characterize keys that stay symmetric for two rounds, as used in [GLR™20], but
this is easily be done with the standard representation due to the small number of rounds.
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Figure 20: One round of the AES key schedule with graphic representations of bytes
positions (alternative representation).
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