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Strategy 1: Strengthening

e Wel'l/

p)

P-accessible

Find a stronger assertion ¢ that is inductive
and implies the assertion g we want to prove.
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Strategy 2: Incremental Proofs %,

P-accessible

T

Use previously proven invariances x to exclude
parts of the state space from consideration.
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Discussion

e Weh/

Although the assertion accp, is inductive and
strengthens any P-invariant, it is not very use-
ful in practice.
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Finding Inductive Invariants

e Weh/

Construction of inductive assertions by
1. Bottom-up methods:
@ Based on program text only
@ Algorithmic
@ Guaranteed to produce an inductive invariant

2. Top-down methods:
@ Guided by the property we want to prove
@ Heuristic
@ Not guaranteed to produce an inductive invariant
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Top-Down Approach

previously proven []x
want to prove [Jo

but
{x N p}r{p}

not state-valid

for some Tt € 7.

Solution: Take the largest set of states that
will result in a p-state when 7 is taken.
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Precondition
pre(r, @) 1 YV . pr = &

a state s satisfies pre(r, )

iff
all m-successors of s satisfy ¢.
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Heuristic

e[,,-ew
If the verification condition

{x ANe}r{e}
is not state-valid

e Strengthening approach:
strengthen ¢ by adding the conjunct pre(r, ¢)

e Incremental approach:
prove []pre(r,¢) and add pre(r,¢) to x.
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Example

e Wel'l/

local yj,y2: boolean where yy =F,yo =F
s . integer where s=1 Goal:

£n: loop forever do .
Mutual Exclusion for

£1:  noncritical , .
- bt (g 8) = (T, 1) Peterson's algorithm:
1 3 await (—g2) V (s = 2)
£4: critical D —-(at_€4 A at—m4)
bs: y1:=F P
1 Bottom-up invariants:
mq : loop forever do
m1: noncritical @o: s=1V §=2
. ma:  (y2, 8) ' =(T, 2) )
2 mg: await (-y1) VvV (s=1) ¥1- Y1 < a’t—£3--5
mq4 . critical po: Yo > at_m3"5
msg - yp ;= F
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Example (cont'd)

O] —(at_da N at_my)

U

Init ¢ €41 4o £3 €y ls mo my1 my [m3|ma ms

not not
state- state-
valid valid
WPC | WPC
O P?'"e(ﬂz ) O pre(Tms, )

NS ZINN

all state-valid (relative to the bottom-up invariants)
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Goals for Today

1. Generalization to parameterized systems
2. Bottom-up generation of linear invariants




Introduction: Parameterized Programs

[¢0: loop forever do
¢1: noncritical

S: - {>: request y

{3: critical

{4 release y

P3:: [local y : integer where y = 1; [S||S]|S] ]
(with some renaming of labels of the §'s.)

P%:: [local y : integer where y = 1; [5]|S]|5]|S] ]

P 7
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Introduction: Parameterized Specifications

Mutual exclusion:

P3: O(—(at_t3 A at_m3) A —(at_€3 A at k) A
—(at_m3 A at k3))

P OGC.) A oo A=)

pn. 7

We want to deal with these programs,
i.e., programs with an arbitrary number of
identical components, in a more uniform way.
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Syntax

cooperation: _J"\f"l S ¢ [ SIl...I1SIM] ]
p

M
Selection: (_)I} S[7] : [ S[1] or ... or S[M] ]
J:

S[j] is a parameterized statement.
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Parameterized Statements

explicit variable in expression
=g 4

explicit subscript in array =
o=zl 4. or z[f]i=...

e implicit subscript of all local variables in S[7]
z stands for z[j]
e implicit subscript of all labels in S[j]

{3 stands for ¢3[j]
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Example: Program PAR-SUM

in M: integer where M > 1
x : array [L..0M] of integer
out z : integer where z = ()

ocal y: integer
M .
, to: y = z[j]
| Pl =
j=1 bi: z:=z+y-y
fy:

Parallel sum of squares:

z = z[1]12 4+ z[2)2 + ... + z[M]?
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Parameterized Transition Systems

The number M of processes is not fixed,
so there is an unbounded # of transitions.
To finitely represent these, we use
parameterization of transition relations.

Example: PAR-SUM

The unbounded # of transitions associated
with £o are represented by a single transition
relation using parameter j:

peolil:  move(bolsl, €151 A y'li] = <]
j=1...M

Bernd Finkbeiner Verification - Lecture 5 18




Arrays

Arrays (explicit or implicit) are treated as
variables that range over functions:
[1...M] — integers

Representation of array operations in transition
relations:

e Retrieval: y[k]
to retrieve the value of the kth element of
array y

e Modification: update(y, k, e)
the resulting array agrees with y on all 3,
1 7%k, and ylk] = e
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Arrays (cont'd)

Properties of update

update(y, k,e)[k] = e
update(y, k,e)[j] = ylj] for j # k

Example: PAR-SUM

The proper representation of the transition
relation for £g[j] is

polil:  move(€gls], £1[7]) A
v = update(y, j, z[j]) A
pres({z,z})
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Notation in Specifications

The set of indices of processes that currently
reside at ¢;

e N; = |Lj|
The number of processes currently residing
at ¢;
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Abbreviations
Lil»iza---aik = Lil U L@z u ... u Lik
Nijsimyesin = g ing..ip]
N; = |L;. 4l
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Example: MPX-SEM

in M: integer where A > 2
local y : array [1..A]] of integer
where y[l] = 1, y[j]=0for2<j< M

[¢y: loop forever do

M #1: noncritical
| P[] = {o: request y[j]
=1 ¢3: critical

£4: release y[j s 1]

Multiple mutual exclusion by semaphors

j4+1 ifj<M

,7'6917.@1:(3'modM)—l—l:{1 ifi=M
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Example: Specification

in M: integer where M > 2
local y : array [1..M] of integer
where y[l] =1, y[j]=0for2<j< M

{y: loop forever do
M £1: noncritical
|| P[] = f5: request y[j)
=1 £4: critical

£4: release y[j Dy 1]

mutual exclusion:

Vi, 5 € [1.M].i % 5.-(at—£3[i] A at—£3[5])
M
abbreviated as
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Example: Verification

in M: integer where M > 2
local y : array [1..M] of integer
where y[l] =1, y[j]=0for2<j< M

{y: loop forever do

£1: noncritical

M
( ) [| Pl £9: request y[j]
] N3 <1 i=1 £4: critical
@ £4: release y[j Dy 1]

The assertion ¢ is not inductive, therefore we
prove the invariance of

w1t Vi.ylil =2 0

M
v (Nsa+ Y wlil)=1
=1
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Example (cont'd)

w1t Vi.ylj] > 0

(N3 < 1)

M
w20 (Naa+ Y wlil)=1
i=1

Then ¢ can be deduced by monotonicity:

N2 <1
w1 AN w2 — N3 <
since
M
N3 < Nzgq = 1-Y yljl < 1

w2 ¥1
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Example (cont'd)

e Proof of [J(Vj.y[j] > 0)

B1l:

Y1

A YA]=1 A (Vj.2<j< M.y[i] =0)

e

— VYj.y[i] >0

B2:

P1

The only transitions that interfere
with ¢y are 7y, and 7y,.

Bernd Finkbeiner
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Example (cont'd)

Peo [7] implies

pe,: move(€2li], €3[i]) A yli] >0 A
y' = update(y, i, y[i]-1)
pe,: move(£4li], €oli]) A
y' = update(y,i ®pr 1,y[i ©pr 1]41)

yli] >0 ANY'[il =ylidl —1 A Vi.j#i.y'[i] = yl]

pg4[i] implies

Yoyl =yliopw1]1+1 A
Vi.j#F i@y 1.y =yl

therefore

. s Pes 2]
. > oy
Yi-ull 20 A gy

. r.
} IR v;.y[,;]zo

1

Bernd Finkbeiner
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Example (cont'd)

M
e Proof of [](N34 + (Z y[j]) = 1)
=1

J
P2
B1:
m = {o[1],...,6[M]} A
y[1]=1 A (Vj.2<j < M.y[i] =0)

&)

M
— Naag+ | > y[i]) =1
‘=1

©2

Bernd Finkbeiner
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Example (cont'd)

Piy-

Py

move(£s[i], €3[7]) A yl[i] >0 A

y' = update(y,i,y[i]-1)

move (L4[2], £o[i]) A

y' = update(y,i Dpr 1,y[i ®pr 1]4+1)

B2: Verification conditions:

pe,[i] implies:

M M
Nig=N3a+1 A (Z y'[t’]) = (Z y[i]) -1
j=1

Bernd Finkbeiner
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Example (cont'd)

pe,: move(€yz], €oli]) A
y' = update(y,i ©pr 1,yli ©p7 1]4+1)

P, [7] implies:

M M
Nya=N3za—1 A | > y’[i]) =|> y[i]) +1
=1 =

Therefore

M ]
N3a+ | y[z‘]) =1 A { ‘%H }
2.

P4l

P2

M
= N3a+ | > y[i]) =1
e

-~
'
2
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The Dining Philosophers
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DINE - A Simple Solution

£y
M £2:
|| Pj] t3:
=1 £y
48
fg:

in M: integer where M > 2
local ¢ : array [1..M] of integer where ¢ =1

[/p: loop forever do

noncritical
request c[j]
request ¢[j ©,y 1]
critical

release c[j]
release ¢j @) 1]

Bernd Finkbeiner Verification - Lecture 5
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.Chopstick Exclusion™

P

OVvy € [1..M]. ﬁ(at_£4£;7'] A at_Lal7 B 1])

e oo and 1 are inductive

vo: Vj€[l.M].clj] > 0

w11 VjeE [1..M].at_t4 6l] +
at—€3 507 €p 1] +
cjopl] =1

e Then,
at_La[5] + at_€4[j Dps 1]

<
¥1

T

Mutual exclusion
between every two
adjacent
philosophers

1—c[j D]

Bernd Finkbeiner Verification - Lecture 5
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Deadlock!

P[1] £>: request ¢[1]; ¥¢3: request c[2]
.T

P[M]  £5: request c[M]; {3 request c[1]
T

Bernd Finkbeiner Verification - Lecture 5
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Two-Room Philosopher's World

E Library

No more than M—1 philosophers are
admitted to the dining hall at the same
time.

Bernd Finkbeiner Verification - Lecture 5
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Program DINE-EXCL

in M: integer where M > 2
local ¢ : array [1..M] integer where ¢ = 1
r :integer wherer = M — 1

[£y: loop forever do

£1: noncritical

fo: request r

A ¢3: request c[j]

|| P[] = £y: request c[j Gy 1]
7=1 f5: critical

fg: release c[j]

f7: release c[j @)y 1]
| £3: release r
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Finding Inductive Invariants

e Weh/

Construction of inductive assertions by

1. Bottom-up methods:
@ Based on program text only
@ Algorithmic
@ Guaranteed to produce an inductive invariant

2. Top-down methods:
@ Guided by the property we want to prove
@ Heuristic
@ Not guaranteed to produce an inductive invariant
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Control Invariants

® CONFLICT:

for labels ¢;,¢; that are in conflict

(i.e., not ~y, not par
[(1—(at—_€; A at_Ej)

e SOMEWHERE!:

allel):

for the set of labels £; in a

top-level process:

O\ at_¢
el;

Bernd Finkbeiner
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Control Invariants

e EQUAL:
for labels I, m, s.t. [

J(at_£ «» at_m)

e PARALLEL:

~, M

for substatement [S1||S5]:

[1(in_S1 < in_S>)

i.e, if control is in 57 it must als

and vice versa.

Bernd Finkbeiner
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o bein S5
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Transition-Validated Assertions

¢1: [while ¢ do S]; #5: lat_ty — —c|

if no statement parallel to £1 can

modify variables in ¢

{1 y:=e; £

at_€y — y=ce

if no statement parallel to ¢; can modify y
or variables occurring in e
and if y does not occur in e.

Bernd Finkbeiner
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Single-Variable Assertions

y:

0

loop forever do

request

Y

release y

s =

ik

1

s =2

|

s=1V s=2]

where no other statement

modifies s

Bernd Finkbeiner

Verification - Lecture 5
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Linear Variables

Definition: integer variable y is linear in P if
Yy =y+ec for every p,
where ¢ is some integer constant

Example: semaphore variables are linear

' r— . r—
y=y+1 y=y—1 i’
release request otherwise

Bernd Finkbeiner Verification - Lecture 5
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Linear Invariants

A linear invariant is of the form

r
Z a; - Yy —|— Z bgw’lt_f = K
i=1 Lel

—_
body compensation
expression

where
a;, by, K — integer constants.
L — set of all locations in P

Y1, .., yr — all linear variables in P

Bernd Finkbeiner Verification - Lecture 5
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Example: Program DOUBLE

local y: integer where y = 0

[ﬁoi y:=y—|—1] [mo: y:=y+1}
o I

mq:

linear variable: y

linear invariant:

ly+at_Lo+al-mg = 2
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Assumptions
Program £§: Sy || ... || €5 Si |l ... || €8 Sm

e No nested parallel statements. Therefore,
all move expressions in all pr are of the
form move(¢;,£;)

e all linear variables y; have a single initial
value y?

e every transition 7 enabled on some
P-accessible state

Bernd Finkbeiner Verification - Lecture 5 46
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Increments

o A(y,7) =c if pr >y =y+c
therefore pr — ¢ =y + A(y,7)
o A(at_b,7) = (¢ —1 ifé=1¢

0 otherwise
if pr — move(£;,£;)

therefore p; — at' £ = at_£+ A(at_0, 1)

Bernd Finkbeiner Verification - Lecture 5
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Automatic Invariant Construction

Construct

T
W Z a; Y + Z be-at_f = K
i=1 el

Our procedure guarantees that the generated
assertions are P-invariants!

Bernd Finkbeiner Verification - Lecture 5
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Equations

We obtain the values of the coefficients from
a set of equations as follows:

(I) The invariant has to hold at the first state
of every computation

© implies yi=y? (z=1...7)
and m = {€},... %'}

and so we get

> aiy) + (bt tbg) = K
i=1

Bernd Finkbeiner Verification - Lecture 5
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Equations (cont'd)

(T) the assertion has to be preserved by all
transitions (we want it to be inductive):

T
(Z a;-y; + Z bg~a,t_£=K) A pr
i=1

fel
@
r
— (Z azyg + Z bg-atf_fzK)
i=1 bel
74

Bernd Finkbeiner Verification - Lecture 5
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Equations (cont'd)
(é a; -y + Z be - at £ = K) A pr

fel

P
r
—r (Z aiwy; + Z b{:-ﬂ't"_f=[()

i=1 el >
¢

T
or  pr = ¥ ai-(Wi—y) + Y b (at’l—at_£) = 0

=1 el

resulting in the set of equations

-
> ai-Alyi,m) + > bp-A(at—£,7) = 0
i=1 el
for every transition 7 € T
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Example: Program DOUBLE
local y: integer where y =0
[Eg: y:=y—|—1] [moz y:=y—|—1]
Eli ! mq:
linear invariant:
w: a-y + bgo-at_ﬂo + bgl~at_€1 +
bmo‘ at_mo + bml . a-t_m]_ = K
(I) a-O—I—bgO + bmyg = K
(initial value of y is 0)
() a-1 — bgo + bfl =0 (for ﬁo)
a - 1 - bmo + bml - O (fOI’ mo)

Bernd Finkbeiner Verification - Lecture 5
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Example (cont'd)

Possible solutions (basis for all solutions)

la by by bmg bmy K
St o1 1 o0 0 1
S2 |0 O 1 1 1
S3 |11 0 1 0o 2

Corresponding invariants
p1: at_fbg+at_b1=1

po: at_mg+at_my =1 (control invariant)

(control invariant)

‘¢p32 y+ at_lg 4+ at_mg = 2‘

Bernd Finkbeiner Verification - Lecture 5
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Linear Invariants for Cyclic Programs

Program £3: Sy || .|| &: Sj | ... || €3 Sm
where S; is of the form
E%: loop forever do E{,Eé,.“,fi
cycle C

Define
Aly,C) = A(y,m71) + -+ + A(y,™n)

Bernd Finkbeiner Verification - Lecture 5
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Example: PRODUCER-CONSUMER

loeal r, ne, nf: integer where r =1, ne =N, nf =0
b : list of integer where b = A

fy: loop forever do

{g: release nf |

(Prod)

Bernd Finkbeiner Verification - Lecture 5

[/1: produce e
{9: request ne || ma:
£3: request r ms
Ly: bi=bex my:
{5: release r ms

[local z: integer | [local y: integer

myp: loop forever do

request nf

request r

: (y, b) := (hd(b), ti(b))

release r

: release ne

. consume Yy

(Cons)

55

Invariant Construction

r
Zai-yi—I— Zbg-at_ﬁ = K
i=1

el
—_—
body compensation
expression
3 Phases:

1. Compute a;'s
2. Compute by's
3. Compute K

Bernd Finkbeiner Verification - Lecture 5
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Phase 1: Bodies

For cycle £1,05,...,¥
\—,—J

o

r
Z a; - A(y“u Tfl) - bfl +bf2 =0
i=1

T
Z a; - A(yla sz) _bfg + bf3 =0
i=1

T
_Z a; - Ay, 7¢,) + bey —by. =0

> a;-A(y;, C) = 0
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Phase 2: Compensation Expressions
by, = O

For 7:4; — £, where j <k
T
> ai- Alyi,7) — by, + by = 0
i=1

Assume that for all j < k, bgj is known.
Compute by, from

T
by, = by, — Zl a; - A(yi,7)
1=

(independently for each cycle)
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Phase 3: Right Constants

T
K =Y ay
i=1

Note: This set of equations has the same
solutions as the equations (T) + (I)
except for solutions of the form

at— 01+ ... at—4 =1

which are produced by (T) + (I), but not by
this set.

Bernd Finkbeiner Verification - Lecture 5 59

Example: PRODUCER-CONSUMER

local r, ne, nf: integer wherer =1, ne = N, nf =0
b : list of integer where b= A
[local o: integer l Mocal y: integer
{y: loop forever do my: loop forever do
|'f|: produce .r'l mq: request nf
{y9: request ne ” me: request r

£3: request r

mg: (y, b) == (hd(b), ti(b))

£y: bi=hex m4: release r
[ﬁ.;,: release r J mg: release ne
{g: release nf mg: consume y

I ) | Prod Cons
ncrements along each cycle: 0 0

ne -1 1

nf 1 -1

|b| 1 -1
Bernd Finkbeiner Verification - Lecture 5 60
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Example: PRODUCER-CONSUMER

local r, ne, nf: integer wherer =1, ne =N, nf =0
b : list of integer where b= A
[local o: integer l Mocal y: integer
{y: loop forever do my: loop forever do
|'f|: produce .r'l mq: request nf
{y9: request ne ” me: request r
£3: request r mg: (y, b) == (hd(b), ti(b))
£y: bi=hex m4: release r
[ﬁ.;,: release r J mg: release ne
{g: release nf mg: consume y

We look for linear invariants with the body

ar-r + ac-ne + af-nf + ap-|b|
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Example (cont'd)

.
For each cycle: > a;- A(y;,C) = 0
i=1

Therefore
Prod: —ae+af+a, =0
Cons: ae—af—ap,=0

Solutions Bodies
1. ar=1, ae=ar=a,=0 Bjr
2. ge=ay=1, ar=a, =0 By: ne 4+ nf
3. ae=aq,=1, ar=a;y=0 B3:ne + |b]
Bernd Finkbeiner Verification - Lecture 5 62
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Example (cont'd) "

compensation expressions

local r: integer

fy: loop forever do
|'t'| produce
{y: request ne

coefficients of by, ,...

s bme

{3: request r
by bi=bex
{5: release r
{g: release nf

|
|
|

l

|

loeal r, ne, nf: integer where r =1, ne =N, nf =0
: list of integer where h= A

loeal y: integer

| o loop forever do
Fﬂ] request nf '|
my: request v i
ma: (u. ) := (hd(B). t(b) |

|ma: release r |

consume y

S —

|
|
!
|
release ne
\_ Lur

(corresponding to bodies By, By, B3)

— Prod — — Cons —

B | By | By B | By | By
by, | O 0 O |bmy| O | O 0
be, | O 0 O |bmy| O | 1 0
by | O | 1| 1 |bmg| 1 |10
b, | 1| 1|1 |bmy| 1| 1|1
b, | 1 1 O ||[bmy| O | 1 1
by, | O 1 O |[bmg| O | O 0

Bernd Finkbeiner
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Bodies
By:r
Bo:ne + nf
B3z ne + |b|

63

Example (cont'd)

Right constants

Initial values r=1, ne= N, nf =0, |b|=0

Ky = 1~\1/ =1
T
K =1.N+1-0 =N
ne nf
K3 =1.N+1-0 =N
ne ‘b|
The resulting ~ #1° Tt at-fas + at-mzg = 1
invariants po: mne+nf+at_fz g+ at_mp s = N
p3: ne+ |b| +at_L3a + at_mas = N

Bernd Finkbeiner
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