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O630p 6e3onacHocTU Nnatdpopmbl Apple

Apple npoaymbiBaeT BONpoChbl 6630NacHOCTM Ha YPOBHE aapa cBoux nnatdopm. Onupasnch Ha
oMbIT CO3[aHMNa caMOl NepenoBot MOBUbHOM ONepaLMoOHHON CUCTEMbI B MUPE, KOMMaHUe
Apple paspaboTana apxuTekTypbl 6€30MacHOCTU, KOTOPbIe OTBEYAIOT YHUKASIbHbIM TpeboBaHMAM
MOBUMbHbIX YCTPOMCTB, YaCOB, HACTO/IbHbIX KOMMbIOTEPOB N OMALLIHUX aKCeCccyapos.

Kaxpoe yctponcTteo Apple npeacrtasnget coboit cucTeMy, COCTOSALLYO U3 TPOrPamMMHOro
obecrieyeHus, obopynoBaHus n cayx6. CnaxxeHHaa paboTa BCeX KOMMNOHEHTOB obecneynBaeT
BbICOKYt0 6€30MacHOCTb M NPO3PaYHOCTb UCMOJIb30BaHUA, @ TakXXe KOHOUAEHUMANbHOCTb
JIMYHBIX JaHHbIX. Hanprumep, B 0CHOBE KPUTUYECKM BaxkKHbIX GYHKLMIA 6e30MacHOCTU fiexaT
paspaboTaHHble Apple annapaTHble cpeacTBa. A NporpaMMHble cpeacTBa 3almThl
npuaBaHbl obecnednTb 6€30MacHOCTb ONepaLoHHOW CUCTEMbI U MPUNOXEHUIA CTOPOHHUX
paspaboTunkoB. HakoHel, cny>6bl obecneymBatoT paboTy MexaHn3mMa 6e3onacHoro u
CBOEBPEMEHHOro 06HOBNEHMS NPOrpaMMHOro obecrneyeHns, BHOCAT BKaa B 6€30MacHOCTb
9KOCUCTEMbI MPUMNOXEHWUI, a TakXXe AenatoT paboTy B MHTEPHETE U COBEpPLUEHME NnaTexen
npotuie 1 6esonacHee. B peaynbTaTte ycTpoicTea Apple 3aliuLLa0T He TONbKO CaMOo YCTPOMCTBO
M OaHHble Ha HEM, HO 1 BCIO 9KOCUCTEMY, BK/toYas OeCTBUS NoNb30oBaTeNs Ha YCTPONCTBE,
MCMONb30BaHME CeTe U OCHOBHbIX UHTEPHET-CyX6.

Mpwn paspaboTke CBOMX NPOAYKTOB Mbl 3a00TMMCS He TONbKO 06 UX NPOCTOTE, UHTYUTUBHOCTH
1 GYHKLMOHANbHOCTH, HO 1 0 6e3onacHoCTU. OCHOBHblE YHKLMM 6e30NacHOCTU, Hanpumep
annapaTtHoe WndpoBaHNe YCTPONCTB, HEBO3SMOXHO OTKJIOYMUTb NO ownbKe. Opyrue
dyHKUMUK, Takue Kak Face ID u Touch ID, o6neryatoT Mcnonb3oBaHMe yCTpolicTBa Gnarogaps
TOMY, 4To ob6ecneumnBaTb ero 3almnTy CTaHOBUTCS NMpoLle 1 ygobHee. A NOCKONIbKY MHOrue
M3 3TUX GYHKLWI BKOYEHbI MO YMOYaHuto, Nonb3oBaTtenam u NT-oTaenam He HYXXHO
BbIMOHATb CNOXHYI0 HAaCTPOMKY.

B maHHbIX MaTepuanax npeacTtaBfieHbl CBEAEHMUS 0 peannsaumnm TeXHONOrnin u GyHKLUR
obecnevyeHns 6esonacHocTn B NnatpopmMax Apple. OHKM Takxke MOMOTYT OpraHn3aumam
06beaNHUTb TEXHONOTUM N GYHKLUUK Be3onacHoCcTU nnaTtdopMbl Apple co cBouUMM
BHYTPEHHMMU NONUTUKaAMKN 1 NpoueaypamMun ans yooBieTBOpPeHUs CBOUX 0CObbIX
notpebHocTen B o61acTn 6e30MacHOCTU.



besonacHocTb nnatdopmbl Apple

MaTepuanbl COCTOAT U3 Cnefyowmnx TeMaTu4eCcKnx pasoenos:

- AnnapaTHble ¢yHKLUMUU 6e30MacHOCTU N BUoMeTpuveckme cucTemMbl. HYumn
N annapaTHoe obecneyeHne, KOTOpble ClyXaT OCHOBOW CUCTeMbl 6e30nacHoOCTH
ycTponcTte Apple, Bkntoyas ynn Apple, Secure Enclave, kpuntorpadpuyeckme Moaynu,
Face ID n Touch ID.

- besonacHocTb cucTteMbl. IHTerpupoBaHHble annapaTHble U NMporpaMMHblie QYHKLNU,
KoTopble ob6ecneymBatoT 6e30nacHyto 3arpysky, obHoBeHne 1 Tekywyto paboTy
onepaunoHHbIX cuctem Apple.

- WnopoBaHMe U 3alimTa aHHbIX. APXUTEKTYPHbIE pelleHns, KOTopble 3aliuLaoT
[JaHHble NoNb3oBaTenNs B C/iyyae NoTepu UM Kpaxknu yCTPOIMCTBa, a Takxxe B clyvae,
€C/N JaHHble NbiTaeTca UCMOSIb30BaTb UM U3MEHUTb MOCTOPOHHUIN YenoBekK
NNV HepaspeLleHHbIN npoLecc.

- Bbe3onacHOCTb NpUIOXeHUN. MNMporpaMmMHoe obecnedyeHne n cnyxbbl, KOTopble
3aLUMLLLAOT 9KOCUCTEMY MPUNTOXKEHUN N 06ecneynBaloT BO3MOXHOCTb 6€30MacHoM
paboTbl NPUNOXEHUI 6e3 HapyLeHNs LLeNOCTHOCTM NnaThopmbl.

- besonacHocTb cnyx6. Cnyx6bl Apple ona noeHTndmUKaLum nonb3oBaTenen,
yrnpaBfieH1a naponsaMu, onnaTbl MOKYMNOK, CBA3M U NMOUCKa NPOMNaBLWMX YCTPONCTB.

- besonacHocTb ceTu. CTaHgapTHble oTpac/eBble ceTeBble MPOTOKO/bl, KOTOPbIE
o6ecneuynBaloT HafeXHY ayTeHTUDUKALMIO U WNPPOBaAHWE daHHbIX BO BpeMs
nepenauu.

- Bbe3onacHocTb KoMnJiekTa pa3paboTumnka. «KOMMIekTbl» NPorpaMmMHbIX cpes aas
6€e30MacHOro 1 KOHGUAEHLMaNbHOro yrnpasieHns 4OMOM U MeadaHHbIMU, a Takxe
ON9 npefocTaBneHna gocTtyna K GyHKLUUAM YCTPONCTB U cnyx6 Apple npunoxeHnsam
CTOPOHHUX Pa3paboTUYMKOB.

- besonacHoe ynpaBneHue ycTponcTBamMmu. CpeacTea, KOTOpble NMO3BOJIAOT YNPaBAATb
ycTpolicTBamu Apple, nomoratoT NpefoTBpaTUTb HECAHKLIMOHNMPOBAHHOE NCMOb30BaHNe
YCTPOWCTB U BbIMOJIHUTb yaaneHHoe CTUpaHue B cliyyae NoTepu Uam Kpaxu ycTpoicTea.



besonacHocTb nnatdopmbl Apple

be3sonacHocTb nnatdopmbl Apple: BBegeHue

KomnaHuga Apple genaet Bce BO3MOXHOe AN 3allUTbl KTMEHTOB, Npefnaras nepenosble
TEXHONOrMM obecnevyeHns KOHPUOEHLMANbHOCTN 1 6€30MaCHOCTU A1 3aLLMTbl NEPCOHAbHOM
MHPOpMaLMK, a TakXKe KOMMIEKCHbIE MEeTOAbI A5 3alNTbl KOPNOPATUBHbIX AAaHHbIX B
KoprnopaTuBHoi cpene. KomnaHus Apple BHegpuna nporpammy Apple Security Bounty gns
nooLLpeHns nccnepoBaTesiei, KOTopble 3aHMMAlOTCS MOUCKOM YS3BUMOCTEN ee CUCTEM.
MoppobHee o NporpaMMe 1 KaTeropmsax Bo3HarpaxaeHuii: https://developer.apple.com/
security-bounty]/.

Y Hac ecTb cneunanbHas KOMaHaa no 6e30NacHOCTM, KOTOpas OTBeYaeT 3a NOALAEPXKKY
BCex NpoayktoB Apple. 3Ta KoMaHga NpoBOAMT ayguT 6€30MacHOCTM U TECTUPOBaAHME
NpPoAyKTOB, KaK Haxo4alWmMXcs B CTaanum pa3paboTku, Tak 1 BbiNyLWEeHHbIX. KoMaHga

Apple npepgocTaBngeT He06Xo4NUMbIE MHCTPYMEHTbI, MPOBOAUT 06yYeHne 1 akTUBHO
oTcnexuBaeT HOBble Yrpo3bl U COOBLLEHMA O HOBbIX NpobnemMax 6e3onacHocTn. KoMmnaHus
Apple aBngaetca yuneHoM dopyma FIRST, KoTopbii 06beanHSAET rpynnbl Mo 6e30nacHOCTU U
pearMpoBaHUO Ha MHUMUOEHTDI.

Apple npogonxaeT pacWMpSTb rpaHnLLbl BOSMOXHOIo B obnactu 6esonacHocTu

n KoHbMaeHUManbHocTU. Apple MCNOMb3yeT CUCTEMY Ha KpucTasnne cobCTBEHHOM pa3paboTku
BO BCEWN NMHelke NpoaykToB — oT YacoB Apple Watch go iPhone, iPad 1 ynnoe cepun M
Ha Mac. OTa cuctema obecrneymBaeT He TONIbKO BbICOKYIO BbIYMCANTENbHYIO MOLLHOCTb,
HO ¥ nepefoBble GyHKLMM BesonacHocTU. Hanpumep, ynn Apple nexuT B ocHoBe 6e3onacHoim
3arpysku, Face ID, Touch ID u TexHonorum sawmTbl AaHHbIX. KpomMe Toro, yHKLUK
6esonacHocTu, obecneymBaemMblie Ynnom Apple, Bkntoyas 3almTy LENOCTHOCTY S4pa,
KOAObl ayTEHTUPMKaLNM yKa3aTena U BbICTpble OrpaHNYeHnss paspeLlleHmnii, moMoratoT
npenoTBpaTUTb pacnpoCTpPaHeHHble CLeHapun B3ioMa. [axe ecnun 310yMblWNeHHUKY
BCE e yAacTCs 3anyCTuUTb KOf, BCTPOEHHbIE GYHKLMU 3HAaYNTENbHO CHU3AT yulepb oT aTaku.

YT0Obl MakCMManbHO 3G GEKTUBHO NCMOMb30BaTb O6LWNPHbIE GYHKLMN 6€30MacHOCTH,
BCTPOEHHbIe B HalX NNaTPOpPMbl, KOMNaAaHUAM peKoMeHayeTcsa nNpoaHann3npoBaThb
cBOW NonnTukK B obnactu T n 6esonacHOCTU 1 ybeanTbecs, YTO OHM 3a4eNCTBYIOT
BCE BO3MOXHOCTM MHOIOYPOBHEBOW CUCTEMbI 6€30MacHOCTU, NpeanaraeMble aTUMN
nnatdopmamu.

NHdopMaLmio 0 TOM, Kak coobLimnTb o Nnpobnemax B Apple u noanucaTbcd Ha yBegoMeHUs
o 6e3onacHocTU, Bbl HaaeTe Ha cTpaHuue O6palleHre B Apple no nosoay npo6nem c
6e30MacHOCTbIO U KOHOUAEHLMANbHOCTbIO.

Mo y6exxpeHuto Apple, KoHPMaEeHLNaNbHOCTb — OAHO U3 OCHOBHbIX NpaB

yenoeeka, noatomy Apple npepnaraeT MHOXeCTBO HAaCTPOEK U UHCTPYMEHTOB,

C NMOMOLLbIO KOTOPbIX MOSIb30BaTENIN MOTYT PeLnNTb, Kak U Korga npuioXXeHus MoryT
ucnosib3oBaTb MHPOpPMaLUIO, a TaKXKe Kakaa MHPopMaLuga MOXeT 6bITb NepenaHa.
JononHuTenbHble cBegeHus o nogxoae komnaHum Apple K KOHPUAEHLNANbHOCTH,

0 HacTpolikax KoOHGUOEeHUMaNbHOCTU Ha ycTponcTBax Apple, a TakXe o nonuTuke
KoHduaeHuunanbHocTn Apple MoXKHO HaTK no agpecy https://www.apple.com/ru/privacy.

lMpumeyaHmne. Ecnun He ykasaHO MHOE, 3TOT JOKYMEHT OTHOCUTCS K C/IeAYIOWMM BEPCUSM
onepaunoHHbix cuctem: i0S 17.3, iPadOS 17.3, macOS 14.3, tvOS 17.3 n watchOS 10.3.


https://security.apple.com/bounty/
https://security.apple.com/bounty/
https://www.first.org
https://www.first.org
https://support.apple.com/102549
https://support.apple.com/102549
https://www.apple.com/ru/privacy
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AnnapaTHble pyHKLUN 6e30nacHOCTU U
6nomMmeTpuyYecKkmne cCUCTeMbl

O630p annapaTHbIX PYHKLUN 6e30nacHOCTU

[Ons 6e3onacHoi paboTbl NporpaMMHOro obecnevyeHus Tpebyetcs obopynoBaHue

CO BCTPOEHHbIMU GYyHKLUNSAMU Be3sonacHocTU. BoT novyemy Ha ycTpoiicTBax Apple — c iOS,
iPadOS, macOS, tvOS 1 watchOS — pyHKLUKNM 6€30NacCHOCTN BCTPOEHbI B MPOLLECCOP.

K 3TUM GYHKLMSAM OTHOCUTCS LLEHTPasbHbIN NpoLeccop, obecneymBaoLLnin paboTy GyHKLNIA
6e30MacHOCTM CUCTEMbI, @ TakXXe AO0MNO/THUTENbHbIN BblAeNeHHbI YN, KOTOPbIA oTBeYaeT
TONbKO 33 GYHKLMKM, CBA3aHHble ¢ 6e30MacHOCTbI0. AnnapaTHble cpeacTBa 6e3onacHOCTH
cnepyoT NPUHLMNY NoAAeP>XKM OrpaHnyYeHHoro Habopa GyHKLMIN, KOTOpble onpenensTcs
Nno OTAENbHOCTU, YTOObI MUHMMU3NPOBATb aTakyeMyto ob6nacTb. TakmMe KOMMOHEHTbI BK/IOYatoT
3arpysoyHoe M3Y, koTopoe 3agaeT annapaTHbI KOPeHb foBepus Ana 6es3onacHon 3arpysku,
BblgeneHHble Mmogynu AES aonsa adpdpekTmBHOro 1 6e3onacHoOro WwmdpoBaHUs N pacnPpoBku,
a Takke Secure Enclave. Secure Enclave — 3TO KOMMOHEHT cUCTeMbI Ha KpucTanne (SoC)
Apple, koTopoli ocHalleHbl Bce ycTpolicTea iPhone, iPad, Apple Watch, Apple TV n HomePod
HOBbIX MOKOJIEHWI, @ TakXe BCe KoMMbloTepbl Mac ¢ ynnom Apple n koMmnbtoTepbl Mac ¢ 4ymnom
6e3onacHocTn Apple T2. Secure Enclave NoCTpoeH No ToMy Xe NPUHLMMY, YTO U BCA cuctemMa
Ha KpucTanie: OH CoaepXnUT CoBCTBEHHOE AUCKPETHOe 3arpy3oyHoe M3Y 1 cobCTBEHHbIN
OVCKpeTHbIn Moaynb AES. Secure Enclave Takxe 3aknagbiBaeT oCHOBY ans 6e3onacHoro
CO3[aHue N XpaHeHUs Kn4yen, HeobxoaMMbIX ON9 WMPPOBAHMA XPAHSLLMXCA Ha YCTPONCTBE
OaHHbIX, M 3alMlLLaeT U oueHMBaeT buomeTpumuyeckme gaHHbole gns Face ID n Touch ID.

LndpoBaHne xpaHunumuia AONXHO BbIMONHATLCA ObICTPO U 3pdeKTUBHO. Mpu 3TOM

He OOJKHbI packpbiBaTbCs Te AaHHble (MW gaHHbIe K/to4Yelt), KOTOpble NCMOMb3YTCS

[OJ19 NOCTPOEHUS OTHOLEHUI B KpUnTorpadmnyeckom cucteMe ¢ knoyamu. AnnapaTHbli
Moaynb AES pelwaet aTy 3apgavy, BbiNnonHag 6bicTpoe wndpoBaHme U paclimdpoBKy

o Mepe 3anucu uam yteHus garisios. Heobxoammble AaHHble KoYel nepenatoTcs no
cneunanbHoMy KaHany us Secure Enclave B mogynb AES, He packpbiBag 3Ty nHbopmauumio
npoueccopy NpUIoXeHnin (MNn LeHTpanbHOMY NpoLLeccopy) Unmn Bcel onepauMoHHON
cucteme. 9To NoMoraeT GyHKLUUN 3aWNTbl AaHHbIX U TexHonorum FileVault komnanum Apple
3aWmnTUTL dannbl NONb30BaTeNEN, HE PacKpbliBas LO/ITOBPEMEHHbIE KNOUYMN WNDPOBaAHKUS.



KomnaHuga Apple paspaboTtana 6e3onacHyto 3arpysky, 4tobbl 3alUTUTb NPOrpaMMHOe
obecnevyeHne caMblX HU3KUX YPOBHEN OT B3/IoMa M 4YTOGbI MpU 3amnycke 3arpyxanocb
TONbKO JOBEPEHHOE NporpaMMHoe obecrnedyeHune onepaLmnoHHON CUCTEMbI, pa3paboTaHHoe
Apple. B ocHoBe 6e30MacHOM 3arpy3ku NeXXnT NOCTOSHHbIN Kog 3arpy3o4Horo [13Y,
KOTOpPbI 3akNafblBaeTCs B NpoL,ecce N3roToBNeHUsS CUCTEM Ha KpucTanne Apple un
Ha3blBaeTCa annapaTtHbIM KOpHeM gosepus. Ha komnbloTepax Mac ¢ ynnom T2 uenoyka
nosepus 6esonacHon 3arpyskn macOS HaumHaeTcd ¢ ymna T2. (Mun T2 n Secure Enclave
Tak>Xe BbINMOMHAT COO6CTBEHHYO 6Ge30nacHyto 3arpysky, MCrnonb3ays co6CcTBeHHOe
3arpy3souvHoe M3Y, yTo NpeacTaengeT cobol TOYHbIN aHanor 6e3onacHon 3arpyskun Yymna
cepun A n ynnos M1 un M2.)

Secure Enclave Takxxe o6pabaTbiBaeT JaHHble pacno3HaBaHMs NUL, U OTNEeYaTKOB MablLEeB,
nosnyyeHHble oT ceHcopoB Face ID n Touch ID Ha ycTporncTBax Apple. Takum o6pasom
obecneymBaeTcs 6e3onacHas ayTeHTUPMKaLMA C COXpPaHEeHNEM KOHOUOEHUNANbHOCTH
OnomMeTpuyeckmnx gaHHbix. NMonb3oBaTenn TakXe MOryT UCMONb30BaTb 6bonee A/INHHbIE

M CNOXHble Naponu 1 Koa-naponan ans nosbilleHns 6e30nacHOCTU, NPU 3TOM BO MHOTMUX
CUTYyaLMax NPoaosKas NCMOoNb30BaTb ObICTPYIO ayTeHTUdMKaLMIO ANsg AocTyna K GyHKUUSM
M COBEpPLUEHMS NOKYMOK.

be3onacHoOCTb cnucTeM Ha Kpuctanne Apple

Yun, paspaboTaHHbIl Apple, co3paeT obLy0 apXUTEKTYpY O BCex NpoaykToB Apple,

M Ternepb OH 3a50XXEH B OCHOBY KOoMMbioTepoB Mac, a Takxe iPhone, iPad, Apple TV n
Apple Watch. Yxxe 6onee gecsatu net komaHga paspaboTtymkoB Ynnos Apple MnupoBoro
Kfnacca 3aHMMaeTcs co3faHMeM U COBepLLUEeHCTBOBAHUEM CUCTEM Ha KpucTanne Apple.
PeaynbTaToM 37Ol paboThl cTana Macwtabupyemasa apxuTekTypa ansg nobbix yCTPOWCTB,
KoTopas 3aHUMaeT Befyline B oTpacaum no3mummn B obnactn obecneyeHmns 6eszonacHocTu.
3Ta obuwasa ocHoBa Ans GyHKLUNIA cncTeMbl 6e30NacHOCTM cTana BO3MOXHOM 6narogaps
TOMY, YTO KOMMaHUg cTafla NPon3BOAMTb COHCTBEHHbIE YMMbl A8 CBOEro NPOorpamMmMHOro
obecnevyeHus.

Yun Apple paspaboTaH U U3roTOBNEH crneLunanbHo A9 peannsaummn cneayoumx
BO3MOXHOCTEN cucTeMbl 6e30nacHoCTU:

®yHKuNs A10 A1, S3 A12, A13, A14 A15, A16, A17 M1, M2, M3
S4-S9
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Secure Enclave

Secure Enclave npepgcTtaBnsgetr coboi BblAeNeHHY0 3alMLLEHHYI0 MOACUCTEMY HOBENLINX
Bepcun iPhone, iPad, Mac, Apple TV, Apple Watch n HomePod.

0630p

Secure Enclave — 370 BblgeneHHas 3aWuieHHas NoagcMcTemMa, BCTPOEHHas B CUCTEMbI Ha
Kpuctanne Apple. Moacuctema Secure Enclave nsonnpoeaHa oT OCHOBHOrO Npoueccopa
ana obecneyeHna OOMNOMHUTENbHOIO YPOBHS 3alMTbl U NpegHa3HayeHa oas 3awmThl
KOHPMOEHLUManbHbIX AaHHbIX NO/Ib30BaTeNS Aa)Ke B Cllyyae B3/loMa sgpa npoueccopa
NpUNoXeHUn. 9Ta noagcmcTeMa NOCTPOEHa No TOMY Xe NMPUHLUMY, YTO U BCS CUCTEMA Ha
KpucTanne: 3arpysoyHoe NM3Y 3agaeT annapaTHbIA KOpeHb goeepusa, Moaynb AES oTBevaer
3a apPeKTUBHbIe N Be3onacHble Kpuntorpaduyeckue onepaumu, a NnamMaTb 3alimllieHa.
HecmoTpsa Ha To, 4TO Secure Enclave He nmeeT cobCcTBEHHOro xpaHunuuia, Secure Enclave
MCNONb3yeT MexaHM3M 6e30MacHOro xpaHeHusa MHGOpPMaL MM B MOAKTIOYEHHOM XpPaHUINLLE
oTaenbHo oT dpnew-namatnn NAND, ncrnonb3yemMon nNpoLeccopoM NpunoXeHnn m
onepaLnoHHOM CUCTEMOMN.

dnew-namsatb NAND Mamate DRAM
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Secure Enclave npenctaBnsget coboi annapaTHbI KOMMOHEHT 6ONbWNMHCTBA BEPCUIA
iPhone, iPad, Mac, Apple TV, Apple Watch n HomePod, a uMeHHO:

- iPhone 5s nnn HoBee;

- iPad Air unun HoBee;

- KoMnbloTepbl Mac ¢ ynnom Apple;

- KomMmnbtoTepbl MacBook Pro ¢ Touch Bar (2016 r. u 2017 r.) u ynunom Apple T1;
- KoMnbtoTepbl Mac ¢ npoueccopom Intel n yunom 6esonacHocTu Apple T2;

+ Apple TV HD unu HoBee;

- Apple Watch Series 1 nnun HoBee;

- HomePod n HomePod mini.

Conpoueccop Secure Enclave

Conpoueccop Secure Enclave ob6ecrne4ynBaeT 0OCHOBHYIO BbIYMCANTENbHYIO MOLWHOCTb A1
Secure Enclave. B uenax HagexHon nsondauumn conpoueccop Secure Enclave ncnonbsyetcs
MCKoUYMTENBHO cucTeMol Secure Enclave. 3To no3songeT npegoTBpaTUTb aTaku no
CTOPOHHWM KaHanaMm c NpuMeHeHneM BPeaoHOCHOro NporpaMMHoOro obecnevyeHus,
KOTOPOE UCMOJb3yeT TO Xe S4P0 BbIMOMIHEHUS, YTO U aTakyeMoe LieneBoe nporpaMMHoe
obecneyeHue.

Conpoueccop Secure Enclave ucnonbayet Bepcuto Mukposapa L4, nopaboTaHHy0 KOMMaHUen
Apple. OHO nosBonsdeT eMy abPpekTMBHO paboTaTb Ha 6oNlee HM3KOM TaKTOBOW YacToTe,

4YTO NMO3BOJMSET 3aLUTUTb €ro OT aTak, HanpaB/lIeHHbIX HA U3MEHEeHNe TakTOBOM YaCcToTbl U
nnuTaHunsa npoueccopa. HaunHaa ¢ A11 n S4 conpoueccop Secure Enclave BkntovaeT moaynb
3alWnTbl NAaMATU U 3alNdPOBaHHYI0 NaMaTb ¢ GYHKLUUSAMU aHTUNOBTOpPA, 6e3onacHyto
3arpysKy, OTAesbHbI/ FeHepaTop CllyYaliHbiX YMcen n cobCTBeHHbIN Moaynib AES.

Mopay/nb 3aLunTbl NAaMATH

Secure Enclave paboTaeT B BbigeneHHoi ob6nactu namatn DRAM ycTpoiicTBa. 3almilieHHas
namaTb Secure Enclave nsonMposaHa oT npoueccopa NPUIOXEHU C MOMOLLLbIO HECKOTbKUNX
YPOBHEN 3aLLNTHI.

Mpwn 3anycke ycTpoicTBa 3arpysodHoe M3V Secure Enclave reHepupyeT cny4vanHbii
KPaTKOBPEMEHHbIN K/toY 3alMTbl NaMATU AN MOAYNS 3alWnTbl NnamMaTn. Kaxabii pas,
Korga Secure Enclave BbinoNHseT 3anncb B CBOIO BbleNeHHY0 061acTb NaMaT, MOAY/b
3aLWMThl NaMATU WndpyeT COOTBETCTBYIOWMI 610K NaMsATH C MOMOLLbIO WMdPOBaHMUS

AES B pexxume Mac XEX (xor-encrypt-xor), a Tak>e Bbl4MCNSET Ter ayTeHTudukaumm
Koda ayTeHTudMKauum coobueHunsa Ha ocHoBe wWndpa (CMAC) ons namatu. Moaynb
3alWnTbl NAaMSATU XPaHUT Ter ayTeHTUdUKaumm BMecTe ¢ 3awmdpoBaHHON NnamsaTblo. Koraga
Secure Enclave BbINONHAET YTeHNE N3 NaMATU, MOOYb 3alLUTbl NaMATH NpoBepseT Ter
ayTeHTudUKaunun. B cnyvyae cosnageHns Tera Mogynb 3alnTbl naMaT paclindposbiBaeT
6nok namsTu. Ecnu Ter He coBnagaeT, MOAY/b 3alWMTbl NaMsATK coobLLaeT conpoL,eccopy
Secure Enclave 06 owunbke. MNocne ownbkn ayteHTUbMKaLnm namaTn cuctema Secure Enclave
OoCTaHaB/MBaeT NpMeM 3anpocoB A0 nepesarpyskn CUCTEMbI.

besonacHocTb nnatdopmbl Apple 12
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HauunHas ¢ cucteM Ha kpucTanne ¢ npoueccopamu Apple A11 n S4, moaynb 3aWmThl
namMaTn obecneymBaeT 3awWmnTy namatn Secure Enclave ¢ nomoulblo MexaHM3ama
aHTUnoBTopa. [lnsd npenoTepalleHns NOBTOPHOM OTNPaBKM KPUTUYECKN BaXKHbIX
JaHHbIXx 6€30MacHOCTN MOAY/b 3aWMTbl NAMATU XPaHUT YHMKaNbHOE 04HOPAa30BOe
4YMCo, Ha3blBaeMoe 3Ha4YeHneM QyHKLMM aHTMNoBTOpa, ANs 61oka NnaMsTn BMecTe

C Terom ayTeHTUdUKaumn. 3HavyeHne PyHKLMUM aHTMNOBTOPA NUCMOMb3yeTCcsl B KavyecTBe
[OOMONIHUTENbHON Nonpaeku ans tera ayteHTudukaumm CMAC. 3HayeHns GyHKLMN
aHTMNOBTOPa A4/19 BCex 6/10KOB NaMsATK 3allMLLeHbl C MOMOLLbIO AepeBa Le/IoCTHOCTH,
KOpEeHb KOTOPOro HaxoAUTCS B BbiaeneHHon namatn SRAM B Secure Enclave. Mpwu
BbIMOSIHEHUM OMnepaLmnii 3annMcu Moay/b 3aWMTbl NAaMATU 0O6HOB/ISET 3Ha4YeHNe QYHKLNK
aHTUMNOBTOPA U KaXkabll YPOBEHb AepeBa Le/loCTHOCTU A0 YPOBHS namMaTn SRAM.

Mpwn BbINOHEHMW OMepaunin YTEHUS MOAY/b 3aLLUTbI NAaMATU MPOBEPSET 3HaYEeHNe
YHKLMM aHTUNOBTOPA U KaX[Obli1 YPOBEHb AepeBa LLeNIOCTHOCTU A0 YPOBHS NaMaTn
SRAM. HecooTBeTCTBUS 3HAYEHUI GYHKLMN aHTUNOBTOpa obpabaTbiBatoTca Tak Xe, Kak
HEeCOOTBETCTBUA Tera ayTeHTUdPmnKaLmn.

B cuctemax Ha kpuctanne Apple A14, M1 nnn HoBee Moay/b 3alWMTbl NaMATU NOAOEePXMBaET
[Ba OMHAMWYeCKNX KJtoYa 3almTbl namMaTu. MepBblil MCNonb3yeTcs A8 AaHHbIX, K KOTOPbIM
MMeeT O0CTyn ToNbko Secure Enclave, a BTopoit ucnonb3yetca ANs AaHHbIX, K KOTOPbIM
TakXe MMeeT O0CTyN 3aliULeHHbI HEMPOHHbIN MOAY/b.

Mopaynb 3alWnTbl NaMsATU SBNISETCA BCTPOEHHbIM 1 Npo3padHbiM Ana Secure Enclave.
Secure Enclave BbinonHsaeT onepaunn YTeHnda n3 NnaMdaTm N 3anmMcu B NaMdaTb Tak, Kak ecsin 6bl
3T0 6GblNna 06blYHas HesawndpoBaHHas NnamaTb DRAM, Torga Kak BHelWHeMy HabnogaTento
BHe Secure Enclave gocTynHa Tosbko 3alndbpoBaHHas 1 ayTeEHTUOULMPOBaHHAas Bepcus
namMaTn. 3a cyeTt aToro obecrnevynBaeTca HageXHasa 3alinTa namaTn 6es yuiepba
NpPou3BOANTENBHOCTM UMU CITOXHOCTU NPOrpaMMHOro obecrneyeHus.

3arpy3o4Hoe lN3Y Secure Enclave

B cocTtaB Secure Enclave BxoguT cneunanbHoe 3arpysoyHoe M3Y Secure Enclave.
AHanoru4Ho sarpysovHomy M3Y npoueccopa NPUNOXEHUI, 3arpysoyHoe M3y
Secure Enclave npepgcrtaBnget coboi NOCTOSIHHbIN KOA, KOTOPbIN 3agaeT annapaTHbIf
KopeHb goBepua ang Secure Enclave.

Mpwn 3anycke cucteMbl 3arpy3ymnk iBoot HasHavyaeT Secure Enclave BbigeneHHyto

obnactb namaTu. MNepepn ncnonb3oBaHMeM NamMaTh 3arpysoyHoe M3Y Secure Enclave
MHULMANN3npyeT Moaysb 3alnTbl NaMaTu Ana obecrnedyeHus Kpuntorpadnuyeckom salmTbl
3awmuLeHHon obnactu namaTtu Secure Enclave.

3aTeM npoueccop NpUIoXeHU oTnpasBnseT B 3arpysoyHoe MNM3Y Secure Enclave obpas
sepOS. MNocne konupoBaHug obpasa sepOS B 3awWMLLEHHYO NamMaTb Secure Enclave
3arpy3oyHoe M3Y Secure Enclave npoeepseT kpuntorpadmnyeckmin xelw 1 nognucb obpasa
0119 NOATBEPXOEHMS TOro, YTO YyKasaHHOe nporpaMmHoe obecneveHune sepOS paspelleHo
3anyckaTb Ha 3ToM ycTponcTBe. Ecnn o6pas sepOS nMeeT COOTBETCTBYIOLLYO NMOAMNUCH
019 3anycka Ha ycTpolcTBe, 3arpysoyHoe M3Y Secure Enclave nepenaeT ynpasneHue
nporpamMmHomy obecnevenuto sepOS. 3arpysoyHoe M3Y Secure Enclave paspaboTaHo
Takum o6pasom, YTobbl NpenoTBpPaTUTh AaNibHenllee ucnosib3oBaHue Secure Enclave

[0 crieaytolLero cbpoca ymna, ecnm Nnoannucb HeJencTBuTesNbHa.

B cuctemax Ha kpucTtanne Apple A10 1 HoBee 3arpy3oydHoe M3V Secure Enclave 6nokupyert
xelw sepOS B npegHasHa4YeHHOM A1 9TOro peecTpe. AKceniepaTtop OTKPbITOro KJt4a
MCMoNb3yeT 3TOT Xel Ans K/Yen NpUBA3KN K onepaunoHHON cucteme.
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MoHuTop 3arpy3ku Secure Enclave

B cuctemax Ha kpuctanne Apple A13 n HoBee B Secure Enclave BcTpoeH MoHUTOpP
3arpysku, NnpefaHa3HavYeHHbl a1 coXxpaHeHUs BbICOKOTO YPOBHS LLeNIOCTHOCTM Xella
3arpy>eHHoro nporpaMmHoro obecnevyeHms sepOS.

Mpwn 3anycke cUCTEMbI KOHOUIYpaLMa 3alLMTbl LENOCTHOCTN CUCTEMHOro conpoueccopa (SCIP)
Secure Enclave nomoraet npegoTBpaTUTb 3anyck conpoleccopoM Secure Enclave nio6oro kopa,
KOTOPbIN OTINYAETCs OT MMetolllerocs B 3arpy3oyHomM M3Y Secure Enclave. MoHUTOpP 3arpy3ku
nomMoraeT NpegoTBpaTUTb NPSIMOE M3MeHeHne conpoLieccopoM Secure Enclave KoHourypauum
SCIP. YT06bI coenaTb 3arpy>xeHHoe nporpamMmMHoe obecrneveHne sepOS MCNOHAEMDbIM,
3arpy3oyHoe 3Y Secure Enclave oTnpaBnsetr MoOHUTOPY 3arpy3kun 3anpoc C yKkaszaHuem
afpeca 1 pasMmepa 3arpy>XeHHoro nporpamMmHoro obecneveHus sepOS. MNMocne nonyvyeHms
3anpoca MoHUTOp 3arpyskun cbpacbiBaeT conpoLeccop Secure Enclave, xelunpyeT 3arpy>xeHHoe
MO sepOS, obHoBNsIET HacTponku SCIP, 4Tobbl paspeLlnTb BbiNnoHeHue 3arpy>keHHoro MO sepOs,
a 3aTeM 3anyckaeT BbINMOJSIHEHME B HOBOM 3arpy>KeHHoM kKoge. Mo Mepe 3arpysku cUCTeMbl
3TOT e NPOoLEeCcC NPUMeHSeTCs K HOBOMY UCMoNIHAeMoMy koay. Kaxabii pas MoHUTOP
3arpy3ku o6HOBAET BbINOMHAEMbIN Xell NpoLecca 3arpy3kn. MOHUTOpP 3arpyskun Takxe
BKJTIOYAET B BbIMOJIHAEMbIN Xell KPUTUYECKN BaXKHble NapaMeTpbl 6e30nacHoOCTH.

Mo 3aBeplleHUN 3arpy3ku MOHUTOP 3arpy3ku GUHaNN3nMpyeT BbINOMHAEMbIN Xell

M OTMNpPaBAsSeT ero B akcenepaTop OTKPbITOro Kto4Ya, KOTopbln 6yaeT Ncnonb3oBaTb 3TOT
XelW Ans KnoYyel NpMBSA3KM K onepaumnoHHOn cuctemMe. ITOT npoLecc paspaboTaH ans
TOro, YTo6bl MPUBA3KY K/OYEl K onepaLnoHHON cucTeMe He yaanocb o6oiTH faxe B
cnyvyae Hannumna ya3BMMOCTM B 3arpysoyvHom M3Y Secure Enclave.

FeHepaTop UCTUHHbBIX C/Ty4YarHbIX Ynucen

lFeHepaTop UCTUHHbBIX cnyYaiiHbix Yucen (TRNG) ncnonbsyetcs Ans reHepupoBaHus
3alULLEHHbIX CNyYalHbIX AaHHbIX. Secure Enclave ucnonbsyet TRNG kaxgbiii pas,
Korga TpebyeTcsd creHepupoBaTb C/yYalHbIA KPpUNTOrpapuuecKmnin KoY, HavasabHbIN
OUT cnyvyanHoro Kato4a Uam Apyron sHTPONUINHO 3aKOAMPOBaAHHbIN 31eMeHT. B ocHoBe
TRNG nexaT HeCKOJIbKO KOJbLLEBbIX TEHEPATOPOB, CUTHAN KOTOPbIX 06pabaTbiBaeTcs
reHepatopomMm CTR_DRBG (anropntm Ha ocHoBe 6/104YHbIX WIMGPOB B peXnMe cYeTymka).
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KopHeBble Kpuntorpagpunyeckue Knum

Secure Enclave cogep)XnT KopHeBOM KpunTorpaduyeckuin Ky yHMKanbHoro naeHtuomnkatopa
(UID). UID aBnseTcsa yHUKanbHbIM A1 KaXA0ro oTAEe/IbHOr0 YCTPOMCTBA U He CBsA3aH C
KakKUM-nbo apyrum noeHTudruKaTopom Ha yCTpoKncCTBe.

CnyyaliHo creHepupoBaHHble UID BLIMBAOTCA B CUCTEMY Ha KpUCTanie BO BpeMs
npousBoacTBa. HaumHaga ¢ cuctem Ha Kpuctanne A9, UID reHepupyetcsa ¢ nomouibio TRNG
Secure Enclave Bo BpeMsa Npon3BoACTBa M 3aNNUCbIBAETCA Ha NaBKNUX NepeMblyKax C
MOMOLLbIO MPOrpPaMMHOro nNpoLecca, UCMOJIHAEMOro NosIHOCTblo B Secure Enclave. 31oT
npouecc genaet UID HeBMAMMbBIM 3a npegenaMmm ycTponcTeBa BO BpeMs Npou3BOACTEA,
MO3TOMY AOCTYN K HEMY M XPaHEHMUIO B HEM He ByayT MMeTb HM Apple, HU ee NOCTaBLMKN.

sepOS vcnonb3yeT UID ans 3awuTbl cekpeTos ycTponcTea. UID obecnevmBaeT BO3MOXHOCTb
KpunTorpadmnyeckom NPpUBA3KN AaHHbIX K KOHKPETHOMY ycTponcTBy. Hanpumep, UID
BXOOMUT B MepapXuto KtoYen, UCMOb3yeMblX AN 3alnTbl GainnoBON CUCTEMbI, MO3TOMY
npun ¢nsnyeckom nepemMelleHmn namsatn SSD 13 ogHOro ycTpoicTea B apyroe dansbl
CTaHOBATCSA HEOOCTYMHbI. B Uncno aopyrux sawmueHHbIX CeKPEeTHbIX AaHHbIX KOHKPETHbIX
YCTPOMNCTB BXOAAT AaHHble Face ID unu Touch ID. Ha Mac aToT ypoBeHb LWndpoBaHuS
MCMNONb3yeTCcs TOMNbKO AN MOMHOCTbIO BHYTPEHHEro XpaHuauLa, cBI3aHHOro ¢ Moaynem
AES. Hanpumep, BHelIHWe YCTPONCTBaA XpaHeHu s, NoakntoYeHHble Yyepes USB, 1 xpaHunuua
Ha ocHoBe PCle ona Mac Pro 2019 r. He 3aWwMdpoBbIBAOTCA 3TUM cnocobom.

B Secure Enclave Takxe nmeetcsa ngeHtnoukaTop rpynnbl yctponcts (GID), koTopblit
ABNgeTCcs o6WMM 4SS BCEX YCTPOWNCTB, FAe UCMosb3yeTca onpeeneHHas cucteMa Ha
KpucTanne (Hanpumep, Ha BCex yCTpohcTBax ¢ npoueccopom Apple A15 ncnonbayetcs
oAunHakoBbln GID).

MpoeHTnounkatopbl UID n GID HegocTynHbl Yepes Joint Test Action Group (JTAG) n gpyrue
MHTepdelcbl oTnaaku.

Mopaynb AES Secure Enclave

Mopaynb AES Secure Enclave npencTtasnsiet coboi annapaTHbIii 610K, KOTOPbI/ BbIMOJIHSAET
cuMMeTpuYHoe WwndpoBaHne Ha ocHoBe Wnodpa AES. Moaynb AES ncktovaeTt yTeuky
MHbOpPMaL MM MOCPEACcTBOM aHanMsa TakTOBOM YacTOThl U CTaTUYECKOro aHann3a NnuTaHus
(SPA). B cuctemax Ha kpuctanne A9 n Hoeee moaynb AES Takxe cogepXuUT KOMMNOHEHTbI
NPOTUBOLAENCTBMA ANHAMUYECKOMY aHanm3y nutaHusa (DPA).

Mopynb AES nogfep>XmnBaeTt annapaTHble N NPOrpaMMHble KNoYn. AnnapaTHble Ko4Yun
nonyyatorcsa us ngeHtnoumkatopos UID nnu GID Secure Enclave. 3Tu kntoum ocTatoTcs B
Mopyne AES n He BUAHbI faxe nporpaMMHoMy obecnedeHunto sepOS. HecMoTps Ha To, 4TO
nporpamMmHoe obecrnevyeHne MOXeT 3aNpPOCUTb onepaumn WNdpoBaHUS N pacindpoBKU

C MCMNonb30BaHMEM annapaTHbIX KNo4Yel, OHO He MOXET U3BNeYb CaMu KJTOYN.

B cuctemax Ha kpuctanne Apple A10 1 HoBee moaynb AES copepXut 6noknpyembie
HayvallbHble OUTbI, KOTOPblE U3MEHSIOT KJ1t0UM, NMOoNyYeHHble U3 ngeHtudumnkatopos UID nnu
GID. Takum ob6pa3om obecneymBaeTcs YCOBHbIA OOCTYN K AaHHbIM B 3aBMCUMOCTM OT
pexuma paboTbl ycTponcTea. Hanpumep, 61oknpyemMblie HavyanlbHble OUTbI UCMONb3YIOTCA
019 TOro, YTobbl 3aKPbITbh AOCTYN K AaHHbIM, 3alULLEHHbIM NaposieM, Npu 3arpyske B
pexuMe obHoBNeHUd npowmnekn yctponcTtea (DFU). MoapobHee cM. B pasfgene
Kopg-naponu n naponu.
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Mopaynb AES

B kaxxgoMm ycTpoiictee Apple ¢ conpoLeccopom Secure Enclave nmeetcsa crieumann3mpoBaHHbIN
Kpuntorpacdudeckunin mogynb AES256 («Mmoaynb AES»), KOTOpPbI BCTPOEH HEMOCPEACTBEHHO
B KaHan npamMoro gocTyna K namatn (DMA) mexay sHeproHe3aBMcUMOM Gnel-namMsaTblo
NAND 1 OCHOBHOW CMCTEMHOWN NamMsATbio 419 NOBbIWEHN 9O DEKTUBHOCTU WNHPOBAHMUA
dannoB. Ha ycTpoiicTBax ¢ npoueccopoM A9 nnm 6onee HOBbIM NMPOLLECCOPOM CEPUN

A nogcuctemMa ¢pnew-namsaT HaxXoAUTCS HA U30IMPOBAHHON WNHE, KOTOpas nonyyaeT
OOCTYM K NaMsaTu C Nonb30BaTeNbCKUMWN AaHHbIMU TONTbKO Yepes KpunTorpadunyecknii
mMoaynb DMA.

Bo Bpems 3arpysku sepOS c nomMouwbto TRNG reHepupyeT cnyyaiHblil KpaTKOBPEMEHHbIN
KJI0Y AN19 yrnakoBKK kntoya. Secure Enclave nepegaet aToT knto4v B Mogynb AES no BbigeneHHbIM
NPOBOAHbIM KaHanaM. 3Ta Mepa HanpaefeHa Ha To, YTobbl MPeaoTBPaTUTb AOCTYN K HEMY 1t06Oro
nporpamMmMmHoro obecne4veHuns BHe Secure Enclave. 3ateM sepOS MoXeT Ucrnonb3oBaTb 3TOT
ONHaMUYeCKUI KoY s yrnakoBKKW, YTOObl ynakoBaTb KUK Gainnos oas ncnosib3oBaHus
OparBepoM ¢annoBoi cuMcTeMbl NMpoL,eccopa npunoxeHui. Korga gparnisep ¢pannoson
CUCTEMbI BbINONHAET YTeHne dalisia UM 3anucb B HEro, OH OTNPAaBASeT YNakoOBaHHbINA KoY
B Moaynb AES, KOTOpbIlA, B CBOIO 04epefb, pacnakoBbiBaeT ero. Moaynb AES Hukorga He
packpbiBaeT AewmndpoBaHHbIN K04 NporpaMMHoOMY obecnedeHuto.

MpumeyaHne. Mopynb AES otoeneH ot Secure Enclave n mogynsg AES noacuctemsl
Secure Enclave, Ho ero paboTta TecHo cBsizaHa ¢ Secure Enclave, kak nokasaHo panee.

Secure Enclave = —--ee-

CucteMHas namaTb
npoueccopa Mopynb AES PIR—
NPUNOXEHWA

Mpamoi 4oCcTyn K NaMaTm

npoueccopa (DMA)
®new-namats NAND

AKcenepaTop OTKPbITOro Kjto4a

AkcenepaTop oTKpbITOro knto4a (PKA) — 210 annapaTHbI 6/10K, KOTOPbIM BbINOMHSAET
acuMMeTpuYHble Kpuntorpaduveckune onepaumn. PKA nogoepxmsaeT anropuTmbl
noanucu n wndpoaHug RSA n ECC (kpuntorpadust Ha OCHOBE 3IMMTUYECKUX KPUBbBIX).
PKA npoTMBOCTOMUT yTeukaM MHOpMaL MM n3-3a aTak Ha OCHOBE aHanM3a TakTOBOW
YacTOTbl U aTak NO CTOPOHHMUM KaHanaMm, Takmx kak SPA n DPA.

PKA nognoep>XuBaeT NnporpaMMHble 1 annapaTHble Kto4vKn. AnnapaTHble KYM Nony4vatoTcs
n3 npoeHtndunkatopor UID nnum GID Secure Enclave. 3T1u kntouum octatotca B PKA 1 He BUAHbI
Oaxke nporpaMmHoMy obecnedeHuto sepOS.

HauunHas ¢ cucteM Ha kpucTanne ¢ npoueccopamu Apple A13, maTemaTuyeckas
npaBubHOCTb peanusaunn wndposaHus PKA aensieTca gokasaHHoW 6narogaps
npMMeHeHM0 MeTo0B popManbHON NPOBEPKM.
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B cuctemax Ha kpuctanne Apple A10 n Hoeee PKA nognep>X1BaeT KOYN NPUBSA3KU

K onepaumMoHHOM cucteMe. 3Ta TEXHONOrMS Ha3blBAaeTCo 3alMTONM 3arnedyaTblBaHUEM
Kntoyelt (SKP). Takune kntoum reHepupytoTcs Ha ocHoBe coveTaHusa UID ycTpolicTBa

M Xela nporpaMmMHoro obecneveHuns sepOS, KOTOPOE BbIMOJIHAETCS Ha YCTPONCTBE.

B cuctemax Ha kpuctanne Apple A13 n HoBee 3TOT XelW NpPeaoCcTaBnaeTcs 3arpy304HbiM
M3Y Secure Enclave nnn MoHuTopoM 3arpys3ku Secure Enclave. Knwo4un npuBsaskm K
onepaLnoHHON CUCTEME TakXe MCMNOoMb3yoTcs ans npoBepkn Bepcumn sepOS npu oTnpaske
3anpocoB K onpeneneHHbiM cnyx6am Apple n ons NnoBbilWEHNS YPOBHSA 3alMTbl AaHHbIX,
3alULLLEHHbIX KOA-NaponeM, noMoras npeaoTBpaTUTb AOCTYN K AaHHbIM KJloYel, ecnn B
CUCTEMY BHECEHblI KPUTUYECKN BaXXHble M3MeHeHUs1 6e3 aBTopu3aumn Nob3oBaTens.

3almueHHoe aHepProHe3aBMCMMoe XpaHunmuLe

Secure Enclave ocHaulaeTca BblgeneHHbIM 6e30nacHbIM 9HEPrOHE3aBUCUMbIM
YCTPOMCTBOM XpaHeHus. g nogkntoyYeHnsa 3aluiuL,eHHOro aHeproHe3aBncMmMoro
XpaHunuuwa K Secure Enclave ncnonbsyetcs BbigeneHHas wuHa 12C, nosToMy OOCTyn K
XpaHunuuy nmeet Tonbko Secure Enclave. KopHu Bcex kntoven wndpoBaHus gaHHbIX
Nnosib30BaTeNIeN SHTPOMUIMHO 3aKOANPOBAHbI U XPaHATCA B SHEPrOHEe3aBUCUMOM
xpaHunuuwe Secure Enclave.

Ha ycTpoiicTBax ¢ cucteMamu Ha kpuctanne A12, S4 1 HoBee AN XpaHEeHUs SHTPOMNMUNHO
3aKOAMPOBaHHbIX 3N1eMeHTOB conpoLeccop Secure Enclave 06beamHsaeTcsa B Napy ¢ KOMMOHEHTOM
3alMLLEHHOro XpaHunnuia. CaM KOMMOHEHT 3alMUWEeHHOro XpaHUInLLa cCoaepXnT
HenameHaeMbln kog M3Y, annapaTHbIi FeHepaTop CllyYalHbIX YMCer, YHUKabHble
KpunTorpadpuyeckme KYm ycTPoONCTB, Kpuntorpaduyeckne Moaynm n GyHKLUmMo
obHapyxeHns ¢pn3n4eckoro BMellaTenbcTBa. 19 B3aUMoAeNncTBUs OPyr C APYrom

Secure Enclave 1 KOMNOHEHT 3alMLEHHOr0 XpPaHUMLLLA UCMOb3YIOT 3alNPPOBaHHbIN

N ayTeHTUOULMNPOBAHHDBIN MPOTOKO, NPeAoCTaBASOWMNIN SKCKIO3MBHbIA JOCTYN K
SHTPOMNUIMHO 3aKOAMPOBAHHbIM 3/1EMEHTaM.

YCTponcTBa, KOTOpble BbiMyLeHbl BNepBble oceHbto 2020 roga UM nosxe, OCHaLLeHbl
KOMIMOHEHTOM 3alLNLLEHHOr0 XpaHUNULLA BTOPOro NOKOJIeHMS. B KOMMOHEHT 3alULL,EHHOro
XpaHunMLwa BTOPOro nokosneHust obaeneHbl 3almeHHbIE XPaHWUMLLA CHETYMKOB. B KaXxaom
3alMULEHHOM XPaHUIULLE CYETUYNKOB XpaHATCsa 128-6UTHOE crliyYalHoe 3HaYyeHue
(«conb»), 128-6UTHOE NMPOBEPOYHOE 3HAYEHME KOO-Naposid, 8-6UTHbIN CYETHUUK U
8-6UTHOE 3HaYeHMe MaKCMMaribHOIro KOJIMYeCTBa NOMbITOK. [0S 4OCTyNa K 3alULLLEHHbIM
XpaHUnMwam CYeTYMKOB UCMONb3yeTcs 3alndpPOoBaHHbIN U ayTEHTUOULIMPOBAHHbIN
NpPOTOKO.

3allueHHble XpaHUInLLA CYEeTYNKOB coaepyaT aHTPOMUIMHO 3aKOAMPOBaHHOE

3HayeHue, Heobxoammoe Oa pPasboKMPOBaHNSA NONb30BATENbCKUX OaHHbIX,
3alULLEHHBIX KOA-NnaponeM. [ng ooctyna K 3TUM Nosib30BaTe/IbCKUM JaHHbIM TpebyeTcs
obbeanHeHHbIV B Napy conpoueccop Secure Enclave, koTopblli nony4aeT npaBuiibHoe
3HTPOMNUINHO 3aKOAMPOBaAHHOE 3HAYeHMe Ha OCHOBe Kof-napons nonb3osatena u UID
Secure Enclave. Kog-naponb nonb3oBaTens Heb3s y3HaTb MyTEM MHOMOKPAaTHbIX MOMbITOK
pasbnokmMpoBaHus, coBepllaeMbiX U3 Nt06Oro MCTOYHMKA, OT/IMYHOTO OT ComnpoL.eccopa
Secure Enclave, koTopbihi 06beauHeH B Napy. Ecnm npeBbllleHO0 KOMMYECTBO NMOMbITOK
BBOAa kofg-naponga (Hanpumep, 10 nonbiTok Ha iPhone), KOMNOHEHT 3aLULLEHHOIO
XpaHunuuwa 6e3B03BpaTHO CTMPAET AaHHble, 3alMLLEHHbIE KOO -MaponeM.
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[na cosgaHns 3aliMLEHHOro XxpaHunumiua cyetymka conpoueccop Secure Enclave
OTNpaBnsgeT KOMMOHEHTY 3alMLUEHHOro XpPaHUI1LLa SHTPOMUNHO 3aKo4MPOBaHHOE
3HayeHue Koa-napons U 3HayeHne MakCMMasbHOro KoiM4ecTBa NomnbiToK. KOMMOHEHT
3alMLLEHHOIO XpaHWUINLLA reHepupyeT cnydYanHoe 3Ha4YeHne («CoMb»), UCMOb3ys
COBCTBEHHbIN reHepaTop ClyYalHbiX Yncen. 3aTeM OH NonyvaeT NPOBEPOYHOE 3HaYeHue
KOO-Nnapons U aHTPOMNUINHO 3aKOAMPOBAHHOE 3HAaYEeHMEe 3alULLEHHOI0 XpaHunuwa 1s
npenoCcTaB/leHHOro aHTPOMMUNHO 3aKOAMPOBAHHOIO 3HAYEeHMS KOA-Naposia, YHUKaIbHOro
KpunTorpadmnyeckoro ko4a KOMMOHEHTa 3alMWEeHHOro XpaHunmia u cny4yanHoro
3Ha4yeHud («cofb»). KOMMNOHEHT 3alULLEHHOIO XPaHUuLLa UHULMaNM3npyeT 3aliueHHoe
XpaHuUulLLe cHeT4YMKa C Konm4yecTBoM «0», NpeocTaBNeHHbIM 3Ha4YeHNneM MakCuManbHOro
Konn4yecTtBa MonbITOK, NoJTIy4YeHHbIM NMPOBEPO4YHbIM 3Ha4YeHeM Kog-napond n C)'IyLIaI‘/'IHbIM
3HaYeHneM («conb»). 3aTeM KOMMOHEHT 3aLlUMLLEHHOIO XpaHunu1Lla Bo3BpallaeT B Secure Enclave
CreHepupoBaHHOE 3HTPOMNUINHO 3aKOANPOBAHHOE 3HAaYEHME 3aLLULLEHHOTO XpaHUuLLa.

[nga Toro 4tobbl No3gHee U3BAeYb SHTPOMUNHO 3aKOAMPOBAHHOE 3HaYeHMe 3alMLLEeHHOro
XpaHunuLa 13 3alneHHoro xpaHunuia cyetymka, Secure Enclave otnpasnger
KOMMOHEHTY 3alMLLEHHOrO XPaHUINLLA BHTPOMMNHO 3aKOAMPOBaHHOE 3HaYeHne
Kofg-napond. CHavyana KOMMNOHEHT 3alMLLEHHOIO XpaHUANLLLA YBENNYMBAET 3HaYEHME
cYyeTyMKa 19 3alMLLEHHOr0 XpaHunuwa. Ecnm yBennyeHHoe 3Ha4YeHne cHeTymnka
npeBbilaeT 3Ha4YeHNe MaKCUManbHOro KOJIM4ecTBa MonbITOK, KOMMNOHEHT 3aLULLEHHOTO
XpaHunuLa nosIHOCTbIO CTUPAaET 3allULLLEHHOE XpaHUIULLe cyeTyYuMKa. Ecnn makcmManbHoe
KONMMYEeCTBO NOMbITOK HE AOCTUIHYTO, KOMMOHEHT 3alLULLEHHOIO XpaHMNuLLa NbiTaeTcs
Nnosly4YmMTb NPOBEPOYHOE 3HAaYEHME KOA-NapO0s U SHTPONMUINHO 3aKOAUPOBAHHOE 3HaYeHne
3alMLLEHHOrO XpPaHUIMLLA C MOMOLLbIO TOTO Xe afiropnuTMa, KOTOpbI UCrosib3oBancs

A1 CO34aHMS 3alUMLLEHHOrO XpaHuUIuLLa cyeTynka. Ecnm nonyyeHHoe npoBepoYHoe
3HaYeHne Kofa-napons coBnagaeT C COXPaHeHHbIM MPOBEPOYHbIM 3HAYEHNEM KOL-Naporns,
KOMMOHEHT 3alLULLEHHOTO XPaHUANLLA BO3BpaLWaeT SHTPONUNHO 3aKOAMPOBAHHOE
3HaYeHMe 3almleHHOro xpaHunumuwa B Secure Enclave n cbpacbiBaet cyetunk go 0.

KopHwu KnoYyelt, KoTopble UCMOMb3YIOTCA AN A0CTYyNa K 3alMeHHbIM NaponeM AaHHbIM,
SHTPOMUINHO 3aKOAMPOBaHbI U XPaHATCH B 3allMLWEHHbIX XPaHUIMLWaX CYETYMKOB.
Moapo6Hee cM. B pa3aene O630p 3alUThl AaHHbIX.

3almuLeHHoe 3HepProHe3aBUCMMOE XPaHUNLLLE UCTONb3yeTcs A9 BCEX CNyXO
aHTuUnoBTopa B Secure Enclave. Cny6bl aHTUNoBTOpPa B Secure Enclave ncnonb3sytoTcs
0N aHHYNSUMM OaHHbIX B CllyYae cCoObITUIN, KOTOPble OTMEeYatoT rpaHuLbl aHTUMOBTOPA,
BKJIlOYaa creaytoline cutyauum (HoO He orpaHnUYMBasCb UMN):

+  U3MeHeHue Koa-napons;
«  BKJ/lOYeHne nnu BbikatoyeHne Face ID nnm Touch ID;

- pobaBneHue unu yganeHue nuua ans Face ID nnmn otnevaTtka nanbua gna Touch ID;
. cbpoc Face ID nnu Touch ID;

- pobaBneHue unu yganeHune Kaptol Apple Pay;

+  CTWpaHWe BCEro KOHTEHTa WU HacTpOeK.

B apxuTekTypax 6e3 KOMMOHEHTa 3alUMLLEHHOIO XPaHWMLLA 4719 NPefocTaBneHns 6e3onacHoro
XpaHunuua conpoueccopy Secure Enclave ncnonb3syetca EEPROM (anekTpuyecku ctupaemast
nporpamMmmMmmpyemMad nocTodHHasa ﬂaMﬂTb). AHaNoOrM4YHo KOMMNOHEHTaM 3allLLEeHHOro XxpaHunnila
namatb EEPROM nogkntovaetcs k Secure Enclave n gocTtynHa ToNbkKO U3 HEro, ogHako
OHa He COLEPXUT BblAeNleHHbIX annapaTHbiX GYyHKUMIA 6e30MacHOCTU, He rapaHTUpyeT
9KCKJIIO3MBHbIN JOCTYN K SHTPOMUNHO 3aKOAMPOBAHHbBIM 3/leMeHTaM (3a UCKIItoYeHNEM
XapakTepucTuk GU3nveckoro nogkitovYeHns) n He npepocTaBnseT GyHKLUMIA 3aWMWEHHOMO
XpaHunua cyeTymKa.



3alWuLLLEHHbIA HEMPOHHbIN MoaYb

Ha yctpoiictBax ¢ Face ID (He ¢ Touch ID) 3alimieHHbIN HENPOHHBIA MOAYb NpeobpasyeT
OBYMeEpPHble N3006paxeHns 1 KapTbl FyB6UHbI B MaTeMaTu4Yeckne npeactaBneHns nuua
nosb3oBaTens.

B cuctemax Ha kpucTanne c npoueccopamu Apple ¢ A11 no A13 3aWMLLEeHHbIN HEMPOHHbIN
Mopynb BCcTpoeH B Secure Enclave. [Jns ob6ecrnevyeHns BbICOKOM NPON3BOAUTENBHOCTH
3alMLLEHHDbI HEMPOHHBIA MOogyNb UCNOMb3YeT NPAaMoKM foctyn Kk namatn (DMA). Moaynb
yrnpaBfieHMs NnamsaTbio BBoga-BbiBoaa (IOMMU) B aneMeHTe ynpaBneHus aapom sepOS
OorpaHM4YMBaeT BO3MOXHOCTb MPSAMOro A0CTyrna ToNbKO pa3peLleHHbIMY 0bnacTaMmn namaTu.

HauunHas c umnoB A14, M1 1 HoBee, 3awmweHHas cucteMma Neural Engine peanuayeTcs Kak
6e3onacHbIn pexxuM B cucteme Neural Engine npoueccopa npunoxeHuin. BolgeneHHbin
annapaTHbI KOHTponep 6e30nacHOCTU NepekoyaeTcs Mexay 3afgadyaMu npoueccopa
npunoxeHunii n Secure Enclave, c6pacbiBas COCTOAHME HEMPOHHOIO MOAY /A NPU

KaXkgoW TpaH3akumMn gns 3awmTbl gaHHbix Face ID. BbigeneHHblni Moy b BbINOMAHAET
wndpoBaHne NamsaTn, ayTeHTUdUKaLUIO U yNpaBrieHne AOCTYNOM. B To e BpeMs OH
MCNOoNb3yeT OTAENbHbIN KpUNTOorpaduiecknin KoY 1 ananasoH NaMaTn gns orpaHnyeHums
BO3MOXHOCTEM 40CTyNa 3alULLeHHOro HEMPOHHOIO MOAY S TOMbKO pPa3peLleHHbIMU
obnactamMm namMaTu.

MOHUTOPbI NMUTAHUA U TaKTOBOW 4acCTOTbl

Bce anekTpoHHble KOMMOHEHTbI pa3paboTaHbl A5 paboTbl B orpaHUYeHHOM ananasoHe
HanpPsXeHUs 1 4YacToTbl 3N1eKTPMUYEeCKOro Toka. Bbixon 3a npeaenbl paboyero guanasoHa
MOXeT NPUBECTU K C609M B paboTe aN1eKTPOHHbIX KOMMOHEHTOB U NocneaytolLeMy obxony
cpencTe obecnevyeHunsa 6esonacHocTu. Secure Enclave ocHalllaeTcs MUKpocxemMamMmu

0N KOHTPONA HanpsaXeHnsa. STV MUKPOCXEMbl MOMOTaloT COXPaHATb XapakTepuUCTUKK
aneKkTponuTaHua B Npeaenax paboyero AnanasoHa. Pabouunii ananasoH Taknux MUKPOCXeEM
HaMHoro 6osblle, YeM y oCTallbHbIX KOMMOHEHTOB Secure Enclave. Mpu o6Hapy>xxeHUn
3anpeLleHHoro pexuma paboTbl TakToBble reHepaTopbl Secure Enclave aBTomaTnyecku
OCTaHaB/MBalOTCA M He Mepe3anyckalTca 0o cnefytoliero c6poca CUCTEMbl Ha KpUcTanne.

0630p PpyHKUMM Secure Enclave

MpumeyaHue. YcTpoincTBa ¢ unnamu A12, A13, S4 n S5, BnepBble BbiMyL,EHHbIE OCEHbIO
2020 ropa, ocHalW,alTCa KOMMOHEHTOM 3alULLEHHOIO XPaHUIKLLA BTOPOro NoKoeHus,
Torga Kkak 6ofiee paHHMeE YCTPOIMCTBA HA OCHOBE 3TUX CUCTEM Ha KpUCTassie OCHalleHbl
KOMIMOHEHTOM 3alLNLEHHOTO XPaHMNM1LLA NepPBOro NokKoneHus.
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Cucrtema Ha Mopynb 3awWmThbl 3awumweHHoe Mopynb AES PKA

KpucTtanne namaTu XpaHunuiye

A8 WndposaHue n EEPROM Oa HeTt
ayTeHTUdunKauma

A9 LndposaHne n EEPROM 3awmTa DPA [a
ayTeHTUdmKayms

A10 WndposaHue n EEPROM 3awmTa DPA 1 Kno4n npneasku

ayTeHTUdUKaums

6nokupyemble
HavanbHble 6UTbI

K onepauMoHHON
cucteme
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Cucrtema Ha
Kpuctanne

A1

A12 (ycTpoicTtea
Apple, BbiNyweHHble
[o oceHn 2020 r.)

A12 (ycTpoicTtea
Apple, BbiNyweHHble
nocne oceHu

2020 r.)

A13 (ycTpouncTBa
Apple, BbinyLweHHble
[o oceHn 2020 r.)

A13 (ycTpouncTBa
Apple, BbiNyLWweHHble
nocne oceHu

2020 r.)
A14-A17
s3
sa

S5 (ycTpoicTea
Apple, BbiNyLWweHHble
0o oceHn 2020 r.)

S5 (ycTpolicTBa
Apple, BbiNyLweHHble
nocne oceHu

2020 r.)

S6-S9

T2

M1, M2, M3

Mopynb 3awWumThbl
namMsaTun

WndposaHue,
ayTeHTUdumkKayms
N MexaHusm
aHTUMoBTOpa

WndposaHue,
ayTeHTUdUKauma
N MexaHusm
aHTUNoBTOpPa

UndposaHue,
ayTeHTudunKauma
N MexaHusm
aHTUNoBTOpa

WnoposaHue,
ayTeHTUbMKaums
N MexaHusm
aHTMNoBTOpa

WnoposaHue,
ayTeHTUdMKaums
N MexaHusm
aHTMNoBTOpa

WnoposaHue,
ayTeHTUdMKaums
N MexaHusm
aHTMNoBTOpa

WndposaHue n
ayTeHTUdMKaums

UndposaHue,
ayTeHTudunKauma
N MexaHusm
aHTUMNoBTOpa

WnoposaHue,
ayTeHTUbMKaums
N MexaHu3m
aHTMNoBTOpa

WnoposaHue,
ayTeHTUdMKaums
N MexaHusm
aHTMNoBTOpa

WnoposaHue,
ayTeHTUdMKaums
N MexaHusm
aHTMnNoBTOpa

WndposaHue n
ayTeHTUdMKaums

WndposaHue,
ayTeHTUduUKauma
N MexaHusm
aHTUMNoBTOpa

3awmuweHHoe
XpaHunuuwe

EEPROM

KomnoHeHT
3alnLLEHHOrO
XpaHunuuwa 1-ro
NoKoNeHuns

KomnoHeHT
3alWMLLLEHHOTO
XpaHunuuwa 2-ro
noKoneHns

KomMnoHeHT
3alnLLLEHHOro
XpaHunuuwa 1-ro
noKoneHuns

KomnoHeHT
3alMLLeHHOro
XpaHunuuia 2-ro
nokoneHus

KomMnoHeHT
3alMLLLEHHOTO
XpaHunuuwa 2-ro
NnoKoneHuns

EEPROM

KomnoHeHT
3alnLLLEeHHOro
XpaHunuuwa 1-ro
NoKONeHns

KomMnoHeHT
3alMLLEHHOTO
XpaHunuuwa 1-ro
noKoneHns

KomnoHeHT
3alMLLeHHOr0
XpaHunuuia 2-ro
nokoneHus

KomnoHeHT
3alMLLeHHOro
XpaHunuuia 2-ro
nokoneHus

EEPROM

KomnoHeHT
3alWMLLEHHOTO
XpaHunuuwa 2-ro
noKosieHns

Mopynb AES

3awmnta DPA
6nokupyemble
HavanbHble 6UTbI

3awmnTta DPA
6noknpyemble
HavanbHble 6UTHI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HavanbHble 6UTbI

3awmnta DPA
6noknpyemble
HayvasbHble GUTbI

3awunta DPA
6noknpyemble
HayvasbHble GUTHI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayanbHble 6UTbI

3awmTa DPA 1
6nokupyemble
HayvasbHble GUTHI

3awunta DPA n
6noknpyemble
HayvasbHble GUTbI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

PKA

Kno4n npueasku
K ornepaunoHHOM
cucteme

Kno4n npueasku
K onepaunoHHO’
cucteme

Kntoun npmneasku
K onepaunoHHO’
cucteme

Knto4n npueasku

K onepaunoHHO’
cucTeMe U MOHUTOP
3arpysku

Knto4n npueasku

K onepauMoHHON
cucTeMe U MOHUTOP
3arpysku

Kno4n npueasku

K onepauMoHHON
cucTeMe U MOHUTOP
3arpysku

Na

Kntoun npmneasku
K onepaunoHHO’
cucteme

Kno4n npueasku
K onepaunoHHOM
cucteme

Knto4n npueasku
K onepaumoHHON
cucteme

Kno4n npueasku
K onepauMoHHON
cucteme

Kno4n npneasku
K onepauMoHHON
cucteme

Kno4n npueasku

K onepaunoHHO’
cucTeMe U MOHUTOP
3arpysku
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Face ID n Touch ID

Be3onacHocTb Face ID n Touch ID

Kon-naponu v naponun KpUTUYECKM BaXKHbl A9 6esonacHocTu ycTpoiicTe Apple. B To xe
BpeMs ya06HbIN OCTYN HEManoBa)eH O Tex, KTo obpallaeTcd K CBOMM YyCTPOMCTBAM
6onee cTa pas B AeHb. BuomeTpuyeckas ayTeHTUGMKALMSA NoOOePXKMBaeT 6e30NacHOCTb
HaOeXXHoro KoA-naponsa v gaxe noBblllaeT ee YPOBEHb, Tak Kak He TpebyeT py4yHOro
BBOJA, M BMECTe C TeM No3BoJseT 6bICTPO pa3bnokMpoBaTb YCTPOUCTBO MO OTnevaTKy
nanbua unu npocto B3rnaaom. Face ID u Touch ID He 3aMeHAIOT Naposb UK KOO-Naposb,
HO B BOMbLINHCTBE Clly4YaeB NoJib30BaTbCA MU MNpolle 1 yoobHee.

ApxutekTypa 6uomeTpuyeckon 6esonacHoctn Apple ocHoBaHa Ha CTPOrom pasfgesieHnn
OTBETCTBEHHOCTU Mexay buomMeTpuyeckmm ceHcopoM u Secure Enclave, a Takxe

Ha 6e30MacHOM coeAuHeHUN Mexay HUMKU. CeHcop dukcmupyet buometTpuyeckoe
n3obpaxeHune n 6esonacHo nepenaet ero B Secure Enclave. MNMpwu peructpaumm

Secure Enclave obpabaTbiBaeT, WndpyeT U CoxpaHAaeT JaHHble COOTBETCTBYOLLMX
wabnoHoB Face ID n Touch ID. Mpu conocTaBneHun Secure Enclave cpaBHMBaeT BXxogHble
OaHHble, nosly4YaeMble OT BMOMETPUYECKOro CeHcopa, C CoXpaHeHHbIMU WwabnoHamMu,
4TOObI ONpPenennTb, crnenyeTt N pa3bnoknpoBaTb YCTPONCTBO UKW OTBETUTb, YTO
coBnageHue HapeHo (ona Apple Pay, npnnoXeHnii n opyrux BapnaHToB UCMNOJSIb30BaHUS
Face ID u Touch ID). ApxutekTypa nogaep>XXmnBaeT YyCTPOMUCTBA, KOTOPble BK/OYAOT KakK
ceHcop, Tak U Secure Enclave (Hanpumep, iPhone, iPad n MHormne cuctembl Mac), a Takxe
BO3MOXHOCTb GU3NYECKN BbIOENUTb CEHCOP Kak nepndepninHoe yCcTponcTBO, KOTopoe
3aTeM 6e3onacHo obbeaumHsaeTcsa B napy ¢ Secure Enclave Ha Mac ¢ ynnom Apple.

be3onacHocTtb Face ID

Monb3oBaTesno 4OCTAaTOYHO B3r/IIHYTb HA CBOe YCTPOMCTBO, U Face ID BbInONHUT
6e3onacHyto pasbnokMpoBky ycTponctea Apple. UHTYUTUBHO NOHsATHas 6e3onacHas
ayTeHTUdMKaLMa BbINONHAETCS C NoMoulbto Kamepbl TrueDepth, koTopas TO4HO pacno3HaeTt
reoMeTpuio nuua, 3agencTBys nepenoBbie TexHonornun. Face 1D 3agencTByeT HenpoceTu
019 pacrno3HaBaHWsl BHMMaHWS NoSb30BaTeNs, CONOCTABNEHMs N1La U NpeaoTBpalLeHns
HeCaHKLMWOHMPOBAHHOIO AoCTyna. 3To AaeT BO3MOXHOCTb pa3bnoknposaTtb TenedoH
B3rN440M, Ja)ke Npu UCMoNb30BaHMN YCTPOMCTB B Macke, eC/in OHM NoAaepXuBatoT

TaKyt BO3MOXHOCTb. Face ID aBToMaTmMyecku agantmpyetcs K MU3MeHeHUsIM BHELHOCTH
nofb3oBaTend M TWaTeNbHO COXpaHsaeT KOHPUOEHUNaNbHOCTb 1 6€30NacHOCTb
ONOMeTPNYECKNX OaHHbIX.

dyHKUna Face ID co3gaHa 14 Toro, 4To6bl YCTPOMCTBO aKTUBMPOBANOCh TONIbKO B

TOM c/lyyae, eC/iM Ha Hero Hanpas/eH B3rnag nosb3osatens. OHa Takxe CAYXUT Ang
HaOeXHol ayTeHTMdUKaLUM C HU3KOI ao/elt ownboK M NpeaoTBPaLLeHNs SNEKTPOHHbIX U
dn3nYecknx cnocoboB HeCaHKLMOHUPOBAHHOIO A4oCTyna.
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Kamepa TrueDepth aBTOMaTM4eCcKu BbIMOMHAET MOUCK IMLLA MONb30BaTeNd, Koraa
nonb3oBaTesb BbIBOAUT U3 pexunma cHa ycTpoiicteo Apple ¢ Face ID, nogHumas ero

WUNn Kacasdcb aKkpaHa, nMbo Korga Ha yCTpoMCcTBe 3anpalinBaeTca naeHTudukaums
nonb3oBaTens ANns otobpaxkeHusa BXOAsSWEro yseaomMneHus, nnbo korga ayteHTudukaums
c nomolubto Face ID 3anpalumBaeTcs NpuioXeHneM ¢ noaaepxxkom aton pyHkumn. Korga
nnuo obHapyxeHo, Face ID nogTBepXaaeT BHUMaHMeE NOb30BaTENsA U er0 HAMepeHme
pasbnokMpoBaTb YCTPONCTBO, pacno3HaBas OTKPbITbIE Fasa 1 B3rnsa4, HanpaBieHHbIN
Ha ycTpoicTBeo. [1ng noaaepxku YHMBepcanbHOro goctyna nposepka BHUMaHua Face ID
BblKJlloYaeTca npu akTuBaummn VoiceOver, a npn Heo6X0AMMOCTU 3TY PYHKLMIO MOXHO
BbIK/IIOYMTb caMocToaTenbHo. MNpun ncnonb3osaHun Face ID B Macke Bcerga tpebyertcs
pacno3HaBaHMe BHUMaHUS.

Korpa kamepa TrueDepth noaTBepxagaeT NpuUCyTCTBME NNLLA U BHUMaHWE NOJb30BaTenNs,
OHa NpoeunpyeT U CYMTbIBAET ThiCAYN MHOPaKPACHbIX TOYEK AJ19 COCTaBNeHUs KapThbl
rny6uHbl N1MLa, a Takxe co3faeT AByMepHoe UHdppakpacHoe nsobpaxeHne. Ha ocHoBe
3TUX QaHHbIX CO3daeTcs NocnenoBaTeNlbHOCTb ABYMEPHbIX M306pakxeHnn n KapT rnyo6uHbl,
KoTopble 3almuaTcsa undpoBon nognucbio N oTnpasnsaioTcd B Secure Enclave. Ong
npenoTBpaLLeHNsa 3NeKTPOHHbIX N GU3NYECKUX CNOCOBOB MOLEHHNYECTBa KamMepa
TrueDepth pacnonaraeT nocnenoBaTefnibHOCTb ABYMEPHbIX M306paXK€HUN U CHUMKOB KapT
rny6uHbl B Cy4yaHOM Nopaake, a Tak)e NpoeuyupyeT C/ly4yalHylo CXeMY, YHUKaNbHYIO
0N gaHHoro yctponcTea. OguH U3 91eMeHTOB 3aliMLULEeHHOro HEMPOHHOIro Moay s,
6e3onacHOCTb KOoToporo obecnevnBaetcs Secure Enclave, co3gaet MateMaTnyeckoe
npepctaBsieHNne 3TUX OaHHbIX N CpaBHUBaeT ero ¢ gaHHbIMU 3aperncTpmMpoBaHHOrIo

nmua. 3T gaHHble SBNAIOTCS MaTeMaTUYeCKUM NpefcTaBleHneM nuua nosb3oBaTens,
cdoTorpadmMpoBaHHOIro Nog Pas3iMYHbIMU YriiaMu.

BesonacHocTtb Touch ID

Touch ID — 3To cucTeMa CYMTbIBaHUS OTneYaTka nasbla, KoTopas yckopseT 1 ynpoliaeT
npouecc 6e3onacHoro 4ocTtyna kK yctpoiictsaM Apple ¢ noaaepxkoit aToi GyHKLUK.
OTa TEXHONOrMa CYMTbIBAET oTneYaTky Nanbles nog Nto6biM yrinoM. Mpu Kaxaom
MCMNOMb30BaHMM AaTUYMK BbiBNSAET OOMONHUTENbHbIE MEePeKpbiBaloWMecs y310Bble TOYKM,
pacwunpss 6asy gaHHbix 06 oTrneyaTkax nasnblies nosb3oBaTens.

YctpoiictBa Apple ¢ ceHcopoMm Touch ID MoXHO pa3b6noKkMpoBaTb C MOMOLLbIO OTNeYyaTka
nanbua. Touch ID He n3basngeT oT HEO6XOAUMOCTM B KOA-MNaposie YCTPOUCTBA UK naporne
nonb3oBaTens, KOTOPbIA No-NpexHeMy TpebyeTcsa BBOAUTL Noc/ie 3arpysku, nepesarpysku
yCTPONCTBa UK Bbixoga U3 cuctembl (Ha Mac). B HekoTopbix npunoxeHusx Touch ID
MOXeT MCMOoMb30BaTbCs BMECTO KOA-Maposig yCTPOMCTBA UM Naposs nofb3oBaTens,
HanpuMep ans pasbaoKMPOBKM 3aLLMLLEHHbIX MAapPOeEM 3aMeTOK B MPUIOXKEHUN «3aMeTKN»,
0N pasbnoKMPOBKN CaMTOB, 3allMLEHHbIX MPU MOMOLLW CBA3KM K/HOYEN, a TakxKe BMECTO
naponer B NoAOepXMBaeMbix NpunoxeHmax. O4HAKO B HEKOTOPbIX C/lyYasx ob6s3aTeNbHbIM
ABNSETCS UCMOJb30BaHNe KoA-naposia yCTPONCTBa UM napona nonb3oBaTens. Hanpumep,
3TO HEOBXOAMMO A1 USMEHEHUS CYLLECTBYIOLLEr0 KOA-Naposisg YCTPONCTBA UK Napons
nonb3oBaTensd, a Takxe Ang yganeHuns 3aperncTpupoBaHHbIX OTNeYaTKOB NasbLieB UK
COXpaHeHMs HOBbIX OTNeYaTKOB.

Korga gaTymMk oTnevyaTkoB MafblieB pacrno3HaeT NPUKOCHOBEHME Nanbla, OH cKaHupyeT
naneL, ¢ MOMOLLbIO YCOBEPLIEHCTBOBAHHOW MaTpuUL,bl U OTApaBAseT nsobpaxeHue B
Secure Enclave. KaHan, ncnonb3ayemblii 4na 3alimTbl 9TOF0 COeAUHEHUS, 3aBUCUT OT
TOro, BCTpoeH Nun ceHcop Touch ID B ycTpoicTBo ¢ Secure Enclave nnu pacnonoxeH B
oTAenbHOM nepndepunHoM ycTponcTBe.
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B npouecce BeKTOpM3aLMmnm CKaHMPOBAHHOIO oTnevyaTka nanbla g aHanmsa aTo
pacTpoBoe n3obpaxeHne BpeMeHHO coxpaHaeTcs B 3allMPpPoOBaHHOM y4yacTke NaMaTu
Secure Enclave, a 3aTeM ygansetca. AHanns BbINOJIHAETCSA NyTEM COMNOCTaB/IEHUS
OYroBbIX NanUIAsSPHbIX Y30POB, MPN KOTOPOM M3Yy4atoTCs TOSIbKO HEKOTOPble pparMeHThl,
4YTO He NO3BOJISET BOCCTAHOBUTb GakTUYECKUI OTNeYaToK nasnbla nosb3oBaTens.

Mpwn perncTpaummn noflyvyeHHas kapTa y3/fioB coxpaHaeTcs B 3alimdbpoBaHHon popme,
KOTOPYIO MOXET NpoYnTaTb TONIbko Secure Enclave, npuyeM oHa OOCTYMHa TOMbKO B BUAE
wabnoHa ons cpaBHeHWUs NpU OanbHENLWNX COMOCTAB/IEHUAX U HE COAEPXNUT Kakon-nmbo
MHbOpPMaL KN, Ha OCHOBE KOTOPOI MOXHO YCTaHOBUTb IMYHOCTb. OTW JaHHble HUKOTAa
He nokupatoT ycTponcTtea. OHM He oTNpaBnsaloTcsa B Apple 1 He BK/ItoYaloTCa B pe3epBHble
KOMUM yCTPOMCTBA.

BcTpoeHHasq 3awmTa KaHana Touch ID

BcTpoeHHbIn ceHcop Touch ID o6MeHmBaeTcs gaHHbIMK ¢ Secure Enclave no wuHe
rnocnenoBaTenbHOro nepudepunitHoro nHTepdelica. Mpoueccop He MOXET NPoYnUTaTb 3TU
JaHHble, a MPOCTO NepeHanpasngeT ux conpoueccopy Secure Enclave. ns wudpoBaHus

N ayTeHTUOUKaLMN 3TUX AaHHbIX UCMOMb3YEeTCs KoY ceaHca, KOTOPbIN CornacoBbiBaeTcs

C noMolubto obLLero kno4a, Ha3Ha4aemMoro nNpu NPou3BOACTBE KaxaoMy ceHcopy Touch ID
1 cooTBeTCcTBylolWEeMy eMmy Secure Enclave. O6wmin kntoy kaxkgoro ceHcopa Touch ID aBngeTtcs
HafeXHbIM, CIy4allHO CreHepMPOBaHHbIM U YHUKaNbHbIM. [pn oOMeHe K/ItoYOM ceaHca
MNCMNONb3yeTCs aNropuT™M 3alumThl kKtoya AES: 0b6e CTOPOHbI NPefoCTaBAMOT C/yYalHbliA KoY,
KOTOpPbIN 3ajaeT K/toY ceaHca M UCMONIb3yeT TpaHCNOPTHOe WwWndpoBaHue, bnarogaps Yemy
obecneunBaeTcsl ayTeHTUdGUKaLUs N KOHOUAEHUMaNbHOCTb (C noMowbio AES-CCM).

Magic Keyboard ¢ Touch ID

KnaBunaTtypa Magic Keyboard ¢ Touch ID (u knaBnaTtypa Magic Keyboard ¢ Touch ID

M UMdPOBON NaHesNblo) — 3TO BHELIHAA KNnaBuaTypa ¢ ceHcopoM Touch ID, koTopas
nogknto4daeTca K Mac ¢ unnom Apple. KnaenaTtypa Magic Keyboard ¢ Touch ID cny>xut
brnomeTpuyecknm cumTbiBaTeneM. OHa He XxpaHUT BruomMeTpuryeckune WabnoHbl, He BbINOHAET
bnomeTpuyeckoe conocTaBsieHne N He obecneymBaeT cobnogeHne NoNUTUK 6e30nacHoOCTH
(HanpuMep, He TpebyeT BBECTU Naposb, €CNn pa3bioKMPOBKa He BbINOIHANACh B TeYEHMe
48 vyacosB). Nepepn ncnonbsoaHnem ceHcop Touch ID Ha knaBmnaType Magic Keyboard

¢ Touch ID Heobxognmo 6e3onacHo 06beanHUTL B Napy ¢ Secure Enclave Ha Mac. Nocne
aToro Secure Enclave cMOXeT BbINOMHATb PeruMcTpaumio n conoctaBeHne, a Takxe
obecneymBaTb cobntogeHne NoNMTUK 6e3onacHOCTU Tak Xe, Kak 1 Ans BCTPOEHHOro
ceHcopa Touch ID. Ecnu koMnbtoTep Mac noctasnsieTcs ¢ knasnatypon Magic Keyboard

c ceHcopoM Touch ID, Apple BbinonHAET co3aaHue napbl Ha 3aBoae-u3rotosutene. Mpu
HeobX0AMMOCTM NMOMb30BaTeNb Tak)Xe MOXET BbIMOMHUTbL Co3gaHne napbl. Knasmatypy
Magic Keyboard ¢ Touch ID Mmo)xHo 6e3onacHo 06beanHUTb B Napy TObKO C OO4HUM
KoMMbloTEPOM Mac 3a pas, Ho koMnbloTep Mac MOXeT NoaAepPXXMBaTb 3allMLLEHHbIe Napbl
C MATbIO pa3nnM4YHbIMU KNnaBmaTtypamm Magic Keyboard ¢ Touch ID.

Knasunatypa Magic Keyboard ¢ Touch ID n BcTpoeHHble ceHcopbl Touch ID coBMeCTUMbI.
Ecnun oTneyvaTok nanbLa, KOTOPbIN Oblf 3aperucTpmpoBaH Ha BCTPOEHHOM B Mac ceHcope
Touch ID, cumTtbiBaeTcs knaBmaTypont Magic Keyboard ¢ Touch ID, To Secure Enclave Ha
KomnbtoTepe Mac ycnewHo o6pabaTbiBaeT coBnageHne, 1 HA06OpPOT.

[na nogaepXKu 3alnL,eHHOro co3faHuns napbl U, cfiegoBaTesibHO, CBA3U MexXay

Secure Enclave koMmnbtoTepa Mac 1 knaBuaTypoi Magic Keyboard ¢ Touch ID
KNnaBMaTypa OCHalleHa annapaTHbIM 6/10KOM akcenepaTopa oTKpbIToro knatwova (PKA) ons
obecneyeHuns cepTuduKaLmm 1 annapaTHbIMU KJt0YaMKU ONs BbINOIHEHUS HEOBXOANMbIX
Kpuntorpadunyeckmx NpoL,eccos.
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3alwuu,eHHoe cosgaHue napbl

Mpexnae 4yem ncnonb3oBatb Touch ID Ha knaBnaTtype Magic Keyboard ¢ Touch ID,
Heobxogumo 6esonacHo o6beanHUTDL ee B napy ¢ Mac. [lng Toro 4to6bl co3paTth napy,
Secure Enclave komnbtoTepa Mac 1 6nok PKA knasuatypbl Magic Keyboard ¢ Touch ID
06MeHMBaOTCA OTKPbITbIMU KJt04aMKU C KOPHEM B JOBEPEHHOM cepTudumkarte Apple.
OHM ucnonb3yloT annapaTHble cepTUDUKALLMOHHBIE K/TIOUYM 1 BPEMEHHbIN kntoy ECDH
ona 6esonacHoro noaTeep)XaeHua nageHtTuéukaunm. Ha Mac aTu gaHHble 3awmiLaeT
Secure Enclave; Ha knaBuaType Magic Keyboard ¢ Touch ID aTu gaHHble 3awnuwaeT
6nok PKA. NMocne 3aunu,eHHOro co3aaHna napbl Bce gaHHble Touch ID, nepenaBaemMblie
Mexnay Mac u knasuaTtypoit Magic Keyboard ¢ Touch ID, wneopytoTcs ¢ noMoLbio
AES-GCM, ucnonbsysa 256-6uTHble KNO4YM U AnHaMmuveckme knoun ECDH, koTopble
3apencTBytoT Kpusyto NIST P-256 Ha OCHOBe COXpaHEeHHbIX UOEHTUDUNKATOPOB.
MoppobHas nHbopmaLumnsg 06 NCNOb30BaHUM KNaBnaTypbl B 6eCNpoBOgHOM pexunme
npueoauTca B pasnene besonacHocTb Bluetooth.

bes3onacHoe noaTBepXAeHUEe HaMepeHUus co3gaTb napy

Mepepn nepBbiM ncnonb3oBaHnemM Touch ID ong coBeplieHNa HEKOTOPbIX AENCTBUN,

B TOM YMClie nepep perucrpaumnein HoBoro otneyaTka nanblia, Nofb3oBaTeNb OO/KEH
noaTBEPAUTb CBOE HaMepeHne ncrnonb3oBaTb knasnatypy Magic Keyboard ¢ Touch ID

¢ KomnbtoTepoM Mac. 115 aToro TpebyeTcs BbINOJHUTL PU3nYeckoe gelnictene. Hameperue
nofb3oBaTens NoATBEPXAAETCs, eCNu Nofb3oBaTeNb ABaXAbl HAXUMaET KHOMKY NUTaHUs
KoMMbloTepa Mac npu noseBneHMn 3anpoca B Nofb30BaTeNbCKOM MHTepdence Ui ecnu
OblNn yCcrewHo conocTaBieHbl OTNeYaTKM NanbLeB, paHee 3aperncTpmpoBaHHbie Ha Mac.
Mogpob6Hee cM. B paspene besonacHoe NoaTBEPXAEHME HAMEPEHUS U MOOKIIOYEHNS K
Secure Enclave.

TpaH3akuuun Apple Pay MOXXHO aBTOpM30BaTb C NOMOLLbO conocTaBneHmns Touch ID
UNn BBOAA Napons nonb3osatens macOS 1 oBOMHOro Ha)XaTua Ha kHonky Touch ID Ha
Magic Keyboard ¢ Touch ID. MocnegHum cnocoboMm nosib3oBaTeslb MOXeT NoATBEPAUTb
HamMmepeHune gaxe 6e3 conocTtaBneHua Touch ID.

3awmTa KaHana knasuatypbl Magic Keyboard ¢ Touch ID

[nsa Toro 4tobbl NOMOYb obecnevnTb 6€30NacHOCTb KaHana CBSA3U MeXAy CEHCOPOM
Touch ID Ha knaBunaType Magic Keyboard ¢ Touch ID n conpoueccopom Secure Enclave
ob6beAnHEHHOro B Napy KoMnbtoTepa Mac, TpebyeTtcs crnegytouwee:

- 3awumilieHHoe co3gaHue napbl Mexay 6n1okom PKA knaBnaTtypbl Magic Keyboard ¢
Touch ID n conpoueccopom Secure Enclave, kak onuMcaHo Bbille.

- besonacHbin kaHan Mexay knasnatypoi Magic Keyboard ¢ ceHcopom Touch ID n ee
6nokom PKA.

besonacHbIi kKaHan Mexay knaematypon Magic Keyboard ¢ ceHcopom Touch ID u ee
6nokomM PKA HanaxunBaeTcs Ha 3aBOfe-N3roToBMTENE C UCMONb30BAHMEM YHUKAIbHOTO
Kntoya, obwero ong knaemaTypbl 1 6110ka. (3TOT MeTof TakXXe UCnonblyeTcs Ans
cosgaHusa 6esonacHoOro kaHana mMexay conpoueccopom Secure Enclave komnblotTepa
Mac 1 BCTPOEHHbIM B KOMMbIOTEP CEHCOPOM (3TO OTHOCUTCS K KOMMbloTepam Mac

CO BCTPOeHHbIM Touch ID).)
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Face ID, Touch ID, kog-naponu u naponmn

YT006bl Mcrnonb3oBaTb Face ID unn Touch ID, HEOGXOAMMO HAaCTPOUTb YCTPONCTBO

TakuM obpasom, YTobbl ANns ero pasbnokNpoBKkKN TpeboBanca Koa-naposb UNK Naposb.
Ecnu Face ID nnu Touch ID HaxoanT COOTBETCTBUE, YCTPONCTBO pa3brokupyeTtcs,

He 3anpallMBas Koa-naposb UK Naposib YCTPOUCTBA. ITO MOBbIWAET pPaLMOHaNIbHOCTb
MCNoNb30BaHNA 6onee OIMHHOMO M CNOXHOro Kog-naposa v napons, NoCKObKy ero
He HY>XHO byaeT BBOOAUTb CAnLLIKOM YacTo. Face ID n Touch ID He 3aMeHAI0T Kog-naposb
MW Naposfib Nofib3oBaTens, Ho ob6ecneymBatoT Nerknii JOCTyn K YCTPOMCTBY B Ppa3yMHbIX
rpaHuLax U BpeMeHHbIX paMkax. OTO BaXKHO, MOCKOJbKY HaAeXHbl KO4-naposb Un
naposib CAY>XXUT OCHOBAHMEM A8 KpUNTorpadruyeckon 3almTbl AaHHbIX NO/Ib30BaTENA Ha
ycTpoicTee iPhone, iPad, Mac unu Apple Watch.

CuTtyauuun, Korga Heo6xogum BBoJ, KoA-naponsa uam napons

B nto6oe Bpems BMecTo Face ID nnu Touch ID nonb3oBaTenu MoryT BBECTU KOA-Maposb
WNM Naposib; OAHAKO MHOMAa BOCMONb30BaTbC BMOMETPUYECKON ayTeHTUbUKaLmnen
HEeBO3MOXHO. BBog naponsa unu koa-napons Heob6xoanm B cnegyowmx crnyyasx,
Tpebywumx ocobbix Mep 6e30MacHOCTU:

« 06HOBNEHMe NporpaMMHoro obecnevyeHns;

«  CTUpaHMe COOepPXMUMOro U HacTpPoek YCTPOMNCTBA;
«  MNPOCMOTP WU U3MEHeHMe HacTpoeK Koa-napons;
+ yCTaHOBKa npodunen KoHGUrypauumm;

« pasbnokupoBaHune naHenn «KoHduaeHUnanbHoCTb 1 6€30nacHOCTb» B CUCTEMHbIX
HacTpoiikax Ha Mac (macOS 13 unu HoBee);

+  pas3bnokupoBaHue nNaHenn «3awmta n 6e3onacHocTb» B CUCTEMHbIX HacTpoOMKax
Ha Mac (macOS 12 unn 6onee paHHue Bepcun);

«  pasbnokupoBaHue naHenn «fonbsoBatenu n rpynnbl» B CUCTEMHbIX HAacTponKax
Ha Mac (macOS 13 nnn HoBee; ecnu BKAtoYeHa pyHKUMs FileVault);

- pasbnokunpoBaHue naHenn «lMonb3oBaTtenu n rpynnbi» B CUCTEMHbIX HAaCTpPOMKax
Ha Mac (macOS 12 unn 6onee paHHUe Bepcuun; ecnu BkaoyYeHa dyHkuma FileVault).

Kopa-naponb unu naposb Takxe TpebyeTcs, ec/iv YCTPOUCTBO HaXo4MUTCA B O HOM
M3 crefyloLLnx COCTOAHNUN:

+  YCTPOWCTBO TOJIbKO YTO BKJIOYEHO UM Mepes3arpy>XeHo;
«  MoNb30BaTesb Bbillen U3 y4eTHOWN 3anucu Ha Mac (Mnu elle He Bolien B Hee);

« nofb3oBaTeslb He BbIMNOJIHAN PasbnoKMPOBKY YCTPOMCTBA Ha NPOTSXeHUn bonee
48 yacos;

- Mofb3oBaTelflb He BBOAW/ NAaposib UK KOA-Naposb Ansa pa3bioKMpoBKN YCTPONCTBA
Ha NpoTsaxeHun 6onee yem 156 4acoB (LLIECTU C NOMOBUHON AHEN) N HE BbIMOJHSAN
6nomeTpunyeckyto ayTeHTUdUKaumio ans pazbioKMpoBKM YyCTPOUCTBa B TeveHne 6onee
yeM 4 yacos;

«  YCTPOWCTBO MOMy4YMI0 KOMAHAY yaaneHHon 610KNUPOBKH;

+ MOMb30BaTeNb OTMEHW/ BbIK/IOYEHWNE YCTPOWCTBa UAn paboTy GyHKLMN «DKCTPEHHbIN
BbI30B — SOS» nyTeM HaxaTus v yaep>XXaHus o4HOBPEMEHHO OJHOMN U3 KHOMOK
FPOMKOCTM 1 KHOMKK «CoH/MpobyxaeHne» B TeHeHMe ABYX CEKYH[, a 3aTeM HaxaTus
KHOMKN «OTMEHUTb»;
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¢ BbIMOJIHEHO NATb HEeyAa4YHbIX MOMNbITOK COMOCTaB/IeHNA ONOMETPNYECKNX OaHHbIX
(OJJ,HaKO ons yﬂ,O6CTBa nonb3oBaTtensd yCTpOI?ICTBO MOXET NpeaoXnTb BBECTU KOO-MapoJib
M nNaposb BMeCTO NCMOJSIb30BaHNA 6VIOM6TpI/I‘-|eCKVIX OaHHbIX U MOoCcne MeHbllero
yucna HeygayHbIX MNOMbITOK).

Korga Ha iPhone BkntoyeHa ¢yHKuUKNA Face ID B Macke, elo MOXHO BOCMOJ/Ib30BaTbCH
B TeyeHue 6,5 4 nocne ogHOro U3 cnegyowmx 4encTBuii Nonb3oBaTens:

« ycrnewiHoW nonbITkK conocTasneHna Face ID (B Macke unun 6e3 Hee);
« ycrneLliHOW NpoBepKu KoA-napons, BBeAEHHOro Ha YCTPOMNCTBe;
«  pa3boKMpPOBKM YCTPOICTBaA C NoMollbio Yyacos Apple Watch.

Mocne no60oro U3 aTUx OeNCTBUIN Nepuof, paboTbl GYHKLIMM NPoasieBaeTcs Ha cneayiolime 6,5 u.

Korga Ha iPhone unu iPad BkntoyeHa ¢yHkuma Face ID unm Touch ID, ycTpolicTBo
HeMenNieHHo 6nokMpyeTcsa nNpu Ha)XaTum KHonku «CoH/MpobyxaeHne» n 6nokunpyetcs
KaXkabl pa3 npu nepexoae B pexxum cHa. Ona Face ID n Touch ID TpebyeTca ycneliHoe
cornocTaBneHne (NMbo BBOA KOA-Napoas) Npun KaXaoM BbIXO4e U3 pexunma cHa.

BepoaTHOCTb TOro, YTO CNy4YalHbIn YenoBek pasbrnokupyet iPhone unu iPad, coctaBsngeT
MeHbwe yeMm 1Kk 1 000 000 npu ncnonb3osaHuun Face ID, B TOM yncne ecnu BkAOYEHa
dyHkuma Face ID B macke. B cnyyae mogeneii iPhone, iPad, Mac ¢ Touch ID u mogenein,
ob6beagMHEHHbIX B Napy ¢ knaemaTypoh Magic Keyboard, BepoaTHOCTb COCTaBISeT MeHblle
4yeM 1k 50 000. BepoaTHOCTb BO3pacTaeT, eCN1 3apPEerncTpMpoBaHO HECKOMbKO OTNe4YaTKoB
nanoues (oo ypoBHs 1k 10 000 npu naTtu oTneyaTkax) Uamn nsobpaxxeHui (4o ypoBHS 1

Kk 500 000 npwu gBYyX n3obpaxeHnsax). [ng LONOAHUTENbHON 3aWnTbl GyHKUMK Face ID

n Touch ID paspeLlatoT BbIMOSHUTL TONIbKO 5 HeyAa4HbIX MOMNbITOK COMOCTAaB/IEHUS, NOCe
4yero ANs AoCTyna K yCTPOUCTBY MW YYETHOW 3anNncuK Nonb3oBaTens notpebyerca BBECTH
naponb unu Kkog-naponb. B cnyyae ¢ Face ID BepossiTHOCTb OWIMOGOYHOrO conocTaBeHns
Bbille, ecnu:

« Yy nofib3oBaTeNs eCTb 6/M3HEeL UK NOXOXMI Ha Nofb30oBaTeNs POACTBEHHUK, HAaNpuMep
OpaT unm cecTpa;

«  OyHKUMel nonbaytoTcd AeTh Ao 13 net (MoToMy YTO OTAIMYUTENbHbIE YepTbl N1La ele
dopmupytoTcs).

B aTuX cny4asax BepOoATHOCTb elle 6onblie NnoBbilaeTcs, Korga ucnonbayercs Face ID
B Macke. TeM, KTo 6ecrnokonTca 0 TakoM OWNBOYHOM conocTasnieHnn, Apple pekomeHgyet
MCMONb30BaTh A8 ayTeHTUdUKALMM KOO -Naposb.
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be3onacHOCTb conocTaBneHus nuua

ConocTaBneHue nuua BbiNonHaeTcs BHyTpKU Secure Enclave ¢ ncnonbsoBaHnem
HelpoceTeMn, cneumanbHO 0By4YeHHbIX ANns aTol 3aga4m. Komnanus Apple paspaboTana
HenpoceTn O/ CONOCTaBNEHUs NN, Ha OCHOBe 6onee MUnNNMapaa n3obpaxxeHuin, BkoYas
nHopakpacHble (MK) nsobpaxeHns n KkapTbl F1y6UHbI, COGpaHHble B Xo4e nccnenoBaHni,
KOTOpble MPOBOAUMANCH C MHGOPMUPOBAHHOIO COrnacusa y4acTHUKoOB. 3aTeMm, paboTas

c pobpoBonbLaMu co BCero Mnpa, komnaHusa Apple cobpana penpeseHTaTUBHYIO

rpynny ntoaen Ha oCHOBe MnoJsa, BO3pacTa, 3THUYECKOro MPOUCXOXAEHMUS U APYTnX
dakTopoB. Mpn HEOOXOAMMOCTM OXBaT UCCIeA0BaHMN pacMpsancs, YTobbl obecne4ynTb
BbICOKYIO CTEMEeHb TOYHOCTM A8 Nobbix nonb3oBaTenen. OyHkums Face ID pacnosHaet
nonb3oBaTenel B rofloBHbIX ybopax, wapdax, ¢ KOHTaKTHbIMU IMH3aMU, B O6bIYHbIX OYKaX
M MHOTUX BUOax CONMHUEe3alnTHbIX 04KOB. Face ID TakxXe noggepxuBaeT pa3bioknpoBky
B Macke Ha ycTpoicTBax iPhone, HaumHas c iPhone 12 n iOS 15.4 nnun HoBee. Kpome

TOro, oHa paboTaeT B NOMeLLEHNN, HA OTKPbITOM BO3AYyXe U Aaxe B NMOJIHOW TEMHOTE.
JononHuTenbHas HelpoceTb, 0byyYeHHas Ans pacrno3HaBaHMa U NpeaoTBpaLLeHNs
MOLUEHHMYECTBa, 3alluLLaeT OT NOoMbITOK pa3bioKMpoBaTh YCTPONCTBO NPU NOMOLWM
doTorpaduint unn macok. [aHHble Face ID, B TOM YyMcne MaTeMaTU4YecKue nNpeacTaBfieHus
nnua nonb3oBaTens, 3awmndpoBaHbl U [OCTYMNHbI TONbKO Mogynto Secure Enclave.

3TW OaHHble HMKOMAa He nokupaatT ycTponcTBa. OHKM He oTnpaBnatoTcs B Apple 1 He
BKJIlOYAOTCA B pe3epBHble Konuu ycTpoiicTea. MNpn 06bIYHOM UCMONb30BaHMUM YCTPOMUCTBA
cnepywouwme gaHHble Face ID coxpaHsloTCa B 3alLMPpPoOBaHHOM BuAe TOMNbKO A
ncnonb3oBaHuga Secure Enclave:

- MaTeMaTuyeckue npencTaBieHNs nuLa Nofb3oBaTens, paccymTaHHble Npu
perucrpaunu;

+ MaTemMaTuyeckue npepcraBsieHUs nnua nob3oBaTens, pacCYnTaHHbIe BO BpeMS
HEKOTOPbIX MNOMbITOK pa3bnoknposBkK, ecnu Face ID cymTaeT Ux NonesHbIMU a4
MOBbILWEHNA TOYHOCTU COMOCTaBNeHMs B ByayLieMm.

doTorpadun nuua, caenaHHble B Xxo4e 06bIYHOro MCMONb30BaHNS YCTPOICTRA,

He COXPaHATCH; OHW HEMEAIEHHO yOansioTCcs nocne pacyeta MaTeMaTU4eCcKoro
npencraBfeHnsa B Lensax pernctpaymm B Face ID nnm cpaBHEHUS C 3apermncTpupoBaHHbIMMU
naHHbIMK Face ID.

MoBbiweHne adpdpeKTUBHOCTU conocTaBneHusa Face ID

YT0ObI NOBLICUTb 3D PEKTUBHOCTb COMOCTAB/IEHNS N CNIegUTb 3a €CTECTBEHHbIMMU
M3MEHEeHNIMUN BHELIHEro Bmaa nonb3osatens, Face ID nepunogmnyecku gononHaer
COXpaHeHHble MaTeMaTuyeckmne npeacrasneHnd. Nocne ycnewHoro conocrasneHuns

Face ID moxeT ncnonb3oBaTb 3aHOBO pacCYMTaHHOe MaTeMaTu4yeckoe npeacraBaeHue
(ecnu ero Kka4eCcTBO AOCTAaTOYHO BbICOKO) B T€YEHME OrPaHUYEHHOr0 Yncia OOMNONHUTENbHbIX
COMnocCTaBMeHM, NMocne Yero aTu gaHHble yaanatiTtca. OgHako ecnn Face ID He pacnosHaeTt
nosb3oBaTens, HO Ka4eCTBO COMOCTaBAEHMS Bbille ONpPeaeneHHOro nopora, a cpasy nocne
Hey[a4YHOro cornocTaB/ieHUs Nosb30oBaTeNb BBOAUT Kof-naponb, Face ID genaet HOBbIN
CHUMOK M OOMNOJIHAEeT 3aperucTpnupoBaHHblie gaHHble Face ID 3aHOBO pacCYMTaHHbIM
MaTeMaTUYeCKUM npencTaBieHneM. 3T HOBble AaHHble Face ID yanangatoTca no mepe
ycTapeBaHus U NOCJie OrpaHNUYeHHOro Ynucsa conocTtaBneHnin. OHKM Takxe yaanaiTcs

npu cbpoce Face ID. bnarogapsa aTuMm MexaHnamam gononHeHus Face ID npogonxaet
paboTtaTb C MUHMMYMOM OLLUMOOK Aaxke Npu 3HAaUYUTENbHbIX U3MEHEeHUAX N1ua, To ecTb
ecnv Nonb3oBaTeslb OTPacTUT nnu cbpeet 6opony NMb6o HaHeCET MaKUSX.
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Ncnonb3oBaHue Face ID u Touch ID

Pa36n10kuMpoBKa yCTPOMUCTBA UM YYETHON 3anmMcu nosib3oBaTens

Ecnu ¢pyHkumsa Face ID unu Touch ID BbikftoYeHa, To Npu 6N10KMPOBKE YCTPOMUCTBA
W YYETHOM 3anmcu KJ1I0UM BbICLLIEro Kflacca 3alMTbl faHHbIX, XpaHswmecs

B Secure Enclave, yganstotca. JocTyn K dpaiinam 1 aneMeHTaM CBA3KM KJoYen aToro
Knacca OTCYTCTBYET, Moka nofib3oBaTeNlb He Pas3bnoKMpPyeT YCTPONCTBO UKW YYETHYIO
3anucb, BBeAs Naposib UM KOA-Napo/ib.

Korga ¢yHkuma Face ID nnu Touch ID BkitoyeHa, Kntovn He ygansatoTcsa npu 6n1oknpoeke
YCTPONCTBA UMM YYETHOM 3anncu; BMECTO 3TOr0 OHM 3aLLUNLLAIOTCS KHOYOM, BblAENEHHbIM
ana nogcuctembl Face ID nnm Touch ID B Secure Enclave. Ecnn nonb3oBaTesb nbiTaeTcs
pasbnokmMpoBaTb YCTPOMCTBO MM YYETHYIO 3anncCb U YCTPONCTBO pacrnosHaeT ycnelHoe
cornocTaB/ieHne, OHO NpefocTaBngeT KoY Ana 4OoCTyna K K/AYaM 3alnTbl LaHHbIX,

M YCTPOMCTBO UK yYeTHas 3annch pasbnokupytotcd. OTa npouenypa obecneymsaet
OOMONIHUTENbHYIO 3alUTY, MOCKONbKY A1 pa3bioKMPOBKU YyCTpoCcTBa TpebyeTca
B3aMMOeNCTBME NOACUCTEMDI 3aLLMTbl AaHHbIX ¢ nogcuctemon Face ID unu Touch ID.

Mpun nepesarpy3ke ycTponcTBa knto4un, Heobxoammble Face ID nnm Touch ID
0N pasbnoKMPOBKN YCTPONCTBA UM YYETHON 3anucu, yTpaumeatotca. Secure Enclave
yoansgeT aTU K/04YM, KakK TOJIbKO TpebyeTca BBECTU Naposib UM KOA-Napo/ib.

3awmTta nokynok ¢ nomouwbio Apple Pay

Face ID unun Touch ID Tak)xe MOXHO ncnonb3oBaTb ¢ Apple Pay, uTo6bl nerko n 6esonacHo
coBepLlaTb MOKYMNKK B Mara3mHax, NPUI0OXeHUSX U UHTEPHETE.

« Wcnonb3oBaHue Face ID B marasmnHax. YTobbl aBTOPU30BaTh NNaTeX B MarasuHe
nocpenctsoM Face ID, nonb3oBaTesnb CHavana 0o/kKeH NoaTBepAUTb CBOE HaMepeHue
NpPoOn3BECTU onNaTy, ABaxAbl Ha)kaB 6OKOBYO KHOMKY. [IBOMHOE Ha)XaTue CnyxuT
NoATBEPXAEHMEM onnaTbl. 3To pU3MYECcKoe AelCTBME HanpaMyto NepegaeTcs B
Secure Enclave, 1 ero HeBO3MOXHO CbIMUTUPOBATb C MOMOLLbIO BPeAOHOCHOTO
npouecca. 3ateM nonb3oBaTesib NPOXOAMT ayTeHTubUKaunto nocpenctasom Face ID,

a TO/IbKO NMOTOM MOAHOCUT YCTPOMUCTBO K TepMUHANy 6eckoHTakTHOM onnatbl. Ecnu
nocne ayteHTnoukaumm nocpenctsom Face ID nonb3oBaTenb pewaeT BbibpaTb gpyroe
nnatexHoe cpencTso ans Apple Pay, oH gofXXeH 3aHOBO NPONTU ayTEHTUHUKALNIO,
HO 6e3 MOBTOPHOIo ABONHOIO HaXxaTus 60KOBOMN KHOMKMW.

«  WcnonbzoBaHue Face ID B npuaoxeHusx n B UHTepHeTe. [N nnaTexen B NPUIOXeEHUAX
N B UHTEpHEeTe Nosib30BaTe b NOATBEPXAAET CBOE HaMepeHMe NPOMU3BECTU NNaTex,
OBaXkabl HaXXnMaa 60KOBYIO KHOMKY, a 3aTeM NPOXoas ayTeHTUPMKaL Mo NOCPeacTBOM
Face ID, 4yTob6bl NnoaTBEpAUTb NNaTex. Ecnu TpaHsakumsa Apple Pay He 3aBepluaeTcs B
TeyeHne 60 cekyH/ nocrie ABOMHOro Ha)aTusa 60KOBOW KHOMKW, NOMb30BaTe b A0/IKEH
3aHOBO MOATBEPAUTb CBOE HaMepeHne NPoM3BEeCTN NaTeX, CHOBa HaxxaB 6oKoBYtO
KHOMKY OBa pasa.

«  WcnonbzoBaHune Touch ID. B cny4vae Touch ID nonb3oBaTenb noaTBepxaaeT naaTex,
npunoxue naney kK ceHcopy Touch ID. OnnaTa coBepluaeTcst MOCe YCNeLwHoro
conocTaBfieHUs oTnevyaTka Nosb3oBaTens.
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MUcnonb3oBaHue API, npenocTaBfeHHbIX CUCTEMOMN

MpunoXeHnsa CTOPOHHUX pa3paboTymnkoB MOryT ncnonb3oBaTtb API, npegocTaBneHHble
cucTeMomn, YTobbl 3anpalumMBaTth y Nofb3oBaTens ayTeHTuduKaumo nocpeactesom Face ID
mnun Touch ID nn6o BBOA KOO-Napona nnv napond. A npuaoXeHusa, nogaepXxueatolime
Touch ID, aBToMaTn4eckn nogaepxusatoT Face ID 6e3 KakMx-nMbo M3MeHEeHUN.

Mpwn ncnonbzosaHum Face ID nnm Touch ID npunoxeHne nonydvaet nHGopmMaymo ToNbKo
O TOM, YCMeLHO NN BbINOJSIHEHa ayTeHTUdUKaums; OHO He nMeeT goctyna K Face ID,
Touch ID nnu gaHHbIM, KOTOPbIE CBSAI3aHbl C 3apPerncTpmMpPoBaHHbIM NOIb30BaTENEM.

3almTa aIeMEeHTOB CBA3KU KITIOUYEN

Face ID unu Touch ID TakXXe MOXHO UCMONb30BaTb 419 3alLMUTbl 0ObEKTOB CBA3KMU

KNtoyen: B aToOM criyyae Secure Enclave pa36nokupyeT 06bekTbl CBA3KM KOYEN TONIbKO
npu ycrnewHoM conocTaBneHmn nmbo BBoAe KOA-Naposg yCTPONCTBA UM Naposs y4eTHOM
3anucu. C nomouibto APl paspaboTuynkun NPUIOXeHUA MOTYT NPOBepPSATb, YTO NOMb30BaTeNb
yCTaHOBUW/ KOA-Mapo/b UK Naponb, npexae yem Tpebosatb Face ID nnu Touch ID

nnbo BBOJ, KOA-Napoas Unv napons ang pasbnoknpoBkn o6bekTOB CBA3KN KOYen.
PaspaboTymkamMm NpunoXeHUin 4OCTyMHbl Cleayoline BO3MOXHOCTH.

«  3anpewaTb NPUMEHEHWE NaApPOa NPUIOXKEHUS UU KOA-Mapons yCTPoncTBa ANs
BbINOMHEHMA onepaunin, ncnonbayowmx APl ayTeHTUdUKaunmn. OHM MOryT 3anpawnsaTb
noaTBepXaeHWe pernctpaunm nonb3oBaTens, pa3pellas ucnonbsosaHue Face ID
nnn Touch ID B Ka4yecTBe BTOPOro pakTtopa ayTeHTUPUKaALMN B MPUNOXKEHUSX,
Tpebyoumx ocobbix Mep 6€30MacHoOCTU.

+ TeHepupoBaTb M UCMOMb30BATb KAKOYN KpUATOrpadumm Ha OCHOBE SNNUNTUYECKUX
kpumBbix (ECC) BHyTpu Secure Enclave, koTopbie MOTryT 6bITb 3alLMLLEHbI MOCPEACTBOM
Face ID unn Touch ID. Onepauun ¢ aTUMK K/to4aMn BCerga npou3BogaTca BHyTpuU
Secure Enclave nocne toro, kak Secure Enclave aBTopuayeT nx ncnosb3oBaHue.

CoBeplueHune n aBTopmsaumsa NoKynok

Monb3oBaTenu TakXXe MOryT HacTpouTb Face ID nnu Touch ID, yTobbl NnoaTBEPXAATD
nokynku B iTunes Store, App Store, Apple Books n gpyrux cepeucax 6e3 Beoaa
naponsi ceoero Apple ID. MNMpu coBepeHnn nokynok Secure Enclave nposepsier
dakT GMoOMeTpuYecKon ayTeHTUDMKaLNKM, a 3aTeM BblgaeT kndum ECC, koTopble
MCMNONb30BaNnUCh 49 NOANUCKU 3anpoca MarasmnHa.
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be3onacHoe noaTBepXAeHne HaMepeHUsa U NOAKNYEHUS K
Secure Enclave

Be3onacHoe noaTeBepXaeHNne HaMepeHns — 3To crnocob noaTBepPXKAeHUa HaMepeHus
nonb3oBaTtens 6e3 Kakoro-nMbo B3aMMoaencTBMa C onepaLnuoHHOM CUCTEMON UK
npoLeccopoM nNpunoxeHun. NMoaxknoyeHne — GU3NYECKUI KaHan CBA3U MexXay
dunsmnyeckom kHomnkom n Secure Enclave. 3ToT kaHan ecTb B C/ieAyOLWMX YCTPONCTBAX:

- iPhone X nnun HoBee

- Apple Watch Series 1 nnun HoBee;
- iPad Pro (Bce mopgenu)

- iPad Air (2020 r.)

- KomnbtoTepbl Mac ¢ ynnom Apple

C noMolLLblo 3TOro KaHana nonb3oBaTenn MOryT NoATBEPAUTb CBOE HaMePEeHUe COBepLLINTb
[0eNCTBUE, YTO He MOXEeT Moanenarth Aaxe nporpaMmHoe obecrnedeHune, 3anylieHHoe
C NpaBaMun YPOBHS KOPHS Uu agpa.

3Ta dyHKUMA ncnonblyeTcs Ans NOATBEPXKAEHUS HAMEPEHUS NONIb30BaTeNS

npu coBepleHnmn TpaH3akumii Apple Pay 1 npu 3aBeplueHnn o6beanHEHNs KnaBnaTypbl
Magic Keyboard ¢ Touch ID B napy ¢ koMnbloTepoM Mac ¢ ymunom Apple. [lBoiHoe
Ha)xaTue Ha COOTBETCTBYIOLWYIO KHOMKY (B cnyyae Face ID) nnan Ha gaTtymk oTnevaTka
nanbua (B cnyvae Touch ID) no 3anpocy nNonb3oBaTebCKOro nHTepdeinca cnyxmT
noaTBepXaeHNeM HamepeHua nonb3oBaTend. NMogpobHee cM. B pasgene 3awmTa NoKymnok
c nomMolubto Apple Pay. AHanorn4yHbln MexaHnu3M, OCHOBaHHbIN Ha Secure Enclave un
npowwueke T2, nogaepxuneaeTtca Ha Mmoagensax MacBook ¢ umnom 6esonacHocTu Apple T2

n 6e3 Touch Bar.
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AnnapaTHoe oTKJ/IloYeHne MUKpodoHa

Bo Bcex HoyTOykax Mac ¢ ynnom Apple n HoyTbykax Mac ¢ npoueccopom Intel n yunom
6e3onacHocTn Apple T2 nmeetca PyHKLMA annapaTHOro OTKIOYEHUS, KOTopas BbiK/tOYaeT
MUKPOGOH NMpK 3aKpbITUK KpbIWKK. Ha Bcex 13-atoinmMoBbix HoyTbykax MacBook Pro n
MacBook Air ¢ ynnom T2, a Tak)e Ha BCcex HoyTOykax MacBook ¢ ynnom T2 ot 2019 r.

1 HoBee M HoyTBykax Mac ¢ ymnom Apple aTo oTKNOYEeHNEe peann30BaHO UCKJIIOYUTENbHO
Ha annapaTHOM ypoBHe. AnnapaTHoe oTk/toYeHue Obino paspaboTaHo Ona Toro, YTobbl
nporpamMmHoe obecneyeHne — gaxe c NnpaBaMu ypoBHS KOpHSA Unu sapa B macOS, a Takxe
nporpamMmHoe obecnevyeHme Ha ymne T2 nam nHas NPOLWMBKa — HE MOTJI0 UCMONb30BaTb
MUKPOPOH, ecnu Kpbilwka 3akpbiTa. (AnnapaTHOe OTK/OYEHNE KaMepbl He BbIMOJTHSAETCS,
NMOCKOJ/IbKY MPW 3aKPbITOM KPbilLKe BCe ee noJsie 0630pa 1 Tak NMOJIHOCTbIO NepeKkpbITo.)

Mopenu iPad 2020 r. n HOBee TakXXe NOALEPXMBAIOT annapaTHOe OTK/OYEHNE MUKPOGdOHa.
Ecnu Ha iPad HapgeT Yyexon MFi (B TOM uncne na tex, 4to npogaet Apple), a BepxHas
KpbIlWKa 3aKpbiTa, MUKPOPOH OTKIIOYaETCS Ha annapaTHOM ypoBHe. OTa Mepa Hanpas/ieHa
Ha To, 4ToObl NpenoTBPaTUTbL ayamonepenavy AaHHbIX ¢ MUKPOPOHa NPOrpaMMHOMY
obecneyeHuto, B TOM YnUcCie C NpaBaMm YPOBHSA KOPHS nnu aapa B iPadOS nnu npowmeku
ntoboro opyroro ycTpomncTea.

MeTofbl 3alUTbl, yKasaHHble B 3TOM pa3fese, peannsoBaHbl HAaNpPAaMyo C MOMOLLLbIO
annapaTHOM NOrnMKK B COOTBETCTBUM CO cneayowen NpuHLUNnNanbHOM CXeMon:

TaKTOBbIV CUrHan Ha

TakTOBbI CcUTHan
Brniauenue MWKPODOH MW KaHanbl
MUKPOHOHOB Nnn naHHblie Mepeaayn AaHHbIX Ha
[aTymMKM KpbIWKN e MUKpodoHa
INoruka CUCTeMy Ha Kpuctanne,
(ooMH KaHan M—— B 3aBMCUMOCTM OT
npoaykra

Ha ceHcop) (oaunH KaHan poay

Ha MUKPOGOH)
TaKTOBbLIVA CUTHaN UK
AaHHble MUKPOdOHa

(oAWK KaHan Ha MUKPOdOH)

B kaXxgoM npoaykTe, KOTOPbIN OCHaleH annapaTHOM 6/T0KMPOBKON MUKPOdOHa, OAUH
WM HECKOJMbKO AaTUYMKOB KPbILWKKM 06Hapy>XXneaoT GU3nyeckoe 3akpbiTUe KPbIWKN NN
Kopryca no ¢oun3n4yecknM xapakTepucTnkam B3auMoaencTeus (Hanpumep, gatumk apdekta
Xonna nnu gaTyunKk yrna HakJioHa WapHUPHOro coeanHeHus). [ng 0aT4ynkoB, TpebyroLmnx
KannbpoBKM, NapamMeTpbl 3a4at0TCs NpU NPOM3BOACTBE YCTPONCTBA, a NpoLLecc KanMbpoBKu
npegycMaTpuBaeT HeobpaTUMYyto annapaTHyo 6/10KMPOBKY NO6bIX NocnenyLmx
M3MeEHEHNIN BaXKHbIX NapaMeTpoB gatymka. Takme gaTynku BblgatoT NPsSMON annapaTHbIn
CUrHasn, KoTopbli NPOXOAUT Yepes NpocToil Habop annapaTHbIX TOrMYeCcKnx onepauui,
KOTOPbIA HEBO3MOXHO MepenporpaMmmMmpoBaTh. OTa lornka obecrnevymBaeT ycTpaHeHue
JIOXHbIX cpabaTbiBaHMN, rMcTepesnc u/unu sagepxky oo 500 Mc nepepn OTK/OYEHUEM
MUKpodOoHa. B 3aBMCUMOCTHM OT NPOAyKTa 3TOT CUTHaN peannayetca MM60 NyTemM OTK/OYeHu s
KaHasnoB nepefayn gaHHblIX Mexay MUKPOodOHOM 1M cucTeMol Ha kpucTtanne (SoC), nu6bo
nyTemM OTK/II0YEeHWNsI OOHOI0 M3 KaHalloB BBOAA MUKPodOHa, KoTopble obecnevymnBatoT

€ro akTMBHOCTb, HanpumMep, TMHUN Nepeaayvm TakTOBbIX CUFHANIOB UM aHaNorM4YHoro
NPUMEHAEeMOro ajieMeHTa yrnpaBieHus.
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3kcnpecc-KapTbl C pe3epBHbIM NMUTaHNEM

Ecnu iOS He 3anyckaeTcs M3-3a Toro, 4to iPhone TpebyeTtcs 3apsnka, BOSMOXHO,

B aKKyMYynaTOpE ellie OCTafoCb 4OCTAaTOYHO SHEPTrUmn s NOALEPXKN TPpaH3aKLNR
akcnpecc-kapT. MNogaepxueaembie yCTpolcTBa iPhone aBToMaTtnyecku NoanepXxnsanoT
3Ty QYHKLMIO OJ19 CNefyoLWmx KapT:

- MnaTeXHble UM TPaHCMOoPTHbIe KapTbl TUMa Express Transit;
- KapTbl 4OCTYyNa C BK/HOYEHHbIM 3KCMNpPecc-pexuMom.

Ecnu npu HaxxaTnum 60KOBOMN KHOMKK OTOBpakaeTcs 3HA4YOK akKyMynsaTopa, 3TO 03HavaeT
HU3KWUI ypOBEHb 3apaaa; TEKCT YKa3blBAET Ha TO, YTO SKCMPECC-KapTa roToBa K MCMOob30BaHMIO.
KoHTponnep NFC BbINONHAET TPaH3aKLUMKM SKCMPECC-KapT Ha TeX Xe YCNOBUAX, KOTopble
OEeNCTBYIOT Npu 3anyllieHHon cucteme iOS, ogHaKo Npu NpoBefeHnn Taknx TpaH3akLUmit
BblJalOTCS TONIbKO TaKTU/IbHblE YBeOOMNEeHUS (BU3yanbHOe YyBeAOM/IEHME OTCYTCTBYET).

Ha iPhone SE 2-ro nokoneHus otobpaxeHne BbINOHEHHbIX TPaH3aKLMUN Ha 3KpaHe MoXeT

3aHSATb HECKONbKO CeKyHp,. 9Ta PyHKUNA HEAQOCTYMNHAa, eCNn BbINOIHEHO CTaHAApPTHOe
BblK/TlO4YeHNne yCTpOI‘;iCTBa no MHnumnaTmee nonb3oBaTtens.
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Bbe3onacHOCTb cuctembl

O630p 6e30MacHOCTU CUCTEMDI

MexaHn3m obecrnevyeHnsa 6€30MNacHOCTU CUCTEMbI, KOTOPbIN OCHOBbIBAETCA Ha YHUKAJbHbIX
BO3MOXHOCTAX YCTPOMCTB Apple, oTBeYaeT 3a KOHTPOJIb A0CTYMNa K pecypcamM CUCTEMbI Ha
ycTponcTeax Apple 6es3 yuiepba ona yoobcTea nonb3oBaTtenen. MexaHnam obecnevyeHus
6e30MacHoOCTM cucTeMbl 06beamnHsaeT B cebe npoLLecc 3arpysku, 06HOBeHMe NPOrpPaMMHOro
obecrnevyeHnsa 1 3alMUTY BblYMCNIUTENbHbBIX PECYPCOB CUCTEMbI, TaKUX Kak npoL.eccop,
namMaTb, AUCK, NporpaMMHoe oGecrneyeHmne U coXxpaHeHHble JaHHble.

CaMble HOBble BepCcun onepaunoHHbIX CNCTeM Apple ABNAIOTCA caMbiMU 6e30nacHbIMU.
Ba>kHbIM KOMNOHEHTOM 6e3onacHocTu Apple aBndeTcsd 6e3onacHas 3arpyska, kotopas
3alMLLaeT CUCTEMY OT 3apakeHUsi BpeoHOCHbIM NMporpamMmMHbIM o6ecrneyeHnemM Bo
BpeMs 3arpysku. besonacHas 3arpyska HauyMHaeTCcs C YyMna 1 3aTeM Npopgoxaercs

no uernoyke goBepus, obbeauHaowen pasnmyHbie moaynu MO. Kaxablh an1eMeHT Lenodkun
rapaHTUpyeT, YTo creayowmn afeMeHT paboTaeT Hagnexalium obpasom, U Nnb nocne
3TOro nepepaeTt eMy ynpaeneHune. 9Ta MoaeNlb 6e30MacHOCTM NOAAEPXKMBAET HE TONbKO
CTaHOapTHYO 3arpysky ycTponcTs Apple, HO 1 pasfnyHble PeXnMbl BOCCTaHOBNEHUS

1N CBOEBpPEMeHHOro o6HoOBNEeHNs Ha ycTpolcTBax Apple. Takne nogKoMMOHEHTbI, Kak
Secure Enclave, Tak)e BbINOJIHAOT COGCTBEHHYO 6e30MacHyo 3arpysky. 3To noMoraet
rapaHTUpoOBaTb, YTO OHU 3arpyXaloT TONbKO 3aBefoMo 6e3onacHbii koa Apple. Cuctema
obHoBNeHUa paspaboTaHa oNnsg npegoTBpallLeHns aTak Yepes NoHUXKEHME BEPCUN, TaK YTo
3/10YMbILWNEHHNK HE MOXET YCTaHOBUTb Ha YCTPOWCTBE NMpeablayLLyo BEPCUIO onepaLMoHHON
cuUCTeMbl (KOTOPYH OH YMeeT B3/laMbiBaTb) A1 KPaXXu Nofb30BaTeNbCKMX AaHHbIX.

YcTpoictBa Apple TakxXe oCHaleHbl cpeacTBaMmM 3alMThl Ha aTanax 3arpysku u
BbINO/THEHUS, KOTOpPble ob6ecrnevmnBatoT UX LEeNOCTHOCTb B Npouecce Tekylen paboTbl.
Yunbl Apple B iPhone, iPad, Mac c uunom Apple, Apple Watch, Apple TV n HomePod
dopMUpyIOT 0B6LLYI0O apXMTEKTYpPY A1s 3alMTbl LLeNIOCTHOCTM OonepaLMoOHHON CUCTEMDI.
Kpome Toro, B macOS nMeeTcs pacluMpeHHbIn HacTpanBaeMbli Habop GYHKLWIA 3aLLNTbI
419 NOAAEPXKKN CBOEN OTNIMYatOLWENCS BbIYUCNTENbHOM MOLENN, @ Tak)Xe BO3MOXHOCTEN,
noafepXrBaeMbix Ha BCex annapaTHbix nnatdopmax Mac.
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be3onacHag 3arpyska

Mpouecc 3arpys3ku gnsg iPhone u iPad

Ha ka>aoM aTane 3arpy3ku UCMosb3yoTCs KOMMOHEHTbI, KOTopble noanucaHbl Apple

C Ucnonb3oBaHneM KpunTorpadbmnyeckmx MeToaoBs A4 rapaHTUmM LLeIOCTHOCTU U TOro,
4yTOb6bI 3arpy3ka NpoaosxKanach TO/bKO NMoc/e NPoBepKu Lienoyvkn aoesepus. Cpean
3TUX KOMMOHEHTOB — 3arpy34ymMky CUCTEMbI, AP0, pacluMpeHunsa aapa 1 NpolunBka ang
HEeMOOY/IMPOBAHHOW Nepenayn no CoToBon cetn. ATa 6e3onacHas nocnenoBaTe/bHOCTb
3arpy3ku npegHasHavyeHa ong 1oro, Ytobbl y6eanTbcs, YTO B HU3KOYPOBHEBOE
nporpamMmHoe obecrnevyeHune He 6biIM BHECEHbl U3MEHeHus.

Cpasy nocne Bkato4eHus iPhone u iPad npoueccop NpMIoXeHUn NCNOMHAET Kop,
3arpy3oyHoro M3Y, KoTopoe JOCTYMNHO TOMbKO A1 YTEHUSA. DTOT MNOCTOSHHbIN Kof,
Has3blBaeMblW annapaTHbIM KOPHEM JOBEPUs, 3aKnafblBaeTcs B NPOLLecCe U3roToBeHuns
ymna u cumTaeTcs 6e30roBopoYHO HagexHbiM. Kop 3arpysovHoro M3Y cogepxuT
OTKPbITbIN K/I0Y KOPHEBOI O LleHTpa cepTudukaumm (LLC) Apple. Mepep BbiNnoNIHEHMEM
3arpy3ku yCTPOMCTBO UCMO/b3YeT 3TOT KJItoY, YTOObl MPOBEPUTH, MOANNCAH NN 3arpy34mnkK
cucTeMbl iBoot komnaHuen Apple. 9ToT aTan aBngeTcs NepBbiM 3BEHOM LLeNOoYKN O0BepuUs,
KaXxJ0e 3BeHO B KOTOPOI NpOBepPSsieT, MoANMCcaHo n cnepytolee 3BeHO komnaHuen Apple.
Korpa iBoot 3aBepluaeT cBou 3agayvn, oH NpoBepsaeT 1 3anyckaeT aapo i0OS nnum iPadOS.
Ha ycTpoiicteax ¢ A9 unu 6onee ctapbiM npoLeccopomM cepun A nobasnseTcs eule oguH
aTan: 3arpy3oyHoe MN3Y 3arpyxaeT 1 NpoBepsaeT HU3KOYPOBHEBDIM 3arpy34nk, KOTOPbIN

B CBOIO oYepenb 3arpyxxaeTt 1 nposepseT iBoot.

B cnyvyae Heygauu npu nNpoBepKe crnefylolmnx aTanos ganbHenlne oencTemns CUCTEMbI
3aBUCAT oT o6opyaoBaHus.

- Boot ROM He moxeT 3arpy3nTb LLB (Ha 6os1ee CTapbiX yCTPOKMCTBAX): PEXUM
0oOHOBNEHMS NpoLlwmnBkK ycTpoinctea (DFU).

- Hu3KoypOBHEBDbIN 3arpy34nKk Uam iBoot: pe>xxum BOCCTaHOBEHNSA.

B nto6oM 13 aTux cnyyaes HeobXo0AMMO NOOKAOYUTL YyCTpolicTBO K Finder (B macOS 10.15
n HoBee) unu iTunes (B macOS 10.14 n 6onee paHHUX Bepcuax) Yyepe3 USB n BoccTaHOBUTL
3aBOACKME HACTPOMNKMU.

[ns orpaHnyeHnsa gocTyna K Noib30BaTeIbCKUM LaHHbIM B Pa3HbIX PEXMMax ConpoLeccop
Secure Enclave ncnonb3yet peecTp npouecca 3arpy3ku (BPR), koTopbii 06HOBAsIETCA
nepepn nepexonoM B cneayowme pexmmsl:

« PexuM 06HOBEHUS NMPOoLLIMBKK yCcTporicTBa (DFU). YcTaHaBnmMBaeTcs 3arpy3o4Hbim M3Y
Ha YCTPOWCTBax C CUCTEeMOM Ha KpucTtanne Apple A12 nnu HoBee.

«  PexuM BoccTaHoB/ieHMs. YCTaHaBnMBaeTcs iBoot Ha yCcTpolcTBax ¢ CUCTEMOMN Ha
kpuctanne Apple A10, S2 nnn HoBee.

Ha ycTpoicTBax ¢ noanepxko COTOBOM CBA3M NOACUCTEMA HEMOAYMPOBaHHOM Nepenayn
Mo COTOBOM CETU 3anycKaeT AoMoNHUTeNbHbIM NpoLecc 6e30MacHoON 3arpy3ki ¢ UCMNob3oBaHNEM
noanMcaHHOro NPorpaMMHoOro obecrnevyeHuns n KYei, NPoOBepPEHHbIX NPOLLECCOPOM
HeMoayNnnpoBaHHOW Nepenayun.

Secure Enclave Takxe BbinonHseT 6e30mnacHyto 3arpysky, Kotopas npoBepseT, YTo
crieumannanpoBaHHoe nporpaMmmHoe obecneyeHne (sepOS) NpoBepeHo U NognncaHo
KoMnaHuen Apple.
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Peanu3sauuga iBoot, 6esonacHas gag namMaTtu

B iOS 14, iPadOS 14 1 6onee HOBbIX BEpPCUsIX KOMMNaHMa Apple n3MeHMNa NakeT MHCTPYMEHTOB
ona komnunatopa C, KOTopbl UCMONb30BaNCcs A4 co3faHug 3arpysdymnka iBoot, 4tobbl
ycunmuTb 6e3onacHoCTb. MI3MeHeHHbI NakeT MHCTPYMEHTOB peannasyeT Kog, KOTOPbIi
HanpaBJ/ieH Ha To, YTobObl n3bexaTb NpobeM ¢ 6€30MacHOCTbIO MaMATU U TUMOB, KOTOPble
06bl4YHO BO3HMKAIOT B MporpamMmax, HanmcaHHbIX Ha a3blke C. Hanpumep, aTo noMoraet
npenoTBpaTUTb OONbLWMHCTBO YSI3BMMOCTEN CNEAYIOLMX KNacCoB:

. TMpepnoTBpalleHne nepenoiHeHNs NaMaT NyTeM NPoBepPKM TOro, YTOo BCe yKasaTenu
cofepaT CBefleHMd 0 NpUBA3Kax, YTO NpoBepaeTca Npu AoCTyne K naMaTu.

- [lpepoTBpallLeHMe NCnonb3oBaHuns y9I3BVIM0CT9I‘/II Ky4yn nytemMm oTaeneHunsa gaHHbIX
Ky4n OT ee MeTaaHHbIX N TOYHOIro onpepgeneHna ycnoamﬁ BO3HUKHOBEHUA OI.IJVI6KV|,
HanpuMmep [0BOMHOI0 BbiICBOGOXAEHMS.

- [llpenoTBpalleHne cMelleHusa TUNoB 6rarogapsa ToOMy, YTO BCe yKasaTenu cogepxaTt
cBefleHUs o TUMe cpefbl BbIMOIHEHUS, KOTOPbIe NPOBEPSAOTCA BO BPEMS BbINOSIHEHMS
onepauuii npuesedeHNs ykasartens.

+ [lpepoTBpalleHe CMeLleHns TUNoB, BbI3BaHHOIO owmnbkamMm Ncnonb3oBaHUs Nocne
BbICBOOOXAEHMS, NyTEM OTAENEHNS BCEX onepau,m‘/'l ONHaMnN4yecKoro BblgeneHnd namMmdaTm
no CtTatTn4eCckKoMy Tuny.

OTa TexHonorma goctynHa Ha iPhone ¢ ynnom A13 Bionic n HoBee, a Takxe Ha iPad
c yunom A14 Bionic 1 HoBee.

KomnbioTepbl Mac ¢ ynnom Apple

Mpouecc 3arpy3ku komnbtotepa Mac ¢ umnom Apple

Mpwn BKAOYEHUN KOMMNbloTepa Mac ¢ ymnom Apple oH BbIMOMHAET NPOLECC 3arpysKku,
KOTOPbIM 04eHb MOX0X Ha npouecc 3arpy3ku iPhone u iPad.

3arpysovHoe M3Y npoBepseT nognMch
HU3KOYPOBHEBOIO 3arpy3ymnka

!

HW3KOoypOBHEBbIN 3arpy34nk npoeepsieT
NMoAMMUCU CUCTEMHbIX MPOLLNBOK

3arpy3ouHoe M3y
Secure Enclave
Secure Enclave . nosiyyaet cnyvaiHoie
nognucsiBaeT HW3KoypOBHEBDIN 3arpy34mk NpoBepseT uncna nonce
NOANTUKY noanunch nonutukn LocalPolicy nognunco nonutukm LocalPolicy
LocalPolicy OT KOMMNOHEeHTa
3alMLLEHHOTO
XpaHunuLa

HW3KOoypOBHEBBIN 3arpy3uunk npoeepset
nomnuch iBoot BTOPOro ypoBHS COracHO
nonutuke LocalPolicy

!

iBoot BToporo ypoBHs npoBepsieT
NOANMCU CUCTEMHBIX NpoLwmneok macOS,
KONNeKUMn 3arpysku agpa
1 BCMOMOraTesibHOW Konnekuuu agpa
(Npn HEOBXOQMMOCTU), AOBEPEHHOT O
K3alla CUCTEMDI M MOANMCAHHOIO
CUCTEMHOr0 TOMa COr1acHO NonMTrKe
LocalPolicy

'

macOS
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Yun ncnonHsaeTt Kog 13 3arpysoyHoro M3Y, 4to gBngeTcs NnepBbiM 3BEHOM LLEMOYKMU
poBepus. Mpouecc 6esonacHoi 3arpy3kn macOS Ha koMnbloTepe Mac ¢ ynnom Apple
npoBepseT He TONbKO caM Ko onepaLnoHHON CUCTEMbI, HO U MOAUTUKN Ge3onacHoCTH
M fJaxke paclwmpeHus agpa (nogaoepxmeaeTcsi, HO He peKkoMeHayeTCs), HaCTPOEHHble
aBTOPM30BAHHbIMW MOMb30BATENAMMU.

Mocne 3anycka HM3KOYPOBHEBOIO 3arpysynka OH NpoBepsaeT Noanucu 1 sarpyxaeTt
NMapHyl CUCTEMHYIO NMPOLUMBKY A9 90ep BHYTPU CUCTEMbl Ha KpUCTanse, Takux Kak
KOHTPOepbl XpaHunuiLa, gucnnes, ynpaesneHus cucteMoi n kontponnep Thunderbolt.
Hn3KoypOoOBHEBBIN 3arpy34ymK TakXKe oTBeYaeT 3a 3arpysky nonutuku LocalPolicy, koTopas
npeacTaengaeT coboit ¢pann c noanucbio conpoleccopa Secure Enclave. B Hell cogepXxuntca
onuncaHue KoOHoUrypaunm, BbiIopaHHON nofb3oBaTeneM Asa 3arpysku CUCTEMbI, U NOAUTUK
6e30MacHOCTM cpefbl BbiNosiHEeHMA. CTPYKTypa AaHHbiX nonmuTtuku LocalPolicy nmeeT Takoi
Xe dopMmarT, Kak Uy BCex Apyrnx o6bekToB 3arpysku, ogHako ¢dann noNnTUKM noanmcaH
NIOKasnbHO IMYHBIM KJTIOYOM, KOTOPbIM AOCTYNeH ToNbko B Secure Enclave onpegeneHHoro
KOMMblOTEpPa, a He LeHTpanbHbiM cepBepoM Apple (kak 06HOBNEHNS NPOrPaMMHOro
obecneyeHuns).

[na Toro 4to6bl NPEOOTBPaTUTb MOBTOPHOE BbIMOMHEHWE Npeabiaywmux nonutmnk LocalPolicy,
HW3KOYPOBHEBOMY 3arpysumnky cieqyer HanTu 3HavyeHne GYHKLMM aHTUNOBTOPa B KOMIMOHEHTE
3aliMLULeHHOro XxpaHunuuia ¢ Secure Enclave. [1na aToro ncnonb3yertcs 3arpysoyHoe M3y
Secure Enclave. 3aTeM BbINoO/IHAETCS NpOBepKa TOro, CoBMNafaeT /v 3HaYeHne GyHKLMK
aHTUNoBTOpa B nonutuke LocalPolicy co 3HayeHMeM GYHKLMM aHTMNOBTOPa B KOMMOHEHTE
3alMLLEHHOrO XpaHunuuia. Ta Mepa HanpaBfieHa Ha To, YTobbl NpeaynpeanTb NOBTOPHOE
npuMeHeHWe K cucteMe cTapoi nonutuku LocalPolicy, koTopas, BO3MOXHO, 6Gbina paHee
HacTpoeHa Ha oGecrnevyeHune 6oNnee HU3KOTO YPOBHS 3aLMTbI, MOC/E MOBbILEHUS YPOBHS
6e30MnacHOCTU cuUcTeMbl. B pesynbTaTe 6e30nacHag 3arpyska Ha KoMnbioTepe Mac ¢ Ynnom
Apple nomoraeT 3aWMTUTb He TONIbKO OT BO3BpaTa K NpeablayLiMM BepCUsmM onepaLnoHHoMN
CUCTEMbI, HO 1 OT MOHUXEHUSA YPOBHS MONUTUKN 6E€30MacHOCTH.
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B nonutuke LocalPolicy dpukcupyertcs ypoBeHb HaCTPONKN 6e30NacHOCTU onepaLnoHHOoM
CUCTEMbI: BbICLLINN YPOBEHb 6€30MacHOCTU, CHUXEHHbI YpOBEeHb 6€30MacHOCTU U HU3KUIA
ypoBeHb 6€30MacHOCTU.

«  Bbicwmii ypoBeHb 6e30r1acHoCTU. B aTOM pexume cuctemMa paboTtaeT Tak xe, kak 1 i0S
n iPadOS; ponyckaeTcs 3arpys3ka To/bko NMporpaMMHoro obecrnevyeHust, KoTopoe 6bis10
3aBeloMO Hanbosee akTyasbHbIM Ha MOMEHT YCTaHOBKMU.

«  CHUWXXeHHbIV ypoBeHb 6e30nacHoCTy. HU3KOYPOBHEBOMY 3arpy34mnKy npegnucbiBaeTcs
[OBeEPSATb «rnobanbHbIM» NOANUCAM, KOTOPblEe MOCTaBNAOTCA B KOMMJIEKTE C
onepaunoHHON cuctemMoit. bnarogaps aToMy Ha KOMMblOTEPE MOXHO UCMOMIb30BaTb
6onee paHHue Bepcum macOS. MNMockonbky B cTapbix Bepcusax macOS HensbexHo
MMerTCcqd HeyCTpaHeHHble YA3BUMOCTH, ,D,8HHbII7I YPOBEHb 6e30nacHOCTM Ha3blBaeTCcs
CHUXEHHbIM. KpoMe Toro, 3TOT yPOBEHb NMOMNTUKM HEOBXOAUM ANS NOALEPXKKM
3arpy3ku paclumpeHui agpa.

«  Huskwnii ypoBeHb 6e3onacHocTy. Ecnu BbibpaH aToT ypoBeHb 6€30MacHOCTH, CMCTeEMA
paboTaeT Tak Xe, Kak U B peXMMe CHUXEHHOro ypoBHSA 6€30MacHOCTM B OTHOLIEHMN
ncnonb3oBaHud rnobanbHbix nognucei ang iBoot n He ToNbKO, OHAKO B 3TOM pexume
iBoot npegnucbiBaeTca NpMHMMaTb HEKOTOPbIE 06beKTbl 3arpy3ku, NognncaHHble
Secure Enclave ¢ nomMollblo TOro xe K/to4ya, KOTopbl UCNONb30Basnca angd nognncaHus
nonntuku LocalPolicy. 9TOT ypoBeHb NOAUTUKN NogaepXmnBaeT cosgaHue, nognncaHue
N 3arpys3ky nosb3oBaTtensaMmn cobcTBeHHbIX aaep XNU.

Ecnu nonutuka LocalPolicy ykasbiBaeT HU3KOYPOBHEBOMY 3arpy3ynky, YTo onepaLmoHHas
cucTeMa 3anyllleHa B peXunMe BbiCLIero ypoBHs 6€30nacHOCTUN, HU3KOYPOBHEBbDIN
3arpys3yuKk nposepsaeT NepcoHanbHyo nognuce ang iBoot. Ecnu onepaumoHHaa cuctema
3anyueHa B pexnmMe CHUXEHHOTro UM HU3KOro YpoBHS 6e3onacHoOCTM, NpoBepsaeTcs
rnobanbHag nognucb. B cnyyae BO3HMKHOBEHUS NoObIX OWIMOOK NpU NpoBepke cuctemMa
3arpy>xaet recoveryOS gng npenoctaBiieHns BapnaHTOB UCMPaBNEeHNS OWNBOK.

Mocne TOro Kak HU3KOYPOBHEBbIM 3arpy3ymK nepenaeT ynpaBneHne sarpysumnky

iBoot, nocnenHuin 3arpyxaet napHyto npownsky macOS, HanpuMep: NPOLWMBKY A4
3awmueHHon cuctembl Neural Engine, Bcerga BKIlOYEHHOT0 NpoLeccopa u gpyrue
npowmneBkn. 3arpysunk iBoot Takxxe nposepset nHpopmMaumio o nonmutuke LocalPolicy,
nepefaHHy eMy HU3KOYPOBHEBbIM 3arpysvmkoM. Ecnm nonutuka LocalPolicy ykasbiBaet
Ha HEOBXOAMMOCTb HannMuunsa BCromoraTenbHol konnekunmn aapa (AuxkC), iBoot BbinonHseT
nouck AuxKC B dannoson cucteme, nposepsieT, 6bina N oHa nognucaHa Secure Enclave
C MCMNoMb30BaHMEM TOr0 Xe K/to4a, 4To 1 ansa nonutuku LocalPolicy, a 3aTteM npoBepser,
COBMajaeT M ee xewWw C TeM, KOTOpbI XxpaHuUTca B nonntuke LocalPolicy. Mocne npoeepku
AuxKC 3arpysuuk iBoot nomeliaeT ee B naMaTb BMECTE C 3arpy304Hoi Konnekumen aapa,
npexpae 4yem 3abnokMpoBaTb BClO 06/1aCTb NaMATH, B KOTOPON HaXOAATCS 3arpy3oyHas
konnekumsa aopa n AuxKC, c nomMoLLbio 3aLLNTbI LLETOCTHOCTU CUCTEMHOMO comnpoLleccopa
(SCIP). Ecnu B monuTtumke ykasaHo, 4To Heobxoanma konnekuma AuxKC, ogHako oHa

He HallgeHa, cucTeMa npoposixkaeT 3arpy3ky macOS 6e3 Hee. iBoot Takxxe oTBevaeT

3a NPOBEPKY KOPHEBOro xela NoAgnncaHHOro CMCTeMHoOro Toma (SSV), 4tobbl ybegutbes
B MOJIHOM LEeNnoCTHOCTN palifioBON CUCTEMbI, KOTOPYIO OyaeT nogkatoyaTtb 94p0.
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PexXxumbl 3arpy3ku komnbtotepa Mac ¢ umnom Apple

Pexxumbl 3arpysku komnbtotepa Mac ¢ ynnom Apple onucanbl ganee.

Pexum

macOS

MapHag cpepa

recoveryOS

PesepBHasd
cpepa
recoveryOS

BesonacHbIn
pexum

CoyeTaHue KnaBuw

Korpa KoMnbloTep BbIK/TIOYEH,
HaXMunTe N oTAYCTUTE KHOMKY
nnuTaHu4.

Korga KoMnbloTep BbIKOYEH,
Ha>XXMuTe n He OTnyCKaVITe
KHOMKY NMUTaHng.

Korga KoMnbloTep BbIK/IOYEH,
ABa)XKAbl HAXKMUTE U He
OTI'IyCKaﬁTe KHOMKY NUTaHng.

3arpysuTe cpepny recoveryOS,
KaK OMMCaHo paHee, a 3aTeM
yoepxuBanTe knasuwy Shift
npu Bbibope 3arpy3oyHoro
ToMa.

OnucaHue

1.

3arpysouHoe M3Y nepepaeT ynpasneHue
HU3KOYPOBHEBOMY 3arpy3ymnky.

. HU3KOYpOBHEBDIN 3arpy3ynk 3arpyxaet napHyto

CUCTEMHYIO NPOLWnBKY U nonntuky LocalPolicy ans
BbiGpaHHOM macOS.

. HuskoypoBHeBbIV 3arpysumk GUKCUpyeT B peecTpe xoaa

3arpysku cBefeHns 0 TOM, YTO OH 3arpyxaeTt macOS,
a 3aTeM nepepgaert ynpasfieHne 3arpysyuky iBoot.

. iBoot 3arpyxaeT napHyto NpoLnBKY onepaLuoHHOMI

CUCTEMbI, CTaTUYECKUI [OBEPEHHDIN K3ll, AepeBo
YCTPOWCTB U 3arpy304Hy0 KONekumio agpa.

. Ecnu ato paspeweHo nonutukoit LocalPolicy, iBoot

3arpyaet BCrioMoraTesbHyto konnekumio aapa (AuxkKC) co
CTOPOHHMMM paclUMPEeHnaMuU aapa.

. Ecnn 310 He BbikNtoueHo nonutuko LocalPolicy, iBoot

nposepseT KOPHEBOW Xel NoAnUCKU NOAMNUCaHHOIO
cucTteMHoro TomMa (SSV).

. 3arpysoyHoe M3Y nepepaet ynpasnexHve

HU3KOYPOBHEBOMY 3arpy34mky.

. HU3KoypOoBHEBbIN 3arpy34nK 3arpyxaet napHyio

CUCTEeMHYI0 MPOoWnBKY U NonuTuky LocalPolicy ansa cpepbl
recoveryOS.

. Hu3koypoBHEBbI 3arpy3umk GuUKCUpyeT B peecTpe xona

3arpy3ku CBeleHNs 0 TOM, YTO OH 3arpyxXaeT napHyto
recoveryQOS, a 3aTeM nepepaeT ynpasfieHne 3arpy3uuky i
Boot ana napHow recoveryOS.

. iBoot 3arpyxaeT napHyto npowuneky macOS, foBepeHHbIit

KalW, nepeso yCTpOVICTB M 3arpys3oyvHyto Konnekuuto agpa.

. Ecnu 3arpyska napHoit cpeabl recoveryOS He yganace,

npeanpuHUMaeTca NonbiTKa 3arpy3nTb pe3epBHYio cpeay
recoveryOS.

. 3arpysoyHoe M3Y nepepaet ynpasnexHve

HU3KOYPOBHEBOMY 3arpy3ymky.

. HU3KOoypOBHEBDIN 3arpy34nK 3arpy>xaet napHyio

CUCTEeMHYI0 NPOoWNBKY U NonuTuKy LocalPolicy ansa cpepbl
recoveryOS.

. Hu3koypoBHEBbI 3arpy3umk GuUKCUpyeT B peecTpe xona

3arpysku CBeAEeHMs O TOM, YTO OH 3arpyxaeT napHyio
cpeny recoveryOS, a 3aTeM nepepaet ynpasneHve
3arpysuuky iBoot ans cpepbi

recoveryOS.

. iBoot 3arpyxaet napHyto npowmneky macOS, [oBEPEHHbIN

KalW, AepeBO YCTPOWCTB M 3arpy304Hyto Koekumio a4pa.

. BbinonHseTca 3arpyska cpefpl recoveryOS, Kak ykasaHo

Bbllle.

. HaxaTue v yaepxuBaHue knaeuwm Shift npu soibope

TOMa NPUBOAUT K TOMY, 4TO NpunoxeHune BootPicker
paspelwaeT 3arpy3ky macOS B 06bIYHOM pexume; Kpome
TOro, 3ajaetcs nepeMeHHas nvram, KoTopas cooblaeT
3arpysuuky iBoot, 4yto He cnepyet 3arpyxatb AuxKC npu
cnepyiolen sarpyske.

. CcTeMa nepesarpyxaeTcs 1 3arpyxaercs c

Mcnonb3oBaHMEM L,eNeBoro Toma, ogHako iBoot
He 3arpyxaet AuxKC.
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OrpaHuyeHunsa gna napHbix cpep recoveryOS

B macOS 12.0.1 unn HoBee Ka)aas HoBaa ycTaHaBnMBaemMas cucteMa macOS Takxe
ycTaHaBNMBaeT NapHyto Bepcuto recoveryOS B COOTBETCTBYOLLEN rpynne TomoB APFS.
3TOT NpUHLMN 3HAaKOM MoJfib30BaTeNsiM KOMMNbloTepoB Mac ¢ npoueccopom Intel,

HO Ha KoMnbloTepe Mac ¢ ynunom Apple oH paboTaeT Kak AOMOMIHUTENbHOE CPEACTBO
obecneyeHnss 6€30MNacHOCTU U COBMECTUMOCTU. [MOCKOMNbKY TeNepb y KaxaoMn
ycTaHaBnnBaeMol cucteMbl macOS ecTb cBOS napHasa cpefa recoveryOS, TO/bKO

13 aTOMN NnapHon cpeabl recoveryOS MOXHO CHU3NTb YpOBeHb 6e3onacHoCcTu. ITO
nomMoraeT 3alWMTUTb yCTaHOBNEHHble cucTemMbl macOS 6osiee HOBbIX BEPCUI OT B3N1OMa,
BbINONHAEMOro 13 6onee paHHen Bepcum macOS, 1 HaobopoT.

OrpaHuyeHnsa B OTHOLLEHUN Nap paboTaloT cnegyowmmM ob6pasom.

-V kaxnoun yctaHoBneHHon cuctembl macOS 11 ecTb napHas cpepna recoveryOS. Ecnu
no ymMos4yaHuio BbibpaHa 3arpyska yctaHoBneHHol cucteMbl macOS 11, To recoveryOS
MOXHO 3arpy3unTb, YAep>XMBag KnaBully NnuTaHus, Kkorga komnooTep Mac ¢ ynnom
Apple 3arpyxaetcs. B recoveryOS MOXHO CHU3UTb YypoBEeHb 6e30MacHOCTN No6oM
yCcTaHOBNEeHHOM cnucteMbl macOS 11, HO He KaXa0M YCTaHOBIEHHON CUCTEMDI
macO0S 12.0.1.

- Ecnu no ymonyaHuio BbibpaHa 3arpyska ycTaHoBneHHon cuctembl macOS 12.0.1 unu HoBee,
TO COOTBETCTBYIOLLYIO €l MapHyto cpeny recoveryOS MOXHO 3arpy3nTb, yoepXxuaas
KnaBuLY NUTaHKA, KOrfa 3arpyxaetcs koMmnbtoTep Mac. M3 napHoit cpepbl recoveryOS
MOXHO CHU3UTb YPOBEHb 6E30MACHOCTM B YCTaHOBIEHHON cnucteMe macOS, COOTBETCTBYIOLEN
3TOIN NapHOW cpefe, HO He B Nto6oin Apyrol ycTtaHoBNeHHON cucteme macOS.

YTo6bl 3arpy3nTb napHyto cpeny recoveryOS, COOTBETCTBYIOLLYIO Kakon-nn6o
ycTaHOBNneHHoW cucteme macOS, BbiGepuTe 3Ty YCTAHOBMNEHHYIO CUCTEMY MO YMOMYaHMIO.
[Ons atoro oTkponTe pasnen «OCHOBHble» > «3arpy304Hbliii Auck» B CUCTEMHbIX
HacTpolkax unu sanyctute nobyio recoveryOS u yaepxusanTe knasuily Option

npu Bbibope ToMa.

lMpumeyaHne. B pesepBHon cpepe recoveryOS Henb3s CHU3UTb ypoBeHb 6e30MacHoOCTHU
B KaKol-nnbo ycTtaHoBNeHHOW cucTteme macOS.
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YnpaBneHune noanTUKon 6e3onacHocTy 3arpy3o4yHoro gmcka
Ha KoMnbloTepe Mac ¢ unnom Apple

0630p

B oTnnyme oT nonntuk 6e3omnacHOCTN Ha KoMnbtoTepe Mac ¢ npoueccopom Intel
nonnTUKM 6e3onacHoOCTU Ha KoMnbloTepe Mac ¢ ynnom Apple oTHOCATCS K KOHKPETHOM
YCTaHOB/EHHOM OnepauMoHHON cucTeMe. TO O3HaAYaeT, YTO HAa OQHOM KOMMblOTEPE
Mac MoXeT 6bITb YCTAaHOB/IEHO HECKOJIbKO ak3eMnnsgpoB macOS ¢ pasHbIMU BEPCUSIMU

1 nonntnukamu 6esonacHocTu. NMoatomy B YTUNUTYy 6e3onacHoi 3arpy3ku 6bin gobasneH
UHCTPYMEHT Bbl6Opa onepaLnoHHOM CUCTEMDI.

YTunuta 6e3onacHoii 3arpysku

Bbi6epuTe cucTemy, KoTopas 6yaer Ucnonb3oBaHa, YTobbl 3aaaTh MONUTUKY
BesonacHocTM

Macintosh HD
macOS 141

Bbl BbIGpanu r Ha aucke «Macintosh HD» Monutka 6e30NacHOCTH....

Ha komnbioTepe Mac ¢ ynnom Apple yTunnta cuctemMHoi 6e3onacHOCTM NokasbiBaeT
obllee cOCTOAAHME HAaCTPOEHHOW nonb3oBaTenieM 6e3onacHocTn macOS, Hanpumep
3arpysky paclmpeHmns aapa uiam KOHGUrypaumio 3awmTbl LLeNIOCTHOCTM cucTteMsbl (SIP).
Ecnn nameHeHne HacTpoek 6€30NaCcHOCTU NPUBOANT K 3HAUYUTENbHOMY CHUXEHUIO YPOBHS
3alMTbl UIN CYLLECTBEHHO ynpoLLaeT BMellaTeNbCTBO B CUCTEMY, AN BHECEHUS TaKoro
M3MeHEeHNs1 Nonb3oBaTeNto NoTpebyetca BONTU B cpeay recoveryOS nyTeM yaep>XnBaHus
KHOMKW NUTaHus (bnarogaps aTOMy BpeoHOCHOE NporpaMmMHoe obecneyeHne He MoXeT
nepepaTtb CUrHan; 3TO MOXeT caenaTb TONbKO YenoBeK ¢ GU3NYECKMM OCTYMNOM). [NosTomy
KoMnbtoTep Mac ¢ umnom Apple Takxe He TpebyeT (M He NoaaeP>KMBAET) NAapPOsib MPOLUMBKY,
TakK KaK BCe KPUTUYECKN BaXKHbIe U3MEHEHUS yXKe PerynnpyoTcs aBTopusalmein noib3osaTens.
MoaopobHee o SIP cMm. B pasgene 3alinTta LENOCTHOCTU CUCTEMDI.

Bbicwnii ypoBeHb 6€30MacHOCTU UKW CHUXEHHbI YypOBEeHb 6€30MacHOCTM MOXHO 3agaTb
C Nomollblo YTUnuTtbl 6e3onacHol 3arpy3ku B cpepae recoveryOS. PeXuM HU3KOro YypoBHS
6e30MacHOCTM MOXET 6biTb BbI3BaH TOMIbKO M3 KOMaHAHOW CTPOKW O/19 Nofib3oBaTeNen,
KOTOpble PeLINSIN CYLLLECTBEHHO CHU3UTb YPOBEHb 3alLNUTbl CBOEro Mac v npuHUMatoT
conpsXeHHble C 3TUM PUCKMU.
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MonuTtuka «BbicWwNI ypoBeHb 6e30MacHOCTU»

Bbiclunii ypoBeHb 6e30MacHOCTU BbiOpaH No yMo4YaHuio 1 paboTaeT Tak Xe, Kak

1 B i0OS n iPadOS. Mpwu 3arpyske n NoAroToBke K yCTaHOBKE Takoro nNporpaMMHoOro
obecneyeHuns onepaumoHHaa cuctema macOS BMeCTO UCMONIb30BaHUA rnobanbHOM
noanucu, npunaraeMon K nporpaMMHoMy obecrneyeHunto, obpallaeTca K TOMY Xe cepBepy
noanucaHusa Apple, kotopbln ucnonbsyetca And iOS n iPadOS, 1 3anpaluMBaeT HOBYIO
«MNepCcoHann3npoBaHHyto» noanuck. MNoanucb HasbiBaeTCcs NEePCOHANIN3NPOBAHHON, ecnu
3anpoc Ha NoanucaHune coaepPXnUT YHUKaNbHbIM naeHTudmnkaTop Yymna ECID — B gaHHOM
cryvae yHuUKanbHbIM ngeHtudukatTop npoueccopa Apple. B aToM cnyyae noanuce,
BO3BpalllaeMas CepBepoM noanncaHus, aBnseTcs YHUKalbHON M MOXET UCMONIb30BaThCA
TONbKO 3TMM KOHKpPEeTHbIM NpoueccopoM Apple. Mpn nCcnonb3oBaHUM BbICLLIErO YPOBHS
6e30MacHOCTM 3arpysoyHoe M3Y 1 HM3KOYPOBHEBbLIN 3arpy3ynK nomMoratoT y6eanTtbca

B TOM, YTO NOANUCb HE MPOCTO nNpegocTasneHa Apple, a npegHasHavyeHa ang aToro
KOHKpeTHoro Mac, To ecTb 4TO aTa Bepcua macOS npueBsizaHa K aToMy Mac.

Monuruka 6e3onacHocTu ansa «Macintosh HD»:

& Bbiclimin ypoBeHb 6e3onacHocTu

Pa3speLueH 3anyck Tosbko Tekyuien OC nnm noagnucaHHoro nporpammtoro obecriedenus OC, npusHanHoro Apple HageXHbIM.
Bo Bpems ycTaHosku MO TpebyeTes noakMioueHne K UHTepHeTy.

CHW>XEHHbIIA ypoBeHb 6e30nacHoCT

Pa3pelleH 3anyck M1to6oii Bepcum NoANMCcaHHOro NPorpaMMHoro obecneyenins OC, paHee Npu3HaHHOro Apple HafeXHbIM.

OTMeHUTb

Ncnonb3oBaHMe MHTepPHET-cepBepa NoanucaHuns Takxke obecrnedmBaeT Nyydllyio 3aWnTy

OT aTak MeTo,0M O0TKaTa, YeM 06blYHble MOAXO0Abl, B KOTOPbIX MCMONb3YytoTCA rnobasnbHbie
nognucu. B cnucteme Ha ocHoBe rnobasnbHbiX Nognuceit HoBaa anoxa 6e3onacHoOCTH
MOXeT HaCTYNMUTb HECKOMbKO pas3, HO CUCTeMa, Ha KOTOPOW HMKOoraa He 6blna ycTaHOBMEHa
nocnenHas Bepcus NPOLWUBKK, 3TOr0 He 3HaeT. HanpumMmep, KOMMbIOTEP, KOTOPbIN CYMTaET,
YTO HaxoauTCs B arnoxe 6e3onacHOCTM 1, NpMHMMAaeET NporpaMmHoe obecrnedyeHne U3
anoxu 6e30MacHOCTM 2, XOTd Ha CaMOM [iefe yXe HacTynuna anoxa 6esonacHocTu 5.

C cucTeMol MHTepHeT-noanucaHma Ynna Apple cepeep NoanMcaHns MoxXeT OTKNOHATb
3anpochbl co3faHus nognucel oT NPorpaMMHoOro o6ecneyeHuns, KOTopoe He COOTBETCTBYET
nocnepgHel anoxe 6e30MNacHoOCTU.

Kpome Toro, ecnu 3/710yMbllLIEHHUK OOHAPYXUT YA3BUMOCTb NMOC/Ie CMEHbI 3MOXK
6e30MacHOCTU, OH He CMOXEeT MPOCTO B3STb YI3BMMOE NporpaMMHoe obecrnevyeHune ns3
cucTeMbl A, NpuHagnexallien npeablayLwen anoxe, U C ero NoOMoLLLbl aTtakoBaTb cucTemy B.
ToT dakT, 4To ysa3Bumoe MO n3 6onee paHHen anoxum 6bI10 NEePCOHaNN3NPOBaHO

ONs cucTeMbl A, noMoraeT NnpeaoTBpaTUTb ero nepegavy M UCNosb3oBaHUe AN aTaku
cucTtembl B. CoBMeCTHOe NpUMeEHEeHNe BCex 3TUX MexaHU3MoB gaeT 6onee TBeEpPAYIO
rapaHTUIoO TOro, YTO 3/I0YMbILLIEHHUKM HE CMOTYT NpegHaMepeHHO NoOMecTuUTb
ya3sumoe MO Ha KoMnbloTep, 4ToObl 060TM CpencTBa 3alnTbl, NpeaocTaBiseMble
HOBEMLWMM NporpaMmHbiM obecrnevyeHnem. OgHako obnagaTtesb UMEHNU U Napons
agMUHUCTpaTopa Mac Bcerga MoXeT BblOpaTb NONUTUKY 6e30nacHOCTU, KoTopas
Hauny4ywum obpasomM nNoaxoauT Ong ero cuTyauumu.
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Monutuka «CHUXXEeHHbIN YypoBeHb 6e3onacHoCTU»

CHWXEHHbIN ypoBeHb 6€30MacHOCTM aHanornM4yeH cpegHeMy ypoBHI0O 6e3onacHoCTH

Ha KoMnbloTepe Mac ¢ npoueccopom Intel u yunom T2, Npu 3TOM NOCTaBLMK (B JaHHOM
cnyvae Apple) reHepupyeT LMPpOBYO NOANUCL AN Koga, YTo6bl MOATBEPAUTDb, UTO

3TOT KOA, NMOJIyYeH OT NocTaBWMKa. 9Ta Mepa NoMoraeT NpeaoTBpaTuUTb gobasneHune
HernoAnMcaHHOro Kofa 3/10yMblllfieHHKaMu. Apple Ha3biBaeT aTy Nognnch «rnobanbHoOn»,
NMOCKOJIbKY €€ MOXHO MCMNob30BaTb Ha NoH6OM KoMnbloTepe Mac B TeveHune noboro
nepuoaa BpeMeHu, ecnum B JaHHbIA MOMEHT Ha KoMMbloTepe Mac ycTaHOBMeHa NonmMTuka
«CHUXEHHbIN ypoBeHb 6e3onacHOCTU». CHUXEHHbIN YpoBeHb 6€30MacHOCTM caM Mo
cebe He obecneymBaeT 3alKUTY OT aTak METO40M OTKaTa, 0AHAaKO HEeCaHKLUMOHUPOBAHHOE
M3MeHeHne onepaLnoHHON CUCTEMbI MOXET NMPUBECTN K TOMY, YTO MOSIb30BaTeNbCKME
OaHHble CTaHYT HegoCTynHbIMU. [MoapobHee cM. B pasgene PaclwnpeHns agpa Ha
KoMnbtoTepe Mac ¢ ymnom Apple.

Monurtuka 6esonacHocTu ana «Macintosh HD»:
Bbiclini ypoBeHb 6e3onacHocTn
Pa3speLueH 3anyck Tonbko Tekywein OC nnm nognucaHHoro nporpammHoro obecneyernsa OC, npuaHaHHoro Apple HageXXHbIM.
Bo Bpems yctaHoBku MO TpeGyeTcs NoAKNIOHEHNE K MHTEPHETY.
CHUXKeHHbIM YpoBeHb 6e3onacHocTH

Pa3spelleH 3anyck nio6oii Bepcun NoanUcaHHoro NporpamMMHoro obecneyeHrs OC, paHee NpU3HaHHOro Apple HafieKHbIM.

¥ PaspelwnTb NoNb3oBaTeNAM YNPaBAATb PACLUMPEHUAMU S4pa OT NOATBEPXKAEHHDBIX Pa3paboTyMKoB

¥ PaspelwnTb yaaneHHoe ynpasfeH1e pacluMpeHusMuy siapa v aBToMaTUYECKYI0 yCTaHOBKY 06HoBAeHuA MO

OTMeHUTb OK

MoMnUMO BO3MOXHOCTK 3anycka 6o/iee paHHUX Bepcuint macOS, CHUXEHHbIN YPOBEHb
6es3onacHoCTU TpebyeTcsa ANs BbINOHEHUS OPYTUX AEUCTBUN, TaKUX KakK yCTaHOBKA
CTOPOHHUX paclnpeHnii aapa, B pesynbTaTte 4Yero cuctemMa rnosfib3oBaTtens nogsepraeTcs
pucky. PacwmpeHnsa aapa MEIT Te Xe pa3peLlleHns, 4To U caMo S4p0, No3TOMY

ntobble YyI3BUMOCTU B HUX MOTYT NMPUBECTU K BOSHUKHOBEHUIO NPAMON Yyrpo3bl As BCen
onepaLnoHHON cucTeMbl. MIMEHHO NoaToMy paspaboTyMkaM HacToATeNbHO pekoMeHayeTcs
nepexoamnTb Ha pacLUMPEeHNs CUCTEMbI, MpeXae YeM nofaaepxka paclnmpeHuin aapa

oyneT yoaneHa us macOS gna 6yayuwmux Komnbtotepos Mac ¢ ymunom Apple. Jaxe

ec/ih BO3MOXHOCTb J00aBNeHNsa CTOPOHHUX paclUMpeHnin aapa BKoYeHa, oTaesbHble
paclwmpeHns HEBO3MOXHO 3arpy>aTb B 54p0 Mo 3anpocy. BMecTo aT0ro pacwmpeHus sgpa
0b6beanHATCS BO BCoMoraTeNbHyto Konnekumo aapa (AuxKC), xel KOTOPOI XpaHUTCe B
nonutuke LocalPolicy, n noaToMy 3aTteM TpebyeTcs nepesarpyska. [logpobHee o co3gaHum
AuxKC cM. B pasgene besonacHoe paclwmnpeHue aapa B macOS.
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Monutuka «HU3Kunii ypoBeHb 6€30MacHOCTU»

Hun3kuit ypoBeHb 6€30MacHOCTM NpeaHasHavyeH ans Tex, KTo NpuHMMaeT PUCK 3HAYUTENbHOro
CHMXEHMS YPOBHS 3alnTbl cBoero Mac. [JaHHbIN pexXuM oTnm4yaeTcs OT NoUTUKK « DYHKLMU
6e30nacHOCTM OTK/IOYEHbI» Ha KoMMbloTepe Mac ¢ npoueccopoM Intel n ynnom T2. B pexunme
HU3KOro ypoBHs1 6€30MacHOCTU NO-NPeXXHEMY BbINONHAETCS NPOBepKa NOAMUCK N BbIMOSTHAETCS
BCs 6e3o0MnacHas nocrefoBaTelbHOCTb 3arpy3kn, 0AHaKo Nepexom B PeXxXnM HM3KOro pexmnma
6e30nacHOCTM CUTHaNN3NpPYyeT 3arpy3ynky iBoot o ToM, 4TO eMy cnegyeT NPUHATb 0OBEKTHI
3arpysku c nokanbHou nognucoto Secure Enclave, Takne kak creHepupoBaHHas Nosib3oBaTesiem
3arpy3oy4Has Konnekuma aapa, Co3aaHHaa Ha ocHoBe HacTpamBaemoro aapa XNU. Takum obpasom
B PEXMMe HN3KoN 6e30MacHOCTUN Ha YPOBHE apXUTEKTYpPbl 06ecneyrBaeTcs BO3MOXHOCTb 3arnycka
NPON3BONLHOMO 94pa «MOJIHOCTbIO HEHAAEXHOWN oNnepauUnoHHON cucTeMbl». MNocrne 3arpy3ku
HacTpamBaeMol 3arpy304YHON KOMMEKLNM 9apa TN HEeHaOeXHOoN onepaLnoHHON CUCTEMbI
HEKOTOpble KoY paclndPpoBKM CTAHOBATCH HEAOCTYMNHbIMW. DTa Mepa HanpaBneHa

Ha TO, YTOObl UCK/TOUYMUTb BO3MOXHOCTb AOCTYNa HEHaAEXHOM onepaLMoOHHON CUCTEMDI

K AaHHbIM HafeXHbIX ONepauMOHHbIX CUCTEM.

BaxkHo! Apple He npepocTaBngeT HacTpanBaeMble aapa XNU n He obecneudunBaet
NoALePXKY UX NCMOb30BaHUS.

Monutunka 6esonacHocTu ang «Macintosh HD»:
Bbicwnii ypoBeHb 6e3onacHoCcTH
PaspelieH 3anyck TONbKo Tekyuei OC nnu noanucaHHoro nporpaMmHoro o6ecneverus OC, NnpusHaHHOro Apple HageXHbIM.
Bo Bpems yctaHoBku MO TpebyeTcs NogKNOYeHME K UHTEPHETY.
CHUXEHHbIN YPOBEHb 6e3onacHoCTH

PaspeLueH 3anyck no60i Bepcun NOANMCAHHOIo NPorpaMmMHoro oGecnevexus OC, paHee NpU3HaHHOro Apple HaaeXHbIM.

HuW3KkuMiA ypoBeHb Ge3onacHOCTH
Tpe60oBaHUA K 3arpy)aeMoii ONepaLoHHO CUCTEMe OTCYTCTBYIOT.

Pa3peLLIMTb nonb3oBaTensiM ynpaensiTb pacllMpeHnsMU sapa ot NoATBEPXXAEHHbIX paJpa60T“IVIKOB

Paapeum‘rb yAaneHHoe yrnpasneHne paclumpeHuaMn sgpa M aBToMatU4eckyro yCTaHOBKY ob6HoBnexui MO

OTMEHUTbL OK

Monntnka «HU3KNI ypoBeHb 6€30MacHOCTU» TakXe OTIMYaeTca OT NONUTUKN « DYHKLMN
6e30MacHOCTM OTK/IOYEHbI» Ha KoMMbloTepe Mac ¢ npoueccopom Intel n yunom T2 Tem,
4YTO OHa Heobxoauma ans ocnabneHus psiga GyHKUMIM 6€30NacHOCTU, KOTOPbIe B MPOLUIOM
ynpaBnsaancb He3aBucuUMo. OCoBeHHO BaXKHO, YTO O/ OTKJ/IIOYEHMS 3aLlMTbl LLeNIOCTHOCTU
cuctembl (SIP) Ha koMmnbloTepe Mac ¢ ynunom Apple nonb3oBaTtesnb A0XKEH NOATBEPAUTD,
4YTO HAMepPEeHHO 3aJaeT ANl CUCTEMbI MONNTUKY «HU3KNI ypoBeHb 6e30MnacHoOCTU». ITo
HeobxoaMMOo, MOCKOSbKy oTKoYeHue SIP Bcerga obnervaet B3fIoM gapa CUCTeMbI. B yacTHocTH,
oTknto4eHue SIP Ha koMnbloTepe Mac ¢ Ynnom Apple NPMBOANT K OTKHOUYEHUIO MPUMEHEHNS
nognucu paclumpeHns agpa Bo Bpems cosgaHma AuxKC, B pesynbTaTe 4Yero B naMsiTb siApa MOXHO
3arpy3nTb NPON3BOJSIbHOE paclunpeHmne aapa. Ha komnbtoTepe Mac ¢ ynnom Apple 3awmTa
SIP 6bina ycuneHa nyTeM nepemMelLeHns XpaHunniLa nonTuK U3 sHeproHesaBUCUMONM NamMaTH
B nonntuky LocalPolicy. Tenepb ang otkntoyeHus SIP TpebyeTtca ayTeHTUdMKALMS, BbINOSIHEHHAS
nonb3oBaTefieM, Y KOTOPOro ecTb AOCTYN K K/to4y noanucaHus nonutukn LocalPolicy,

13 cpepnbl recoveryOS, nepenTi B KOTOPYIO MOXHO NyTeM OJIUTENbHOrO HaXaTus KHOMKM NMUTaHUS.
OT0 3HAUMTENbHO YCNOXHSET oTKAoYeHWe SIP ong 3N10yMbIlINEHHUKOB, MCMOMNb3YIOWMX TOSIbKO
nporpaMmmHoe obecneyveHune, a Takxe 1M Npu Hann4YnMmM GUs3nNYeckKoro JOCTyna K KOMMbLOTEPY.
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HeB03MOXHO BbI6paTbh PEXUM HU3KOIO YPOBHA 6€30MacHOCTU U3 YTUNUTbI Ge30mnacHoM
3arpysku. [1ng CHUXeHNs ypoBHA 6e30MacHOCTU Nofb30BaTeNn AO/KHbI UCMOb30BaTh
WHCTPYMEHTbI KOMaHAHOW CTpoku n3 TepmuHana B recoveryOS, Hanpumep csrutil
(nnsa oTknoveHus SIP). Korga nonb3oBaTesnb CHUXaeT ypoBeHb 6€30MacHOCTH, 3TOT
dakT oTpaxaeTca B YTUIMTe 6e30MacHON 3arpysku, Tak YTo Mosib3oBaTe b MOXET fIerko
YCTaHOBUTb 6Gosiee 3alMLLEHHbIN PEeXUM.

lMpumeyaHune. KomnbioTep Mac ¢ ynnom Apple He TpebyeT 1 He noaaepXnBaeT onpeaeneHHble
NOMUTUKMK 3arpysku C HOCUTENS, MOCKOMbKY C TEXHUYECKOMN TOUYKWN 3PEHUS BCe 3arpysku
BbINOJIHAOTCS NNOKaNbHO. ECNKN Nofib3oBaTeNlb XOYeT BbIMONHUTb 3arpy3Ky C BHELIHEro
HoCUTend, HeobXoaAMMO CHavana nepcoHann3MpoBaTb BEPCUIO OMepaLMoHHON CUCTEMDbI,
NCMNoNb3ysa ayTeHTUGULNPOBaHHYIO Nepesarpysky na recoveryOS. Mpu nepesarpyske Ha
BHYTpPeHHeM aucke cospaetca ¢aiin LocalPolicy, KoTopbllt MCnonb3ayeTca A8 BbINOMHEHNS
HagexXHoW 3arpysku 13 onepaLMoHHON CUCTEMbI, XpaHALLENCS Ha BHELLIHEM HoCcuUTerne.

3T0 03HayaeT, YTo KOHPUrypaLus 3arpyskn ¢ BHeLWHero HocuTena Bcerga aBHbIM 06pa3omM
BK/IlOYaEeTCs A9 KOHKPETHOM onepauymoHHOW CUCTEMbI U yXXe TpebyeT aBTopusaLumm
nofib3oBaTess, NOSTOMY AOMNOMHUTENbHasA Ge3onacHas KOHOUIypaLmusa He HYXHa.

CospgaHue KnoYa nognucaHusa nonutuku LocalPolicy u ynpasneHue um

Co3paHue

Mpw nepBoi ycTtaHoBke macOS Ha 3aBOAe-N3roTOBUTENE UM MPU CTUPAHUK 1 NocnenyoLLen
YyCTaHOBKE C MCMOMb30BaHMEM KabenbHOro NoAKIYeHNs KoMnbioTep Mac 3anyckaeT Kog

C Ancka onepaTUBHON NamMaTy BPEMEHHOIro BOCCTAHOB/EeHNs, YTOObl 3agaTb 3aBoACKNe
HacTpolik1. Bo BpeMsa aToro npolecca cpena BOCCTaHOB/IEHUS CO34aeT HOBYHO napy

M3 OTKPbITOrO U IMYHOIO KJIoYel, KOTopble HaxoaaTcs B Secure Enclave. 3TOT IMYHbIN KoY
Ha3blBaeTCca k/1t04YoM yaoctoBepeHus Bnagensua (OIK). Ecnn kntod OIK yXe cyliecTByerT,
OH YHMYTOXaeTcq B Xxo4e aToro npouecca. Cpefa BOCCTaHOBNEHUSA TakXXe MHULMaNU3npyeT
K04, UCMOJIb3yeMbIi Anst 610KUPOBKM akTUBaLMK, TO €CTb K/1H0Y YJ0CTOBEPEHUS 10/1b30BaTE1s
(UIK). B pamMKax aTOro npouecca, KOTopblii BbINMOJIHAETCS TOMbKO Ha KOMMbloTepe Mac

¢ yinom Apple, korga ceptudumkaumsa knoda UIK 3anpawmBaeTtcs ons 610KMPOBKN aKTUBaLMK,
BKJII0YAOTCS 3aMnpolleHHble OrpaHNYeHuns, KoTopble OyayT BBeAeHbl BO BpeMs

npoBepku nonutukun LocalPolicy. Ecnn ycTpoMcTBO He MOXET nonyuntb kitou UIK,
cepTUOULMPOBAHHDBIN ANns 61I0KMPOBKN akTUBaUMKN (HanpuMep NOTOMY, YTO YCTPOMCTBO

Ha A aHHbIn MOMEHT CBSI3aHO C y4Y4eTHOW 3anucbio «HaiTn Mac» n 06bsaBNEHO NponaBLNM),
TOraa aTo YCTPOMCTBO HE CMOXET NPOAO/IXUTL co3fgaBaTb nonnTtuky LocalPolicy. Ecnu
YCTPOWNCTBY BblOaH cepTu¢mKaT ya0CTOBEPEHMS N0/1b30BaTes1s (ucrt), aToT cepTudukaTt
COAEPXUT OrpaHNYEHUs], HaKnagblBaeMble CEPBEPOM Ha NONUTUKY, a TakXKe OrpaHNYeHuns
NONUTUKWN, 3anpoLleHHble Nofb3oBaTenemM B pacwunpeHum X.509 sepcun 3.
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B cnyyae ycnewHoro nsenevyeHnss 61oKMpoBKM akTUBaLMK UNn cepTudukaTa ucrt nHpopmauns
06 3TOM coxpaHsaeTcsa B 6a3e JaHHbIX Ha CTOPOHE cepBepa, a Takxxe nepepaetcs o6paTHO
Ha ycTpoincTBo. MNocne Toro Kak yCTPONCTBO NOMY4YMIo cepTudmKaT ucrt, 3anpoc oTKPbITOro
K/toYa, KOTopbI cooTBeTCTBYET Ktoyy OIK, nepepaeTcst Ha cepBep LieHTPa OCHOBHOWU aTTecTaLmm
(BAA). LleHTp BAA npoBepsieT cepTudumkaymio knoda OIK ¢ ncnonb3oBaHMEM OTKPbITOro
KNtoYva M3 cepTudmkaTa ucrt, KOTopblil XpaHUTCS B 6a3e AaHHbIX, JOCTYMN K KOTOPOM OTKPbIT
onsa ueHtpa BAA. Ecnu ueHTpy BAA ygaeTtcd npoBepuTb cepTudmnkaunto, oH ceptnduumpyet
OTKPbITbIN KJtOY, BO3Bpallas cepTugukart ygoctoBepeHus saagenbua (OIC), nognncaHHbIn
LeHTpoM BAA 1 cofepXKallinin orpaHuYeHuns, coxpaHeHHble B cepTudukate ucrt. Ceptuodukat
OIC nepepaetcs obpaTHo B Secure Enclave. C aToro MomeHTa, korga Secure Enclave
noanucobiBaeT HoBYtO nonntuky LocalPolicy, Secure Enclave BHocuTt ceptudpukat OIC

B MaHuoecT Imaged. HM3KOypOBHEBbIN 3arpy34nk pacrnonaraet BCTPOEHHbIM JOBEPEHHbIM
KOPHEBbIM cepTnudmKaToM LLeHTpa BAA, N03TOMY 3arpys3yumnk cymtaet ceptudpukat OIC
[OBEPEHHbIM, YTO BeAET K TOMY, YTo noanuch LocalPolicy B Lenom npnsHaeTca J0BEPEHHOMN.

OrpaHu4veHnsa RemotePolicy

Bce ¢dainbl MmaHudecTa Image4, a He Tonbko nonnTukn LocalPolicy, copepxaT orpaHnyeHuns

B OTHOLUEHUM OLEHKM MaHubecTa Imaged. OTU orpaHMYeHns 3aKoanpoBaHbl C MOMOLLbIO
cneumanbHbiX MoeHTUdnKaTopoB ob6bekToB (OID) B HEKOPHEBOM cepTudukaTte. bubnmorteka
nposepkn MaHundecTta Imaged BbiNonHAET nouck ngeHtnoukaTopa OID co crneunanbHbiM
orpaHnyeHnem ceptudmnkaTta BO BpeMs NpoOBeEPKM NogNMcKU, a 3aTeEM aBTOMaTUYECKN
OLEeHNBaeT yKka3aHHble B HEM OorpaHmnyeHuns. OrpaHn4yeHna MMetT cregytouwyto dopmy:

+ napameTp X OOJIKEH CyL,ecTBOBaTb;
+  napameTp X O0/IKEH OTCYTCTBOBATb;
+  napamMeTp X OO/KEeH UMEeTb onpefeneHHoe 3HayeHune.

Tak, HanpuMep, orpaHnyeHus ceptTudmnkaTa aaa «nepcoHanM3nMpoBaHHbIX» Noanucen
OyayT copepxaTb ycnosue «lMapametp ECID gonxeH cyui,ectBoBaTb», a 414
«rnobanbHbIX» MOAMNMCEN orpaHnyeHns 6ynyT cogepxaTb ycrnosue «lMapametp ECID
OO/KEH OTCYTCTBOBaTb». OTU OrpaHNYeHnNs HanpaBneHbl Ha To, YTo6bl BCe dalinbl
Image4, nognncaHHble C MOMOLLbIO YKa3aHHOTO KJlto4a, COOTBETCTBOBA/IN onpenefieHHbIM
TpeboBaHMAM BO U3beXxaHune co3gaHnsg owmnmboYyHo noanmcaHHoro MmaHndecTa Image4.
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B koHTekcTe nonuTtuk LocalPolicy aTn orpaHnyeHms ceptuédumnkaTta Imaged paccMaTpuBaroTcs
Kak oTHocsdumecs kK nonntnuke RemotePolicy. Monntnkun LocalPolicy y cpen 3arpy3kmn MHOro
Tuna MoryT uMeTb apyryto nonntuky RemotePolicy. Monntnka RemotePolicy ncnonbsyetcs
ans orpaHnyeHns nonutukn LocalPolicy cpepbl recoveryOS, 4Tto6bl npu 3arpyske
recoveryOS oHa 3arpy»anacb Tak, Kak ecnuv 6bl NpMMeHanacb NnonMTuka «Bbiclini
ypoBeHb 6e30MacHOCTM». OTO MOBbIWAET JO0BEPUE K LLeNIOCTHOCTHU recoveryOS kak

cpepnbl 3arpysku, B KOTOPOWN gonyckaeTcs n3MeHeHune nonnTuku. Monutuka RemotePolicy
orpaHuM4mMBaeT BO3MOXHOCTb XpaHeHus B nonutuke LocalPolicy ngeHtndumkatopa ECID
KoMmnbloTepa Mac, Ha KoTopoM 6bina co3gaHa nonutuka LocalPolicy, a Takxxe BO3MOXHOCTb
XpaHeHUsa onpefeNneHHoro xewa cay4amHoro 3Ha4yeHus nonce yganeHHoW NoanTUKu
(rpnh) B KOMNOHEHTE 3aLMLULEHHOIO XpaHUIULLA Ha 3TOM KoMMbloTepe Mac. rpnh,

a 3HauuT n nonntmka RemotePolicy, n3aMeHseTCcs TONbKO NPW BbINOIHEHUN OENCTBUNA,
CBfI3aHHbIX C GYyHKUMAMKN «HanTn Mac» n «bnoknpoBka akTuBaunm». K Takum gencrensam
OTHOCSTCS: perncTpaums, oTMeHa perucTpaumu, yoaneHHas 610KMpoBKa U yaaneHHoe
cTupaHue. OrpaHuyeHmns nonntnuku RemotePolicy onpenenstoTcs U ykasbiBaloTCsa BO BpeMs
cepTudmKaummn knoya ygoctoseperms nonbsopatens (UIK), a Takyke BHOCSATCS B BbIMyLLEHHbIN
cepTudmnkaTt yaocTtoBepeHna nonb3osaTtens (ucrt). Hekotopble orpaHn4yeHna NONUTUKN
RemotePolicy, Takne kak ECID, ChiplD n BoardID, onpenenstoTcs cepBepoM. Takum
o06pasoM MOXHO npenynpeguTb nognucaHue dannos LocalPolicy Ha ogHOM ycTpolicTBe
0N opyroro. YCTpPONCTBO MOXeT 3a4aTbh Apyrue orpaHnyeHns nonutuku RemotePolicy,
4YTO MOMOXET He A0MNYCTUTb MOHUXEHUS YPOBHSA 6e3onacHocTn nonnTukn LocalPolicy

6e3 nokanbHOM ayTeHTUHMKALNM N OOQHOBPEMEHHO YAaNeHHON ayTeHTUDUKALNN.
NokanbHas ayTeHTUdUKauma TpebyeTcs onsa goctyna K Tekyuwemy knody OIK, a yaaneHHas
ayTeHTUdUKaLmMa HeobxoamMma ans y4eTHON 3anucu, B KOTOPOW BbiNofiHeHa 610KMpoBKa
aKTUBaLMKN yCTPONCTBaA.

Copepxnmoe daina LocalPolicy gna komnbiotepa Mac ¢ umnom Apple

LocalPolicy — aTo dainn Image4, nognucaHHbii Secure Enclave. Image4 npencraensieT cobom
dopmaT cTpyKTypbl faHHbiX B kognpoBke ASN.1 (abcTpakTHaa cMHTakcuM4eckas HoTauus
Bepcun 1) DER, KoTopbI UCMoONb3yeTca Ad onnucaHns nHpopmaumm o6 obbekTax 6e3omnacHom
nocnenoBaTeNibHOCTM 3arpysku Ha nnatdpopmax Apple. B Mmogenu 6esonacHom 3arpysku

Ha ocHoBe Image4 3anpoc NOANTUK BbIMOIHAETCS BO BPEMS YCTaHOBKM NPOrpaMMHOro
obecneyeHnss C NOMOLLbIO 3aNpoca Ha NOANMCaHne K LLeHTpanbHOMY CepBepy nognucaHus
Apple. Ecnu nonntuka 6bina npuemMnemon, cepeep nognvcaHms Bo3epallaeT NoOANNUCaHHbIN
daiin Image4, KOTOPbIA COAEPXUT Habop nocnegoBaTeNbHOCTEN YeTbipex3HayHbix kogos (4CC).
Bo BpeMms 3arpysku 3T nognucaHHble ¢alinbl Imaged n 4CC oueHMBaOTCS NPOrpaMMHbIM
obecneyeHneM, TakMM Kak 3arpysoyvHoe M3Y nam HU3KOYPOBHEBDIM 3arpy3ymKk.
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Mepepaya npaBa BnageHus Mexay onepauuoHHbIMU cUCTEMaMU

MpaBoM BnageHMs Ha3biBaeTCa NpaBo AOCTyNa K Kn4yy yaoctoepeHus snagensua (OIK).
MpaBo BnageHuns Heobxoammo, 4Tobbl paspeLlnTb NOb30BaTENIM 3aHOBO NOANUCHIBaTD
nonutuky LocalPolicy nocne BHeCEHUS USMEHEHWI B MONUTUKY UM MPOrpaMMHOe
obecneveHune. Knoy OIK 3awwmiuLeH nepapxmein kiyen, kak onncaHo B pasgene
TexHonorus 3aunTbl 3anevyaTbiBaHnem kndel (SKP), n kntovyom OIK, 3awmiLeHHbIM

TeM Xe K4oMm wnodposaHus knoda (KEK), 4yto n kntod wndposaHng toma (VEK). 310
O3HayvaeT, YTo 06bI4YHO 3alnTa obecneymBaeTcs NaposieM Nosb3oBaTeNs U U3MEPEHUAMMU
onepaunoHHON CUCTEMbI U MONUTUKK. [N BCEX onepaLmoHHbIX CUCTEM KOMMbloTepa Mac
cywecTByeT oguH knoy OIK. CnepoBaTenbHO, BO BPeEMS YCTAaHOBKM BTOPOW onepaLmoHHOM
cucTeMbl TpebyeTcs, YTO6bl NONb30OBaTENN NEPBOM ONEPALMOHHON CUCTEMDBI SBHBIM
obpa3oM nepepanu Npaso BlageHMUs Nonb3oBaTessM BTOPOM onepaLmoHHOM CUCTEMDI.
OpHako nonb3oBaTeny BTOPOM onepaumMoHHON CUCTEMbI eLLe He CYLeCTBYOT Ha MOMEHT
3anycka yCcTaHOBLLMKA U3 NepBON onepaunoHHOM cucTeMsbl. lNMonb3oBaTeny onepauMoHHbIX
cucTeM 0BbIYHO He CO3at0TCs, NMoKa He BbINMOJIHEHA 3arpy3ka onepaLyoHHON CUCTEMbI U NoKa
He 3anyLweH ACCUCTEHT HacTPOoIKK. MoaToMy O YyCTaHOBKM BTOPOI ONepaLnoHHON CUCTEMDbI
Ha koMnbtoTepe Mac ¢ ynnom Apple TpebyeTcs BbINOMHUTL OBa ClEeAYIOWMX OeNCTBUS:

- cospgaTtb nonmTuky LocalPolicy gng BTopoi onepaunoHHON CUCTEMDI;
- CcO03[aTb yYeTHYI0 3annchb nofib3oBaTtensa O/s nepegayv npasa BnageHus.

Mpwn 3anycke AccucTeHTa YCTaHOBKM M MOAFOTOBKE K YCTaHOBKE AOMOMHUTENbHOIO
NMycToro TomMa otobpaykaetcsa 3anpoc o ToM, TpebyeTcs N CKOMUPOBaTb YYETHYIO

3anucb Nonb3oBaTeNs C TEKyLWero Toma, YTobbl caenaTtb ee y4eTHOM 3anucbio NepBoro
nonb3oBaTens BToporo Toma. Ecnu nonb3oBaTenb ogobpseT 3anpoc, To co3faHne y4eTHOMn
3anucu nonb3oBaTens B 4ENCTBUTENbHOCTU NpeacTaBnseT cobol koY WwmudpoBaHms
kntoyelt (KEK), nonyyYeHHbI U3 napofs BbIGpaHHOro nonb3oBaTens 1 annapaTHbIX Ktoven.
Mony4yeHHbIN KNtoy KEK 3aTeM ncnonbsyetcs ong wuopoBaHums knoda OIK, Tak Kak OH
nepepaeTcs BTOPOI onepaumMoHHon cuctemMe. 3aTeM n3 ACCUCTEHTA YCTAaHOBKW BO BTOPOW
ornepaunoHHON CUCTEME MOABNSETCSA 3anpoc Naposis Nob30BaTeNs, C MOMOLLbIO KOTOPOTo
HOBas ornepauMoHHas cucTeMa nony4yaet goctyn K kntody OIK B Secure Enclave. Ecnn
OblNI0 peLeHo He KOMMPOBaTb YYETHYO 3amnuncb NOb30BaTENS, CO34aHNEe YYETHON 3anucu
nonb3oBaTens BbINOMHAETCS MO ONUCAHHON CXeMe, HO BMECTO napos nofib3oBaTens
MCMofb3yeTcst MyCTON Naposib. ATOT BTOPON BapuaHT CyLLEeCTBYET A1 onpeaeneHHbIX
CLLleHapneB CUCTEMHOI0 agMUHUCTPUpoBaHug. OgHaKo nofb3oBaTensaM, KOTOPbIM
Heob6X0AMMO BbINMOIHUTb YCTAHOBKY Ha HECKOJ/IbKO TOMOB M nepefaTth NpaBo BAageHUS
Hanbonee HageXHbIM cnocoboMm, cnenyeT Bcerfa BbibupaTb KONMPOBaHNE YYETHOM 3anuncu
nonb3oBaTens NepBoi onepaunoHHON CUCTEMbI BO BTOPYIO.

Monutuka LocalPolicy Ha komnbloTepe Mac ¢ uunom Apple

Ha koMnbtoTepe Mac ¢ ymnom Apple ynpasneHune nokasbHOW NOIUTUKON 6Ge30MacHOCTH
6bl/I0 AenernpoBaHo NPUIOXeEHWIO, 3anyckaemMoMy B Secure Enclave. Takoe nporpamMmHoe
obecrnevyeHne MOXeT UCMONb30BaTb YYeTHble aHHble NO/Ib30BaTENs U PEXUM 3arpysku
ocHoBHoOro LM, 4To6bl onpeaennTb, KTO MOXET M3MeHATb NONNTUKY 6e30MacHOCTU U

N3 KakoW cpefbl 3arpysku. 3To MellaeT BpeoHOCHOMY NporpaMMHOMY o6ecrneyeHunto
MCMONb30BaTh 3MIEMEHTbI YyNpaBfeHns NoNNTUKK 6e30NacHOCTN BO BPes, Nonb3oBaTento
nyTeM UCKJIOYEHUS BOZMOXHOCTU MOMYYUTb AOMOHUTENbHbIE NpaBa.
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CeoiicTBa MmaHudecTta noantukm LocalPolicy

B ¢daiine LocalPolicy copepxutcs pag kogos 4CC ypoBHS apXUTeEKTYpbl, KOTOPble MMelTC
noyTn Bo BCcex dainax Image4, Takux kak BORD (o6o03HavaeT nnaTy unm naeHtndoukatop
Mogenu), CHIP (o6o3Ha4aeT onpeaeneHHbin ymun Apple) nnm yHuBepcanbHbI ngeHTudukaTop
ymna (ECID). OgHako npuBefeHHble HMXe koabl 4CC KacaloTcs UCKIYNTENBHO NOUTUK
6e30MacHOCTU, KOTOPble MOXET HacTpamBaTb Nonb3oBaTeNb.

MpumeyaHue. Apple ncnonb3yeT TEPMUH ogHa napHas rnoaanHHas cpega recoveryOS
(1TR) nna ob603Ha4YeHUs 3arpy3kn napHom cpedpl recoveryOS nyteM ¢pn3nyeckoro HaxaTus

M yOEPXMBaAHUSA KHOMKM NuTaHma. OHa oTnn4YaeTcs OT 3arpysku obbliyHoM cpeabl recoveryOS,
KOTOopas BbIMOMHAETCA C MOMOLLbIO 3HEPrOHEe3aBUCUMOW NaMATH, Bbi3blBAeTCA ABONHbIM
Ha)kaTueM 1 yaep>KMBaHNEM UM MOXET NMPON30NTU NPU BO3HUKHOBEHUM OLLMGOK 3arpy3ku.
HeobxoaMMoCTb GM3NYECKOro HaxXaTust onpegeneHHbiM crnocoboM No3BoNSEeT rapaHTUPOBaTb,
4yTO cpepa 3arpy3ku byget HegoCTynHa Ans NpoHukwero B macOS 3/10yMbILNIEHHNKA,
KOTOPbI UCNONb3YeT TONbKO NpOorpaMMHoe obecrneveHue.

Xew cnyyaHoro sHaueHus nonce noantuku LocalPolicy (Ipnh)
«  Twun: OctetString (48)

«  UsmeHsemble cpeabl: 1TR, recoveryOS, macOS

+  OnucanHue: 1pnh ncnonbsyetcs ong 3awmTbl OT NnoBTOpa nonmuTtuku LocalPolicy. 910 xew
SHA384 cnyyaiiHoro 3HayeHus nonce nonutuku LocalPolicy (LPN), KoTopblil XpaHUTCS
B KOMIMOHEHTE 3alMLWEeHHOro XpaHunmwa 1 ocTyn K KOTOPOMY OCYLLeCTBNSIETCS
yepes 3arpysoyHoe M3Y Secure Enclave unu yepes Secure Enclave. HeobpaboTaHHoe
3HayveHne PYHKLUM aHTUNOBTOPA HUKOrHa He AOCTYNMHO NPOLLEeCCOPY NPUIOXEHUN,

a [JOCTYMNHO ToNbKo sepOS. 3N10yMbILNEHHUKY, NblTaloWweMycs yoeanTb HU3KOYPOBHEBbIN
3arpys4uk B TOM, YTO NpefocTaBneHHas UM npolnasa nonntuka LocalPolicy ansietca
KOppeKTHON, noTpeboBanoch 6bl MOMECTUTb 3HAYEHNE B KOMMOHEHT 3alMLL,EeHHOro
XpaHunuLa, KoTopbI XelWNpPyeT ero B TO Xe 3HayeHne 1pnh, cogepikalleecs B NONNTUKE
LocalPolicy, KoTopyto 3/10yMbILITEHHUK MbITAaETCSH NCMNOMNb30BaTb NOBTOPHO. OObIYHO

B CUCTEME CYLLLECTBYET TOJIbKO OHO KOppPeKTHoe 4yncno LPN (3a uckntoyeHmem
0BGHOBNEHMI NPOrpaMMHOro obecrneyeHus, korga oOLHOBPEMEHHO KOPPEKTHbIMU
ABNAOTCA ABa 3Ha4YeHus, 4To6bl 06ecneynTb BOSMOXHOCTb BO3BpaTa K CTapoMy
nporpaMMHomMy obecrnevyeHuto B criydae c6os obHoBeHus). MNpn naMeHeHUn nobon
nonuntukmn LocalPolicy nio6oi onepaLMoHHOM CUCTEMbI BCE MOMUTUKM NOLMUCHIBAOTCS
3aHOBO C NMOMOLLbIO HOBOro 3Ha4YeHus I[pnh, COOTBETCTBYIOLWETrO HOBOMY YMUCY

LPN, KoTOopoe XpaHUTCS B KOMMOHEHTE 3alULEHHOrO XpaHunuLLa. 3To U3MeHeHNe
NPOUCXOQMUT NMPU U3MEHEHUM NONb30BaTeNeM HacTpoek 6e30MacHOCTM UMK Co34aHuNn
HOBbIX OMepaLMOHHbIX CUCTEM C HOBOWM NonnTuKon LocalPolicy anga kaxpon na Hux.

Xew cnyyaHOro aHauyeHus nonce yganeHHoW noanTuku (rpnh)
«  Twun: OctetString (48)
«  UsmeHsemble cpeabl: 1TR, recoveryOS, macOS

+  OnucanHue: rpnh aHanornyHo lpnh, ogHako oHO 06HOBASIETCS TOMbKO NPY OBGHOBNEHUN
yOaneHHo! NoNTUKKN, HanpuMep Npu M3MeHeHUn COCTOAHUS perncTpaumm B Jlokatope.
3T0 3MEHEHNEe NMPOUCXOANT NPU U3MEHEHMN NONb30BaTEIEM COCTOSHMSA cBoero Mac B
JlokaTope.

48



Xew cnyyaiiHoro saHavyeHus nonce cpepabl recoveryOS (ronh)
- Tun: OctetString (48)

- WsmeHsaemsbie cpeasbi: 1TR, recoveryOS, macOS

«  OnucaHmne: xew ronh aHanormyeH lpnh, Ho oH ecTb Tonbko B nonuTuke LocalPolicy
nna cucteMHol cpepbl recoveryOS. OH o6HOBNAETCA BMECTe C CUCTEMHOWN cpeaomn
recoveryOS, B TOM 4ynucne npu oOHOBNEHUN NPOrpaMMHOro obecneyeHunsa. 3gecb
ncnonb3yeTrcsd 3HavyeHne GYHKLUUM aHTUNOBTOPA, KOTopoe oTaeneHo ot 1pnh n rpnh,
noaToMmy, Koraa JlokaTop Bblk/toYaeT YCTPONCTBO, CYLLLECTBYOLME ONepaLNoHHbIe
CUCTEMbI MOXHO BbIKOUYNTL (NyTeM yaaneHna nx LPN n RPN 13 komnoHeHTa
3alUMLLLEHHOrO XpaHWIMLWa), OGHOBPEMEHHO OCTaBMB BO3MOXHOCTb 3arpyski CUCTEMHOMN
cpenbl recoveryOS. Takmm 06pa3oM MOXHO MOBTOPHO aKTUBMPOBATb ONepaLMoOHHbIe
CUCTEeMbI, KOraa BnageneL cMcTeMbl NOATBEPXAAET NOslyvYeHme npaB KOHTPOS
cucTeMbl NyTeM BBoda ceoero naponga iCloud, ncnonb3ayemoro gag goctyna K y4eTHoM!
3anucu JlokaTtopa. 3TO MU3MeHeHne NPOUCXOAUT, Korga nosb3oBaTesib 06HoBNAET
cucTeMHyto cpepny recoveryOS nnm cosgaeTt HOBble onepauMoHHbIe CUCTEMDI.

Xew maHundecTta Image4d cnepytouwero atana (nsih)
- Tun: OctetString (48)

- W3meHsaembie cpeasbi: 1TR, recoveryOS, macOS

- OnucaHmne: B none nsih Haxoautcs xew SHA384 cTpyKTypbl AaHHbIX MaHudecTa Imaged,
KOoTOpas onucbiBaeT 3arpyxeHHyto macOS. B maHndecte Imaged macOS cogeprkaTca
n3MepeHuns ansa Bcex o6bekToB 3arpy3ku, Takux Kkak iBoot, ctaTnyecknii LoBepeHHbIN
K3ll, AepeBOo YCTPOMNCTB, 3arpysoyHas Konnekumsa aapa u KOpHeBOW xXell NognncaHHoro
cucteMHoro Toma (SSV). Korga HM3KOypOBHEBOMY 3arpy34unKy npeanmcbiBaeTcs
3arpysuTtb onpegeneHHyto macOS, npegnonaraeTcs, YTO OH NPOBEPUT, coBrnagaeT nu
Xelw npukpenneHHoro K iBoot maHndecta Image4 macOS c TeM, KOTopbI 6bin
3acdukcmpoBaH B nose nsih nonutukum LocalPolicy. Takum o6paszom nsih dukcupyet
HaMepeHne nonb3oBaTens, Kacallleecs onepaLnoHHON CUCTEMDI, 419 KOTOPOW
co3pnaHa nonutuka LocalPolicy. Monb3oBaTenn MeHaOT 3HaYeHne Nsih HedaBHbIM
ob6pa3omM BO BpeMsa 0O6HOBNEHUS NporpaMMHOro obecneyeHus.

besonacHocTb nnatdopmbl Apple 49



Xew maHudecTta Imaged Cryptex1 (spih)
- Tun: OctetString (48)

- WsmeHsaemsbie cpeasbi: 1TR, recoveryOS, macOS

- Onucarue: B none spih Haxoautca xew SHA384 cTpyKTypbl JaHHbIX MaHudecTa
Image4 Cryptex1. MaHudecT Imaged Cryptex1 coaep>XuT M3MepeHnss CBOUX MPOCTPAHCTB
cryptex, neyatu ux ¢annoBo CUCTEMbI U CBA3AHHbIN C HUMW [OBEPEHHbIN K3LL.

Korpa BbinonHsietca 3arpyska macOS, aapo XNU n ypoBeHb 3awmnTbl cTpaHul, (PPL)
obecneynBaloT coBnageHune xelwa MaHudpecTa Imaged Cryptex1 c TeM, KOTOPbIN Gbin
ony6nvkoBaH 13 nons spih nonutuku LocalPolicy. Monb3oBaTeny MeHsI0T 3HaYeHne
spih HesBHbIM 06pa30M NpK yCTaHOBKe BbICTPOro oTBeTa Ha yrposbl UK nNpu o6HoBneHum MO.
Xew MaHuoecTta Imaged Cryptex1 moxeT 6biTb 06HOBNEH HE3aBUCUMO OT Xellla MaHudecTa
Image4 cnepytowero atana.

FeHepupoBaHue Cryptex1 (stng)

« Tun: 64-6uTHOE Uenoe Ynucno 6e3 3Haka
«  Ws3meHsaembie cpeabi: 1TR, recoveryOS, macOS

«  OnucaHue: none stng sBNSETCS 3HAYEHNEM CUYeTYMUKA C MHPOPMaL el 0 NocnegHeM
o6HoBNeHuu xewa maHudecta Imaged Cryptex1 B nonutuke LocalPolicy. OHo npegocTaBnsier
3HayeHne GYHKLUN aHTUNOBTOPA BMECTO 3HaYeHUs 1pnh npu oueHke fokanbHOM
NONMTUKM Ha YPOBHE 3allMTbl CTPaHUL, 4N NpuMeHeHus Incoming Cryptex.
Monb3oBaTenun yBennmymBatoT 3HavyeHne stng HesBHbIM 06pa3oM Npu ycTaHOBKe
BbicTporo oTeeTa Ha yrposbl unu npu obHoBneHun MO.

Xew NoNMTUKKM BCnoMoraTenbHoi konnekuum agpa (AuxKC) (auxp)
«  Tun: OctetString (48)

- WsmeHsaembie cpeabli: macOS

« OnucaHue: auxp — aTo xew SHA384 NnoNMTUKM CNNUCKA aBTOPU30BAHHbIX
nonb3oBaTtenieM paclwmpeHnin agpa (UAKL). OH ncnonbayetca Bo BpeMs Co3faHus
AuxKC, cnocob6cTtBys ToMy, 4To6bl B AuXKC 6b1nM BKIIOYEHbI TOIbKO pacluMpeHuns aapa,
aBTOPU30BaHHbIe Nosib3oBaTeNieM. [119 HAaCTPOMKM 3TOro Nons Heo6XxoaMMO CBOMCTBO
smb2. MNonb3oBaTeNn NU3MEHSIOT 3HAYEHME auXP HESABHbIM 06pa30oM NPU U3MEHEHWUN
UAKL nyTem yTBepXXaeHUs paclumpeHns aapa B AManoroBoM okHe pasgena « CUCTEMHble
HacTponkn» > «KoHpuaeHuUnanbHOCTb U 6e3onacHocTb» (MmacOS 13 unun Hosee) nubo
B naHenu «CucteMHble HacTPOMKN» > «3almnTta u 6esonacHocTb» (macOS 12 nnu
6onee cTapble Bepcun).
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Xew maHudecTta Imaged BcnomorartenbHoi Kosnekuuu agpa (AuxKC) (auxi)

Tun: OctetString (48)
NameHsiembie cpeabl: macOS

OnucaHue: nocne Toro kak cuctemMa noareepaut, 4to xew UAKL cooTBeTCTBYET TOMY,
4YTO yKa3aHo B nose auxp nonntukn LocalPolicy, oHa 3anpawuneaet noanucb AuxKC

y NpunoXxeHus npoueccopa Secure Enclave, koTopoe oTBeYaeT 3a nognucaHune
nonutukmn LocalPolicy. 3atem xews SHA384 nognucu maHndecta Imaged AuxkKC
nomeliaeTcsa B NonnTuky LocalPolicy Bo nstexaHue BO3MOXHOWN NyTaHWULbl U COBMageHUs

c noanucaHHbiMn paHee AuxKC B onepaunoHHON CUCTEME BO BPEMS ee 3arpysKku.

Ecnu 3arpy3ynk iBoot HaxoamnT none auxi B nonntuke LocalPolicy, oH nbiTaetcs
3arpy3ntb AuxKC 13 xpaHunuwa n npoBepuTb ero nognucb. OH TakXXe nposepseT
COOTBETCTBME Xella MaHudecTa Imaged, BnoxeHHoro B AuxKC, saHayeHuto B none auxi.
Ecnn no kakoin-nmbo npuymHe cuctemMe He ypaetcs 3arpysntb AuxKC, oHa npogonxaeT
3arpys3ky 6e3 aToro o6beKkTa 3arpysku u (kak crnegctemne) 6e3 3arpyskm CTOPOHHUX
pacwunpeHui sgpa. NMone auxp asnsetcs ob6ga3atenbHbIM A1 HACTPOMKM NOMS auxi B
nonutuke LocalPolicy. Monb3oBaTenu U3MeHAIOT 3HaYeHne auxi HedaBHbIM 06pa3oM Mnpu
namMeHeHnn UAKL nyTeM yTBepXOeHus paclumpeHuns aapa B AManoroBoM okHe pasgena
«CuncteMHble HacTponku» > «KoHbuageHumManbHocTb U 6esonacHocTb» (MacOS 13

nnu Hoeee) NN60 B NaHenn « CUCTEMHble HAaCTPOMKM» > «3awmTa u 6e30NacHOCTb»
(macOS 12 nnun 6onee cTapblie Bepcum).

Xew oTBeTa BcnoMorartenbHou Konnekuum aapa (AuxKC) (auxr)

Tun: OctetString (48)
NameHsiembie cpegbl: macOS

OnucaHue: auxr — a1o xew SHA384 oteeTa AuxKC, B KOTOPOM YyKa3biBaeTCA TOUYHbIN
Habop pacwupeHnn aopa, kotopble 6binm BkAtoveHbl B AUXKC. OTBeT AuxKC moxeT
ObITb NogHabopom UAKL, nockonbKy paclinpeHuns aapa MoryT 6biTb UCKIIOYEHDbI U3
AuxKC, paxke 6yay4m aBTOpM30BaHHbIMM NOMb30BaTeNEM, €CIN U3BECTHO, 4YTO UX
MOXHO MCMOJIb30BaTb AN aTak Ha cnucteMy. KpoMme TOro, HeEKOTOpble paclMpeHuns
anpa, KOTopble MOXHO MCMOMb30BaTb 414 B3/I0Ma FrpaHuLLbl MeXay nosb3oBaTenem

N 90P0OM, MOTYT MPUBECTU K OrpaHUYeHmnto GYHKLMOHAaNa, YTo BbipaXKkaeTcs, Hanpumenp,
B HEBO3MOXHOCTM Ucnonb3oBaTb Apple Pay nnu socnponssectu KoHTeHT 4K/HDR.
Monb3oBaTensiM, KOTOPbIM TPebytoTCa Takme GYyHKLMOHAIbHbIE BO3BMOXHOCTMH,
Heobxoaumo BbibpaTbh BktoYeHMe AuxKC ¢ 6onee WMPOKUM HAaBOPOM OrpaHuUYeHunit.
Mone auxp sBnseTcs o6s3aTenbHbIM 9 HacTPonkn nons auxr B LocalPolicy.
Monb3oBaTenn N3MEHSAT 3HaYEeHNEe auXT HessBHbIM 06pa3oM Npu co3faHnn HOBOM
konnekumm AuxKC B pasgene «CUCTEMHbIE HACTPOMKN» > «KOoHOUAEHLMANbHOCTb

n 6esonacHocTb» (MacOS 13 unn Hoeee) NM60 B NaHenn «CUCTEMHbIE HAaCTPONKN» >
«3awmTa n 6esonacHocTb» (MacOS 12 nnun 6onee ctapbie Bepcum).

Xew maHudecTta Imaged CustomOS (coih)

Tun: OctetString (48)
NameHsiembie cpeabi: 1TR

OnucaHue: coih npeactasngaet coboit xew SHA384 maHudecta Imaged CustomOS.
MonesHas Harpyska ans aToro MaHndecTa ncnonbayercsa iBoot (BMecto aapa XNU)
ONS nepefayu ynpasneHua. MNonb3oBaTenn HeaBHO U3MEHAIOT 3HadYeHuMe coih, korga
NCMNONb3YIOT MHCTPYMEHT KOMaHaHoM cTpoku kmutil configure—boot B 1TR.
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UUID rpynnbl TomoB APFS (vuid)
«  Tun: OctetString (16)

- WsmeHsaemsbie cpeasbi: 1TR, recoveryOS, macOS

- OnucaHue: vuid ykasbiBaeT Ha rpynny TOMOB, KOTOPYIO SApy cneayeT UCrnonb3oBaTb B
KayecTBe KOPHEBOro ToMa. 3To NnoJjie B OCHOBHOM HOCUT MHGOPMaTUBHbBIN XapakTep,
M OHO He UCNoNb3yeTcs AN orpaHnYeHunii 6esonacHoCcTU. TOT vuid HeaBHO 3amaeTcs
nonb3oBaTesieM NPW CO34aHMN HOBOW YCTAaHOBKW OMepaLMoHHON CUCTEMBI.

UUID rpynnbi knova wudposaHusa knoda (KEK) (kuid)
«  Tun: OctetString (16)

«  UsmeHsemble cpeabl: 1TR, recoveryOS, macOS

« Onucaxue: kuid ykasbiBaeT Ha TOM, KOTOPbI Gbin 3arpy>xeH. Knoy wndbposaHma
Knto4elt 06bl4HO MCMOMb3yeTcs ANa 3aluUTbl AaHHbIX. B nonutukax LocalPolicy oH
Mcrnonb3yeTcs ANg 3alWuTbl KoYa noannucaHmsa nonmtnku LocalPolicy. kuid HesaBHO
3ajaeTcsa nosb3oBaTesieM Npu Co3aaHMM HOBOIN YCTAHOBKM ONepPaLMoOHHON CUCTEMDI.

MU3mepeHue NoIMTUKN HAaAeXXHOW 3arpy3ku napHou cpepbl recoveryOS (prot)
- Tun: OctetString (48)

- WsmeHsaembie cpeasbi: 1TR, recoveryOS, macOS

« OnucaHne: N3MepeHne NoNUTUKN HagexXHon 3arpysku (TBPM) napHoit cpefpbl
recoveryOS — 370 ocoboe ntepaumnoHHoe BblyncneHne xewa SHA384 Ha ocHoBe
MaHudecTa Imaged nonutukn LocalPolicy 6e3 crnyyaiiHbix 3Ha4YeHWn GYHKLMN aHTUMOBTOpA.
OTO BblUYUCIEHME BbIMOHAETCA AN NPeoCTaBNeHMs CornacoBaHHOro M3MePEHUS C TeYEHNEM
BpeMeHU (MOCKO/bKY ClyyalHble 3HaYeHUs QYHKLUMN aHTUNOBTOpPA, Kak 1 1pnh, yacTto
obHoBnstoTca). Mone prot, KoTopoe coaepXnTcs ToNbko B nonutuke LocalPolicy macQOS,
obecneynBaeT cosgaHue nNapbl Aas ykasaHua nonmtukun LocalPolicy recoveryOS, koTopas
cooTBeTCTBYeT nonntuke LocalPolicy macOS.

Hanunune nognucaHHoii Secure Enclave nokanbHoit nonutuku recoveryOS (hrip)

« Twun: nornyeckoe 3HavyeHune
- WsmeHsaemsbie cpeasbi: 1TR, recoveryOS, macOS

- OnucaHue: hrlp ykasbiBaeT, 9BNsSeTCa NN 3Ha4YeHne prot (onucaHHoe paHee)
n3MmepeHneM nognucaHHon Secure Enclave nokanbHoi nonutukm recoveryOS nnm Her.
Ecnu HeT, Torga nonutuka LocalPolicy recoveryOS nognucaHa cepBepoOM MHTEPHET-
nognucaHma Apple, KoTopbii nognucbiBaeT Takue ob6bekTbl, kKak ¢ainbl Image4 macOS.

Bepcuga nokanbHOM onepaLUuoHHON cucteMbl (3HaueHue love)
- Tun: nornyeckoe 3HavyeHue
«  UsmeHsiemble cpeabl: 1TR, recoveryOS, macOS

- OnucaHue: 3HavyeHne love o603HaYaeT BEPCUIO ONepaLMoOHHON CUCTEMDbI, A1 KOTOPOA
co3paHa nonutuka LocalPolicy. 9Ta Bepcus nonyyeHa ns maHundecrta cneayowero
3Tana BO BpeMs co3faHus nonutukum LocalPolicy. OHa ncnonbsyetcs, 4ToObl BBOAUTD
orpaHunyeHusa ana napHbix cpef recoveryOS.

besonacHocTb nnatdopmbl Apple 52



besonacHocTb nnatdopmbl Apple

Be3onacHaga mynbTusarpyska (smbo0)

Tun: nornyeckoe 3HavYeHune
NameHsiembie cpeabl: 1TR, recoveryOS

OnucaHue: ecnn cBOMCTBO smb@ 3agaHO U SBNSETCS UCTUHHbBIM, HU3KOYPOBHEBDIN
3arpysyvnk paspeluaet rnobanbHyo NOANUCH CNeayLwero atana MaHmdecTa Image4d
BMecTO TpeboBaHMs NnepcoHanbHoM nognucu. NMonb3oBaTenn MoryT U3MeHUTb 3TO MnoJse
C noMmolLbio YTunnTbl 6e30nacHoi 3arpysku unm ¢ nomMolubio bputil gna nepexona

Ha CHUXEHHbI ypoBeHb 6e3omnacHOCTH.

Bbe3onacHaga mynbTusarpyska (smb1)

Tun: nornyeckoe 3HavyeHue
NameHsiemblie cpeabi: 1TR

OnucaHue: ecnu cBolicTBo smbl 3aaaHo U ABNSETCS UCTUHHBIM, 3arpysymk iBoot paspeluaet
nognucb Secure Enclave gng o6bekToB 3arpy3ku, Takux Kak HacTpanBaemMas Konnekuus
a0pa, C UICNonb30BaHMEM TOT0 Xe Kfto4a, 4to 1 ana LocalPolicy. Hanuune ceoicTtBa
smb0 aBngeTca o693aTenbHbIM A1 Hannyua ceokctea smbl. MNonb3oBaTenn MoryT
M3MEHUTb 3TO MNoJfie C MOMOLLbI0O MHCTPYMEHTOB KOMaHOHOW CTPOKW, TakuUx kak csrutil
unu bputil, ona sbiGopa pexunuma HU3KOro YypoBHSA 6e30MacHOCTM.

Be3onacHaga mynbTusarpyska (smb2)

Tun: norm4yeckoe 3HayYeHue
NameHsiembie cpegbi: 1TR

OnucaHue: ecnn cBoCTBO smb2 3agaHo M ABNSEeTCA UCTUHHBIM, 3arpysunk iBoot
paspewaeT noanucb Secure Enclave gna BcnomoraTtenbHOW KonnekuMn aapa c
NCMNoNb30BaHMEM TOT0 Xe Knto4a, 4Tto u gna LocalPolicy. Hanuune cBoiictBa smbo
angeTcsa ob6g93aTesibHbIM anga Hann4yung cBoncTBa smb2. Monb3oBaTenu MOTYyT UBMEHUTb
3TO MoJie C NOMOLLbIO YTUNNTbI 6e30nacHol 3arpysku unm ¢ noMmoubio bputil gna
BblGOpa pexrma CHUXEHHOM 6e30MacHOCTUN U BKJIIOYEHUS CTOPOHHUX paclUMpeHnii sapa.

BbesonacHaga mynbTusarpyska (smb3)

.

.

.

Tun: norm4yeckoe 3HayYeHue
NameHsiembie cpegbi: 1TR

OnucaHune: ecnn CBOMCTBO smb3 3a4aHO U IBNAETCA UCTUHHbBIM, NOMb30BaTeNb
YyCTPOKNCTBa fAan paspelleHre Ha KOHTPO/b OnepaLoHHON CUCTEMbI Yepes

CUCTeMYy ynpaB/ieHUs Mo6UbHbIMUK ycTpolicTBamu (MDM). Hannuue atoro nonsg
npeanucbiBaeT NpUNoXeHuto npoueccopa Secure Enclave, ynpaensaiowemy noanTmukomn
LocalPolicy, npuHsaTb NnpoBepky nogamHHoctn MDM BMecTo TpeboBaHMS okanbHOM
ayTeHTndMKaunm nonbsosaTens. Nonb3oBaTesin MOryT MUSMEHUTb 3TO MOJIE C MOMOLLbIO
YTunutbl 6€30MacHOM 3arpysku Unu yTunuTbl bputil gng BknoYeHUs ynpaeneHms
CTOPOHHUMM pacLlINpPEHUsIMN aapa U 06HOBNEHUAMU NPOrpaMMHOro obecneyeHus.

(B macOS 11.2 1 HoBee MDM Takxe no3BongeT nHuuUnmpoBaTb o6HoBNEeHNEe A0
HoBelwel Bepcum macOS, ecnm UCNOMNb3yeTCs BbICLINIA YyPOBEHb H&30MacHOCTH.)

Be3onacHaga mynbTusarpyska (smb4)

Turn: nornyeckoe 3HavYeHue

NameHsiembie cpegbl: macOS
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OnucaHue: ecnn nMeeTcs UCTUHHOE 3HayYeHne smb4, yCTPONCTBO pa3pellaeTt AOCTynN

K CBOEI onepaunoHHon cuctemMe Yyepes MDM ¢ nomouibto Apple School Manager,

Apple Business Manager nnu Apple Business Essentials. Hannuune atoro nona npegnucoiBaeT
nonuTuke LocalPolicy, ynpaBnstouiein nporpammMoi Secure Enclave, NpuHSATL NpoBepKyY
noasnHHoct MDM BMecTo TpeboBaHuUs NokallbHON ayTeHTudukaumm nonb3osatens. 3to
nosie n3aMeHsietTcsa ¢ nomotbto MDM, ecnu B Ntob6oi n3 Tpex cnyxo6 obHapy>KeH cepuiHbIi
HOMep yCTpoKncTBa.

3almnTa uenocTHOCTU cuctembl (sip0)

Tun: 64-6uTHOeE Lenoe Ynucno 6e3 3Haka
NameHsiembie cpeabi: 1TR

OnuvcaHme: sip@ cogepXXnT BUTbI CYLLLECTBYIOLEN NOMNTUKM 3aLLMTbI LLETOCTHOCTM CUCTEMDI

(SIP), KoTopble paHee XpaHUINUCh B S3HEPrOHEe3aBMCUMOW NaMaTu. B Hero fobaBnstoTcs 6uThbl

HoBoOM nonuTukK SIP (BMecTo ncrnonb3oBaHus noner nonutukmn LocalPolicy, kak ykasaHo HUxe),
€C/IM OHM UCMNOMb3YtoTCS TONbKo B MacOS, a He HU3KOYPOBHEBBIM 3arpy34mKoMm. Monb3osaTtenu
MOTFYT U3SMEHWUTb 3TO NOJEe C NMOMOLLBIO YTUAMTbI csTutil ns 1TR, 4TOGbI OTKAOYMUTH SIP
N BblOpaTb PEXNUM HU3KOTo YPOBHS 6€30MacHOCTM!.

3awmTa LeNnocTHOCTU cuctembl (sip1)

Tun: nornyeckoe 3HavyeHue
NameHsiemblie cpeabl: 1TR

OnucaHue: ecnu UMeeTca UCTUHHOE 3HavyeHue sipl, 3arpysunk iBoot paspeluaet cb6ou
npu NpoBepKe KOPHEBOrO Xella NMoAnMcaHHOro cucteMHoro toma (SSV). Monb3oBatenu
MOTYT U3MEHUTb 3TO NoJse ¢ nomolubto csrutil nnm bputil ns 1TR.

3awumTa LEeNnoCTHOCTU cucTembl (sip2)

Tun: norn4yeckoe 3HayYeHue
NameHsiembie cpegbl: 1TR

OnucaHue: ecnn UMeeTcss UICTUHHOE 3HaYeHKne sip2, 3arpysymnk iBoot He 6rokupyeTt
annapaTHbIi PerucTp HacTpanBaemMoli TeKCTOBOV 06/1acTu Tosibko A8 YyTeHus (CTRR),
a annapaTHbIN perncTp noMevyaet NnamaTb g4pa Kak He4OCTYMHYO A1s 3anucu.
Monb3oBaTeNn MOryT U3MeHUTb 3TO MoJie ¢ nomoulbio csrutil nnm bputil ns 1TR.

3awmTa LenocTHOCTU cucTeMbl (sip3)

Tun: norn4yeckoe 3HayYeHue
NameHsiembie cpeanbi: 1TR

OnvcaHume: ecnn MeeTca UCTUHHOE 3HayYeHne sip3, 3arpy3yunk iBoot He NpuUMeHseT cBoi
BCTPOEHHbIN CNNCOK pa3peLleHnii oNia nepemMeHHol boot-args B aHeproHe3aBnUcMMOom NamaTu,
4YTO B MPOTMBHOM Ciy4ae npuBeno 6bl K GunbTpaumm napamMeTpoB, NepefaHHbIX 4pY.
Monb3oBaTeny MOryT U3MeHUTb 3TO MNone ¢ nomollbio csrutil nnm bputil ns 1TR.

Ceptudukartbl u RemotePolicy

Kak onuncaHo B pasgene CosgaHue kio4va nognucaHms nonutukn LocalPolicy
1 ynpasneHne nm, maHundect Imaged nonutukum LocalPolicy Image4 Takxe cooep>Xut
ceptudunkaT ygoctoBepeHus snagensua (OIC) n BCTpoeHHyto nonntuky RemotePolicy.
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KomnbloTepbl Mac ¢ npoueccopom Intel

Mpouecc 3arpy3ku KomnbtoTepa Mac ¢ npoueccopom Intel

KomnbloTepbl Mac ¢ npoueccopom Intel n unnom 6esonacHocTu Apple T2

Mpwn BKNOYEHMN KOMMbloTepa Mac ¢ npoueccopom Intel n umnom 6esonacHocTu Apple T2
4Yunn BbINONHSET 6e30nacHyto 3arpy3Ky M3 cBoero 3arpysodHoro M3Y Tak Xxe, Kak Ha
iPhone, iPad 1 koMmnbioTepe Mac ¢ ynnom Apple. 3ToT aTan, Ha KOTOPOM MpoBepseTcs
3arpysuuk iBoot, npeacrtaensget coboil nepBoe 3BEHO LLeNoYku goeepus. iBoot nposepser
A0P0 M KOA paclnpeHns aapa Ha yune T2, KOTOPbIA 3aTeM NpoBepseT npowneky Intel
UEFI. Mpowwneka UEFI n cBga3aHHag Nnoanucb M3HavaabHO AOCTYMHbI TONbKO yuny T2.

3arpysovHoe M3Y npoeepsieT nognuch iBoot

!

iBoot NnposepsaeT NoANMCh Kalla aapa npoueccopa T2

l

Kaw anpa npoueccopa T2 nposepseT noanuch npowmsku UEFI

l

Mpowwmska UEFI

PaclivMpeHHblit nocnegoBaTebHbIn Yun T2
nepudepuinHbii MHTEpdeiic (eSPI) mn

Mpoueccop Intel

Mpowwueka UEFI npoBepsieT nognucok boot.efi

boot.efi npoBepseT HeM3MeHAEMYO
nognuck ggpa macOS

!

macOS

Mocne npoBepku o6pa3 npowmnekn UEFI nepeHocutcs B pasgen namatu ymna T2. JocTyn
K NMaMsaTn npepocTaBnsgeTcs npoueccopy Intel Yyepes paclumMpeHHbIn nocnenoBaTesNbHbIN
nepudepuninHbin nHtepdenc (eSPI). Mpu nepsBoit 3arpyske npoueccopa Intel oH nssnekaer
npowwueky UEFI yepes eSPI 13 npoBepeHHOM Ha LeIoOCTHOCTb KOMUU MPOLUNBKN, PacrofIo)KeHHOM
B namaTtu ynna T2.

besonacHocTb nnatdopmbl Apple
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OueHKa Lenoyku gosepua npoaoskaerca B npoueccope Intel: npowmneka UEFI oueHnBaeT
noanuch danna boot.efi, koTopbin aBngetca 3arpysumkom macOS. MNoanucu 6es3onacHom
3arpy3ku macOS B npoueccope Intel xpaHaTcsa B ToM xe dopmMaTe Imaged, KOTOpbIN
ncnonbayetca ang 6esonacHol 3arpy3ku iOS, iPadOS n ymuna T2, a ang aHanusa ¢ainos
Image4 ncnonb3yeTcsa TOT Xe 3allNLLEHHbI Ko, KOTOPbIM NCMONb3yeTcs B TeKYLLen
peanusauumn 6esonacHon 3arpyskn iOS n iPadOS. Boot.efi B cBoto o4yepenb nposepsaeT
noanucb HoBoro daina, HasblIBAEMOIro HEM3MeHseMbIM aApoM. Ecnm BktoyeHa 6e3onacHas
3arpyska, ¢ann HenamMeHseMoro aapa npeactaengeT co6oi NoNHbINM Habop paclNpPeHnit
anpa Apple, Heo6xoanMmbix ang 3arpy3ku macOS. [JelicTBue NOANTUKKU Ge3onacHom
3arpysku 3aBepluaeTcs Npu nepexone K HeM3aMeHaeMoMy s4py, Nocne Yyero B gencrtene
BCTYMatoT NonnTukn 6esonacHoct macOS (Takme Kak 3aliuTa LLefIOCTHOCTM CUCTEMbI U
nognucaHHble paclwmpeHusa aapa).

Ecnn Bo BpeMsi 3TOro npouecca NpoucxoaaT Kakne-nnb6o owmnbkm nnmn cboun, Mac nepexogut
B peXMM BOCCTAaHOB/IEHUS, PEXMM BOCCTaHOB/IEHMS Yuna 6e3onacHocTu Apple T2 nnn
pexunum obHoBNeHMs npownekn yctponcTtea (DFU) ynna 6esonacHocTu Apple T2.

Microsoft Windows Ha komnbloTepe Mac ¢ npoueccopom Intel 6e3 yuna T2

Mo ymonyaHuio koMnbtoTep Mac ¢ npoueccopoM Intel, KoTopbln nogaepxunsaer
6e3onacHyto 3arpysky, AoBepsaeT TO/IbKO KOHTEeHTY, nognucaHHoMy Apple. OgHako gns
nosbilWeHna 6e3onacHOCTM ycTaHOBOK Boot Camp komMnaHus Apple Takxe nogaepxuBaet
6e3onacHyto 3arpysky ansg Windows. MNMpowuneka yHUGULNPOBAHHOIO paclunpaemMoro
nHTepdenca (UEFi) BkntoyaeT konuto ceptudukaTta Microsoft Windows Production CA 2011,
MCMNONb3yeMoro Asa ayTeHTudukaumm sarpysuymnkos Microsoft.

lMpumeyaHmne. B HacToduwee BpeMsa Microsoft Corporation UEFI CA 2011 He cymTaeTcs
LOBEPEHHbIM M He NMO3BOMSET NOATBEPXAATb KOA, NOANUCAHHbIA NnapTHepaMn Microsoft.
3710t cepTudumkaTt UEFI CA obbivHO ncnonbayercs Ans NpoBepkn NogJMHHOCTU 3arpy34nkoB
ANS OpYyrux onepaunoHHbIX CUCTEM, TaKUX KaK pa3nnyHblie Bepcum Linux.

Mopnepxka 6esonacHol 3arpy3kn Windows He BK/IlOUYEHa MO YMOJIYaHUIO; OHa BKJIloYaeTcs
c nomouwbto AccucteHta Boot Camp (BCA). Korga nonb3soBatenb 3anyckaet BCA, npoucxognt
nepeHacTpoiika macOS Ha goBepue Koay, NnognucaHHOMY HenocpencTeeHHo Microsoft,

BO BpeMmsd 3arpysku. 3ateM Bo BpeMs 6e3onacHoi 3arpyskun ang macOS BbinonHaeTca
oLeHKa foBepusa K Koy, NoAnMcaHHOMY NepBOn CTOPOHON. Ecnun B pe3ynbTaTe OLEHKMU
nosyyeH oTpuuaTesnbHbiil oTBeT, npowneka UEFI nbiTaeTcsd oLeHUTb 0Bepmne K 0O6BbEKTY B
cooTBeTCTBUM ¢ dopMaToM BesonacHo 3arpysku UEFI. Ecnuv oueHka ooBepus npoigeHa
ycnewHo, Mac npogosxaeT npouenypy u 3arpyxaet Windows. Ecnun HeT, Mac nepexoguT B
cpeny recoveryOS 1 coobuiaeT Nofb3oBaTeNio 0 TOM, YTO OLIEHKa [,0BEepus He npoliaeHa.
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KomnbtoTep Mac ¢ npoueccopom Intel 6e3 ynna T2 He nogaep>Xxneaet 6e3onacHyto
3arpysky. CnepgoBaTenibHO, NPOLIMBKA YHUPULMPOBAHHOIO pacwmnpsemMoro nHtepdeica
(UEFi) 6e3 npoBepku ckaumBaeT 3arpy3umk macOS (boot.efi) ns painosoit cuctemsl,

a 3aTeM 3arpysynk 6e3 npoBepkun ckauymeaet sapo (prelinkedkernel) ns daiinosoi
cucTeMbl. YTobbl 3aUTUTL LLETOCTHOCTb NOCNen0BaTelbHOCTM 3arpy3Ku, Nob3oBaTenu
LOJDKHbI BKJIIOUYUTb BCE MEePEeYnCIEHHbIE HUXXE MeXaHM3Mbl 6€30nacHOCTH.

«  3awuta LenocTtHocTu cuctemsl (SIP). 9Ta GyHKLMA BKKOYEHA MO YMOTYaHUIO U 3aliumLLaeT
3arpysynk 1 90po OT BPeOOoHOCHbIX ornepaunin 3anmucu sHyTpu 3anyuweHHon macOS.

«  FileVault. 3Ty GYHKLNIO MOXET BKIOUYMTb NMOO nonb3oBaTeNb, NMb60O agMUHUCTPATOP
CUCTEeMbl ynpaBneHns MobunbHbiMU ycTpoicteaMmun (MDM). 3To He nNo3BonnUT
3/10YMbILINIEHHUKY, Y KOTOPOro ecTb pU3MYECKUA AOCTYN K KOMMbIOTEPY, MCNOMNb30BaTb
pPEeXWUM BHELWHero gnucka ans 3aMeHbl 3arpysymnka.

- [Maposb npowwnBku. Ty GYHKLNIO MOXET BKIOUYMTb NMO6O nonb3oBaTenb, NMbo
agMuHuctpatop MDM. 3T0 TakXXe He MO3BOIUT 3/10YMbILISIEHHUKY, Y KOTOPOro ecTb
dn3nYecKknit 4oCTyn K KOMMNbOTEPY, 3aNyCTUTb APYrue pexumbl 3arpysku, Takme Kak
recoveryOS, o4HOMNOMb30BAaTENbCKUN PEXUM UTN PEXUM BHELLUHErO AUCKA, N3 KOTOPbIX
MOXHO 3aMeHUTb 3arpy3ymKk. ATo Mepa TakXXe NoMoraeT NnpeaynpennTb 3arpysKky
C ApYyroro HocuTens, YtTobbl 3/T0YMbILWTIEHHUK HE MOT 3aNyCTUTb KOA, AN 3aMeHbl

3arpysuuka.
Maponb Kntoy Kntoy

nonszosatens —P WUdpOBaHMS —— wWKPpoBaHMs ——p [HaHHble TOMa
K4ya TOMa

PeXxumbl 3arpy3ku KoMmnboTepoB Mac ¢ npoueccopom Intel u ynnom
6e3onacHocTu Apple T2

Bo Bpemsa 3arpysku komnbtoTepa Mac ¢ npoueccopom Intel n yunom 6esonacHocTu
Apple T2 KoMnblOTEP MOXHO NEPEBECTU B OAMH U3 PEXMMOB 3arpysku, HaXxaB coyeTaHue
KNnaBuL, pacnosHaBaemoe npowmnekoin UEFI nnmn sarpysynkomM. HekoTtopble pexxnmol
3arpy3ku, HanpuMep o4HOMNONb30BaTENbCKUIN PexunM, He paboTatoT, noka B YTunute
6e30MacHo 3arpyskn He U3MeHeHa nonnTuka 6e3onacHOCTH, TO eCTb NOKa HE YCTaHOBMEH
napameTp «OyHKLMM 6€30MacCHOCTU OTKITOYEHDI».

Pexum CouyeTaHue Knasuw OnucaHue

3arpyska macOS HeTt Mpowwneka UEFI nepepaet ynpasneHune
3arpy3uunky macOS (npunoxeHuto UEFI),
KOTOpoe nepepaeT ynpasneHune aapy macOS.
Ecnu BbinonHseTcs cTaHOapTHas 3arpyska
KoMMbtoTepa Mac ¢ BKIIOYEHHOW QyHKLMEN
FileVault, 3arpy3sunk macOS oTo6paxaeTt
NHTepdenc Bxoaa B CUCTEMY, ILe HYXXHO BBECTH
naponb, 4To6bl pacwmdpoBaTb XpaHUIULLE.

MeHepxep 3arpysku Option (~) Mpowwneka UEFI 3anyckaeT BCTpoeHHOe

npunoxexHune UEFI, koTopoe oTo6paxaeT
NHTepdenc BbiGopa 3arpy3o4yHOro ycTpoicTaa.
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Pexum

Pexum BHewHero
aucka (TDM)

OpHonoNb30BaTENbCKUI
pexum

recoveryOS

recoveryOS 13 nHTepHeTa

OnarHoctuka

OvarHocTuka 4yepes
WHTEpHeT

3arpyska Windows

CouyeTaHue Knasuw

T

Command (%)-S

Command (%)-R

Option (~)-Command (s)-R

Option (~)-D

Het

OnucaHue

Mpowwneka UEFI 3anyckaeT BCTpoeHHOe
npunoxenne UEFI, koTopoe npepgocTtasnsiet
[OCTYN K BHYyTPEHHEMY YCTPOUCTBY XpaHeHus
B pexunmMe HepopMaTUPOBaAHHOIO 610YHOro
YCTpOICTBa XpaHeHusa Yyepes FireWire,
Thunderbolt, USB nnn nioboe nx covyetaHune
(B 3aBMCUMOCTM OT Mogenu Mac).

dapo macOS nepepaet dnar —s B BekTOpe
aprymeHToB launchd, 3atem launchd cospaert
ofHoMonb3oBaTeNbCcKylo 060M04Ky B tty
npunoxexms «KoHcoMb».

lMpumeyaHne. Ecnu nonb3oBaTesNb BbIXOAUT
13 o6onoykn, macOS npogonxaet 3arpysKky u
oTob6paxkaeT okHO BXopAa.

Mpowwneka UEFI 3arpy>aet MMHUMaNbHYO
Bepcuio macOS n3 ¢paiina nognucaHHoro
obpa3sa gucka (.dmg) Ha BHyTpeHHeM
YCTPONCTBE XpaHeHus.

MopanuncaHHbIN 06pa3 gMcka 3arpyxaertcs u3
WHTepHeTa no npoTtokony HTTP.

Mpowwneka UEFI 3arpyxaeT MUHUMabHYIO
nunarHoctuyeckyto cpeny UEFI us dpanna
noanucaHHoro obpasa gucka Ha BHyTPEHHEM
YCTPONCTBE XpaHeHus.

MopnucaHHbIl 06pa3 gucka 3arpyxaeTtcs us
WHTepHeTa no npoTtokony HTTP.

Ecnu onepaumoHHasa cuctema Windows 6bina

yCTaHOBJIeHa ¢ nomoubio Boot Camp, npowwnska
UEFI nepepaet ynpaBneHue 3arpysumky Windows,

KOTOpbI nepenaeT ynpasnexHune aapy Windows.
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YTunuta 6e3onacHoi 3arpysku Ha Komnbotepe Mac ¢ YMnom
6e3onacHocTu Apple T2

0630p

Ha Mac ¢ npoueccopoM Intel n yunom 6esonacHocTn Apple T2 YTunuta 6e3onacHom
3arpyskuy ynpaBnseT pagoM napamMeTpoB MNONMTUKKM 6e3onacHocT. [Ing gocTyna K yTunuTe
HeoOX04MMO BbINMOMHUTbL 3arpy3ky B pexunme recoveryOS u BbibpaTtb YTunnty 6esonacHom
3arpyskun B MeH0 «YTunmTbl». YTUnmMTa 3awmiuiaeT nogoep>XXmnBaemble napamMeTpbl
6e30MacHOCTU, YCNOXHSAS MaHUNYASLUM C HAMW CO CTOPOHbI 3/10YMbILUNEHHMKA.

YTunurta 6e3onacHoi 3arpy3ku

3awmTa NPOWMBKK NaponeM BbiKJlOYeHa.

BK/ouuTe Naposib NPOIIMBKMA, YTO6EI NPEAOTBPaTUTE 3aMyCK 3TOF0
n KOMMbIOTEPA C APYroro XecTkoro aucka, CD unu DVD 6e3 napons.

BKAIOYMTL Naponb NPOWUBKMW...

BesonacHas 3arpyska

® Bbiclumi ypoBeHb 6e3onacHoCTU
PaspelueH 3anyck TonbKo Tekyuieit OC Wiu nognucaHHoOro NporpaMMHoOro
o6ecneyeHus OC, npuaHaHHOro Apple HafexHbIM. Bo Bpems ycTaHoBKM MO
TpebyeTcs NoAknioueHne K UHTEpHETY.

CpepnHuii ypoBeHb 6e30nacHOCTH
PaspelleH 3anyck Nio6oii Bepcum NOANUCaHHOro NporpaMmHoro obecnedeHuns OC,
paHee NpuU3HaHHOro Apple HaaeXHbIM.

DyHKUMU 6830MaCHOCTI OTKIOYEHDI
Tpe6oBaHUs K 3arpyXaemoii onepaLuoHHO CUCTEME OTCYTCTBYIOT.

pa3pelllEHthﬁ HOCMUTE Ib ANA 3arpy3ku

® 3anpetuTtb 3arpy3Ky C BHELWHUX UM CbEMHBIX HOCUTENEN
He ponyckaeTcs 3arpyska C nio6bix yCTPOWCTB, He 3alliiueHHbIX T2, To ecTb ¢ USB- 1
Thunderbolt-HakonuTteneit unm PCle- n SATA-HakonuTenei C BHyTPEHHUM NOAKIIOYEHUEM.

Pa3pelunTb 3arpy3ky ¢ BHELIHWUX UK CbeMHbIX HOCUTENE
ﬂOI'IyCKEETCH 3arpyska Cc BHewWHWx HocuTenein.

[ng BHECEHUS KPUTUYECKUN BaXKHbIX NBMEHEHUI B MONNTUKY 6e3onacHocTu TpebyeTcs
ayTeHTI/Id)I/IKaLI,VIﬂ — [JaXe B peXXnMe BOCCTaHOBJIeHU4. I'Ile nepBoM OTKPbITUN YTunutbl
©e30MnacHoOM 3arpy3ky oHa 3anpalinMBaeT y Noib3oBaTeNs Naposb agMUHUCTpaTopa

019 OCHOBHOM ycTaHOBKM macOS, KoTopas cBA3aHa C TekyLLel 3arpyxxeHHol Bepcuen
recoveryOS. Ecnn agMUHUCTpaTopa He cylLecTByeT, CHavyana HeobxogMMo ero co3gaTb,

M TONIbKO 3aTeM MOXHO ByaeT M3MeHUTb MNONUTUKY. 19 NBMEHeHUa NONUTUKN ynny T2
TpebyeTcs, 4To6bl Ha KOMMNbloTepe Mac bbina 3arpyxeHa cpepna recoveryOS v 4To6bl 6bia
npongeHa ayTeHTUdUKALMA C UCMONb30OBAHMEM YUYETHbIX JaHHbIX, KOTOPbIE 3allMLLEHbI
Secure Enclave. ns nasmeHeHus nonntnkn 6e3onacHocT Heo6xoanmo cobnogeHne aByx
HesaBHbIX TpeboBaHUiA. recoveryOS:

- [omxHa 6bITb 3arpy>xeHa ¢ YyCTPOMUCTBA XPaHEeHUs, HanNpPsAMYo MOAK/IIOYEHHOro K Yuny
T2, NOCKONbKY pasfenbl Ha 4PYrux YyCTPONCTBaX He UMEIOT YYETHbIX AaHHbIX, KOTopble
3almueHbl Secure Enclave v npusa3aHbl K BHYTPEHHEMY YCTPONCTBY XpaHeHus.

- [lomkHa HaxoguTbcsa Ha Tome APFS, NOCKONbKY NOAAEPXKMBAETCS XPaHEHME TONbKO YYETHbIX
OaHHbIX ayTeHTMduUKaumMmn B pexxnuMme BOCCTaHOBNEHMS, OTrpaBieHHbIX B Secure Enclave
Ha npeg3sarpysoyHoM Tome APFS Ha gucke. Toma B popmaTe HFS+ He MOryT ncnosbsoBaTb
6e30MnacHyto 3arpysky.
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3Ta nonnTuka otobparkaeTcs ToNbKo B YTUIMTe 6e30MacHOl 3arpy3km Ha KoMMbloTepax
Mac ¢ npoueccopom Intel n yunom T2. B 60bWIMHCTBE Cly4aeB UBMEHSATb MONUTUKY
6e30nacHol 3arpy3ku He TpebyeTcsa, 0QHAaKo OKOH4YaTeNlbHOE pelleHne Mo HacTpolike
CBOMX YCTPOMNCTB OCTaeTcs 3a nosib3oBaTtensiMm. OHM MOTYT BbIKNIOUYNTb GYHKLMIO
6e3o0mnacHoOm 3arpyskn Ha ceoeM Mac B 3aBUCUMOCTU OT CBOUX MOTPEOHOCTEN UMK CHATb
YacCTb OrpaHUYeHUn, 4eNCTBYIOLWNX B OTHOLWEHUN AaHHOM GYHKLMUN.

N3MeHeHNs NonnTUKN 6e3onacHol 3arpysku, BHECEHHbIE B 3TOM MPUOXKEHUMU,
NPUMEHSAITCS TOMbKO K OLLeHKe LLeNnoyku goBepus, nposepsemoit npoueccopoM Intel.
MapameTp 6e3onacHoM 3arpy3ku Yymna T2 OTKIOUYNTb HEBO3MOXHO.

Ona nonntukn 6esonacHoOM 3arpy3ki MOXHO YCTaHOBUTb OAWH U3 TPEX BapMaHTOB:
«Bbicwunit ypoBeHb 6e3onacHocTu», «CpenHuin ypoBeHb 6e3onacHOCTU» U « DYHKLUMN
6e30MacHOCTM OTK/ItoYEHbI». Ecnu BbiIbpaH BapuaHT «DyHKLMM 6€30MaCHOCTIN OTKJTIOYEHbI»,
npoueccop Intel He BbINONHAET OLLEeHKY 6e30MacHO 3arpysku, U NoNb3oBaTelb MOXET
3arpy»aTb BCe, YTO OH XOYeT.

MonuTtuka 3arpysKkun «Bbiclinit ypoBeHb 6€30MacHOCTU»

Bbicwnii ypoBeHb 6€30MacHOCTM — 3TO NOSIMTUKA 3arpyskn No yMoN4aHuto, kotopas

BO MHOIOM MOX0Xa Ha MexaHu3M paboTbl i0OS 1 iPadOS nnu Ha BbiCWIUIA YPOBEHb
6e30nmacHOCTM Ha KoMnbloTepe Mac ¢ unnom Apple. Mpu 3arpyske 1 NOAroToBKe K
yCTaHOBKe Takoro nporpamMmMHoro obecrnevyeHmns oHO «MNepcoHanmM3npyeTcsa» ¢ NOMOLLbIO
nognucu, Yen sanpoc Ha NoanMcaHne CoaepXXUT YyHMBepPCanbHbIN naeHTUOUKATOP Ynmna
(ECID), TO ecTb ngeHTMdUKaTop Ynna T2 B 4aHHOM cny4ae. B aToM cnyyae nognuce,
BO3BpalllaeMas CepBepoM noanucanus, aBnseTcs yHMKarbHON U MOXET UCMONb30BaTbhCH
TONIbKO 3TMM KOHKPETHbIM Ynnom T2. MNMpowmneka YHUOULMPOBAHHOIO paclIMpsIemMoro
nHTepdelica (UEFi) npoBepsieT, 4TO Npu UCMNOIb30BaHMM BbICLIErO YPOBHS 6e30MacHOCTH
nognucb He NPOCTO NpeaocTaBneHa Apple, a NnpegHa3Ha4YyeHa AN 3Toro KoHKpeTHoro Mac,
TO eCTb 4YTO 3Ta Bepcusa macOS npussizaHa K aToMy Mac. 9To nomMmoraeTt npeagynpegnTb
aTaky MeToAoM OTKaTa, Kak ON1McaHo B pasaesnie, NOCBALWEHHOM BbICLLIEMY YPOBHIO
6e30nacHOCTN Ha kKoMnbtloTepe Mac ¢ ynnom Apple.

MonuTtuka 3arpy3kn «CpegHui ypoBeHb 6e30nacHOCTU»

Monutuka sarpy3kn «CpeaHuii ypoeeHb 6€30MacHOCTU» B HEKOTOPOM CTEMEHM MOX0Xa
Ha TpaguuMoHHyto 6esonacHyto 3arpy3ky UEFI, korga noctaBuiuk (B faHHOM cny4yae
Apple) reHepupyeT undpoByto Nnognuch Ans koga, 4Tobbl NOATBEPAUTb, YTO OH MOJyYeH
OT NoCTaBLMKa. TO He NO3BOJAET 3/10YMbILNEHHUKAM BCTaBUTb HEMOAMUCAHHbIN KOA.
Mbl Ha3blBaeM 3Ty NoAnucb «rnobanbHOM», NOCKOJIbKY €€ MOXHO UCMNOoMNb30BaTb Ha Nt06GOM
KomnbtoTepe Mac B TeveHue Ntoboro nepmnoga BPEMeEHU, €CIN B HacTosLLEe BPEMS Ha
KOMMbloTepe ycTaHoBNeHa nonmtuka «CpegHuin yposeHb 6esonacHocTu». i0S, iPadOS
M cam umn T2 He NoAAepXunBatoT rnobanbHble nognucu. MNMpu Takol HacTpoike He
npepnpuHUMaeTcs HUKaKMUX OeNCcTBUI AN NnpefoTBpaleHns atak MeTo4oM oTkaTa.

Monutuka 3arpys3Kku c HocuTens

MonuTmka 3arpys3kun ¢ HOCMTENS CyLLEeCTBYeT TO/IbKO Ha KoMMbloTepe Mac ¢ npoueccopom
Intel  ynnom T2 1 He 3aBUCUT OT NONNTUKM Be3onacHoM 3arpyskun. [Jaxe ecnv nonb3oBaTtesb
oTK/ItoYaeT 6e30MacHyo 3arpysky, 3To He BAUSET Ha 3afaHHblli MO yMOonYaHuio 3anpet Mac
3arpy3ku ¢ nto6oro ycTpolicTea, KpoMe YCTPOUCTBA XPaHEHUs, HaNpPsSMYo NOAKIIOUYEHHOrO
K ynny T2. (MonuTuka 3arpyskn c Hocutensa He TpebyeTcst Ha Mac ¢ Ynunom Apple.) Cwm.
pasgen YnpasneHue nonmtukon 6esonacHocTu 3arpy304yHoro aucka.
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3awuMTa napona NpPoLNBKKN Ha KoMMbloTepe Mac ¢ npoueccopoM Intel

macOS Ha komMnbloTepax Mac ¢ npoueccopom Intel n yunom 6e3onacHocTn Apple T2
noaaepXuBaeT UCMOb30BaHME Naposs NPOLWMBKM, YTO MOMOraeT NPeaoTBPaTUTb
HenpeaHaMepeHHOe N3MEHEeHWe HacTPoek NPOLLMBKU Ha onpeaeneHHbIX KoMnbloTepax Mac.
Maponb NpoLnBKK 6bi1 CO34aH AN TOro, YTob6bl NPenaTCTBOBaTb BbIGOPY APYrnUX pexnmMoB
3arpys3ku, Takmx Kak 3arpyska B pexxume recoveryOS nam ogHOMNONb30BaTEbCKOM pexume,
3arpyska nu3 HepaspeleHHOro ToMa UKn 3arpyska B pexunMe BHELWHEero gucka.

lMpumeyaHue. MNaponb NpPOWMBKN He TpebyeTca Ha koMnbloTepe Mac ¢ yimnom Apple,
NMOCKO/bKY KPUTUYECKM BaXKHble GYHKLIMOHAbHbIE BOBMOXHOCTU MPOLUMBKK NEPEMELLEHDI
B recoveryQOS, B KOTOPON 4719 [OCTYNa K KPUTUYECKM BaXKHbIM GYHKLMAM TpebyeTcs
ayTeHTUdUKaLMa Nonb3oBaTens (ecnu BkaoveHa ¢yHkumna FileVault).

Bas3oBbIi peXnM UCMosb3oBaHMs NapoNs NPOLMBKIN AOCTYNEH U3 YTUIUTbI Naposs NPOLLIMBKM

B recoveryOS Ha KkoMnbtoTepe Mac ¢ npoueccopom Intel 6e3 umna T2 n U3 YTunutol
6e3onacHon 3arpysku Ha komnbtoTepe Mac ¢ npoueccopom Intel 1 ynnom T2. PaclumMpeHHble
napameTpbl (HanpuMep 3anpoc Naporns Npu Kaxnom 3arpyske) OOCTYMNHbl Yepe3 MHCTPYMEHT
KoMaHaHou cTpoku firmwarepasswd B macOS.

YcTaHoBKa Naposis NPOoLLMBKM 0COB6EHHO BaXKHa /19 CHUXKEHUS pUcKa aTak Ha KoMrbloTepbl Mac
¢ npoueccopoM Intel 6e3 ynna T2, coBepluaeMbIX NPU HANTUYNUKN GU3UYECKOro AocTyna

K KOMMbloTepy. MNaposnb NPOLWNBKM MOXET NOMeLlaTb 3/10YMbILINEHHUKY BbIMOMHUTb
3arpysky cpefbl recoveryOS, 4To6bl MHbIM CMOCO60M BbIKOUYUTH 3aLUUTY LLEeNOCTHOCTHU
cuctemsl (SIP). A 6narofaps orpaHUYeHuto 3arpyskn ¢ Apyrux HocuTenen 3n10yMbllLIEHHUK
He MOXEeT 3amnyckaTb UCMOJSIHeHWE NPUBUIErMPOBaHHOIO KO4a U3 APYroi onepauoHHON
CUCTEeMbI 419 aTaku Ha NMPOLUMBKUN NepudepUnHbIX YCTPONCTB.

[na noMoln nonb3oBaTensM, KOTopble 3abbifin CBOW Naposb, NPeaycCMOTPEH MEXaHU3M
cbpoca napong npowmnBkn. MNpu 3arpyske TpebyeTcs HaXaTb ocoboe coveTaHMe KnaBuLl,
nocne 4yero 6yneTt NnokasaHa yHUKanbHaa ang gaHHoOMW MOAeNnu cTpoka, KOTOPYH HYXHO
coobwuTtb B AppleCare. AppleCare nognucbiBaeT pecypc undpoBoi nognncbio, Kotopas
NpoBEepPSAETCs C MNOMOLULbIO YHUBEpPCanbHOro naeHtTudukatopa pecypca (URI). Ecnn nognucob
NnoATBEPXOeHa U COOEPXXMMOE OTHOCUTCS K KOHKpeTHOMY Mac, npowmnska UEFI cHumaeTt
naposib NPOLNBKMU.

Ecnun nonb3oBaTenb He Xo4eT, 4TOObl KTO-TO APYror MOr MPOrpaMMHbIMKU CpeacTBaMu yaanuTb
€ro naporsib NPOLUNBKK, OH MOXET UCMO/b30oBaTh NapaMeTp —disable-reset—capability B
MHCTPYMEHTe KoMaHaHoW cTpokn firmwarepasswd B macOS 10.15. MNepeq, ycTaHOBKOM
3TOro napameTpa Nofib3oBaTeNb AO/KEH NOATBEPANTDb, YTO B Clly4Yae, eC/ii OH 3abyaer
naposib U notTpebyeTcs yaaneHue napons, nofb3oBaTesb AoMXeH 6yaeT onnaTuTb 3aMeHy
MaTepUHCKON NaTbl, KoTopas Heobxoauma ana OOoCTUXKeHua aTol uenu. Ecnm opraHmnsaums
X04eT 3alMTUTb CBON KOMMbtloTepbl Mac OT 3/10YMbIWAEHHUKOB U COTPYAHUKOB, OHa A0/XKHA
YCTaHOBMUTb Naposib NPOLUNBKKN B NPpUHAANEXaLLNX el cucTteMax. 9To MOXHO caenaTb Ha
yCTPOMNCTBE N0ObIM U3 CrieayoLLnX cnocoboB:

«  BPYYHYIO BO BpeMs NoAroTOBKW, UCMO/b3yss UHCTPYMEHT KOMaHOHOM CTPOKM
firmwarepasswd;

+  C MOMOLLbI CTOPOHHUX MHCTPYMEHTOB yrNpaBfeHNs, KOTOpble UCMOMb3YIOT UHCTPYMEHT
KoMaHgHou cTpoku firmwarepasswd;

< C NMOMOLLb CUCTEMbI YpaBieHnsa MobubHbIMU ycTpoicTeamu (MDM).
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Cpepbl recoveryOS u gnarHoCcTuUKU ang KoMmnbrotepa Mac c
npoueccopom Intel

recoveryOS

OnepauunoHHas cucteMa BocCTaHoBeHMs recoveryOS nonHOCTbO oTaeneHa oT 0CHoBHoM macOS,
1 BCe ee coepXumoe xpaHuTtcs B ¢aine obpasa gucka c umeHeM BaseSystem.dmg.
Tak)Ke UMeeTcs CBSI3aHHbIM ¢ HUM ¢dain BaseSystem.chunklist, koTopbil cnonb3yeTcs
015 NpoBepKu LenocTHocTu BaseSystem.dmg. Cnncok ¢parmenToB .chunklist npeactaenser
coboi ceputo xewen gna 10-merabanTHbix pparmeHToB BaseSystem.dmg. Mpoluneka
yHUOUUMPOBaAHHOTO paclumMpsemMoro nHtepdeiica (UEFi) oueHnBaeT noanucoh daina
cnncka pparMeHTOB, a 3aTeM NOOYEPEHO OLEeHNBAET Xeln GparmMeHToB 13 danna
BaseSystem.dmg. nomoras y6eanTtbcs, YTO OHM COOTBETCTBYIOT NOAMUCAHHOMY
coaepXnMomMy cnmcka ¢parmMeHToB. ECnn oguH M3 xelen He coBnagaeT, 3arpyaka

13 nokanbHon cpenbl recoveryOS npepbiBaeTcs u npowmneka UEFI nbiTaeTcsa BbINOMAHUTD
3arpysky u3 recoveryOS B MHTepHETE.

Ecnu npoBepka npongeHa ycnelwHo, npowmnska UEFI nogknioyaeT BaseSystem.dmg B
KayecTBe AMCKa onepaTUBHON NaMATK U 3anyckaeT cofepxalwmiica B Hem dann boot.
efi. Mpowwuneke UEFI He Hy>HO npoBepsTb boot.efi, a boot.efi He Hy>XXHO NpoBepsTbL
94pP0, MOCKOMbKY LLeNIOCTHOCTb BCEr0 COAEPXMUMOro onepaLmoHHON CUCTEMbI yxe bbina
NpoBepeHa, a 3TN 3/1eMEHTbl COCTaBASIOT TONbKO €e 4acTb.

OwvarHoctuka Apple

Mpouenypa 3arpy3kn NoKaabHOMW ANArHOCTUYECKONM Cpeabl B OCHOBHOM aHallornyHa
3anycky recoveryOS. MNpu aToM Ucnonb3yloTca oTaenbHble daiinbl AppleDiagnostics.dmg

n AppleDiagnostics.chunklist, ogHako nx npoBepka BbINOJIHAETCS Tak Xe, Kak U NpoBepKa
dannoB BaseSystem. BmecTo 3anycka boot.efi npowwneka UEFI sanyckaeT n3 obpasa gucka
(.dmg) pann c nmeHem diags.efi, KoTopbIi OTBEYaeT 3a BbI30B psAaa APYyrnx opanBepos
UEFI, koTopble MOryT yCTaHaBNMBaTb coeMHeHne ¢ 060pya0BaHNEM N NMPOBEPATbL €ro Ha
Hann4yme ownboK.

Cpepbl recoveryOS v cpefibl AMarHOCTUKU, 3arpy>kaemblie U3 UHTEPHeTa

Ecnn npu 3anycke nokanbHOM cpeabl BOCCTAaHOBNEHUSA AN AMArHOCTUKM Npoun3oluna
owmnbka, npowneka UEFI nbiTaeTca 3arpysmTb o6pasbl U3 nHTepHeTa. (Monb3oBaTenb
TakXe MOXEeT 3anpocuTb 3arpysky o6pa3oB U3 MHTepPHeTa, Ha)aB Npu 3arpyske ocoboe
coyeTaHue knasuul.) NMpoBepka LLeNoCTHOCTM 06pa3oB ANCKa U CMUCKOB GparMeHToB,
3arpy>XeHHbIX C cepBepa BOCCTAHOBNEHUNS ONepaLoOHHON CUCTEMDbI, BbINOHAETCS TakUM
e cnocoboM, Kak ang 06pa3oB, U3BMEYEHHbIX C YCTPONCTBA XpaHeHUs.

MockonbKy NoAK/OYEHME K CeEpBEPY BOCCTAHOBEHMS OMepPaLMOHHON CUCTEMbI BbINOSHAETCS
no npotokony HTTP, BCe MO/IHOCTbIO 3arpy>XeHHble AaHHble NPOBEPSIOTCS Ha LLeNTOCTHOCTb
(kak onmcaHo paHee). TakMM 06pPa3oM OHM 3aLMLLAKTCA OT MaHUMNYAALMIA, ECNN 3/T0YMbILLNEHHUK
KOHTPONMPYET ceTb. ECNN oTAeNbHbI GparMeHT He NPOXOANT NPOBEPKY LLEIOCTHOCTH,
cucTeMa 3anpalmBaeT ero 11 pa3 y cepBepa BOCCTaHOB/IEHMSA ONepaLMOHHON CUCTEMDI,
npexae YemM npekpaTuTb NOMbITKM U BblAdaTb OWMNOKY.

Mocne Toro kak B 2011 roay Ha KoMrbtoTepbl Mac 6b11m1 Jo06aBeHbl PeXXMMbl BOCCTaHOBIEHUS
M OMarHOCTUKU, 3arpy>KaemMble U3 MHTepPHeTa, 6bl10 NPUHATO peleHne NCrnonb3oBaTb
6onee NPoOCTON TPAaHCMOPTHbIN NpoTokon HTTP 1 ncnonb3oBaTth AN ayTeHTUdUKaLmMn
coOepXMMOro MexaHuam cnmcka dparMeHTOB BMECTO peanusauum B npowmske UEFI
6onee cnoxHoro TpaHcnopta HTTPS, 4To NoBblWaeT Yy93BUMOCTb NPOLINBKMU.
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be3onacHOCTb NognMCcaHHOro CUCTEMHOIo ToMa

B macOS 10.15 komnaHua Apple npeactaBuia CUCTEMHbIA TOM TOMbKO A9 YTEHUS.

OH n3onnpoBaH 1 npegHasHavyeH NCKII0YUTENbHO A1 COAEePXMMOro cnctemMol. B macOS 11

M HoBee gobaBrieHbl HafeXHble CpeacTBa Kpuntorpadruyeckol 3alinMTbl COAEPXKUMOTo
CUCTEMbI MOCPEeACTBOM MOANMMCAaHHOIo CUCTEMHOro Toma (SSV). SSV coaepXuT MexaHusm
a0pa, KoTopblii NpoBepseT LeN0CTHOCTb COAEPXMUMOr0 CUCTEMbI BO BPEMS BbIMOJIHEHUSA U
OTKJTOHSIET Ntobble AaHHble (Ko, 1 HEKOAOBbIe AaHHble) 6e3 OeNCTBUTENbHOM KpunTorpaduyeckon
noanucu Apple. HaunHaga c iOS 15 n iPadOS 15 cucteMHbli TOM Ha iPhone 1 iPad Takxe
MMeeT cpeacTBa Kpuntorpadmnyeckon sawnTbl NOANMCAHHOIO CUCTEMHOIO ToMa.

SSV He TONbKO NOMOraeT NpefoTBpaTUTh BMELWaTeNbCTBO B Kakoe-1mbo nporpaMmmHoe
obecneyveHne Apple, Bxoasiiee B COCTaB ONepaLmoHHOM CUCTEMDI, HO TakXe fenaeT o6bHoBNeHNe
nporpamMmHoro obecneveHms macOS 6onee HageXHbIM 1 6e3onacHbIM. N nockonbky SSV
ncnonbayeT CHUMKK darinoBoin cuctembl Apple, To ectb APFS (Apple File System), ctapyto Bepcuto
CUCTEMbI MOXHO BOCCTaHOBUTb 6e3 nepeycTaHOBKM, €C/IM 0BHOBNEHME BbIMOMHUTH HEBO3MOXHO.

C MoMeHTa cBoero BHeapeHns APFS obecneymBaeT LLeNOCTHOCTb MeTafaHHbIX GpalifioBoin
CUCTEMbI C MOMOLLbIO HEKPUMNTOrpadruyeCckmnx KOHTPObHbIX CYMM Ha BHYTPEHHEM YCTPONCTBE
XpaHeHus. SSV No3BONSET YCUNUTb MEXaHU3M obecrneyeHuns LLeTIoCTHOCTM NyTeM UCMOIb30BaHNS
Kpuntorpadunyeckmnx xellem, TeM caMbiM pacnpocTpaHasa gencTBne MexaHnama Ha Kaxmablii
OUT paHHbIX dannoB. [JaHHble Ha BHYTPEHHEM YCTPONCTBE XPaHeHUs (BKtoYas MeTagaHHble
$annoBoOn CMCTEMbI) XeLWMpPYOTCa KpUNTorpadnyeckum crnocobom B NyTU YTEHUs, nocre
Yero Xell CpaBHUBAETCA C OXMOAEMbIM 3HaYEHNEM B MeTafaHHbIX GainloBON CUCTEMDI.
Ecnn 3HayeHns He coBnagatoT, CUCTeMa AenaeT BbiBOA, YTO AaHHble OblIN UBMEHEHDI,

M He BO3BpalllaeT UX 3anpoCuBLLEN NporpamMmMe.

Kaxpabih xew SHA256 SSV xpaHUTCAa B OCHOBHOM [AepeBe MeTafaHHbIX CUCTEMbI,
KOTOpOEe XelWwnpoBaHo camo. NMocKobKy Kaxablii y3en gepesa peKypCcuUBHO npoBepseT
LLe/TIOCTHOCTb Xellel CBOUX J0YEPHUX 3JIEMEHTOB, aHa/lOTMYHO ABOMYHOMY Xell-AepeBy
(nepeBy Mepkna), 3Ha4yeHMe xella KOPHEBOro y3na (Ha3blBaeMoe f1eyaTbio) NpuMeHaeTcs
K KaxxgoMy O6UTY gaHHbIX Ha ToMe SSV. 3To 03Ha4aeT, YTo KpunTorpadmnyeckasa nognucb
pacnpocTpaHsaeTcs Ha BECb CUCTEMHbIA TOM.

Bo Bpems ycTaHoBKM 1 06HOBMeHMS macOS aTa nevaTb BbIYMCNAETCS 3aHOBO ANs
$annoBon CUCTEMbI Ha YCTPOWCTBE, a NONYyYEeHHOE U3MePEHNE CPaBHMUBAETCS

C U3MepeHunemM, nognucaHHoiM Apple. Ha komnbioTepe Mac ¢ ymnom Apple 3arpysumk
npoBepseT neyaTb, Npexae YeM nepenatb ynpasneHune aapy. Ha komnblotepe Mac

c npoueccopoM Intel n yunom 6esonacHocTu Apple T2 3arpy3yunk nepeHanpasnser
n3MepeHue 1 NoANnChH B AP0, KOTOPOE 3aTeM NPoBepPseT nevyatb HaNPSIMYIO, NMPexXae Yem
noakntoyaTb KOpHEBYtO dainoByto cuctemMy. B obounx cnyyasx npu cb6oe NnpoBepkn npoLecc
3arpys3ku ocTaHaB/MBaeTCs W Mofb30BaTeNo NpeanaraeTcs nepeycraHosmTb macOS.

3Ta npoueaypa NOBTOPAETCS NPU KaXAoM 3arpy3ke 40 Tex nop, Noka nofib3oBaTesb He
BblGepeT 3arpy3Ky ¢ NpuMeHeHNeM NoANTUKKM 6esonacHocTn 6onee HU3KOro YPoBHS U

He PeLnT BbIK/IIOYNTb NOAMMUCAHHbBIA CUCTEMHbI TOM.

Bo BpemMs o6HoBNEeHMs nporpaMMHoro obecnedenuns iOS n iPadOS cMCTEMHbBIN TOM CXOXUM
06pa3oM NoAroTaBAMBAETCS U BbIYMCNAETCS 3aHOBO. Nepen TeM Kak pa3peLlmnTb YCTPONCTBY
3anycTuTb 94p0, 3arpy3umku iOS n iPadOS npoBepstoT, YTO NeYaTb He MOBPEXAEHA N YTO OHa
COOTBETCTBYET 3Ha4eHuIo, nognucaHHomy Apple. Ecnun npu 3arpyske BbisiBNIeHbl HECOOTBETCTBUS,
nonb3oBaTesb NojlyyaeT 3anpoc Ha 06HOBNEHNe CUCTEMHOIO NporpamMmMHoro obecneyeHums
Ha ycTpolcTee. [Tonb3oBaTensaM He pa3pelleHo CHUMAaTb 3aWwmnTy NOANMCaHHONO CUCTEMHOIO
Toma B iOS un iPadOS.
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SSV un nognucob Koga

Anpo no-npexHeMmy BbIMONHAET NPUHYOMUTENbHOE NoanucaHne Kkoga. MNMoanmncaHHbIn
CUCTEMHbIN TOM obecrneymBaeT 3alUTy BO BpeMs YTeHusa noboro konmyecTsa 6antos
C BHYTPEHHEro yCTPONCTBa XpaHeHu s, Torga kak nognmcb koga obecrneymBaeT 3awmTy
BO BPEMS COMOCTaB/IeHNd NaMsATblo 06bekToB Mach kak ncnosnHsiembix. Kak SSV, Tak

M nognuchb Koga ciyxXaT Aas 3aluTbl UCNOJTHIEMOr0 KOAa BO BCEX MYTAX YTEHUS U
BbIMOSIHEHUS.

SSV u FileVault

B macOS 11 1 HoBee aHanornyHas 3alWmTa CoaepPXMMOro CUCTEMbI BO BPeMS XpaHeHus
obecneymBaeTcs ¢ nomouwbio SSV, NosaToMy WNdpPOBaHNE CUCTEMHOIO ToOMa B6osblue

He TpebyeTca. Jllobble U3MEeHEHUNSs, BHeCEeHHble B GpainoBylo CUCTEMY BO BPEMS XpaHeHus,
obHapyxmnBatoTca GannoBON CUCTEMON B NpoL,ecce YTeHMa AaHHbIX. Ecnu nonbsoBaTenb
Bkntounn FileVault, cogepxunmoe nonb3oBaTens Ha TOMe OaHHbIX NO-NpexHeMy Wwndpyetcs
C MOMOLLIbIO NPEeaOoCTaBNEeHHOTO No/ib30BaTeNleM cekpeTa.

Ecnun nonb3oBaTenb pelwmnT oTKOYNTb SSV, cnucTeMa CTaHeT ya3BUMON AN BMellaTebcTBa
BO BpeMs XpaHeHUs, N B pe3ysbTaTe Takoro BMellaTeNbCcTBa 3/10YMbILUNEHHUK MOXET
M3BflieYb 3allMPpPoOBaHHbIe AaHHble NOb30BaTENS NPU CreAyioLLel 3arpy3ke CUCTEMDbI.
Mo3aToMy cucTemMa He Mo3BOJIUT MOJIb30BATENIO BbIKOYNTL SSV, ecnn Bk/toYeHa GyHKLMUA
FileVault. 3awmTy OaHHbIX BO BpEMS XpaHeHUs cneayeT BK/OYaTb UM OTK0YaTb and
o60onx TOMOB eAMHOOBpPasHoO.

B macOS 10.15 n 6onee paHHUx Bepcuax dyHkumna FileVault cnyxuT ang 3awmThbl
onepaLnoHHON CUCTEMbI BO BPEMS XpaHeHUst MyTeM WKPPOBaHMS NOIb30BATENbCKOTO
N CUCTEMHOIO COAEPXMMOT0 C MOMOLLbIO K/THoYa, 3allMLUEHHOro NpeaocTaB/ieHHbIM
nonb3oBaTesieM cekpeToM. Takum obpasomM obecrneynBaeTcs 3allnuTa OT NoNyYeHns
JocTyna K ¢ainoBoil CUCTEME C CUCTEMHbIM NPOrpaMMHbIM ob6ecrnevyeHnem unm
yrpaB/ieHMS e, ECNN Y 3/I0YMbILLNIEHHWUKA €CTb PU3NYECKUIM A0CTYN K YCTPONCTBRY.

SSV u komnbtloTep Mac ¢ ymnom 6e3zonacHocTu Apple T2

Ha komnbtoTepe Mac ¢ ynnom 6e3onacHocTn Apple T2 ¢ nomolbtlo SSV 3alimnuieHa ToNbko
cama onepaumoHHasa cucteMa macOS. MNMporpaMmmMHoe obecneyeHne, KOTOPOE BbINONHAETCS
Ha ynne T2 n nposepsaeT macOS, 3alULLEHO C NOMOLLbIO 6e30MnacHoO’ 3arpy3Ku.
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Be3sonacHoe o6HOBNEHME NPOrpaMMHOro
obecneyeHus

Be3onacHoCTb TpebyeT NOCTOSHHbIX YCUNuii. HegoctaTouHo NpocTo obecneynTb 6esonacHyto
3arpysKy Bepcuu onepawmoHHOW CUCTEMbI, YCTAHOBNIEHHOW Ha 3aBofe. Tak)e A0/KeH
Cyl,ecTBOBaTb MexaHn3M Ans 6bICTPoro n 6e30MacHOro NoslyyeHms HoBENLMX 0GHOBNEHUN
6e3onacHocTu. Apple perynsipHo BbinyckaeT 06HOB/IEHMA NporpamMmMHoOro obecneyeHmsa B
OTBET Ha BO3HMKawLme npobrnemMbl 6e3onacHocTu. MonbsosaTenu iPhone n iPad nonyvatoT
YBEOOMJ/IEHUS O HAaNM4YnMM OOHOBNEHUIM NPAMO Ha ycTpoincTee. Ha Mac oGHOBNeHUS
OOCTYNHbl B CUCTEMHbIX HacTpolikax. OGHOBNeHMa nepeaoTca No 6ecnpoBoaHON ceTy,
YTO YCKOPSAET BHeApeHWe HOBEeLWNX UCMpaBNeHnin, CBA3aHHbIX C 6e30MacHOCTbIO.

BesonacHocTb npoLecca 06HOBNEHUS

B npouecce 06HOBNEHNS UCMOb3YETCS TOT Xe annapaTHbI KOPeHb LOBEPUSI, YTO

M ucnonb3yeTtcs npu 6es3onacHon 3arpyske. 3To NOMOraeT rapaHTUpPOBaTh, YTO
yCTaHaB/IMBAeTCS TONbKO KOf, NoAnucaHHbii Apple. Bo BpemMs o6HoBneHus dyHKLMA
aBTOpM3auunm cucteMHoro MO npoBepsieT, 4Tobbl Ha iPhone 1 iPad, a Takxe Ha Mac,
Ha KOTopbIX B YTuNnTe 6e3onacHon 3arpysku BbibpaHa nonmtuka «Bbicwnii ypoBeHb
6e30MacHOCTU», MOXHO 6bl/I0 YCTAHOBUTb TOJIbKO KOMUU ONePaLMOHHbIX CUCTEM,
cneumanbHo nognucaHHblie Apple. bnarogaps aTuM MepaM NpenocTopoXHocTn Apple
MOXEeT NpekpaTUTb NoanucaHne 6osiee paHHUX BEPCUN ONepaLMoOHHbIX CUCTEM C
N3BECTHbIMU YI3BUMOCTAMWU N TEM CaMbIiM NOMOYb NPESOTBPATUTb aTaku Yyepes
NOHMXEHNE BEPCUN.

Kpome Toro, gna 6onee HageXXHOM 3aWmTbl BO BPeMsi OGHOB/IEHMS MPOrpaMMHOro
obecneyeHns npu ¢Gn3nNYeckoM NoAKIOYEHNUM OBHOBASIEMOrO YCTPOMUCTBA K KOMMbOTEPY
Mac sarpy>aetcs n yctaHaBnuBaeTcs nosnHas konus iOS nnm iPadOS. A npu 6ecrnpoBogHOM
0BHOBNEHUN 3arpyXatoTcs TO/IbKO T€ KOMIOHEHTbl, KOTOPble HEOb6X0AMMbI 4/ 06HOBIEHUS
CUCTEMDBI: TEM CaMblM ONTUMU3UPYETCS pacxop Tpaduka, Tak Kak He TpebyeTcsa 3arpyxaTb
BCIO onepaLmoHHyto cuctemMy. Kpome Toro, o6HosneHusa MO MoryT kawmpoBaTbcs Ha Mac
nop ynpasneHnem macOS 10.13 unun HoBee ¢ BKIOYEHHOM dyHKUMeEN «KalimnmpoBaHne
KOHTeHTa», YTobbl ycTpoicTeaM iPhone 1 iPad He NpuLLNoOCh 3aHOBO 3arpy»aTb He0OXoaUMble
06HOBNEHNA N3 HTepHeTa. (19 3aBeplIeHns npoLecca 0OHOBIEHMS UM MO-MPEXHEMY
HY>XHO CBSiI3aTbCH C cepBepamu Apple.)
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MNepcoHann3npoBaHHbIN NpoL.ecc 06HOBIEHUS

Mpun 06HOBNEHUU CepBepy aBTOPU3aLIMM YyCTaHOBKKN Apple nepenaeTtcs onpeneneHHas
MHbOPMaLMs, KoTopas BKJlOYaeT CNNCOK KpunTorpaduveckmnx nokasaTenein ong Kaxaomn
YacTW YCTAHOBOYHOIO NakeTa, KOTOPbI NPeAcCTOUT YyCTaHOBUTb (Hanpumep, iBoot, aapo,
06pas OC), cnyyanHoe 3HavYeHne GYHKLWM aHTUNOBTOPA U YHUKANbHbIA MOEHTUdUKATOP
ycTpoiictea (ECID).

CepBep aBTOpU3aLUKN CBEPSET NOJTyHYEHHbIE USMEPEHUNS C BEPCUSIMU, YCTAaHOBKA KOTOPbIX
pa3peuweHa. Ecnu cooTBeTcTBME HanaeHo, cepBep aobasnsaet ECID K nsmepeHuam 1
noanucbiBaeT pesynbTaT. B npouecce o6HOBEHMS CepBep NepeaaeT Ha YCTPONCTBO
NMOJIHbIA KOMMEKT NMOAMNMCaHHbIX AaHHbiX. [lobaBneHne ECID Heob6xoammo, 4Tobbl caenaTb
aBTOPM3aLMIO 3anpallMBaloLLEro YCTPOUCTBa YHUKaNbHOW. ABTOpMU3aLma U nognucaHme
TOMbKO NMPU HaANUYUN YCTAHOBMNEHHbIX U3MEPEHUIN MOMOratoT CepBepy rapaHTUpoBaTb, YTO
obHoBNeHNe byaeT NPOUCXOaUTb MMEHHO Tak, Kak npegycMoTpeHo Apple.

------ >

CRMCOK KpUNTOrpaduuecknx nokasatenei
— iBoot
aapo
o6pa3 OC
(GYHKLMS aHTUMOBTOPa Cepeep
ECID aBTOpPU3aLUN
Apple

MoanucaHHbIN OTBET Ha aBTOPU3aLUIO
NoAnNuCb A48 NPorpaMMHoOro o6ecneyeHuns
dYHKUMS aHTUMNOBTOpPA
ECID

MpoBepka LLeno4Ykn 00BepmUss B MOMEHT 3arpy3ku nossonseT ybeanTbcs, YTo Nognmch
nonyyeHa ot Apple, a 3Ha4yeHMa M3MepeHUt 06beKTa, 3arpy>XeHHOro ¢ ycTponcTea
XpaHeHus, B covyeTaHmm ¢ ECID ycTpolicTBa, COBMagatoT C TEMU, Ha KOTOpPble pacnpoCcTpaHaeTcs
noanucb. Bce aTu aTanbl HanpaBneHbl Ha To, YTo6bl y6eauTbhCs, YTO Ha YCTPOMUCTBAX,
noanepxmueaowmx GyHKLUN NepcoHanmMsaumm, aBTopmsanms BbiNoaHgeTca A1 AaHHoro
KOHKPETHOro ycTpolcTBa 1 4YTo 6osiee CTapyto BEPCUIO ONMepaLMoOHHON CUCTEMbI Ha OJHOM
N3 YCTPOWCTB He MOoMIy4YnTCs CKONMMPOBATb Ha Apyroe yCTPoCTBO. 3HaYyeHne GyHKLMU
aHTUMOBTOPA CNMOCOHBCTBYET TOMY, YTOObI 3/T0OYMbILLIEHHUK HE MOT COXPaHUTb OTBET
cepBepa M UCMOJb30BaTh €ro A/ B3floMa YCTPONCTBA UMM U3MeEHeHUa cucTemMHoro MO
MHbIM 06pa3omMm.

MMeHHO n3-3a npouecca nepcoHanmsaummn ons obHoBneHns Ntoboro ycTponcTea ¢ YNMOM
Apple, Bkntoyaa koMmnbtoTep Mac ¢ npoueccopom Intel n ymnom 6e3onacHocTn Apple T2,
TpebyeTca ceTeBoe Nogk/toveHne K cepsepam Apple.

Ha ycTpoiicTeax ¢ Secure Enclave aToT annapaTHblit KOMMIOHEHT aHan0rMYHbIM
06pa3omM ucnonb3yer aBTopmnsauunio cucteMHoro MO And NPoBepPKM LEeIOCTHOCTH
CBOEro nporpaMmHoro obecnevyeHns. 3ta Mepa cnocobCTBYeET 3aliuTe OT BO3BpaTa
K NpeablayLiM BEPCUsM.
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LlenocTHOCTb onepaLnoHHOM CUCTEMDI

B ocHOBY onepaunoHHbIX cuctemM Apple 3anoxeHbl GyHKLMM obecneyeHns 6e30MacHOCTU.
AnnapaTHbIi KOpeHb J0Bepus Ucnosnb3yeTtcsa ang obecrnedyeHns 6e3onacHom 3arpysKku,

a npouecc 6e3onacHoro obHoBneHus MO genaet BO3MOXHbIM BbicTpoe U 6e3onacHoe
ob6HoBNeHNe cucteMbl 6ezonacHocTn. OnepaunoHHbie cucTeMbl Apple Takxke UCNONb3yloT
crieymarnbHble annapaTHble BOSMOXHOCTM YKnma, YTo CMoco6CTBYET NpeaynpexaeHuto
MNCMOJSIb30BaHMS yI3BMMOCTEN BO BpeMs paboTbl CUCTEMbI. TU GYHKLMM Cpefbl BbIMONHEHNS
3alMLLatoT LeIoCTHOCTb 4OBEPEHHOr0o KofAa BO BPeMsi ero BblMofHeHNUs:. ECnv NoscHATb
BKpaTLe, onepaumoHHas cuctema Apple NnoMoraeTt CMSarynTb NOCNeacTBms atak U UCMNOJSIb30BaHUS
YySI3BUMOCTEN HE3aBUCUMO OT TOro, UCXOAAT I OHN OT BPEAOHOCHOI0 NMPUNOXEHUS,

13 UHTepHeTa unn noboro apyroro kaHana. MNepeyncneHHble 30ech CPeacTBa 3alnUTbl AOCTYMHbI
Ha yCTpoMCcTBax C Noanep>XnueBaeMbiMy CUCTEMaMW Ha KpucTanne, pa3paboTaHHbIMU
koMnaHwuen Apple, Bkntovas iOS, iPadOsS, tvOS, watchOS, a Tenepb n macOS Ha koMnbloTepe Mac
c ynnom Apple.

dyHKUMA A10 A11, S3 A12, A13, A14 A15, A16, A17 M1, M2, M3
S4-S9
sauwa ] ) o ) o
LLeNOCTHOCTH
anpa
BbicTpble ° Q Qo 9 Q
orpaHuyeHus
paspeleHuni
sauwa @ [ o @ ©
LLeNI0OCTHOCTH
CUCTEMHOIO
conpoueccopa
Koa @ [ © @ ©
ayTeHTUduUKaunm
ykasaTtens
YpOBEeHb 3alLUThI ° 0 Q Q °
cTpaHuL, cm
npuMeyanue 1
HUXe.
MoHuTOop ° ° ° Q °
3awWwunTbl Tabnunubl c
M.
crpanm npumMmeyaHuve 2
HUXe.

MpumeyaHue 1. YpoBeHb 3aWwmTbl cTpaHuy, (PPL) TpebyeT, 4Tobbl nnatdopma ncnonHsana
TO/1bKO MOAMNMNCAHHbBIN N HaAEeXHbIN Kof,. OTa Moaenb 6e30nacHOCTM He npuMeHsieTca B macOS.

lMpumeyaHmne 2. MoHUTOP 3aWnTbl Tabnuubl ctpaHul, (SPTM) nogaepxuBaeTtca Ha A15, A16
1 A17 n 3aMeHsIeT YpOBEeHb 3alMTbl CTPaHUL, Ha NoAAepPXXNUBAEeMbIX nNnaTdopmax.
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3awuTa LenocTHoCTH agpa

Mocne 3aBeplleHUa MHMLMANM3aLUmn aapa onepaunoHHOM cucTeMbl BKAOYaeTca GyHKLMA
3aWmMThl LenoctHocTu aapa (KIP), koTopas npenoTBpallaeT BHeECEHNUE U3MEHEHUN

B AP0 1 Kof ApariBepa. KOHTpoiep namMaTy NpeaocTaBnseT 3aliueHHbI permoH
dun3nYeckolr NaMaTn, KOTopbi Ncnosnb3ayeTca iBoot ong sarpy3ku aapa u paclimpeHuni
agpa. MNocne 3aBeplIeHNsa 3arpysku KOHTPONep NaMsaT OTKIOHSET BCe 3anpochl 3anucu

B 3alUNLLEHHbIA PernoH pmnandyeckon namatu. ducnetyep namatu (MMU) npoueccopa
NMPUIOXEHUN HAacTpoeH, YTobbl cNoco6CcTBOBATL NPEAOTBPAaLLEHUIO CONOCTaBNeHNs
NPUBUNErMpPoBaHHOIo Kofa 13 GrUs3nMyeckon NaMmaTn 3a NpegenamMmn 3alWMLLEHHOIO PEermoxa,
a Takxe 4Tobbl cnocob6cTBOBATbL NPEAOTBPALLEHNIO AOCTYMHbIX O/19 3aMN1UCX CONOCTaBNEHUN
dU3nYecKolr NaMaT BHYTPU permoHa namaTu agpa.

YToObl NpeaoTBpaTMTb BOSMOXHOCTb NepeHacTpoiku, obopynoBaHme, Ncrnonblyemoe ans
paboTbl KIP, 6nokupyeTcs nocne saBeplueHns npoL,ecca 3arpysKku.

BbiCTpble orpaHnYeHns paspeLleHuni

B cuctemax Ha kpucTtanne Apple A11 Bionic n S3 6bi51 npencTaB/ieH HOBbIM annapaTHbIi
NMPUMUTUB. DTOT NMPUMUTUB — BbICTPbIE OFPaHNYEHUS Pa3peLLleHNn — BKlOYaeT peecTp
LLM ans 6bicTpOro orpaHnyYeHns paspeLleHmnii Ha ypoBHe noTtoka. Mcrnonb3sys 6bicTpble
OrpaHMYeHunsa paspelleHnin (Takxke n3BecTHble Kak pernctpbl APRR), nognep>XxnesaemMbie
onepaLnoHHble CUCTEMbI MOTYT yOanaTb U3 NaMaTU pa3peLleHuns Ha BbIMOJIHEHWUE, He TpaTs
BpeMs Ha CUCTEMHbI BbI3OB 1 MPoXo/, Mo Tabnuue CcTpaHuL, Unn ee cb6poc. TN perncTpbl
obecnevynBatoT AOMNOMHUTENbHbINA YPOBEHb 3allUTbl OT CETEBbIX aTak, B YaCTHOCTMU
KOMMUNNPYEMbBIX BO BPEMS BbINOMIHEHUSA (TOYHO B HYXHbIA MOMEHT), MOCKOJ/IbKY NaMsaTb
He NO3BOJIEeT UCMOMHATb KO, B TO BPEMS, KOrAa NPOUCXOAUT YTEHME UMK 3aMnunch.

3almTa LLleNoCTHOCTN CUCTEMHOro conpoLeccopa

MpolrBka conpoLLeccopoBs, TakmMx kak Secure Enclave, npoleccop gatyvka nsobpaxeHui
N COMpPOLEeCcCcop ABMXEHUS, BbIMOMHAET MHOTME KPUTUYECKUN BaXKHble CUCTEMHbIE 3aauu.
MoaToMy ee 6e30MacHOCTb UMeeT pellatollee 3HavyeHne ang 6e30MNacHOCTUN BCEN CUCTEMBDI.
YT106bl MPEeaoTBPaTUTh M3MEHEHMe NPOLINBKM conpoLeccopa, Apple Ucnonb3yet MexaHnswm,
Ha3blBaeMblli 3aLMTON LIe/IOCTHOCTH CUCTEMHOro conpoleccopa (SCIP).

Pa6oTta SCIP BO MHOIrOM MoxoXa Ha paboTy ¢yHKLMN 3alunThl LenocTtHocTu aapa (KIP).
Bo Bpemsa 3arpysku iBoot 3arpy>aeT NpoLlWMBKY KaXa0ro conpoueccopa B 3alMULEeHHbIN
pervoH namMsTu, KOTOPbIA 3ape3epBMPOBaH A9 3TOro ConpoLeccopa U OTAeNeH OT pervoHa
KIP. iBoot HacTpanBaeT aMcneTyepbl NaMaTU KaXkaoro conpoLeccopa, YTobbl MOMoYb
npenoTepallaTh creayoline cobbiTua:

«  UCMOJHAEMble COMocTaBneHnsa 3a npeaenamm BbigeIeHHON YacTu 3alUULLEHHOTO
pervoHa namsaTu;

e OOCTynHble ANng 3anncu conocTtaBeHNd BHYTPU BblAENIEHHON YacTu 3alUNLLEHHOTO
pernoHa namMaTu.

Kpome Toro, onepauunoHHas cucteMa Secure Enclave HacTpaunBaeT 3awWmMTy LEeIOCTHOCTH
CUCTEMHOro conpoteccopa ana Secure Enclave Bo Bpems 3arpysku. Mocse 3aBeplleHns
npouecca 3arpysku o6opynosaHue, ucnonbayemoe ana pa6otol SCIP, 61okupyetca. ITa
Mepa Harnpas/ieHa Ha To, YToGbl NPeaoTBPaTUTb BO3MOXHOCTb NepeHacTPONKM.
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Koabl ayTeHTUOMKaLMKN yKasaTens

Kogbl ayTeHTUdMKauunm ykazatensd (PAC) ncnonbsyrorca ang 3alinTbl OT aTak, CBA3aHHbIX C
MCMONb30BaHMEM NOBPEXAEHUS NaMaTh. CUCTEMHOE NporpaMMHoe obecneyeHre n BCTPOEHHbIE
npuaoXeHUs ncnonbaytoT PAC, 4yTo noMoraeT NpefoTBpallaTb MU3MEHEHWs ykasaTenen
dYHKLMIA N apgpecoB Bo3BpaToB (ykasaTtenen koaa). PAC ncnonbsyeTt nNaTb CEKPETHbIX
128-6UTHbIX 3HAYEHUIN ONg NoanMcaHnUs MHCTPYKLUMWIA U AaHHbIX 94pa, a KaxAablii npouecc
Nosb30BaTENbCKOro NPOCTPaHCTBa MMeeT CBOM cOBCTBEHHbIe Kntoun B. K o6bekTam
nob6aBngeTcsa criyyaliHoe 3HayYeHue («Cob») U NoAnNuUCh, Kak yKasaHo B TabnuLe HUxe.

AnemeHT Kniou Conb

Appec Bo3BpaTa pyHKUUN 1B Apnpec xpaHunuuia

Ykaszatenun GyHkuum 1A 0

DOyHKUMA Bbl3oBa 610Ka 1A Appec xpaHunuua

Kaw metoga Objective-C 1B Apnpec xpaHunuua + Kknacc +
BapuaHT

3anucu Tabnuubl BUPTYanbHbIX IA AQpec xpaHunuuwa + xew

MeTonoBs C++ (nckaxeHHoe nMs metopaa)

BbluncneHHaa meTka nepexopa 1A Xew (MMs dyHKLNN)

CocTogHMe noToka sgpa GA

Peructpbl cocToaHuUs 1A Appec xpaHunuua

nonb3oBaTeNIbCKOro noToka

Ykasatenu tabnunubl BUPTYyanbHbIX DA 0
metopoB C++

3HayeHMe NOANUCHK XPaHUTCA B HEUCMNOMb3YeMbIX BMTaxX AOMOMHEHUS B BEPXHUX pa3psgax
64-6uTHOro ykasaTend. MNepen ncnonb3oBaHWEM yKasaTeNs BbINOJHAETCA NpoBepka
noanucu n BOCCTaHOBNEHMe BUTOB A0MONHEeHUS. OTo NoMoraeT y6eanTbCd, YTO yKasaTelb
yKasblBaeT Ha AeCTBUTeNbHbI agpec. B cnyyae HeygayHol NpoBepku AeicTene
npepbiBaeTcs. Takag NpoBepKa yBeNnynBaeT CNOXHOCTb NPOBeAeHMa MHOIMNX aTak,
Hanpumep, aTakn MeTo0oM BO3BPaTHO-OPMEHTUPOBAHHOIO NporpamMmmpoBaHns (ROP),
NP1 KOTOPOW 3N10YMbILLNEHHUK MbiTaeTca 06MaHHbIM 06pa3oM BbIHYAUTb YCTPOWUCTBO
BbIMOMIHUTb CYLLECTBYIOLLNIA BPEeOOHOCHbIM KO, MaHUNYyInpys agpecamMun BO3BPaToB
GYHKLUN B CTEKe.
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YpoBeHb 3almnTbl CTPaHUL,

YpoBeHb 3alunThl cTpaHul, (PPL) B i0S, iPadOS 1 watchOS paspaboTtaH ansg Toro, 4tobbl
npenynpeouTb NU3MeHeHMe Kofa B Nosb30BaTe/IbCKOM NPOCTPAaHCTBE Noc/ie 3aBeplleHuns

NpoBepKU NoAnucx Koaa. YpoBeHb 3aLuTbl cTpaHuL, (PPL), B OCHOBe KOTOPOTro NEeXUT 3aliuTa

LLe/TOCTHOCTM iApa U BGbICTPble OrpaHNYeHns paspeLleHnid, ynpasnseT nepeonpeneneHnaMm

paspelleHunii Tabnuubl CTPaHUL, rapaHTUPys, YTO ToNIbKO PPL MOXET U3MeHSATb 3alluiieHHble

CTpaHuLbl, cogepxallne Ko nonb3oBaTtensd u Tabnuubl cTpaHul,. CucTemMa 3HaUYMTENbHO
cokpallaeT ysa3BMMYyto obnacTb, nomMoras obecneynTb LLENIOCTHOCTb Kofa B MacluTabe
BCEN CMCTEMbI flaXKe B YCNOBMAX B3/IOMa agpa. AToro cpeacTea 3almTbl HeT B macOS,

nockofbky PPL npuMeHNM TONbKO B cUCTEMAX, Tpe6y+ou.|,1/|x nognucaHnsg abcosnTHO BCEro

ncnosiHgemMoro Koga.

MoHUTOP 3awWmnTbl Tabnuubl cTpaHuy, n MoHUTOP
JO0BEPEHHOro BbIMOJIHEHUS

MoHuTOop 3awnTbl Tabnnubl ctpaHuy (SPTM) n MOHUTOP AOBEPEHHOrO BbINOMHEHUS
(TXM), paboTas COBMECTHO, MOMOratoT 3aluMilaTh OT UBMEHEHM TabnnLbl CTPaHULL
nonb30oBaTeNbCKUX MPOLECCOB M NMPOLECCOB a4pa, Aa)e eC/in B3NIOMWUK MMeeT
BO3MOXHOCTb 3aMnCU B 90P0 M MOXET 0601TK 3alMTy NoToKa ynpaeneHus. [ns atoro
SPTM 3apencTtByeT 605ee BbICOKUI YPOBEHDb MOHOMOYUIM, YeM y aapa, a TXM c 6onee
HU3KUMU NONHOMOYNAMU obecneymnBaeT cobnogeHne NoANTUK, YNPaBSIOLWLMX
BbIMOJIHEHMEM KOAa. dTa cucteMa pa3paboTtaHa TakuMm ob6pasom, 4To B3nom TXM

He NPMBOAUT K aBToOMaTM4yeckoMy obxony SPTM 6Gnaromaps pasgeneHnto NoHOMOoYNM
M yrpaB/ieH1Io JOBEpUeEM Mexay ABYyMs KOMNOHeHTaMW. Ha ycTpoicTeax ¢ ynnamu A15,
A16 1 A17 dyHkuns SPTM (B coveTaHum ¢ TXM) 3ameHseT cobolt PPL: oHa yMeHbllaeT
NOBEPXHOCTb aTakn, He 3aBUCALLYIO OT AOBEpPUS a4pa AaXKe Ha paHHMUX aTanax 3arpysku
cucTtemMbl. SPTM TakXxe 3afelcTByeT HOBble MPUMUTUBDI /19 MUKPOYMIA — OHU CTanun
pe3ynbTaToOM pPa3BUTUA BbICTPbIX OrpaHnYeHnin paspelleHnia, ucnonb3yembix PPL.
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Be3onacHas akTMBaLuuMsa NOAKIIOYEHUM a4
nepepayn gaHHbIX

Ecnn Ha iPhone, iPad nnn Mac gaBHO He yCTaHaBAMBaNOCh NOOKAOUYEHNE A4 nepegayn
OaHHbIX, NoTpebyeTcs ncnonbaoBaTtb Face ID, Touch ID nnun kog-naponb, 4TOObI aKTUBUPOBATb
noakaYeHne ong nepepayu gaHHbix Yyepes Thunderbolt, USB, Lightning, Smart Connector,
a B macOS 13.3 n HoBee — TakXXe 4yepes3 nHTepdeinic SD-KapT NOBbILLEHHON EMKOCTH
(SDXC). 910 cHUXaeT ysI3BUMOCTb nepepn, Gp1U3nyeckn NogkItoHYeHHbIMU YCTPONCTBaAMU,
TakKMMW KaK BPeJOHOCHbIe 3apsaaHble YCTPOWCTBA, U MPU 3TOM MO3BOMISIET MCMOMb30BaTb
Apyrve akceccyapbl C MMHMMarbHbIMKW NOTEPSIMU BpeMeHn. Ecnn ¢ MomeHTa 610KMPOBKY
iPhone unun iPad nn6o 3aBeplUeHNS CoOeaAnHEHNS C aKkceccyapoM npowwso 6onee yaca,
YCTPOMCTBO HE MO3BONUT YCTAHOBUTb HOBOE COEAMHEHME AN Nepefayvn AaHHbIX, NoKa
YCTPONCTBO He 6yaeT pa3bnoknpoBaHo. B TeyeHne aToro Yacosoro nepuopa 6yoyt
pa3pelleHbl TONbKO COeANHEHMS 019 Nepefayvn AaHHbIX C akceccyapaMun, KOTopble paHee
noakKoYanmcb K yCTPONCTBY, Korga oHo 6bi1o pasbnokuposaHo. MHbopmaumna 06 aTmx
akceccyapax coxpaHsaeTtcs B TedeHue 30 fHei nocne NpoLwaoro nogknoyeHuns. Ecnm

B 9TOT Nepunof, HeM3BECTHbIA akceccyap MblTaeTcs yCTaHOBUTb MNOAK/OUEHNE ANs nepefaymn
[OaHHbIX, BCe COeANHEeHMs O nepenayun faHHbIX C akceccyapaMmn yepes aTn nHTepdencol
paspbiBaloTCa 00 crepytoweit pasbnokMpoBkn ycTponcTea. Huxke npueeaeHbl 0cobeHHOCTHU
YacoBoOro nepuopa:

- OH noMoraet rapaHTUpoBaTb, YTO NMPKU YacToM noakatveHmnn K Mac vnum MK,
akceccyapam USB unu npu npoBogHoM noakitoyveHnn K CarPlay nonb3oBaTenam
He NpuaeTcs BBOAUTb KOA-NapOosb NPUN KaXKaAoM NOACOEONHEHUN.

- OH Heo6x0AMM, NOCKOMbKY 3KOCUCTEMA aKCeccyapoB He NpegocTaBnseT
Kpuntorpaduyeckm HagexHoro cnocoba naeHTUdMUKaL MM akceccyapos nepeq,
yCTaHOB/IEHMEM COoefiMHeHM s aNg nepenadn.

Kpome Toro, ecfiv ¢ MOMeHTa yCTaHOBMIeHUs COedMHEHNA C akceccyapoM And nepegayn
LaHHbIX NPOLWIo 6onee Tpex OHen, yCTPOMCTBO 3anpeLLaeT HOBble COeaMHeHMs

L4719 nepefayn gaHHbiX cpasy nocse 6/10KMPOBKU. ATO YBENNYNBAET 3aLLULLEHHOCTb
nosnb3oBaTesnieil, KOTopble peako Mosb3yloTCca TakMMK akceccyapamMu. MNepenava gaHHbIX
Yyepes aTu MHTepdenchbl TakKe OCTaHABMBAETCA, €C/IN YCTPOMCTBO TpebyeT BBOAA
KoA-napons ans B0306HOBMEHNS BUOMETPUYECKON ayTeHTUDUKALUN.

Monb3oBaTesb Tak)e MOXET BKJIOUYMTb Nepeaady AaHHbiX B HacTpoikax, pa3peLims
BbIMONHATbL ee Bceraa (Mpu HacTpoliKe HEKOTOPbIX BCMTOMOraTeNlbHbIX YCTPOWCTB 3TO
nponcxoauT aBTOMaTUYECKK).
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MpoBepka akceccyapos gnga iPhone n iPad

MporpamMmma nuueHanpoBaHua «Made for iPhone and iPad» (MFi) npegoctasnsaeTt
NPOBEPEHHbIM NPOM3BOAUTENSM aKCeccyapoB A0CTYN K npoTtokony iPod Accessories
Protocol (iAP) n Heo6xoanMbIM BCNOMOraTesibHbIM annapaTHbIM KOMIMOHEHTaM.

Korga akceccyap MFi cBasbiBaetcs ¢ iPhone unun iPad, oH gonxeH gokasatb Apple, 4to
aBnseTcs NnpoBepeHHbIM. (CoenHeHMe akceccyapa ¢ YCTPOMUCTBOM BbIMOHAETCS Yyepes
Thunderbolt, Lightning, Bluetooth, a ona onpepgeneHHbix ycTpoiicTe — 4yepes USB-C.)
[ng nogTBepXxaeHWs aBTopmM3almm akceccyap oTnpaBnseT Ha YCTPONCTBO cepTudmkar,
BblgaHHbIN Apple, a 3aTeM yCTPONCTBO NpoBepseT 3TOT cepTudukat. 3aTeM YyCTPONCTBO
HanpagfseT 3anpoc, Ha KOTOPbIN akceccyap AOJIXKEH OTNPaBUTb MOAMNUCAHHbIA OTBET. Bea
npouenypa BbINONHAETCS 3aKa3HON MHTErpasbHON MUKPOCXEMOM, KOTOPYIO KOMMaHus
Apple npepocTaBngeT yTBEPXAEHHbIM NMPON3BOAUTENSIM aKCECCYapoB, U HeE3aMeTHa ans
caMoro akceccyapa.

MpoBepeHHble akceccyapbl MFi MOryT 3anpawmBaTb OCTYN K pa3nyHbiM cnocobam
1 PyHKUMSIM nepefavn gaHHbIX, B TOM Yyncne K uMdpoBbIM ayamnornoTokam yepes
kabenb Thunderbolt, a TakXxe K MUHGOPMaALMM O MECTOHAXOXAEHMN, NepegaBaeMon
no Bluetooth. MHTerpanbHags MUKpocxema ayTeHTUdMKaLMmM nomoraeTt obecneymBaTtb
NMOJIHbIA JOCTYN K YCTPOMCTBY TONIbKO O/ 04006peHHbIX akceccyapoB MFi. Ecnu
akceccyap He noggepxvBaeTt ayTeHTuduKaumoo, ero 4ocTyn orpaHMYeH aHanoroBbiM
ayamo n HebonblWKM HabOPOM 3/1EMEHTOB YNpPaBeHNs BOCNPOU3BEAEHNEM Yepes
nocnenoBaTenbHbln ayanonopt UART.

AirPlay Takxxe 3a0eNCTBYET MHTErpasibHy0 MUKPOCXEMY ayTEHTUDMKALLMN 1S NOATBEPXAEHUS
TOro, YTO YCTPOMNCTBA, Ha KOTOPble NepenatnTcs AaHHble, yTBepXaeHbl Apple. AyaMonoToku
AirPlay n Bupeonotoku CarPlay ncnonbsytoT npotokon MFi-SAP (npoTokon conocTaBneHus
6e3onacHoOCTK), KOTOPbI obecneynBaeT WMPpPOBaHME AaHHbIX, NepefaBaeMbiX Mexay
aKceccyapoM U yCTPONCTBOM, no anropntmy AES128 B pexunme cyetumnka (CTR). Ons
obMeHa AMHaMUYeCKMMU KTloYaMW UCMONb3yeTcsl anropmtMm obmeHa kntovyamm ECDH
(Curve25519). MIHTerpanbHas MUKpocxeMa ayTeHTUOUKALUM NOANNCHIBAET KJTHOYN C
nomouybto 1024-6uTHOro kntova RSA B pamMkax npoTtokona Station-to-Station (STS).

BlastDoor pnga CoobuieHum u IDS

B iOS, iPad0S, macOS n watchOS BCTpoeH MHCTPYMEHT NPOTMBOAENCTBUSA Yrpo3aMm,
HasbiBaeMblli BlastDoor. OH 6bin1 BNepBble npeacTaBneH B cucteme iOS 14 n cBa3aHHbIX
C Hel penunsax. 3agada BlastDoor — 3awmiuatb cucTemMy, cyxxas ceobony aencTeumi
3M10YMbILINEHHUKOB, YCNOXHSASA UX MOMbITKN MCNOb30BaTb CO00LWEHNS U CNYXOY
noeHtTnodunkaumm Apple (IDS). BlastDoor nsonupyet, aHanusnpyeT, nepekognpyer

M NpoBepsieT HeHadeXHble JaHHble, NOCTynatolMe Ha yCTPONCTBO Yepes CoobuieHuns,
yepes IDS nam MHLIMKU NYTIMK, NPefoTBpPaLLas B3/IOM CUCTEMDI.

[na noctuxeHus atux uenein BlastDoor ncnonbayeTt orpaHnMYyeHns necoYHuLbl 1 6esonacHyto
ONS NaMaTy NPOBEPKY BbIXOOHbIX AaHHbIX. TO cO3AaeT 3HaYMTeNbHOE NPenaTcTeme

[ON19 B3/IOMLLUKOB, KOTOPbIE BbIHYXAEHbl NpeoaoneBaTb ero, Npexae 4YeM rnosyvyaTb
OOCTYMN K APYrMM YacTaM onepaLyoHHON CUCTEMbl. DTOT MHCTPYMEHT 3HAYUTENbHO
NnoBbllLIaeT YPOBEHb 3aliMTbl NOMIb30BaTeNel OT B3/loMa — B OCOGEHHOCTHM OT aTak,

He nojgpasymMeBaoLW X B3aMMOAEeNCTBUA C 06BEKTOM B3/IOMa.

Kpome Toro, B CoobuieHunsax Tpaduk oT «M3BECTHbIX OTnpaBuTeneinn» obpabaTbiBaeTcs
MHaye, 4eM TpaduK OT «HEM3BECTHbIX oTNpaBuTenen». [lna aTux rpynn npennaratTcs
pa3Hble Habopbl GYHKLUWNIA, a AaHHbIE OT KM3BECTHbIX» U «HEU3BECTHbIX» OTNpaBuTenen
pasgendatoTcs Ha oTAeNbHble aKk3emnnapol BlastDoor.
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be3onacHocTb Pexxnma 6110KMpoBKU
Ha ycTpouncTeax Apple

PeXuM 610KMPOBKN — 3TO A0MONHUTENIbHAA Mepa 3KCTPEHHOW 3alinTbl, NpeaHa3HaYeHHas
[ON9 Tex nofb3oBaTeNeil, KOTopble M3-3a CBOEW NMMYHOCTU UK poda 3aHATUI MOTyT
CTaHOBUTbLCH LieNblo CaMbliX NU30LWpPeHHbIX KubepaTak, Hanpumep ¢ NpUMeHeHneM
wnuoHckoro MO. BonbWWHCTBO N0Ae HUKOrAa He CTankuMBaloTCsd C TaKUMKU aTakaMu.

Korga Bkto4YeH Pexxnm 610KMPOBKU, YCTPOMUCTBO He GYHKLMOHUPYET TakK, Kak 06blYHO.
YT06bl YMEHbLINTb NPOCTPAHCTBO A4 B3/IOMa, onpeaeneHHble NpuUIoXKeHnUsa, CanTbl

1 GYHKLMUU CTPOTo orpaHMymMBaloTCe B Liensax 6€30nacHOCTU, @ HEKOTOPble BO3MOXHOCTH
MOTYT 6bITb MONIHOCTbIO HEAOCTYMHbI.

Pexunm 6nokmpoBku goctyneH B iOS 16, iPadOS 16, macOS 13, a Takxe B watchOS 10

1 6onee HOBbIX Bepcuax. [JJonosHUTENbHbIE Mepbl 3alMTbl 4OCTYnHbI B i0OS 17, iPadOS 17,
macOS 14, watchOS 10.1 n 6onee HoBbIX Bepcuax. 19 NCNONb30BaHUA OOMONHUTENbHbIX
dYHKUMN Pexxnma 610KMPOBKM YCTPONCTBA A0/IXKHbI 6bITb 0OHOBMEHbI 40 HOBElLEel
Bepcun onepaumnoHHol cucteMsl. NMogpobHaa MHGOPMaLIMS NpUBeAeHa B CTaTbe CyX6bl
nognepxku Apple CeegeHus o pexnme 610KNPOBKMN.

PeXuM 610KMPOBKN NOBbILIAET YPOBEeHb 6€30MacHOCTM, HO CHUXAeT GYHKLIMOHANbHOCTb
M NPON3BOAUTENBHOCTb CUCTEMbI. DTO 3aTparnBaeT cliefylollmMe XxapakTepUCTUKn:

«  ¢doHOBble CnyXbbl;

+  BO3MOXHOCTU MOAKIIIOYEHUS;
«  ynpaBneHue yCTPOUCTBOM,;

- FaceTime;

- Game Center;

« [louTa;

. CoobueHus;

+ @oTo;

- Safari;

«  CucTeMHble HaCTPOWKK;

- WebKit.
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[JononHuTtenbHble PYHKLMNN 6E30NaCHOCTU
cucrtembl B macOS

ononHutenbHble PyHKUUN 6€30NacCHOCTU CUCTEMDI
B macOS

[nana3oH yCcTpONCTB, Ha KOoTopbix paboTtaeT macOS, wupe (HanpuMmep, yCTpONcTBa

c npoueccopamu Intel, unmn yctpoiicTea ¢ npoueccopamu Intel B coueTaHum ¢ YMnom
6e3onacHocTu Apple T2 n ycTpoicTBa ¢ cucteMamMm Ha kpuctanne Apple). Kpome

Toro, macOS nogaep>XXnBaeT Lenblii psf YHMBepcalbHbIX CLLeHapueB NCNOIb30BaHUS
KoMnbtoTepoB. OgHMM NONb30BaTENSM BMNOJSIHE JOCTAaTOYHO OCHOBHbIX NPEAYCTaHOB/IEHHbIX
NPUNOXEHN N NPUNOXeHNn n3 App Store, B To BpeMs Kak pyrvM HY>XHO BMellaTbCcs

B paboTy s4pa M BbIKMOUYMTb NPaKTUYeCKN BCe CpeacTBa 3awWwmTbl nnaTtdopmbl, YToObI
3anyckaTb U TeCTUPOBaTb CBOWM KO Kak Mpu HauBbICLLEM YPOBHEe A0Bepus. BONbLWNHCTBO
nonb3oBaTesien HaxooaTCs rae-To nocepeanHe, Uy MHOTUX U3 HUX €CTb nepudepuinHble
YCTPOWNCTBA U NporpamMmHoe obecrnevyeHne, TpebdyloLine pasnmnyHbliX YPOBHEN aocTyna.
Mpwu pa3paboTke nnatdopmbl macOS KkoMnaHua Apple npuMeHuna NHTErpPUPOBaHHbIN
noaxop kK o6opyaoBaHuio, MporpaMMHOMY obecrneydyeHunto 1 cryxx6am, KOTopbIA M3HaYanbHO
OpUEeHTMpPOBaH Ha obecneyeHne 6e30NacHOCTU M yNpoLlaeT HAaCTPONKY, pa3BepTbiBaHNe
M ynpaB/ieHne, HO CoxpaHseT HeobxoaMMble NMOoMb30BaTEN0 BO3SMOXHOCTN HAaCTPOMKN.
macOS Tak>Xe BK/OYaeT K/toYeBble TEXHOMOrMn 6e30MacHOCTU, KOTOPbIe UCMOMb3YT
NT-cneunanncTbl Ans 3alMTbl KOPNOPaTUBHbIX OaHHbIX U MHTerpauun B 6esonacHble
KOprnopaTUBHble CETEBbIE CPefbl.

MepeyncneHHblie HUXe GYHKLMM NoMoratoT 6e3onacHbiM 06pa3oM yo0BNETBOPUTD
pa3nunyHble NoTpebHOCTM nonb3oBaTeneit macOS. OyHKUMKM 6e30NacHOCTHU:

- besonacHocTb NOANMCAHHOrO CUCTEMHOIO ToMa
- 3awmTa LenoCTHOCTN CUCTEMDI

- [loBepeHHble Kaln

. 3awuTa nepndepuinHbIX yCTPONCTB

- Moppepxxka n 6esonacHocTb Rosetta 2 (aBTomMaTuyeckoe npeobpasoBaHue) ons
KomnbtoTepoB Mac ¢ yunom Apple

- TMoppepxkka n cpencTBa 3alnTbl NPAMOro goctyna K naMmatu (DMA)
- TMoppepykka 1 6e30MacHOCTb paclMpeHnit aapa
- TllopnepXxka n 6e30nacHOCTb A0NONHUTENbHbIX M3Y

- besonacHocTb npowmnekn UEFI gna koMmnbtoTepoB Mac ¢ npoueccopom Intel
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3awmTa LEenocTHOCTU CUCTEMDI

DOYHKUWA 3aLUNTbI LLeSTOCTHOCTU cucTemsbl (SIP) B macOS ncnonb3yeTt paspelleHns agpa
ONS OrpaHUYeHns BO3MOXHOCTM 3anncu B KPUTUYECKN BaXKHble CUCTEMHbIE dalinbl. ITO
oTaoenbHaa GyHKLUMS, U OHa AOMNONHsAET GYHKLMIO annapaTHOM 3alMTbl LLeIOCTHOCTU Sapa
(KIP), pocTynHyto Ha koMnbtoTepe Mac ¢ ymnom Apple, KoTopas 3almwaeT OT U3MEeHeHUs
anpa B namMaTu. [lng npegocTaBneHns 3TOro CpeAcTBa 3alluThbl U psga APYrnx Ha YpoOBHe
anpa, Bko4vas necovHumuy n Data Vault, ncnonbaytotca o6g93atenbHble cpeacTBa KOHTPONS
gocTtyna.

O6sa3aTenbHble cpencTtBa KOHTpOJI4 gocTtyna

B macOS ucnonbaytoTcs ob6sa3aTefibHble CpefcTBa KOHTPOSA A40CTyNna — 3afaHHble
pa3paboTYMKOM MONUTUKN 6e30NacHOCTU, KOTOPble YCTaHaBNINBAIOT onpeaeneHHble
orpaHUYeHns 1 KoTopble Henb3ga 060MTU. TOT Noaxond OTNNYaeTCsd OT UHULMATUBHOTO
KOHTpONd A0CTyna, Npu KOTOPOM MoMb30BaTelb MOXET nepeonpenensatb NoAMTUKK
6e30MacHOCTU N0 CBOEMY XenaHuio.

O6s3aTeNbHble CpeacTBa KOHTPOMA A0CTYyMNa He BUAHbI MO/Ib30BaTENAM, HO SBNSAIOTCS
6a30BOW TEXHONOrMEN, KOTopas NoMoraeT peann3oBaTb HECKO/IbKO BaXHbIX GYHKLMNA,
BKJ/1H0Yas MNeCOYHULLY, POAUTENbCKUIN KOHTPOb, YNpaBiseMble HaCTPOWKM, paclumpeHns
M 3alUTY LLeNOCTHOCTU CUCTEMDI.

3awumTa LenoCTHOCTU CUCTEMDI

3awnta LLesI0OCTHOCTM CUCTEMbI pa3peLlaeT TOIbKO YTEHME KOMMNOHEHTOB B ONpeaeneHHbIX
KPUTUYECKMX MecTax ¢alifioBol CUCTEMbI, YTO MOMOraeT NpeaoTBPaTUTb UX U3BMEHEeHUe
BPEeOOHOCHbIM KOAOM. 3alnTa LefoCTHOCTN CUCTEMbl — 3TO HACTPOMKa KOMMbloTepa,
KOTOpas BKOYaeTcsa no yMmondaHuto npn oéHoeneHnm o OS X 10.11 u Hoeee. OTkNOYeHNE
3TON PYHKLMN Ha KoMnbloTepax Mac ¢ npoueccopoM Intel npuBoaUT K CHATUIO 3aLLUTDI

CO BCex pas3fenoB pM3NYECKOro yCTpolcTBa XxpaHeHusa. macOS npuMeHseT aTy NoanTuUKy
6e30MacHOCTM KO BCeEM MpoLueccamM B CUCTEME, HE3aBMCUMO OT TOrO, BbIMOJIHAIOTCS N1 OHU
B MECOYHULLe UK C NpaBaMu agMUHUCTpaTopa.
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[loBepeHHble KaLun

OOHUM 13 06bEKTOB, BKJTKOYEHHbIX B MOC/ie0BaTebHOCTb 6€30MacHON 3arpysku, aBnseTcs
CTaTUYECKUN JOBEPEHHbIN Kall. OTO JA0BepeHHas 3anucb Bcex ABOUYHbIX dalinos Mach-0,
KOTOpble pa3MeLleHbl Ha NoANMCcaHHOM cMcTeMHOM ToMe. Kaxxabiin dann Mach-O npegcTtasneH
XelleM KaTanora kofa. lNepen BCTaBKOW B JOBEPEHHbIN K3LL BbIMOMHAETCA COPTMPOBKA
xelweln ona obecneyeHns apdekTUBHOro nomcka. Katanor koga aBnsetcd pe3ynbraTtom
noanucaxus, BbinonHeHHoro codesign(1). [Ang npMMeHeHWs 0OBEPEHHOr0 Kallla Heo6X0aMMo,
4YTOObI 3aLLUMTa LLETOCTHOCTM cucTemMbl (SIP) ocTaBanach Bk/toYeHa. 119 OTKNI0YeHUS NPUMEHEHMS
OO0BepeHHOro kawa Ha Mac ¢ ynnom Apple TpebyeTca HacTpouTb 6e3onacHyto 3arpysky,
yCTaHOBMB HU3KWIN YypOBEHb 6€30MacHOCT!.

Mpw UCNONHEHMM OBOUYHOMO dalina (B Xo4e co3gaHus HOBOMo MpoLecca UM conocTaBfieHns
MCMOJIHSEMOr0 KOAa C CYLLECTBYOLLMM MNPOLECCOM) ero KaTanor Kofa U3BiekaeTcs U XelumpyeTcs.
Ecnv nonyyeHHblin xeww 6yaeT HailaeH B JOBEPEHHOM Kallie, TO UCMOSIHAEMbIM COMOCTaB/EHUSM,
co3aaHHbIM 471 ABOUYHOTrO daiina, byayT NpefocTaBneHbl MOTHOMOYMS NIATHGOPMbI, TO €CTb OHU
MoryT ob6nagaTb 06bIMU MPaBaMK U BbINONHATLCA 6e3 ganbHenwel NpoBepku NOATMHHOCTH
noanucu. B aToM COCTOUT OT/IMYME OT KOMMbloTepa Mac ¢ npoueccopom Intel, roe nonHoMouns
nnaToopMbl NepenanTcs CoaepXKMMOMY ONepaLMoOHHON CUCTEMbI C MOMOLLbIO cepTudmKaTa
Apple, KoTopblit NognucbiBaeT ABOUYHbIE Gaifibl. (DTOT cepTudUKaT He orpaHuymMBaeT
rnepeveHb Npas, KOTOPbIMU MOXeT 06/1a4aTb ABOUYHbIA daiif.)

[ns ncnonHeHns HennaTGOPMEHHbIX ABOUYHbIX GalnoB (B TOM YMC/ie 3aBEPEHHOMO
CTOPOHHEr0 KOAa) Y HUX AOMXKHbl 6bITb AeNCTBUTENbHbIE LLeNOYKN CepTUPUKATOB,

a npaea, KOTOPbIMU OHK MOTyT 06/1agaTb, OrpaHnYeHbl NpoduIeM NOANNUCH, BbidaHHbIM
pa3paboTunky B pamkax nporpammbl Apple Developer Program.

Bce nBouyHble ¢pannbl, noctasnsemMbie ¢ macOS, nognucaHbl C MNOMOLLbIO MAEHTUPMKATOPAE
naatgpopmbl. Ha Mac ¢ unnom Apple aToT ngeHTndUKaTop yKasbiBaeT, YTO Aaxe B TOM
cnyyae, ecnv gBouYHbIN dann nognucaH Apple, ona ncnonHeHus Takoro ¢anna xeuw
KaTanora ero Kkoga A0/)XKeH HaXoAnTbCca B A0BepeHHOM kale. Ha Mac ¢ npoueccopoMm Intel
naeHTMomnKaTop NNatTPopmMbl UCNOMNb3YeTCs OJ19 LeNeBOro oT3biBa KOHKPETHbIX ABOUYHbIX
dannos n3 6onee crapoit Bepcum macOS. 3TOT LeneBol 0T3biB MOMOraeT NPeaoTBPaTUTb
MNCMoNIHeHNe 3TUX ABOUYHbIX dalifioB B 6o/ee HOBbIX BEPCUSAX.

CTaTu4yeckuin JoBepPeHHbI KaW NpuBa3biBaeT Habop OBOUYHbIX GainoB K 3afaHHOW BEpCUn
macOS. 3To noMoraeT NpefoTBpPaTUTb NepeHoC ABONYHbIX GaliNoB, UMELWMX 3aKOHHYIO
nognuco Apple, U3 cTapbix OnepaLnoHHbIX CUCTEM B HOBbIE, YTOObI 3/T0YMbILIEHHUK

He MOl 3TWM BOCMO/b30BaThCA.

Koa nnatdopMbl, NocTaBngeMblii BHE onepauoOHHON CUCTEMDI

HekoTopble gBon4Hble dainbl oT Apple, Takne kak ans Xcode 1 cteka MHCTPYMEHTOB
paspaboTymnka, He MOAMNCAaHbI C UCMOMb30BaHWEM naeHTUdMKaTopa NnatPopMbl.
HecMoOTps Ha 370, OHW MOTYT UCMNOJHATLCS C NOSIHOMOYUAMM NnaTdopmbl Ha Mac

c ynnom Apple n Mac c yumnom Apple T2. lNMockonbKy 3To NporpaMMHoe obecneyeHune
nnatoopMbl NocTaBnseTcs HezaBUcUMO oT macOS, Ha Hero He AencTByeT npouenypa
0T3blBa, CBSA3aHHAs CO CTAaTUYECKMM LOBEPEHHDIM KILLEM.
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3arpy>xaemble fOBEpPEHHbIe K3Luun

OnpepneneHHble NporpamMMHble nakeTbl Apple NOCTaBNSAOTCS C 3arpyxaeMbiMu [JOBEPEHHbIMMU
kawwamm. Y aTUX Kallel Takaa Xe CTPYKTypa AaHHbIX, Kak Y CTaTUYeCKOro JOBepPeHHOro
KawWwa. Mpu 3TOM eCTb TONbKO OAUH CTaTUYECKUI LOBEPEHHbIN K3Ll, U NOC/e 3aBeplleHns
paHHel nHMUManu3aumm aapa coaepXmumoe aToro Kalla rapaHTUpPOBaHHO HaxoauMTCs B
AnanasoHax namMsaTu, 4OCTYMHbIX TOMbKO AN YTEeHUS, a 3arpy>kaeMble J0BEPEeHHble KaLK
[06aBA0TCA B CUCTEMY BO BPEMS BbIMOSHEHUS.

3TN [oBEPEHHbIE KWW NPOXOAAT ayTeHTUdUKALUIO NMOO C MOMOLLbIO TOTO Xe MexaHu3aMma,
KOTOpPbIM ayTEHTUOULMPYET 3arpy304HY0 NPOLWKNBKY (NepcoHanmsaumsa ¢ MoOMOLLbio
cnyx6bl goBepeHHo noanucu Apple), nn6o kak 06bekTbl ¢ rnob6anbHON Nognucblo (Takne
NOAMUCU HE MPUBA3bIBAIOT UX K KOHKPETHOMY YCTPOMCTBY).

MpMepoM NepcoHanM3nPOBaHHOIO LLOBEPEHHOTO K3Lla MOXET C/YXUTb K3LLU, KOTOPbIA
nocTtaenseTcs ¢ 06pa3oM gucka ANs BbI€34HON ANarHOCTUKIM KoMMbloTepa Mac ¢ ynnom Apple.
3TOT LOBEPEHHbIN K3 MepCcCoHann3npyeTcs BMecTe ¢ 06pasoM Ancka 1 3arpyxaeTtcs B
aapo KoMnbloTepa Mac, Korga ToT 3arpyxaeTcs B pexuMe anarHoctuku. bnarogapsa atomy
[OBEPEHHOMY Kally nporpaMmmMHoe obecnevyeHne 13 obpasa gMcka MOXeT 3amnyckaTbCs

C NOSTHOMOYUAMU NMNaTOOPMbI.

[loBepeHHbIN KaWw ¢ rnobanbHON NOAMNUCHIO MOCTaBNAAETCS, HAaNpPUMep, C 06HOBNEHUSIMU
nporpamMMHoro obecneyeHns macOS. bnarogapsa aToMy LOBEPEHHOMY K3ally onpeaesneHHbIN
dparMeHT Kofa B 0GHOB/IEHMM MPOrPaMMHOro o6ecneyveHns — yrnpaBasioLmnid Moay b
06HOB/IEHUS — MOXET 3anyckaTbCs C MOJIHOMOYMAMM NNaTOOpPMbl. YNpaBAsiowWmii Moayb
0BHOBEHUNS BbIMONHSAET NtoOble AeNCTBUA NO O6GHOBEHMS NMPOorpaMMHOro obecneyeHus,
KOTOpble onepaLnoHHas CUCTEMa HE MOXET BbIMOJIHUTb COrflaCcoOBaHHO B Pa3HbIX BEPCUSIX.

Be3onacHocTb NnepndpepunmHbIX NPOLLECCOPOB Ha
KoMnbloTepax Mac

Bce coBpeMeHHble KOMMbIOTEPHbIE CUCTEMbI OCHALLLAOTCH MHOXECTBOM BCTPOEHHbIX
nepudepuinHbIX NPoLEeCccopoB, KOTopble NpeaHasHaveHbl A9 TakMx 3afad, Kak
noakntoyYeHne K cetu, paboTa ¢ rpadukoit, ynpaBneHne nuTaHneM UNn ynpasneHue
LMHAMM AaHHbIX. TN NepudepuiiHbie MPOoLLeCCopPbl YacTO UMEIOT Y3Koe Ha3HayYeHune

M ropasao MeHblY MOLLHOCTb, YeM Y OCHOBHOTO LIM. BCTpoeHHble nepudepuiiHble
YCTPOWCTBA, HE UMeloLLMe A0CTaTOYHbIX CPEACTB 3allUTbl, CTAHOBATCSH MULLEHbIO AN9
3/10YMbILWEHHUKOB, KOTOPbIe ULLYT NerkmMe cnocobbl 3apaxaTb OnepaLmnoHHY0 CUCTEMY.
3apa3unB NPOLLMBKY NepudepmrinHoro npoLeccopa, 3/10yMbllLIEHHUK MOXEeT aTakoBaTb
nporpamMmHoe o6ecneyeHne B rNaBHOM NpoLECcCcope UK HanpsaMYylo NepexsaTuTb
KOH®UOEeHUNaNbHble AaHHble (Hanpumep, ycTponcTBo Ethernet MoxeT BMaETb cofiepXKMMoe
He3alWndbpPoBaHHbIX NAaKeTOB).

Mo Bo3MOXHOCTU Apple BegeT paboTy N0 YMEHbLIEHUIO KONMYEeCTBa HEOBX0ANMbIX
nepudepuinHbIX NPOLLECCOPOB U CTPEMUTCS HE UCMOMb30BaTb CTPYKTYPbI, 4719 KOTOPbIX
TpebyeTca npolimeka. A eciiv UCMONb30BaHMe OTAEeNbHbIX MPOLLECCOPOB C CO6CTBEHHOM
NPOLINBKOW aBNgeTca o6g3aTeNlbHbIM, MPUHMMAOTCA MepPbl, HanpaB/ieHHble Ha To, YTOGbI
He NMO3BOMUTb 3/I0YMbILLIIEHHUKY YyAepXaTbCa B 9TOM npoleccope. 3To obecneynsaeTcs
OfHUM N3 ABYX CNoco6oB:

- npoueccop 3anyckaeTcs, 4yTobbl 3arpy3nTb NPOBEPEHHYIO MPOLLMBKY U3 OCHOBHOIO
npoueccopa npu 3anycke;
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«  nepudepuiiHbli NpoLeccop peannsyet cCO6CTBEHHYO 6e30nacHyto
nocnenoBaTelbHOCTb 3arpy3Kku, NPoBepas CBOK MPOLKNBKY NpU KaXaown 3arpyske Mac.

Apple npoeepseT peannsaunm CTOPOHHUX MOCTABLMKOB M y/ydllaeT UX peweHns, cleada 3a
TeM, 4To6bl Te o6naganm TpebyemMbiMU CBOCTBAMU, HaNnpumep:

- obecneyeHne MakCMManbHOW KpunTorpadmnyeckom CTOMKOCTH;
« OTKa3 OT UCMNOJ1Ib30BaHMA NPOLWNBOK C M3BECTHbIMW HeJOoCTaTKaMu;
«  OTK/IlOYEeHMe MHTepdeNcoB oTNaaku;

+  rnoAanuMcaHue NPOLWMBKN C MOMOLLbI KpUNTOrpaduruueckmx KnoYen, KoTopble XpaHaTcs B
annapaTHbIX MOAYNSX cucTeMbl 6esonacHocTn (HSM), koHTponupyembix Apple.

B nocnenHue roabl Apple noMoraeT HeKOTOPbIM BHELLIHWM MOCTaBLMKaM BHeApPUTb Te
e CTPYKTYpPbl AaHHbIX MaHudecTa Imaged, Kog NpoBepku N MHGPaCTPYKTYpy nognucen,
KOTOopble Mcnonb3yTcsa Yunom Apple.

Ecnn HeBO3MOXHO 0601MTHUCh 6e3 XpaHunuLLa U HEBO3MOXHO peann3oBaTb XpPaHUuLLe

c be3onacHol 3arpyskomn, cuctema Tpebyet, 4ToObl Nepep NoMeLeHNEM B MOCTOSHHOE
XpaHunuile o6HOBMNEHNA NPOLIMBKK GblNv NOANUCaHbI C UCMOMb30BaHNEM KPUNTOrpaduyeckmx
MeTO/I0B U NPOBEPEHbI.

Rosetta 2 Ha koMmnbloTepe Mac ¢ yunom Apple

KomnbioTep Mac ¢ umnom Apple cnocobeH 3anyckaTb Kof, CKOMOUINPOBaHHbIN And
Habopa MHCTPYKLUMN x86_64, c NnoMoLlbio MexaHn3Ma npeobpasoBaHuMa Noad HasBaHUEM
Rosetta 2. NpepnnaraeTtcd gea Tvna npeobpasoBaHUs: TOYHO B HYXHbIA MOMEHT U
3abnaroBpeMeHHo.

Mpeo6pa3oBaHMe TOYHO B HY>XHbI MOMEHT

Mpn ncnonb3oBaHUN NPeobpas3oBaHUA TOYHO B HYXHbIA MOMEHT (JIT) naeHTudmnKaums
obbekTa Mach x86_64 BbINONHSETCS Ha paHHEM 3Tane UcnosHeHus obpasa. Bctpeyas
Takune obpasbl, 40p0 NepenaeT yrnpasneHue crneymanbHon 3arnyluke npeobpasoBaHus
Rosetta, a He gMHamMnyeckomMy pepakTopy ccbinok dyld(1). 3arnywka npeobpasoBaHus
BbINOJIHAET NpeobpasoBaHne CTpaHuL, Xx86_64 Bo BpeMs UCNOIHEHUS obpa3sa.
MpeobpasoBaHMe BbIMOHAETCS NMOIHOCTbIO BHYTPU Npouecca. Aapo no-npexHemy
npoBepseT Xxelwmn Kofa KaXxaon cTpaHuLbl Xx86_64 Ha COOTBETCTBME NOAMUCHK KOAA,
npuKpenseHHon K oBonYHOMY dainny, korga nponcxoaut cbom cTtpaHuubl. B cnyyae
HEeCOOTBETCTBMS Xelwa 94p0 NPUMEHSIeT COOTBETCTBYIOLLYIO MONUTUKY UCMPaBieHuns,
noaxoasuLyto ansg aToro npotecca.
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3abnaroepeMeHHoe nNpeobpa3oBaHue

Mpu ncnonb3oBaHnM 3abnaroBpeMeHHoOro npeobpasosanma (AOT) YTeHue ABOUYHbIX dainnoB
X86_64 13 XpaHWU/1LLA BbIMOMHSAETCSA B T€ MOMEHTbI, KOTOPblE CUCTEMA CYMUTAET ONTUMaSIbHbIMMU
[J19 CKOPOCTM OTK/IMKa 3Toro Koga. MpeobpazoBaHHble apTedaKkTbl 3aNNCbIBAOTCS B XpPaHUANLLE
Kak ocobbiit paiin ob6bekTa Mach. OToT palin NoxoX Ha UCMONHAEeMbI 06pa3, HO COaepPXUT
nomMeTKy, 4YTO 3TO pe3ynbTaT npeobpas3oBaHus apyroro obpasa.

B a1oin Mmogenu aptedakT AOT nonyyaeT BCIO CBOK UAEHTUDUKALIMOHHYIO MHPOPMaLMIO
M3 UCXOOHOro ucrnosHgeMoro obpasa x86_64. [1na obecneyeHnsa aTon NPUBSA3KU
NPUBUIErMPOBaHHbIN 0OBEKT NOMb30BATEbCKOrO NPOCTPaHCTBA NoAnucbiBaeT
npeobpa3oBaHHbIN apTedakT C MOMOLLbIO K/to4a KOHKPETHOIro YCTPOMCTBA, KOTOPbIM
ynpaenaet Secure Enclave. 3ToT kntoY BblgaeTcsa TOMbKO NMPUBUIErMPOBaAHHOMY
06beKTY NOMb30BaTENbCKOrO NPOCTPAHCTBA, KOTOPbIN NAEeHTUGULMpPYEeTCS B 9TOM
KayecTBe C MOMOLLbIO OrpaHMYeHHOro npaea. Katanor koga, co3gaHHbli ans aptedakra
npeobpasoBaHMs, BKJIIOYAET Xel KaTanora Kkoga MCXo4HOro ucnosHgemoro obpasa
x86_64. Moanucb caMmoro aptedakTta npeobpas3oBaHMa Ha3biBaeTCA JOMO/THUTE/IbHOM
noannchio.

Mpouecc AOT HauynHaeTcs aHanorn4yHo npoueccy JIT, To ecTb 94p0 NepenaeT ynpaBieHue
cpefie BbiNonHeHMa Rosetta, a He ouHamMMyeckoMy peaakTopy ccbinok dyld(1). OgHako
3aTeM cpepja BbinonHeHUs Rosetta oTnpaBngeT B cucTeMHyto cnyxoby Rosetta 3anpoc
MEXMPOLLECCHOro B3auMoaencTBnsg 0 TOM, 4OCTYNHO nu npeobpa3osaHne AOT ang
TeKylLlero ucrnofHsemMoro obpasa. Ecnu Takoe npeobpasoBaHue HangeHo, cnyxba Rosetta
npeaocTaBnseT OEeCKPUNTOP 3Toro npeobpas3oBaHuns, Nocne Yero OHO CONOCTaBNsSEeTCa C
npoLeccomM 1 ncnonHsetcs. Bo BpeMsa nCnonHeHns 94po NpUMeHseT Xelmn KaTanora Kkoga
apTedakTa npeobpasoBaHUs, KOTOPble ayTEHTUPULMPYIOTCSA NOAMUCHIO C KOPHEM B K/toYe
noanMcaHnsa KOHKPEeTHOro yCTponcTBa. Xelln KaTanora koga ncxogHoro obpasa x86_64
He y4yacTBYIOT B 3TOM MpoLecce.

MpeobpasoBaHHble apTedaKkTbl HaxoaaTca B xpaHunuuwe Data Vault, koTopoe Bo Bpems
BbINMOJIHEHUA HEQOCTYMNHO A9 NtoObix 06bEKTOB, KpoMe cnyx6bl Rosetta. Cnyxb6a Rosetta
ynpaenseT 4OCTYNOM K CBOEMY K3lly, BblAaBas OOCTYMNHble TONbKO A5 YTeHns daiinosble
OEeCKPUNTOpbl OTAENbHbIM apTedakTaM Npeobpas3oBaHMs; 3TO OrpaHNYMBaeT 4OCTYN K K3y
aptedakTa AOT. MexnpoueccHoe B3auMoaencTBne 1 3aBucmumasa o6nactb aToM cnyxo6bl
HaMepeHHO OCTaBNeHbl 04eHb Y3KUMU, YTOObI MUHUMU3NPOBATb aTakyeMyto obnacTb.

Ecnn xelw kaTanora kofga UcxodHoro obpasa x86_64 He coBNafaeT C XelleM, 3aKoAupPoBaHHbIM
B nognucu aptedakta npeobpasosaHnsg AOT, 3TO paBHOLLEHHO HedeNCTBUTENIbHOMN
NoAMNMUCK Koda U NPUBOAUT K MPUHSATUIO COOTBETCTBYOLWMX NPUHYOAUTENbHbIX Mep.

Ecnun yoaneHHbI NpoLecc 3anpalivMBaeT y sapa npasa g4ocTyna uav gpyrue naeHtuouumpyoume
CBOWCTBA Kofda ucrnonHaemoro ¢amnna, npeobpasosaHHoro AOT, eMy Bo3BpallLaloTCe
naeHTMdNUMpyowme CBOMCTBa NCXoaHOro obpa3a x86_64.
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Copep>XXMMoe CTaTU4YeCKOro JOBepPEeHHOro Kala

macOS 11 unn HoBee NOCTaBNAETCA C MY/IbTUAPXUTEKTYPHbIMU ABOUYHbIMU dalinamu Mach,

KOoTopble coagepxaT dparMeHTbl Koga x86_64 n arm64. Nonb3oBatenb KoMnbtoTepa Mac
c yunom Apple MoxeT BbibpaTb ncnofHeHne ¢parmeHTa x86_64 cMCTEMHOI0 ABOUYHOIO
daina yepes npouecc Rosetta, Hanpumep, 4To6bl 3arpy3nTb NoaKAOYaEMbIA MOAY b,
HEe UMEeLWMN HaTUBHOWN Bepcumn arm64. [1ns noaaep>Xxku aToro noaxona ctaTuyeckui
OOBEPEHHbIN K3Ll, KOTOPbIN nocTaBnsetca ¢ macOS, B OCHOBHOM COLAEPXUT TPU Xella
KaTanora Koga Ha Ka) bl ¢pann obbekta Mach.

- Xew kaTanora Kkoga ¢parmMeHTa armoé4.

- Xew kaTanora koga pparmeHTa x86_64.

- Xew kaTanora koga ¢pparMmeHTa 3abnarospemeHHoro (AOT) npeobpasoBaHusa x86_64.

Mpouenypa npeobpaszosaHns AOT Rosetta geTepMunHmpoBaHa. OHa gaeT O4MHaKOBbIN

pe3ynbTaTt ang no6oro oTAenbHO B3ATOro Ha6opa BXOAOHbIX AaHHbIX, HE3aBUCNUMO OT TOrIO,

Korga mam Ha KakomMm yCTpOI7ICTBe OblN10 BbIMOMIHEHO npeo6pasoBaHme.

Bo Bpemsa c6opkn macOS kaxabin dainn o6bekta Mach npoxoauTt yepes npouecc
npeobpasoBaHuna AOT Rosetta, cBa3aHHbI ¢ Bepcuen gaHHo macOS, 1 NosyyYeHHbIN

XelW KaTanora Kkoga 3anncbiBaeTcd B ﬂ,OBQDEHHbIVI Kaw. N3 COO6pa)KEHV|17I adpdeKkTUBHOCTU

dakTnu4eckmne pesynbraThl npeo6pa3OBaH|/|;| He NMOoCTaBN4alTCA C OI'IepaLI,I/IOHH017I cucTemon

M BOCCO34al0TCA MO 3anpocCy, Korga nonb3oBaTtesib UX 3anpalinBaert.

Korpa Ha koMmnbtoTepe Mac ¢ ynnom Apple ncnonHsierca obpas x86_64, 1o, ecnu
Xell KaTanora Kkoga aToro obpasa HaxogUTCs B CTaTUYECKOM [JOBEPEHHOM Kalle,
Xell KaTanora koga nony4yeHHoro aptedakta AOT Takxe QONXKeH HaXOANTbCS

B CTaTM4YECKOM [0BEPEHHOM K3alle. Takme NpoayKTbl HE MOAMMUCHIBAOTCS KIOYOM
KOHKPETHOro yCTPOMCTBa, MOCKOJIbKY KOPEHb MOMHOMOYUIM NOANUCAHNSA HAXOAUTCS B
nocnepoBaTenibHOCTU 6e3onacHo 3arpy3ku Apple.

HenopgnucaHHbIN Koa, X86_64

KomnbioTep Mac ¢ ymnom Apple He pa3spellaeT ncrnonHeHne HaTUBHOroO Koga armeé4
6e3 npukpensieHHon nognucu Kkoga. dTa NoANUCb MOXET BbiTb TAKOW Xe NMPOCToN, Kak
cneumanbHag ad-hoc nognuch koaa (cp. ¢ codesign (1)), He coaepxallas HUKAKOM
NAEHTUOUKALUMOHHON MHDOPMAaLUKN N3 CEKPETHOM MOSTOBUHbBI Mapbl aCUMMETPUYHbIX
KNtoyel (3To HeayTEHTUOULMPOBAHHOE N3MepeHMe OBOMUYHOro daiina).

M3 coobpaxxeHnin COBMECTMMOCTU ABOUYHbIX dannoB npeobpaszoBaHHOMY Kooy
x86_64 paspelleHOo UCNONHATbCA Yepes Rosetta, maxe He Mesd HUKAKON MHPopMaLUn
o noagnucwu. Mpouepypa noanucu Secure Enclave onsg KOHKPETHOro yCcTponcTBa

HUKaK He NOeHTUPUUMPYET 3TOT KOA, U OH UCMOJIHAETCS C TEMUN XXEe OrpaHNYEHUIMU,
YTO U COBCTBEHHbIN HEMOAMUCAHHbIN KOA, UCMOMHAEeMbIN Ha KoMMbloTepe Mac

c npoueccopom Intel.
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CpepncTBa 3awWmTbl NPAMOro goctyna K naMaTn Ha
KoMnbloTepax Mac

[na [OoCTUXKEHNS BbICOKOW NMPOMYCKHOM CNOCOBHOCTM BbICOKOCKOPOCTHbIX MHTepdENCOB,
Takux kak PCle, FireWire, Thunderbolt n USB, komMnbtoTepbl fOMXHbI NOOAEPXUBATb NPSMOM
poctyn Kk namaTtu (DMA) ¢ nepudepunitHbiX yCTPOICTB. TO eCTb UM HY>XXHa BO3MOXHOCTb
YTEHMS ONepaTMBHON NaMsATU U 3anucK B Hee 63 MOCTOAHHOIO y4acTuUs OCHOBHOTO
npoueccopa. HaunHas ¢ 2012 r. Ha KoMMbloTepax Mac peann3oBaHO MHOXECTBO TEXHOJIOMUi
Ons 3awmntbl DMA, 4TO NO3BOMUIIO NONY4YMUTb Hanbonee adPeKTUBHDINA 1 MONMHbIN Habop
cpepncTs 3awmTbl DMA no cpaBHeHuUto ¢ nobbim apyrum MK.

CpepncTBa 3awnTtbl DMA gng komnbloTepa Mac ¢ yuunom Apple

B cucteme Ha kpuctanne Apple nmeetcsa mofysb yrnpaBneHns namMmaTbio BBOOa-BbIBOAA
(IOMMU) pnsa kaxgoro areHta DMA B cucteme, B ToM yuncrne noptoB PCle n Thunderbolt.
Mockonbky y kaxporo IOMMU ecTb cBoi Habop Tabnuu npeobpa3oBaHns agpecos O
npeobpasoBaHus 3anpocos DMA, nepudepuitHbie YCTPOUCTBA, NMOAK/IIOYEHHbIE Yepe3 NopT
PCle nnn Thunderbolt, nMetoT focTyn ToNbKo K TOM 06nacTu, KoTopas SBHO ConocTaB/ieHa
019 UCMONb30BaHUSA UMU. MNepudepuiiHbiM yCTPoNCTBaM HedoCTyMNMHbl 06n1acTu NnamaTu,
npuHagnexatwme gpyrmuMm KOMNoOHEHTaM CUCTEMbI, TaKUM Kak S4p0 UN MPoLWKnBKa, a TakxXe
obnacTtn namMaTu, HasHa4YeHHble ApYyrumM nepudepuniiHbiM ycTponcTeam. Kak Tonbko Moaysb
IOMMU BbiSIBNSIET NOMNbITKY NepndepunHOro ycTponcTea Noay4YnTb OCTYN K o6nacTtu
namsaTu, KOTopas He NpegHasHa4YyeHa a9 Hero, OH BbldaeT KPUTUYECKYO OWNBKY aapa.

CpepncTBa 3alMTbl NPSAMOro AocTyna K namMmaTu gna komnblotepa Mac ¢
npoueccopom Intel

KomnbloTepbl Mac ¢ npoueccopoM Intel u TexHonorue Buptyanmsaumm Intel gna
HanpaBneHHoro Beoga-sbiBoga (VT-d) nHuumanusupytot moaynb IOMMU ang noBTOpHOro
conocTtasneHnss DMA 1 npepbiBaloT CONOCTaB/IEHNE Ha 0OYeHb paHHEM 3Tarne npouecca
3arpysku Bo nabexxaHne BOSHUKHOBEHUS YI3BUMOCTEM cCUCTEMbl 6€30MacCHOCTU PasnyHbIX
knaccos. Moaynb IOMMU Apple HaunHaeT paboTy C NONNUTUKON, Hanaratowen 3anpeT no
YMOJIYaHUIO, MO3TOMY KaK TOSIbKO NogaeTcs NMTaHue Ha CUCTEMY, OHa aBTOMaTUYeCKuU
HauyMHaeT 6n1okMpoBaTh Ntobbie 3anpocbkl DMA oT nepudepuitHbix ycTponcTs. MNMocne
MHULMannsaumMm nporpamMmHbiM obecnedeHnem mogynm IOMMU HavnHatloT paspewaTtb
3anpocbl DMA oT nepudepuiiHbiX yCTPONCTB K 06/1aCcTIM NaMaTh, KOTOpble SBHO
COMoCTaB/fIeHbl A1 UCNOMb30BaHMA COOTBETCTBYOLWMMU NepndepunHbIMU yCTPONCTBAMN.

lMpumeuaHue. MNpepbiBaHWe NOBTOPHOro conoctasneHus onga PCle Ha koMmnbioTepe Mac
c ynnom Apple He TpebyeTcs, NockofbKy Kaxabii Mmoaynb IOMMU obpabaTbiBaeT MSI gns
cBoero nepndeprumnHoro ycTpomncraa.

HauynHas ¢ macOS 11, Ha Bcex KoMnbloTepax Mac ¢ ymnom 6esonacHocTn Apple T2
npumeHsaioTca gpaneepbl UEFI, koTopble Npu co3gaHum napbl C BHELWHUMM YCTPOMCTBAMM
ncnonb3yoT DMA B orpaHu4eHHoOM cpefe Kosbua 3. 3TO CBOMCTBO NO3BOJISET CHU3UTbL PUCK
aKcnayaTauum ys3sBMMOCTel cucTeMbl 6e30MacHOCTU NPU HELWTAaTHOM B3aMMOAENCTBUM
BPE[OHOCHbIX YCTPONCTB ¢ gpaiBepoM UEF| Bo Bpems 3arpysku. B yacTHOCTU, CHUXaeTcs
BNMAHWE YyA3BMMOCTEN B ApaliBepax, KoTopble obpabaTbiBatoT bydpepbl DMA.
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be3onacHoe paclwupeHune agpa B macOS

HauynHas ¢ macOS 11, ecnm CTOPOHHME pacLlUNpeHns sapa pas3peLleHbl, UX HEBO3MOXHO
3arpysuTb B 9400 no 3anpocy. BMecTo a10ro oHn 06befnHAI0TCS BO BCITOMOraTesibHyo
kosnnekymo sapa (AuxKC), koTopasi 3arpyxaeTcs B NpoLLecce 3arpysku KomMmmnblotTepa.
Ha komnbloTepe Mac ¢ ynnom Apple nsmepenme AuxKC nponucbiBaeTcst B NONUTUKE
LocalPolicy (Ha o6opyaoBaHuM npeablayLWwmx NokoneHnin nsmepeHme AuxkKC xpaHunocb
B TOMe flaHHbIX). MepecTpoeHne AuxKC TpebyeT noaTBEpXOEHUS NONb30BaTENS U
nepesanycka macOS gns 3arpy3ku BHECEHHbIX U3MeHeHUN B 94p0. Kpome Toro,

ONns napameTpa 6e3onacHoOn 3arpyskn AonxeH 6biTb BbIGpaH CHUXXEHHbIN YPOBEHD
6es3onacHocTu.

Ba>xHo! B macOS 6Gonblie He peKoMeHayeTcs UCMOo/b30BaTh pacliMpeHns aapa.
PacwupeHusa aapa NnogBepraoT PUCKY LLeNOCTHOCTb Y HafeXXHOCTb onepaLoHHOM
cucTeMbl, NoaToMy Apple pekoMeHayeT oTAaTb NPegnoYTeHne pelleHnsam, KoTopble He
TpeObyloT paclunpeHnit.

PacwupeHusa agpa Ha komnbtotepe Mac ¢ ymnom Apple

Ha komMmnbtoTepe Mac ¢ ynnom Apple pacwmpeHunsa aapa A0NXHbl 6bITb pa3peLleHsbl
ABHbIM 06pPa30M C MOMOLLbIO ANNUTENBHOIO HaXaTuUs KHOMKW MUTaHUA Npu 3anycke ons
nepexoaa B pexuM oQHON UCTUHHOM cpefdbl BoccTaHoBeHus (1TR), nocneaytolLero
nepexoaa Ha CHUXEHHbI ypoBeHb 6€30MacHOCTU U YCTaHOBKM COOTBETCTBYIOLLENO
dnaxkka Oona akTMBauum paclimpeHuin aapa. Ong aToro Takxe TpebyeTcsa BBECTU Naposib
afMUHUCTpaTopa A/ aBTopusaLnm nepexoaa B PeXxumM CHUXEHHON 6e30MacHOCTHU.
Mcnonb3oBaHne 1TR B covyeTaHUM C NaponeM YCNOoXHAET ang npoHukwero B macOS
310y MbILWNEHHMKA, MCNOJb3YIOLWL,Ero TobKO NporpaMMHoe obecneyeHne, BHegpeHne
pacwupeHuin agpa B macOS, KoTopble 3aTeM MOXHO 6b1710 6bl UCNOMb30BaTb A4
nonyyeHusa npae ypoBHS aapa.

Mocne aBTopM3aUnM NONb30BaTENEM 3arpy3kn pacliMpeHnin aapa NnpuMeHseTcs noTok
YTBEPXAEHHOM NoMb30BaTeNeM 3arpysku pacwumpeHnin sgpa. OH npegHasHayeH ong
aBTOPU3aLMN YCTAHOBKW pacluMpeHnii agpa. ABTopusaums, UCnonb3yemMas ans ykasaHHoro
Bbllle NOTOKa, TakXe NpuMeHsieTca ana nepexsaTa xewa SHA384 cnncka aBTOPMU30BaAHHbIX
nonb3oBaTteneM paclmpeHnin aapa (UAKL) B nonutuke LocalPolicy. 3aTteM npouecc
ynpaenenusa sgpom (kmd) noareepxaaet BkntoveHne B AuXKC Tonbko Tex paclumpeHuin
a[pa, Kotopble ykasaHbl B cnncke UAKL.

- Ecnu BknoYeHa dyHKUMA 3allUUTbl LLeNOCTHOCTU cucTeMbl (SIP), BbinonHgeTcd npoBepka
noanucy Kaxaoro paclmpeHusa aapa, npexae 4em oHo 6yaeT BknoyeHo B AuxKC.

«  Ecnun ¢yHkuna SIP BbiknoyeHa, nognuch paclinpeHuns sgpa He nposepseTcs.

STOT Noaxop, Mo3BOJAET BbINOMHATb MOTOKN HU3KOMO YPOBHS 6€30MacHOCTH, C MOMOLLLbIO KOTOPbIX
pa3paboTymkM UK Nonb3oBaTeNu, He yyacTBylolime B nporpamme Apple Developer Program,
TECTUPYIOT paclnpeHns sapa nepen nx nognuchbio.
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Mocne cospanusa AuxKC ee nsmepeHune otnpasnsgetcsa B Secure Enclave Ha noanuce n
BKJIIOUEHME B CTPYKTYPY AaHHbIX Imaged, koTopas NoanexuT NpoBepke 3arpy3uynkom
iBoot Bo Bpemsa 3arpysku. B npouecce dopmmupoBaHus AuxKC Takxe co3gaertcs oTBeT
pacwmnpeHuns agpa. 3ToT OTBET COAEPXUT CMUCOK paclUMPeEHU sapa, KOTopble GakTU4ecku
ObinKn BKAoYeHbl B AuxKC, nockonbky Habop MoXeT okasaTbcs nogHabopom UAKL, ecnu
Obln 06Hapy>XKeHbl 3anpeLeHHble pacwmpeHunsa aapa. Xew SHA384 cTpyKTypbl OaHHbIX
Image4 konnekumn AuxKC 1 oTBeT paclumpeHuns aapa Bkitovatotca B ¢ainn LocalPolicy.
Xew Image4 AuxKC vcnonb3yeTcs A8 ONONHUTENbHOW NPOBEPKN 3arpy3unkom iBoot

BO BpeMs 3arpysku, 4To NoOMoraeT UCKIOYNTb 3arpysky ctaporo ¢aina Imaged AuxKC,
noanucaHHoro Secure Enclave, ¢ HoBol nonutukoi LocalPolicy. OTBeT paclwmnpeHus sgpa
ncrnonb3yeTcs TakMMK nogcuctemamu, kak Apple Pay, ona onpegeneHus Hannuusa noobbix
3arpy>eHHbIX pacliMpeHuii agpa, KoTopble MOTyT NOBAMATbL Ha OCTOBEpPHOCTb MacOS.
Ecnu Takme pacwunpeHuns obHapyxmBatoTcs, GyHKLMOHaNbHble BO3MOXHOCTU Apple Pay
MOTYT ObITb OTKJ/IHOYEHDI.

CncremMHble pacwumpeHuns

B macOS 10.15 paspaboTunkun MOryT pacwmpsaTb BO3MOXHOCTM macOS, ycTaHaBnIuBas

M UCMONb3ys CUCTEMHbIE PacCLUMPEHMS, KOTOPbIE MCMOJIHAIOTCSA B MOMb30BaTE/IbCKOM
NPOCTPaHCTBE, a He Ha YpOoBHe aapa. bnarogapsa paboTe B NoMb30BaTENbCKOM NPOCTPaAHCTBE
paclinpeHns cucteMbl NOBbIWAOT cTabunbHOCTb U 6e3onacHocTb macOS. HecMoTpsa Ha To,
YTO paclunpeHns aapa no onpeaeneHnio MMeKoT NMOJIHbIA JOCTYMN KO BCel onepauoHHOMN
CUCTEME, pacLlUMpPeHnsIM, paboTaloWwMM B NO/Ib30BATEIbCKOM NPOCTPAHCTBE, NPeoCTaBAatoTCS
TONIbKO Te MpaBa, KoTopble HE06XOAMMbI 419 BbINOHEHUSA UX KOHKPETHOMN QYHKLUMN.

Pa3paboTuMku MOryT UCMOJIb30BaTh AOCTYMHble MPOrpamMmmMHbie cpefbl, Bkatodas DriverKit,
EndpointSecurity n NetworkExtension, ana cosgaHus gpaisepos USB n apainBepoB nHtepdeiica
nosnb3oBaTens, UHCTPYMEHTOB 3aLLMUTbl KOHEYHbIX TOYeK (Hanpumep, areHToB NpeaoTBpalleHms
noTepu AaHHbIX U APYTrUX areHTOB KOHEeYHbIX ToYek), a Takxe MHCTpyMeHToB VPN 1 ceTeBbiX
cpencTs, NpuUYyeM Ans aToro He noTpebytoTca pacwupeHns aapa. CTOPOHHME areHTbl
6e30MacHOCTU A0/XHbl UCMOMNb30BaTbCS TOMbKO B TOM CllyYae, eC/iM OHM UCMONb3yoT 3Tu API
WY UMeloT NPOAYMaHHYI0 CXeMy nepexoda K HUM OT pacluMpeHuin agpa.

3arpysKa paclimpeHuit aapa, YyTBEpPXXAEHHbIX Nosib3oBaTesieM

[na noebllleHMa 6e30MNacHOCTY Nepep 3arpy3koi pacluMpeHnin aapa, yctaHaBInBaeMblxX
BO BpeMsa unum nocne yctaHoskun macOS 10.13, TpebyeTcs cornacue nonb3osatend. 3Tot
NpPoOLLEeCC Ha3blBAeTCA YTBEPXKAEHHOM M0/Ib30BaTe/1IeM 3arpy3Kok paclumpeHu aapa. Ons
yTBEPXOEHMS pacluMpeHns aapa TpebytoTcsa npaBa agMMHUCTpaTopa. PacwmpeHns agpa
He TpebyloT yTBEPXAEHUS B CleayloLWmx cny4yasax:

- paclumpeHus 6biamn ycTaHoBneHbl Ha Mac macOS 10.12 unu 6onee paHHel Bepcuu;
- pacluMpeHns 3aMeHAIoT paHee yTBepPXAeHHble pacllmpeHuns;

« WX 3arpyska 6e3 cornacusa nonb3oBaTens pa3peweHa npu NoMoLLM NHCTPYMEHTA
KOMaHAHoM cTpoku spctl, mocTynHoro npu 3arpyske Mac B pexume recoveryOS;

+ WX 3arpyska paspelleHa Yepe3 KoOHOUrypauuto ynpasneHnsa MobuabHbIMK
ycTpoicteamu (MDM).

HauuHag ¢ macOS 10.13.2 yepes cuctemy MDM MOXHO 3a4aTb CINCOK paclUMpeHnin
anpa, sarpyxaembix 6e3 paspellueHns nonb3osaTtens. s 3TOro HE06XoANMMO, YTO6bI
Mac ¢ macOS 10.13.2 6bin 3apeructpuposaH B MDM 4yepe3 Apple School Manager
nnn Apple Business Manager nn6o 4tobbl pernctpaumna 8 MDM 6bina coBeplueHa
nosb3oBaTeneM.
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Be3onacHocTb gonosiHuTenbHbIX M3Y B macOS

MpumeyvaHme. Ha komnbioTepe Mac ¢ ynnom Apple B HacTosllee BpeMs He Nogaep>XmnBarTca
pgononHuTenbHble M3Y.

be3onacHocTb gonosHuTenbHbIX NM3Y Ha koMmnbloTeEpe Mac ¢ YMnom
6e3onacHocTu Apple T2

YcTtpoinctea Thunderbolt u PCle MoryT umeTtb gononHutenbHoe MN3Y (OROM), ¢unsmyeckn
noaKtoYeHHoe K ycTponcTay. (OBbl4HO 3TO He HacTosuee M3Y, a nepesanncbiBaeMblin
4Yun, B KOTOPOM XpaHUTCS NpoLmMBKa.) B cuctemax Ha ocHoBe UEFI aTa npowmneka 06bIYHO
asnsetcs apaneepom UEFI, koTopblin cunTbiBaeTcs npowmnekoit UEFI n ncnonHsetcs.
NcnonHaeMmbln KO, fLOJIKEH MHULMANN3NPOBaTh N HAaCTPouTb 0b6opyaoBaHMe, C KOTOPOro
OH 6bIn n3BeYyeH, 4Tobbl OCTanbHasg YacTb MPOLWMBKM MOT/1a MCNOMb30BaTb 3TO
obopynoBaHue. bnarogaps aToin GyHKLUM ChieumannsnpoBaHHoe o6opyaoBaHMe CTOPOHHMX
npounsBoauTenei MoxXeT 3arpyXaTtbca U paboTaTb Ha CaMbIX PaHHMUX aTanax npouecca
3arpysku, 4To No3BOSET, HANPUMEP, BbIMOSHATb 3arpysky ¢ BHeWHMX MaccuoB RAID.

OpHako, nockosbKy ycTporictea OROM 06bI4HO 9BNSOTCA NepesanncbiBaeMbiMU, eCn
3710yMblLWNeHHNK nepe3anuwet OROM nognnHHoro nepndepuinHoro yCTpomcTea, To Kof,
3N0yMbIWNEHHMKa 6yoeT UCNOTHEH Ha paHHEeM 3aTane npouecca 3arpysku, 1 OH CMoXeT
BMellaTbCs B cpefy UCMOMHEHUS N HAapYLWUTb LEIOCTHOCTb 3arpy>aemMoro BrnocneacTemm
nporpamMmHoro obecrneyvyeHus. Kpome 1oro, ecim 3f10yMbllNEHHUK NOAKIIOYNT K CUCTEME
BPeOoOHOCHOE YCTPOMNCTBO, OH Tak)Xe CMOXET UCMONTHUTb BPEeAOHOCHbIN KOf.

Ha komnbtoTepax Mac ¢ macOS 10.12.3, npogaBaembix nocne 2011 ., OROM He ncnonHsetcs
no ymMon4aHuio BO BpeMs 3arpy3ku Mac, ecnm He 6bi10 HaXkaTo cneumanbHoe covyeTaHme
KnaBuL. OTO COYETaAHUE KNaBULL 3allmLLano OT HenpeaHaMepeHHOoro nonagaHnst Bpe40HOCHOMO
OROM B nocnegoBatenbHoCTb 3arpy3kn macOS. CTaHOapTHble HAaCTPOMKK YTUNUTbI Napons
NPOLIMBKN TakXXe Oblin U3MeHeHbl. Tenepb, eCcnm Nonb3oBaTeNb YCTaHOBWU/ Naposib
npowunBkn, OROM He MOXET NCNOMHATLCS, AaXe eC/IN Ha)XaTo CoYeTaHmne Knasuil. OTo

He NO3BOJIAN0 3/T0YMbILUSIEHHUKY, ¥ KOTOPOro ecTb GU3NYECKUIA LOCTYN K KOMMbIOTEPY,
npepgHamepeHHo fobasutb BpegoHocHoe OROM. YTo6bl OROM mncnonHsnocb HecMoTps

Ha YCTaAHOBJMIEHHbIV Napoib NPOLMBKN, NONb30BaTElb MOXET 3afaTbh APYroin napaMeTp ¢
NMOMOLLbIO MHCTPYMEHTA KOMaHgHo cTpoku firmwarepasswd B macOS.
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be3onacHocTb neco4yHuubl OROM

B npowmneky UEFI B macOS 10.15 6b1n1 no6aBneH MexaHuam nomelleHns OROM B U30/1MPOBaHHYO
cpeny (Neco4YHuLy) n oTMeHbl nonHoMo4unii OROM. O6bI4HO Npowmreka UEFI ncnonHsaer
BecCb kof, B ToM yncne OROM, ¢ MakCUMasnbHbIM YPOBHEM MpaB NpPoLLeccopa, Ha3biBAeMbIM
«KO/bLo 0», N OAHMUM O6LMM NPOCTPAHCTBOM BUPTYyasibHOM NaMsaTK AN BCEro Koga u
OaHHbIX. Konbuo O — 3To ypoBeHb NpaBs, Ha KOTopoM paboTtaeT aapo macOS, a MUHUMaNbHOMY
YPOBHIO MpaB COOTBETCTBYET KOMbLO 3, rae 3anyckatTca npunoxexHusa. NMNecovyHmya OROM
oTMeHsieT nonHoMo4uns OROM, ncnonbsysa pasgeneHne BUPTYyanbHON NaMaTy aHaNorMyHo
TOMY, Kak aTo genaet a4po, n nepesoasd OROM B konbuo 3.

O6nacTtb O6nacTtb O6nacTtb
BUPTYyanbHOMN BUPTYanbHOMN BUPTyanbHOMN
namatu 1 namsTin 2 namsatin 3
Konbuo 3 OROM 1 OROM 2 OROM 3
(MeHee nNpueMnerMpoBaHHoe)
«$ ppanBep gucka «$] ceTeBON «$ ppanBep
(ons kapThl 1)» npaiieep 6e3onacHoim
(ons kapTbl 1)» 3arpyskm»
@ ® 301MpOBaHHbIN ®
npareep OROM
Konbuo O Hewn3onnposaHHble gpaiiBepbl UEFI

(6onee npuBKUnernpoBaHHoe)

Mpowwueka UEFI agpa

Mpoueccop x86
AnnapaTHoe obecneyeHue
(6onee NpuBUNErMpoBaHHoe)

KapTa PCle 1 Kapta PCle 2 Kapta PCle 3

MecoyHMLA TakXXe 3HAYNTENbHO OrpaHMYnBaeT MHTepdelicbl, KOTopble pa3peLleHo
BbI3biBaTb OROM (aHanorn4yHo GunbTpaLmum CUCTEMHbIX BbI3OBOB B S4pax), U TUMbI
YCTPOMNCTB, B Ka4eCTBe KOTOPbIX MOXeT pernctpuposatbcd OROM (aHanormyHo cnucky
pa3peleHHbIX NPUIoXeHnn). 9Ta cxeMa UMeeT BaXHoe NpenMyLLeCcTBO: BPEOOHOCHbIe
OROM 6onbliue He MOryT BbIMNOJIHATb 3anuCb HaNpPsMyto B NaMsaTb Konbua 0. Bce notomy,
YTO OHM OrpaHMYEHbl 04EeHb Y3KUM U YEeTKO onpeneneHHbIM MHTePhEeNnCcoM NecoYHULbl.
ATOT OrpaHMYeHHbIN MHTepdEeNc 3HaYNTENbHO COKpallaeT ya3BMMYo 0611acTb U
BbIHY>XAaeT 3/10yMbILUNEHHNKOB CHavana NnokKMHyTb MECOYHULLY U paclIMpUTb CBOU
nonHoMouus.

be3onacHocTtb npowunekn UEFI Ha komnbloTepe Mac ¢
npoueccopom Intel

Ha komMnbtoTepe Mac ¢ npoueccopoM Intel n ynnom 6e3onacHoctTn Apple T2 ang
obecneyeHuns 6esonacHoOCTM ncnonbadyetcsa npowmnska UEFI (Intel).

besonacHocTb nnatdopmbl Apple
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0630p

HaunHasa ¢ 2006 r. Ha KoMnbloTepax Mac ¢ npoueccopoM Intel ncnonbayercs npoLwnBKa
Intel Ha ocHoBe KoMnnekTa paspaboTymka (EDK) pacwmnpsaemoro nHtepdeica npowmnsku (EFI)
Bepcumn 1 nnn 2. Kopg Ha ocHoBe EDK2 cooTtBeTcTBYeT cneumdukaunm YHNOULNPOBAHHOIO
pacwupsemMoro nHTepdeica npowmneku (UEFI). B aToM pasgene npolmneka Intel HasbiBaeTcs
npowmskos UEFI. Mpowwneka UEFI Oblna nepBbiM KOAOM, UCMOMHAEMbIM Ha Yune Intel.

Ona koMmnbtoTepa Mac ¢ npoueccopom Intel 6e3 ynna 6esonacHocTn Apple T2 KOpHEM
posepus ang npowunBkn UEFI asBngeTca ynn, B KOTOPOM XpaHuUTCca npowmneka. O6HOBNeHUS
npowmnBkn UEFI nognucbiBaloTca komnaHuen Apple 1 npoBepsatoTcd NpoLWMBKON Nepeq,
06HOBNEHMEM BEpPCUM B XpaHunuuwe. Bepcusa o6bHoBNeHMS A0KHa O6biTb BCerga HoBee
TeKyLLEeN yCTaHOBMNEHHOM BepcuM. 3TO NOMOraeT nNnpeaoTBpawath aTaku MeTo4oM oTKaTa.
OQHaKo 310yMbIWIEHHUK C PUINYECKMM AO0CTYNOM K Mac MOXEeT NOAKIIOUYNTLCS K Yymuny
XpaHunuwa npoLwmnBkn C NOMOLLLbIO annapaTHbIX CPeacTB M OGHOBUTb YUI, 3anncaB B HEFO
BPEAOHOCHbIN KOHTEHT. Kpome Toro, ecnu ya3BMMocTu ByayT obHapy>XeHbl Ha paHHEM
aTane npouecca 3arpysku npowmnskn UEFI (oo Toro, kak oHa Ha4yMHaeT orpaHu4YnBaThb
3anucb B YNM XpaHUNMLLA), 3TO TakXXe MOXET NMPUBECTU K YCTOMYMBOMY 3apakeHuto
npowwnskn UEFI. 3To annapaTHOe apX1UTEKTYpPHOE OrpaHn4YeHne, CBOMCTBEHHOE
6onblwnHcTBy MK Ha 6a3e npoueccopos Intel, MeeTcsd Bo Bcex KoMnbloTepax Mac

c npoueccopom Intel 6e3 ynna T2.

YToObl 3aLMTUTBCS OT PM3nYeckmx aTak Ha npowmneky UEFI, komnaHua Apple namenuna
apXUTEKTYpY KOoMMbloTepoB Mac, 3anoxuB KopeHb gosepusa B npowmnsky UEFI B

yune T2. Ha aTux koMmnbioTepax Mac kopHeM gosepusa ang npowmnskn UEFI ssnsetca
MMEeHHO npowmneka T2, Kak onncaHo B pasaerne NpoLuecc 3arpys3ku Komnbototepa Mac ¢
npoueccopom Intel.

Mopcuctema Intel Management Engine (ME)

OpHoOM N3 noacucTeM, KoTopble XpaHaTcs B npowunske UEFI, asnaeTtcsa npowwuska Intel
Management Engine (ME). NMoacuctemy ME, koTopas npeactasnseT coboi oTaenbHbIn
npoueccop 1 nogcuctemy B ymnax Intel, MoXXHo ncnonb3oBaTtb 419 yAaNeHHOro
yrnpaBfieHuns, 3alULLLEHHON NepeagaYn ayamno n BUAEO M NoBbileHns 6e30NacHOCTU Ha
KoMnbloTepe Mac, Ha KOTOPOM YCTaHOBMEH TONIbKO rpaduyeckuin npoueccop Intel.
[ns Toro 4Yto6bl COKPATUTHL aTakyeMyto MOBEPXHOCTb NOACUCTEMbI, KOMMblOTEPbl Mac
c npoueccopoM Intel ncnonb3yoT cneumnanbHyo npolwneky ME, 13 KoTopoi 6b1i10 yaaneHo
60MbLWNHCTBO KOMMNOHEHTOB. Tak Kak nonyyaemMas npowuneka ME gns komnbtoTepa Mac
MeHblle, YeM MUHMMaJIbHaa cTaHAapTHaa cbopka, Bbinyckaemas Intel, MHorne cmucremsi,
KOTOpble paHee nogBepraancb OTKPbITbIM aTakaM CO CTOPOHbI CNeLnanncToB

no obHapy>XeHnto ya3BMMOCTEN, Tenepb OTCYTCTBYIOT.

Pexxum ynpaBneHusa cuctemon (SMM)

Y npoueccopos Intel ecTb cnewmnanbHbIN PEXUM BbIMONHEHUS, KOTOPbIN OTIMYaeTcs OT
06bl4YHOM PaboTbl. TOT PeXnM, Ha3blBaeMbli PEXMMOM yrpaBaeHus cuctemori (SMM),
n3Ha4vanbHo pa3pabaTtbiBancsa s BbIMONHEHWS TakMX OMepaLunin ¢ XeCcTKMMU BPEMEHHbIMMU
orpaHUYeHUs MK, Kak ynpaeneHune nutaHnemM. OgHaKo 419 BbINOMHEHUS TaknxX LeNCTBUIA

Ha KoMnbtloTepax Mac Bcerfa Mcnofb3oBasncs oTAeNbHbI MUKPOKOHTPOIEP, HAa3biBaeMbli
KOHTpoOJ/1/1epoM ynpaBrieHus cuctemos (SMC). SMC 6onblie He 9BNsieTCS OTAENbHbIM
MWUKPOKOHTPONNEPOM: OH MHTErPUPOBaH B 4mn T2.
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Be3onacHocTb cuctembl watchOS

Yacbl Apple Watch ncnonbsyoT MHOrMe 13 Tex Xe annapaTHbIX GyHKLUMN 6e3onacHoCTu
nnatdopmbl, 4To 1 i0S. Hanpumep, vacol Apple Watch:

«  BbINOMHAT 6e30MacHyto 3arpy3ky n 6esonacHoe 06HOBIEHNE MPOrPAMMHOI0
obecneyeHus;

< nogaepXuBatkoT LEeSIOCTHOCTb OI'IepaLI,VIOHHOl‘;I CUCTEMDI,

«  MOMOraloT 3aWMTUTb AaHHble Ha YCTPOMNCTBE U Npu obMeHe AaHHbIMU C 06beANHEHHbIM
B napy iPhone nnun nHTepHeToM.

K nogaep>XnMBaeMblM TEXHOOMMAM OTHOCSTCS Te, YTO NMepeymncrieHbl B pasgene
o0 6e3onacHocTu cucTeMbl (Hanpumep: KIP, SKP 1 SCIP), a Takxe 3aWuTa AaHHbIX,
CBfI3Ka KJIl0OYEeN U CeTeBble TEXHOIOMUN.

O6HoBneHne watchOS

watchOS MoxeT 06HOBNATbCS HOYbIO, €CIN U3MEHUTb HacTPOoKK. MoapobHble cBeaeHNs
0 XpaHeHun koa-napons Apple Watch, ncnonbsyemoro Bo BpemMsa 06HOBNEHMUS, NPpUBEeAEHDI
B pasgene XpaHunuiia Kao4yen.

Pacno3HaBaHuMe 3anacTbs

Ecnn dyHKUMA pacno3HaBaHUs 3ansiCTbs BKOYEHa, YCTPONCTBO 6aokupyetcs
aBTOMaTM4YeCKM BCKOpPE NOC/e TOro, kKak Nofb3oBaTeb CHUMET Yachbl ¢ 3anacTbs. Ecnu
dYyHKLMA pacno3HaBaHUe 3anacTbs BbikaoveHa, Apple Watch moxHo 3abnokupoBaTb

13 MNyHkTa ynpasneHud. Korga yacbl Apple Watch 3abnokunposatbl, Apple Pay MoXHO
MCrnonb3oBaTb, TONbKO €CIN BBECTU KOA-Maposb Ha Yacax Apple Watch. PacnosHaBaHue
3ansiCTbs MOXHO OTKJIIOUYNTb C MOMOLLbIO NpunoxeHus Apple Watch Ha iPhone. 3Ty
HaCTPOMKY TakXe MOXHO KOHTPO/IMPOBaTb YePe3 CUCTEMY YNpPaBAeHUS MOBUIbHbIMU
ycTpoincteamun (MDM).

BrnoknpoBKa akTuBaummn

Korga Ha iPhone BkntoyeH JlokaTop, o6beanHeHHble B napy 4acbl Apple Watch moryT
ncrnonb3oBaTb 610KMPOBKY akTMBaLUUK. boKMpoOBKa akTUBaLMM YCNOXHAET MCMONb30BaHMe
nnu npopaxy Apple Watch B cny4yae ux notepu nnm kpaxwu. lNocne Bkno4YeHns 610KMPOBKHN
aKTUBaLMKM ANs pas3pbiBa Napbl, CTUPaHUS AN NOBTOPHOM akTuBauum Apple Watch
Heobxoaumo BeecTu Apple ID 1 naponb Nnonb3oBaTens.
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3awumeHHoe co3gaHmne napbl ¢ iPhone

Apple Watch moryT 6b1Tb 06begMHEHbl B Napy OAHOBPEMEHHO TOMbKO ¢ ogHUM iPhone.
Mpwn pa3pbiBe napbl ¢ Apple Watch iPhone nepegaeT MHCTpyKUUKM 09 yaaneHns Bcex
MaTepuanos M OaHHbIX C 4YacoB.

[Onga obMeHa OTKPbITbIMU K/lO4aMu, a 3aTeM 06LLMM KOYOM KaHana Bluetooth®

Low Energy (BLE) npu cosgaHun napbl mexay Apple Watch n iPhone ncnonbsyetcs
oTAenbHoe 3alumiileHHoe coeamHeHne. Ha akpaHe Apple Watch otobpaykaetcs
AaHVUMUPOBAHHbIN PUCYHOK, KOTOPbIA HEO6XOAMMO cYMTaTb C MOMOLLbi0 KamMepbl iPhone.
3TOT PUCYHOK COLAEPXUT 3aMbPOBaAHHbIN K/t0Y, NCNOMNb3yeMbll AN CO34aHUs napbl
Mexnay yCcTponcTBamMu no otaenbHoMy kaHany BLE 4.1. Mpu Heo6xoaMMoCTH B KayecTee
pe3epBHOro cnocoba cosfaHus napbl UCNONb3yeTCs CTaHAAPTHbIN BBOA, KNtova gocTyna BLE.

[Mocne ycTtaHoBNeHUsa ceaHca BLE n wnopoBaHus ¢ nCrnonb3oBaHNUEM NPOTOKOA
MaKCUMasbHOM 3aluUTbl, ONMMCAHHOro B crneyndukaumnm agpa Bluetooth, Apple Watch n
iPhone o6mMeHMBatlOTCA KNto4YaMu, UCNOJb3ya OOAMH U3 CNeayloWwmMx CnocoboB:

- ApanTupoBaHHas npouenypa cnyxbol ngeHTudukaumm Apple (IDS), kak onncaHo B
pasgene «0630p 6esonacHocTM iIMessage».

- O6MeH kntoYamm ¢ nomMoubto IKEV2/IPsec. MNepBoHa4anbHbli 06MeH Knto4amum
ayTeHTUdunUMpyeTcs nnMbo ¢ NoMoLbio Kftoya ceaHca Bluetooth (npu co3paHum napbl),
n60o ¢ nomMoubio Kntoyel IDS (Npn 06HOBNEHUN oNepaLnoHHOM cucTeMbl). Kaxaoe
YCTPOMCTBO reHepupyeT Cly4yanHyto napy oTKPbITbIX U INYHbIX 256-6UTHbIX KtoYen
Ed25519. Npwn nepBoHavYanbHOM 0O6MeHe K/llo4aMu BbINOMHAETCS 0OMEH OTKPbITbIMU
kntovyamu. Korga Apple Watch ¢ watchOS 10 nnn HoBee BnepBble 06beAMHAOTCA B Napy,
KOpHEM OTKpbITbIX Ktoyeln sensetca Secure Enclave Ha ycTpoiicTse.

Ha iPhone c iOS 17 1 HoBee KOpHEM OTKPbITbIX Ktoven He aBnsieTca Secure Enclave,
Tak Kak nosib3oBaTesib, BOCCTaHaBNMBalOLWMIA pe3epBHY0 konuto iCloud Ha ToM Xxe
iPhone, coxpaHsaeT paHee co3pgaHHYto napy ¢ Apple Watch 6e3 HeobxogmmocTun
nepeHoca gaHHbIX.

lMpumeyaHne. MexaHU3M, UCMNOMb3YyeMbIn ons obMeHa KntoYamMu 1 WudpoBaHus,
otnnyaetcsa. OH 3aBUCUT OT BEPCUIA ONEPALMOHHbBIX CUCTEM Ha ycTpoicTBax iPhone u
Apple Watch. Mpu cospaHum napbl Mexay yctporicteamu iPhone nop ynpaeneHnem iOS 13
nnu Hoeee n Apple Watch nop ynpaeneHnem watchOS 6 nnun HoBee gng o6MeHa kto4YamMm
1 wnoposaHms ncnonbdyetcsa Tonbko IKEv2/IPsec.

Mocne o6bMeHa knYamu:

- TMocne obMeHa kto4YaMu KoY ceaHca Bluetooth ygansetca n Bca nuHoopmauums,
KoTopol obMeHuBatoTcs iPhone n Apple Watch, wndpyertca ¢ noMoLLblo 0gHOro 13
MeTO[0B, yKa3aHHbIX Bbiwe. Mpn aToM 3awmdpoBaHHble KaHanbl Bluetooth, Wi-Fi n
COTOBOM ceTn obecneymBaloT BTOPON YPOBEHb LWNdPOBAHUS.

«  (Tonbko IKEV2/IPsec) Kntoum coxpaHstoTCS B CUCTEMHON CBA3KE K/OYEN 1 UCMOb3YoTCs
Onsa ayTeHTMduMKaumnm nocnegyouwmx ceaHcos IKEv2/IPsec mexay ycTpoicTBaMu.
[anbHellwne ceaHCbl CBA3U MexXay 3TUMM YCTPOMUCTBaMM WMPPYOTCA Mo cTaHgapTy
AES-256-GCM aons obecnevyeHns ux LenocTtHocTu Ha iPhone ¢ iOS 15 nnu HoBee,
ob6beanHeHHOM B napy ¢ Yacamm Apple Watch Series 4 unn Hosee ¢ watchOS 8 unu HoBee.
(ChaCha20-Poly1305 ¢ 256-6UTHbIMK KtO4aMK UCNoNb3yeTca Ha 6onee cTapbix
YCTPONCTBAxX UMK yCTPoOICTBax c 6osiee paHHUMU BEPCUSIMN ONepaLMOHHOM CUCTEMDI.)
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Appec ycTpoiicTBa Bluetooth Low Energy meHsieTcsa kaxable 15 MUHYT, 4TOObl COKPaTUTDb
PUCK NOKaNbHOI0 OTC/IEXMBAHUSA YCTPONCTBA, €CNN KTO-TO TPAHCAMPYET NOCTOSHHbIN
noeHTuoukaTop.

[N npunoXeHWn, KOTopble BbIMOMHAOT MOTOKOBYIO Nepefaydy AaHHbIX, WndpoBaHue
BbINO/HAETCS C MOMOLLbO METOA0B, ONUCaHHbIX B pasaene besonacHocTb FaceTime,

M NOCpeacTBOM cpeacTs cnyx6bl IDS koMmnaHuu Apple, ncnonb3yeMbix 06beguHEHHbIM
B napy iPhone nnun npsaMbiM NoAKAOYEHNEM K UHTEPHETY.

B Apple Watch peannsoBaHo xpaHunulie ¢ annapaTHbIM WNdPOBaHNEM, a Takxe 3alinuTa
dalnoB N a1eMeHTOB CBA3KW K/toYel Ha OCHOBE K/1accoB. [1N19 9N1eMEHTOB CBA3KU K/oYein
Tak>XXe UCMOoMb3yTCS XPaHWUMLLA KoYein C KOHTPONMPYEeMbIM A0CTYNOM. [N 3alMTbl KNoYen,
ncnonb3yeMbix Ons ceasn Mexay Apple Watch u iPhone, Takxe npumeHsaeTcs 3alimTa Ha
OoCcHOBe kflaccoB. Moapo6Hee cM. B pasfene XpaHunuiia Kiodei ana 3alunTbl JaHHbIX.

ABTOMaTH4ecKkasa pasbnokmpoBka n Apple Watch

[nga yno6¢cTBa NONb30BaHNSA HECKONbKUMK YCTpoMncTBaMu Apple HekoTopblie YyCTpolCTBa
MOryT aBTOMaTu4Yeckn pa3bnokmMpoBaTh Apyrue yCTpPoCcTBa B onpeneneHHbiX cuTyaLusax.
MpenycMoTpeHo TpU BapuaHTa UCMO/b30BaHUA aBTOMaTUYECKOMN pa3bnoknpoBku:

- Yacbl Apple Watch MoxHo pasbnokupoBaTb ¢ noMollbto iPhone.
- KomnbtoTep Mac MoXxHO pa3bnokmnpoBaTb C NoMoLLblo YacoB Apple Watch.

- iPhone MoyHO pa3bnokumpoBaTb C NoMolLblo YacoB Apple Watch, ecnu Hoc 1 poT 4emM-To
3aKpbIThI.

3TU Tpu BapnaHTa OCHOBaHbl Ha O4HOM MPUHLMMNE: OHU UCMOJIb3YIOT MNPOTOKO
Station-to-Station (STS) ong B3aMHoOI ayTeHTUdMKALUN, OOBMEH CTaTUYECKUMU
KntoYamMn, korga GyHKLMA BKIOYEHA, U YHUKANIbHble ANHAMUYEeCKME KJTloYN ceaHca,
cornacoBaHHble A5 KaXaoro 3anpoca. HeszaBucuMo oT 6a30BOro KaHana cBa3u, TYHHENb
STS cornacoBbiBaeTCca HeMmocpeacTBeHHO conpoleccopamu Secure Enclave B o6oumx
YCTPOWNCTBAX, U BCe KpunTorpapmuyeckme gaHHble XPaHATCS B 3TOM 3allMLLEHHOM AOMEHEe
(3a ncknoveHmem KomnboTepoB Mac 6e3 Secure Enclave, B koTopbix TyHHenb STS
3aBepluaeTca B aape).

Pas6nokupoBka

MonHas nocnenoBaTe/lbHOCTb Pa3b0KNPOBKM MOXET ObiTb pa3buTa Ha ABa aTana. CHavana
pasbnokmpyemMoe yCTPONCTBO (LLefieBoe YCTPONCTBO) reHepupyeT Kpuntorpaduruyeckui
KoY pasbnoknpoBkn U OTNPaBAsSeT ero Ha YCTPONCTBO, BbiNoMHALLEee pasbnoknposky
(MHMUMaTOpP). 3aTeM MHULMATOP BbINOMHAET PasboKMPOBKY, UCMOMb3ys paHee
CreHepupoBaHHbI Koy,

YToObl aKTUBMPOBATb aBTOMATUYECKYIO Pa3bNoOKMPOBKY, YCTPONCTBA NOAK/I0YatloTCs

Apyr K opyry ¢ nomMolubto BLE-coeanHeHus. 3atem 32-6aMTOBbIN K04 Pa3bIOKUPOBKY,
cnyyalHbiM 06pa3oM CreHepUpPOBaHHbIN LLeNIeBbIM YCTPONCTBOM, NepeaaeTca MHULMaTopy
no TyHHeno STS. Bo BpemMs cnenytowein 6MoMeTpruyeckoin pasbnokMpoBKy Uv pa3bnoknpoBKy
C NMOMOLLbIO KOA-Napona Lenesoe YCTPONCTBO 3alluiiaeT CBOWN KJloY Ha OCHOBE KO-naposns
(PDK), knto4yoM pa3bnoknpoBkM 1 yganseTt KoY pa3bioKMPOBKN U3 CBOEM NaMaTu.
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YTo6bI BbIMOMHUTL Pa3b/IOKMPOBKY, YCTPOMCTBa co3aatoT HoBoe BLE-coeanHeHune,

a 3aTeM UCMOoJb3YyIOT NpamMoe coeguHeHune no Wi-Fi gna 6esonacHoro onpegenenms
NPUGIN3NTENbHOTO PACCTOSHUSA MeXAy HUMU. ECnn yCTpOoMCTBa HaxoasaTCca B 3a4aHHOM
AunanasoHe n cobniogeHbl Heo6xoanMble NONUTUKM 6e30NacHOCTU, MHULIMATOP OTNpaBnseT
K/t0Y pa36/I0KMPOBKU LLeNIeBOMY YCTPOMCTBY Mo TyHHento STS. 3aTeM LeneBoe yCTPONUCTBO
reHepupyeT HOBbI 32-6aNTOBbIN KoY Pa3bNoOKMPOBKN 1 BO3BPALLAET €ro MHULMaTopy.
Ecnu Tekywuii koY pasbnokKMpoBKKN, OTNPaBNEeHHbIN MHALMATOPOM, NMO3BOMSET YCMELIHO
pacwundpoBaTh 3anmcb PasboOKMPOBKM, LefieBoe YCTPOUCTBO pasbnokupyetcs, 1 PDK
3alMLLaeTCa HOBbIM KJ1l0YOM Pa3brioKMpPOBKM. HakoHeLl, HOBbIN KoY Pa36/ioKUPOBKM U
PDK ypanaiotca U3 namMaTu LLeneBoro ycTponcTea.

Monutukmn 6e3onacHoCcTN aBToMaTUYecKomn pasbnoknposku 4Yacos Apple Watch

Ons ynobcTtea vackl Apple Watch MoxHo pasbnokmpoBaTb ¢ noMollbto iPhone cpasy nocne
nepBoHavyasfibHOro 3anycka, NpuyeM Nofib3oBaTeNo He NPUAEeTCS BBOAUTL KOA-Naponb

Ha Yacax Apple Watch. [lns obecneveHuns paboTbl 3TON GYHKLMN UCMONb3YyeTCs CyYalHbIi
K104 pa36/10KMPOBKN (CreHepupoBaHHbIi BO BpeMs caMOi NepBol nocienoBaTe/lbHOCTH
pa3b10KMPOBKM Nocne BkAYeHUa GYHKLMK). C NMOMOLLbIO 3TOrO K/tova co3paeTcst cTaTuyeckas
3anucb 0 Nepefave, KOTopas COXpaHseTca B XxpaHunuuLe kntoven yacos Apple Watch. Kntou
3anuncu o nepenave coxpaHseTcs B CBA3Ke ktovelt iPhone n ncnonbsyeTcs ons MHALMaNN3aumm
HOBOrO ceaHca nocre Kaxaoro nepesanycka Apple Watch.

Monutukn 6esonacHOCTM aBToMaTM4YecKol pa3bnokuposku iPhone

K aBToMaTu4eckol pasbrnokupoBke iPhone ¢ nomolubto Apple Watch npumeHnsioTcs
OOMNOJIHUTENbHble NONNTUKKN 6e3onacHocTu. Yacbkl Apple Watch Henbssa ncnonbsoBaTb
BMecTo Face ID Ha iPhone ons gopyrux oencTBui, Takux Kak ucrnonb3oBaHue Apple Pay nnnm
aBTOpM3auus B NpunoxeHusx. MNocne Toro kak Yacbl Apple Watch ycnewHo pas6nokupytoT
obbeamHeHHbIN B napy iPhone, oHW oTobOpaxatoT yBegoMIeHNne U BOCNPOU3BOAAT TaKTUMNbHbIN
OTKNUK. Ecnn nonb3oBaTenb HaXXnMaeT KHOMKY 6/10KkMpoBKM iPhone B yBegOMIEHUM, Yachl
nepepatot iPhone komaHay 6710KnMpoBKKM ¢ nomMoLbto BLE-coegnHeruns. Korga iPhone nonyvaer
KoMaHay 6N10KMpoBKKN, OH Bnoknpyetcs, oTkntovaeT Face ID 1 pa3bnokKMpoBKY C MOMOLLbO
Apple Watch. Ona cnenytouiein pa3bnoknposku iPhone notpebyetcd BBeCTU KoA-naposib
Ha iPhone.

[na ycnewHol pasbnokmpoBkn ob6begnHeHHoro B napy iPhone ¢ nomouibto Apple Watch
(ecnn aTa dyHKUMA BKIlOYEHA) TpebyeTca cobnogeHne cnegyowmx Kputepues:

- iPhone gonxeH 6bITb pa3bnokMpoBaH APYyrMM cNnocoboM Kak MMHUMYM OAMH pas nocre
TOoro, kak o6begnHeHHble B napy 4acbl Apple Watch 6binv HageTbl Ha 3ansgcTbe u
pa3bnokMpoBaHbI.

- [JaTuymkm o6HapyXXnnu, YTo HOC M POT NMOSIb30BaTENSA YEM-TO 3aKPbITbl.
- M3mepeHHOe paccTosiHne cocTaBnseT He 6onee 2—3 MeTPOB.
- Yacol Apple Watch He HaxogaTcsa B peXXume cHa.

- Yacbl Apple Watch nnu iPhone 6bin1 HegaBHO pa3bnokupoBaHbl, UK Yacbkl Apple Watch
3aduKCMpoBanm ABUXEHNS, YKasblBaloLlMe Ha TO, YTO NOSb30BaTesNb aKTUBEH
(Hanpumep, He cnuT).

« iPhone 6bin1 pa36bnokMpoBaH Kak MUHUMYM OJWH pas 3a nocnegHue 6,5 4yacos.

« iPhone HaxoounTCs B COCTOSIHMM, B KOTOPOM paspelleHa pasbnoknpoBka yCTpoicTBa
c nomoubto Face ID. (MogpobHas nHoopmMaumsa npueeneHa B pasgene Face ID, Touch ID,
KOA-naponu n naponu.)
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MoaTBepyxaeHue aenctemm B macOS c noMoLbio YacoB
Apple Watch

Ecnn BknovyeHa aBToMaTmM4yeckas pa3bnokmposka ¢ noMmoulbto Yyacos Apple Watch,
nosb3oBaTesb MOXeT Ucnonb3oBaTb Yacbl Apple Watch BmecTo nnmn emecte ¢ Touch ID
ON9 MOATBEPXAEHMS 3aMpPOCOB Ha aBTOPU3aALNIO U ayTEHTUDMKALLMIO OT CNeayrLwmx
NPUNOXEHN N GYHKLWIA:

- macOS un npunoxeHusa Apple, Tpebytoline aBTopusaymu;
«  NPUIOXEHUS CTOPOHHUX Pa3paboTUmMKoB, Tpebylolne ayTeHTubMKaumm;
+ COXpaHeHHble naponu Safari;

¢ CeKpeTHble 3aMeTKW.

Be3onacHoe ncnonb3soBaHue Wi-Fi, ceTn coToBOM CBA3MU,
iCloud u Gmail

Ecnn Apple Watch HaxoaosTcs BHe 30HbI gencteus Bluetooth, MoxHo ncnonbsosatb Wi-Fi
UNn coToBble AaHHble. Yacbl Apple Watch aBTomMaTnyeckun nogkntoyvatotrcsa K cetam Wi-Fi,
K KOTOPbIM Yy>Xe noak/tovanca o6beguHeHHbI B napy iPhone 1 yyeTHble JaHHble KOTOPbIX
ObINTM CUHXPOHM3MpPOBaHbI ¢ YacamMu Apple Watch, korga o6a ycTpolicTBa HaxoaAnIUCh

B 30He gencTBusd. OYHKLMIO aBTONOAKIOYEHNS MOXHO HAaCTPOUTb OTAENbHO A4 KaXa0M
ceTun, ucnonbsys pasgen «Wi-Fi» B npunoxeHnn «Hactponkun» Ha Apple Watch. Ecnu Hu
0[HO U3 YCTPOWNCTB ellle He NoakK/Yanoch K onpeneneHHon cetn Wi-Fi, K Heil MOXHO
NOAKMOUYNTbCA BPYUHYt0 B pa3daene «Wi-Fi» npunoxeHns «HacTponkmn» Ha vacax

Apple Watch.

Ecnu Apple Watch n iPhone HaxogaTcs BHe 30Hbl AeCTBUS CETU, AN MONy4YeHUsa NoYTbl
Apple Watch nogkntoyatotcs Hanpsamyto kK cepsepam iCloud n Gmail (BMecTo CMHXPOHU3aL MK
OaHHbIX MoyThl ¢ iPhone, ¢ KOTOPbIM co3aHa napa, Yepes UHTepHeT). B crnyyae yyeTHbIX
3anucelt Gmail nonb3oBaTesnb A0MKEH NPONTU ayTeHTUdMKaumo Google B pasaene «lMoyta»
npunoxenusa Apple Watch Ha iPhone. Mony4eHHbih oT Google TokeH OAuth 6ynet nepenaH
Ha Yacbl Apple Watch B 3awmdpoBaHHoM dpopmaTe vepes cnyxdy nageHtuodumkaumm Apple (IDS),
4YTOObI €ro MOXHO 6bl10 UCNONb30BaTb AN NoayvYeHns novTbl. TokeH OAuth HM Npu Kaknx
obcToATENBCTBAX HE OyAeT NCNoNb30BaTbhCs ANa NOAKIOYeHMs K cepBepy Gmail c iPhone,
C KOTOpbIM cO3faHa napa.

91



besonacHocTb nnatdopmbl Apple

[eHepaTop CllyYamHbIX YMUCEN

Kpuntorpaduyecku ctoilkme reHepaTtopbl ncegocny4ainHbix yncen (KCITCY) aenstotcs
BaXXHbIM CTpoUTENbHbIM 610KOM H6e3onacHoro nporpaMMHoro obecnevyeHus. NMoatomy
Apple npepocTaBngeT HageXHbI nporpamMmHbin KCITICY, paboTaowmii B aape

i0S, iPadOS, macOS, tvOS n watchOS. Mcnonb3ysa B Ka4eCTBEe NCTOYHMKA IHTPOMNUN
caMy CUCTeMy, reHepaTop NpenocTaBnseT HaJeXHble cnyyvalHble Yncna ans anpa u
nofib30BaTeNbCKOro NPOCTpPaHCTBa.

NCTOYHUKUN SHTPOMNUU

KCITICH aopa ncrnonb3yeT HECKO/IbKO UCTOYHUKOB SHTPOMUN BO BPEMS 3arpysku n B
TeyeHne Bcero cpoka cnyxbbl ycTponcTea. Cioga BXOAAT (MPU HanM4mn):

« annapaTHbI reHepaTop UCTUHHbIX ClydYaiHbix Ynucen Secure Enclave;

«  GnyKTyaumsa BpeMeHU BO BPeEMs 3arpysku;

«  3HTpONWS anmnapaTHbIX NPepbiBaHUN;

« HavanbHbIl Gain, UCMoNb3yeMbli A1 COXPaHEeHMS SHTPOMUN MeXyY 3arpyskamu;

«  UHCTpYKUWM Intel onga reHepaummn cny4vanHbix yncen, Hanpumep RDSEED n RDRAND
(Tonbko Ha KoMnbtoTepe Mac ¢ npoueccopoMm Intel).

KCIMICH agpa

KCI'TICH appa paboTaeT no anroputMy Fortuna, KOTOpbIi OPUEHTUPOBAH Ha 256-6UTHbIN
YPOBEHb 3alnTbl. FeHepaTop NpefoCcTaBAseT YNCa C BbICOKOW CTEMEHbIO Cy4YalHOCTU
019 NoNb30BaTeNIbCKOro NPOCTpaHCTBa Yepes crneaytowme API:

+  CMCTeMHbIV BbI30B getentropy(2);
+ reHepaTop cny4anHbix yncen (/dev/frandom).

KCITICH agpa nucrnosb3yeT B KAYeCTBE UCTOYHMKA SHTPONUM OeACTBUS NOMb30oBaTeNs,
KOTOpble COXPaHATCS B reHepaTope C/y4YalHbiX YMCer.
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YctpounctBo Apple Security Research Device

YctpoiictBo Apple Security Research Device — aTo cneunanbHo pa3paboTaHHbIN iPhone,
C NMOMOLLLbIO KOTOPOro crneunanncTbl Mo o6HapyXeHuto ys3BMMocTen nccneayiot iOS

6e3 Heob6xoanMMOCTM 06X0AMTb UK BbIKOYaTb GYHKLMKM 6e30macHOCTM NNaThopPMbl
iPhone. [laHHOe yCTPOMNCTBO NO3BONAET UCCNedoBaTeNsIM NapasniesbHO 3arpyxaTb
cofepXnMoe, KOTopoe BbIMOSTHAETCS C pa3pelleHnaMmn YPOoBHS nnatdopMbl, TEM CaMbIM
npoBoaa UccrenoBaHne Ha nnathpopme, KoTopasa 6onee TOYHO MOLENUPYET pealbHble
YCTPONCTBA.

[ns Toro 4To6bl MOMOYb U36EXaTb BAUSHMSA MNONUTUKM BbIMONIHEHNS YCTPOKCTBa Security
Research Device Ha ycTpoicTBa Nonb3oBaTeneil, UsMeHeHNs NoJIMTUKU peannsyioTcs B BUae
BapuaHTa 3arpyaynka iBoot 1 3arpysoyHoii Konnekuumn sapa. 3To UCKOYaeT 3arpysky ¢
ncnosib3oBaHveM o6opynoBaHUA nosb3oBaTens. 3arpysunk iBoot ana uccnenosaHus nposepsaeTt
HOBOE COCTOSHME MepPeMblYKU U BXOAUT B LMKIT KPUTUYECKOMN OLIMGBKKN, €C/iv OH 3anylleH

Ha o6opyaoBaHMK, KOTOPOE He NpefHasHayYeHo 419 UccrenoBaHums.

C nomowbto NoacucTeMbl cryptex nccnegoBaTtenn MOryT 3arpyXaTb I'IepCOHaJ'IVIBVIDOBaHHbIl‘/]
O0BEpPEeHHbIN KLl U o6pa3 OMCKa C COOTBETCTBYIOLLNM COAEPXKUMbIM. IMeeTcs pag cpencTs
yrny6neHHO|7| 3alWu1Tbl, HanpaBJIeHHbIX Ha TO, 4yTOObI 3Ta NoAcCMUCTEMA He Morna pa3pewinTb
BbIMO/IHEHWNE Ha yCTpOl\/ﬁCTBaX nonb3oBaTesnen:

- launchd He 3arpy>aet cnucok ceolicTs launchd koMnoHeHTa cryptexd B cnyyae
06HapyXeHnsa 06bIYHOrO MOb30BaTENbCKOr0O YCTPOMCTBA.

- BbinonHeHue cryptexd npepbiBaeTcs B ciyyae o6HapyXeHUs 06bIYHOro
Nnofib30BaTEIbCKOro YyCTPOMCTBA.

- Applelmage4 He nepegaeT 3HayeHMe GYHKLUM aHTUNOBTOPA, UCMOJIb3yeMoe
[N19 NPOBEePKM UcclieqoBaTebCkol NoOACUCTEMbI cryptex Ha 06blYHOM
Nnofib30BaTeNbCKOM YCTPOMUCTBE.

. CepBep nofnucaHua oTkasbiBaeT B NepcoHanmsaumm obpasa ancka cryptex ans
YCTPOWCTB, KOTOPble OTCYTCTBYIOT B CANCKE SBHOMO NPeaoCcTaBneHnsa paspelleHuns.

YT06bI COXPaHUTb KOHOUAEHLMANbHOCTb CNeLmManncTa No 06HapyXeHUo ya3BMMOCTEN, BO BpeMs
nepcoHanMsaumm B KoMnaHuo Apple oTnpaBnaoTCa TONbKO U3MepeHUs (Hanpumep, Xewmn)
NCMONHSAEMbIX 3/IEMEHTOB UMY K3l 9A4pa U UAeHTUbUKaTOPbl YCTPONCTB, NpeaHasHa4YeHHbIX
ONna uccneposaHud. Apple He nony4YaeTt coaepXnMoe cryptex, sarpy>xxeHHoe Ha YCTPONCTBO.

Bo nsbexaHue cutyauuin, B KOTOPbIX 3/10YMbILLMEHHUK MblTaeTCd 3aMacknpoBaTb YCTPONCTBO
[0S MccnenoBaHus nof yCTPOMWCTBO NoMb3oBaTens, 4Tobbl 06MaHOM 3aCTaBUTb 06bEKT
aTaky UCNoNb30BaTb €ro B CBOEKN NOBCEAHEBHOM AeaTeNlbHOCTU, YCTPOUCTBO Security
Research Device oTnn4aeTtcs oT 06bI4HOr0. ATU OTANYUSA ONUCAHbI HUXE.

- YctponctBo Apple Security Research Device 3arpyxaeTcsi TONIbKO BO BpeEMS
3apaakn ¢ nomollbto kabens Lightning nnu 3apsagHoro yctpoiictea cTaHgapTa Qi.
Ecnun ycTpoNCTBO He 3apskaeTcsi BO BPEMS 3arpy3Kku, yCTPOMWCTBO BXOAUT B PEXUM
BOCCTaHOBMeHUs. Ecnun nonb3oBaTenb HauMHaeT 3apsaKy U nepesarpyxaeTt yCTPOMUCTBO,
OHO 3arpyxaetcsa B 06bl4HOM pexume. MNocne 3anycka XNU ycTpoincTBy He TpebyeTca
3apagka ans npoposxeHms paboTobl.
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- Bo Bpemsa 3anycka 3arpysuynka iBoot nog norotunom Apple otTobpakaetca Hagnucb
Security Research Device.

- dapo XNU 3arpyxaeTca B pexuMme Noapo6HOro NnpoToKoMPOBaHUs 3arpysku.

+ Ha 60KOBOIN CTOPOHE YCTPOMNCTBA BbirpaBUpoBaHa Hagnucb: «Property of Apple.
Confidential and Proprietary. Call +1 877 595 1125».

Huxe ykasaHbl [,ONOHUTENbHbIE Mepbl, BHeApEHHble B MporpaMMHoe obecrneyeHue,
KOTOpoe oTo6GpaxkaeTcsa nocsie 3arpysku.

«  Hapgnucb Security Research Device, koTopas oTobpa)kaeTcs BO BpeMs 3arpy3ku
yCcTponcTBa.

- Hapgnucb Security Research Device, koTopas oTobpa)kaeTcsl Ha aKpaHe 6/10KMPOBKU
N B NPUNOXEHUU «HacTpoku».

Ha ycTpoiicTee Security Research Device nccnegoBaTenn MOTyT BbIMONHATb AeACTBUS,
KOTOpble HEBO3MOXHbI Ha NOJIb30BaTEIbCKOM YCTpOWCTBe. MccnegoBaTenn MOryT:

- MapannenbHo 3arpyxaTtb UCMOMHAEMbI KO, Ha YCTPOWCTBO C NMPOU3BO/IbHbIMU PaspeLleHnsIMM
TOrO e YPOBHS, YTO U 'y KOMMOHEHTOB ONepaLMoHHOl cucteMsl Apple;

- 3anyckaTtb cny>x6bl BO BpeMs 3arpysku;
«  COXpaHATb COAEPXMMOEe MexXay nepesarpyskamu;

- Mcnonb3oBaTb paspelleHne research.com.apple.license—-to—-operate, 4TobbI
paspewaTb 0O4HOMY MpoLeccy oTnaaky noboro Apyroro npoLecca CUCTEMbI,
B TOM YMCJlIe CUCTEMHbIX NPOL,ECCOB.

MpocTpaHCcTBO MMeH research. yunTbiBaeTcs Tosibko BapuaHToM RESEARCH
pacwunpeHus aapa AppleMobileFilelntegrity; nio6oi npouecc ¢ 3TUM pa3pelleHnem
npepbiBaeTCs Ha NoJib30BaTENIbCKOM YCTPOUCTBE BO BPEMS NMPOBEPKM NOAMUCHK;

< nepcoHanunsnpoBaTb N BOCCTaHaB/IMBaTb HaCTpaI/IBaeMbIl;’i KaWw aapa.
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LLindpoBaHue n 3amTa AaHHbIX

0630p WndpPoBaAHNSA U 3aLLUTbI JaHHbIX

BesonacHas nocnenoBaTenbHOCTb 3arpy3ki, a Takxe dyHKUUN obecnevyeHns 6e30nacHOCTM
CUCTEMbI 1 NPUNOXEHUA MOMOTraloT CleanTb 3a TeM, YTOBbl Ha YCTPOMCTBE 3amnycKannch
TO/bKO HafeXHble NPUIOoXeHUs U pparMeHTbl kogda. B ycTpoiicTBax Apple Takxxe peann3oBaHbl
LOMOMHUTENbHbIe PYHKLUMW WNdPOBAHMA AN 3aLMTbl faHHbIX NOMb30BaTeNen faxe B
cnyvyae KoMMpoMeTaumm Apyrux Yactei cucteMbl 6e3onacHOCTU (HanpuMep, B ciyyae
nponaxu ycTponcTBa UM 3anycka HeHafexXxHoro Koaa). Bce aTn oyHKUMK MMetoT 6o/blioe
3HayeHne ana nonbsosatenent n MT-agMUHUCTPATOPOB, NMOCKOMbKY OHU obecrneynsatoT
3alNTY IMYHON U KOPMOopaTUBHON MHbOPMaLLMK, a TakXe NPeaocTaBnsioT cpeacTea as
MFHOBEHHOIO M MOMIHOTO yAaIeHHOro CTUPAHUSA B CllyYae NoTepu UK Kpaxu yCTPONCTBa.

Ha iPhone n iPad ncnonbayetca TexHonorns wupposaHma Gannos, Takxke UMeHyemMas
DYHKUMEN 3alunThl faHHbIX, @ 01K 3alUMTbl aHHbIX Ha Mac ¢ npoleccopoM Intel nprumeHseTcs
TexHosormsa WwudpoBaHUs TOMOB nopg, Ha3BaHueM FileVault. Ha komnbloTepax Mac ¢ 4mnom
Apple ncnonbsyetcs rubpuaHas Moaenb, KoTopas NnoaaepXKMBaeT TEXHONOMNIO 3aLLUTbI
JaHHbIX, HO C ABYMS oroBopkamu. CamMmblil HU3KUI YpOoBeHb 3alWuMTbl (knacca D)

He NoanepXMBaeTcs, a UCNOMb3yeMbIl MO YMOMYaHUIO YPOBEHb 3awWwmThl (knacca C)
MCMoNb3yeT KoY ToMa 1 paboTaeT Tak xe, kak u FileVault Ha Mac ¢ npoueccopom
Intel. Bo Bcex criyyasix OCHOBOM Mepapxmn KitoYel aBnseTcs cnelnanmsanpoBaHHbIn
npoueccop Secure Enclave, a BbigeneHHbin Mmoaynb AES nogaepxmBaeT wudpoBaHme
Ha MOJIHOM CKOPOCTU 1 NMO3BOJISIET HE PACKpPbIBaTb 4ONTOBPEMEHHbIE K/TH0UM LWNdpPOoBaHMS
A4py onepaLmoHHOM CUCTEMbI UIN LEHTPalbHOMY NpoLLeccopy (roe oHM MOryT 6biTb
cKOMMpoMeTupoBaHbl). (0119 3awuThl knovel wudposaHus FileVault Ha Mac ¢ npoueccopom
Intel 1 yunom T1 unun 6e3 Secure Enclave He ncnonb3yeTca cneumManmManpoBaHHbIN Yunn.)

MoMMMO MCNoNb30BaHUA YHKLMN 3aLLUUTbI AaHHbIX U FileVault, kKoTopble nomMoratoT
npenoTBPaTUTb HECAHKLMOHMPOBAHHbIN A0CTYN K AAHHbIM, 9408 0rnepaLmnoHHON CUCTEMbI
Apple Tak)xe obecrneymBatoT 3aWnUTy 1 6esonacHOCTb. AApPO UCNONb3YeT CpeacTBa
KOHTPO/IA A0CTYyNa, YTob6bl MOMELLATb MPUIOXKEHUS B MECOYHULY (YTO OrpaHNYMBAET AOCTYN
NPUNOXEHNs K JaHHbIM Ha OCHOBE YCTAaHOB/IEHHbIX KpUTepueB). A0po Takxe UCMob3yeT
MeXxaHU3M, KOTOpbI Ha3biBaeTcs Data Vault (BMecTo Toro 4tobbl orpaHM4YnMBaTb 3anpochl,
KOTOpPble MOXEeT AenaTb NPUNOXeEHMNE, 3TOT MeXaHU3M OrpaHNYMBaET OOCTYN K AaHHbIM,
KOTOpble HAaXo4AaTCs B OAHOM MPUNOXEHUN, HO 3anpallnuBalOTCsa OPYrum).
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Koa-naponu n naponu

YToObl 3aWMTUTb AaHHble NONb30oBaTeNeln oT atak, Apple ncnonbayer Kog-naponu

B iOS 1 iPadOS n naponu B macOS. YeM annHHee Kog-naposib UK naposb, TEM OH
HafleXXHee, a 3Ha4YMT, OH Jlydlle NPOTUBOCTOUT aTakaM MeToA0M nepebopa. YTobbl elle
6onblie NoBbICUTb CTOMKOCTb K aTakaM, Apple npuMeHsieT 3agepxkn (B i0OS n iPadOS)
M OrpaHM4YMBaeT YMC/O NOMbITOK BBOAA Napona (Ha Mac).

B iOS 1 iPadOS 3awmTa gaHHbIX BKOYaeTCca aBToMaTM4yecku, Korga nosnb3oBaTenb 3agaeT
Ko4-naponb unm naposb. 3alWmTa aHHbIX TakXe BKoYaeTcs Ha Apyrux ycTponcTeax

Cc cucteMolt Ha kpucTtanne (SoC), Taknx kak Mac ¢ yinom Apple, Apple TV n Apple Watch.
B macOS Apple ncnonb3yeTt BCTPOEHHOE NPUIOXKEHMEe 0119 WndpOoBaHMS TOMOB, KOTOpoe
HasbiBaeTcs FileVault.

Kak Hape>XHble Kog-napoan v Nnaposuv rnosbiLaloT
6e30MnacHoOCTb

iOS 1 iPadOS nogpepXXmMBatOT KOA-NAPON U3 WECTU UK YeTbipex Lndp n 6yKBeHHO-LNPPOBbIE
KO[-Maposiv NPomn3BOJIbHON ANHbI. [ToMUMO Pa3610KMPOBaHUS YCTPOMCTBA, KOO -Naposib Un
naposb SBASETCS MCTOYHUKOM SHTPOMUM AJ18 HEKOTOPbIX KMoYel WnppoBaHns. ATo 03HaYaerT,
4YTO 3/10YMbILSIEHHWK, 3aBageBLMin YCTPONCTBOM, HE CMOXET MONYYUTb AOCTYMN K AAHHbIM
onpepaeneHHbIX KNaccoB 3aWMTbl, He 3Haa KoA-napons.

Kon-naponb nnu naponb npusssbieaetcsa k UID ycTpolicTBa, NO3TOMY NMomnbITKU nepebopa
[OOJIKHbI BbIMOJIHATHCSA HEMOCPEACTBEHHO Ha aTakyeMoM ycTpoicTee. [1ng 3amMeaneHuns
KaX[,0M NonbITKM NCMONb3yeTCs CYETUYMK NOBTOPEHUI. CYETUYMK NOBTOPEHWNI HAaCTPOEH
Takum o6pas3oM, YTo ofHa MomnbiTKka 3aHUMaeT NpuMepHo 80 MUNNMcekyHa. OTo 03HavaerT,
4yTo ANs Nnepebopa BCex COYETaHMMN WEeCTU3HAYHOro Koa-napos, COCTOALWEro U3 CTPOYHbIX
OyKB 1 UNdp, NoTpebyeTca Gonee NATU C NONOBUHOM NeT.

YeM HagexHee KOA-Maposib Nosb30BaTeNs, TEM HafexHee KoY WwnuopoBaHus. Noatomy
c Face ID nnun Touch ID nonb3oBaTesb MOXeT 3a4aTb 605ee HageXHbI KOA-naporb,
HeXenu ToT, KOTOoPbI 6b1s10 6bl yaoOHee BBOAUTb B OTCYTCTBME OaHHbIX TEXHOMNOMUNA.
Hape>XHblh Kog-napob noBbiwaeT 3¢ ekTUBHOCTb SHTPONNM, 3aLLMLLAOLLEN K04
wndpoBaHud, ncnosb3yeMble ANs 3alnTbl AaHHbIX, HO He cKa3blBaeTcsa Ha yaobcTee
nosb3oBaTesien, KOTOPbIM MPUXOAUTCS MO HECKO/IbKO pas B AeHb pa3biokMpoBaTb
yCTPONCTBO.

Ecnu BBeOeH OJIMHHbIN Naposb, CoaepXallMii TONbKO LMUPpPbl, BMECTO MOSTHOM KnaBnaTypbl
Ha aKpaHe BIOKMPOBKN OToBpaXaeTca LumdbpoBas knasmnaTtypa. MNpu aHanorM4YHOM ypoBHE
6e30MacHOCTX BBOAUTb 6Gonee O/INHHbBIN LMPPOBOM KOA-Naposib MOXET 6biTb NMpoLle, YeM
KOPOTKMA BYKBEHHO-LMPOBOIA.

Monb3oBaTenu MOryT 3agaTtb 6onee AnMHHbLIA ByKBEeHHO-LMPPOBOIM Kog-naposb. 1S 3Toro
HY>XHO OTKPbITb «HacTponkn» > «Touch ID n kog-naponb» nnun «Face ID 1 kog-naponb»

1 BblibpaTb BapmnaHT «Mpoun3BobHbIA Koa (OyKBbl + Lndpbl)» B pasgene «lapameTpbl
Koa-naponsa».
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Kak yBenM4yeHHble BPpeMeHHbIe 3afep>XXKN NpenaTcTBYIOT
aTakamMm MeToaoM nepebopa

YT0Obl 4OMNONIHUTENbHO YCNOXHUTbL aTaku MeToaoM nepebopa, B i0S, iPadOS n macOS
C Ka)XgblM BBOAOM HenpaBuiibHOro Kog-napong, naponsa nnn PIN-koga (B 3aBUCUMOCTU
OT YCTPOICTBA U ero TeKyllero cratyca) yBenm4ymMBaeTcsa BpeMsa 3afep>XKu nepen,
cnepytollein NonbiTKoW. BpeMa 3apepXxku ykasaHo B Tabnuue ganee.

MonbITKKN 3 4 5 6 7 8 9 10 unun 6onee
OKkpaH Het 1 MUHYTa 5 MUMHYT 15 MMHYT 1T1uyac 3 4yaca 8 4yacoB YCTPOWCTBO
6noknpoBku i0S 6nokupyetcs;

n iPadOS TpebyeTcs
nogknoyeHne Kk Mac
vnu MK

OKkpaH Het 1 MUHYTa 5 MUHYT 15 MMHYT 14yac 3 4yaca 8 4yacoB YCTpPOWCTBO

610KNPOBKU 6nokupyeTcs;

watchOS TpebyeTcs
noaknoYeHne
K iPhone

OKHO BXOAa Het 1 MuHyTa 5 MuHyT 15 MUMHYT 1T4yac 3 vyaca 8 4yacoB 8 4yacos

N aKpaH

6N10KNPOBKU

macOS

Pexunm Het 1 MuHyTa 5 MuHyT 15 MUMHYT 1T4ac 3 4yaca 8 4yacoB CM. paspen «Kak

BOCCTaHOBNEHUS yBeNUYeHHble

macOS BPEMEHHbIE
3afepXKun
npenaTcTByOT
aTakaM MeToaoM
nepebopa

(macOS)» panee.

FileVault c kntouom Het 1 MuHyTa 5 MMHYT 15 MuHyT 14yac 3 4yaca 8 4yacoB Cm. pasgen «Kak
BOCCTaHOBEHUSI yBENUYEHHbIE
BPEeMEeHHble
(nMYHbBIM,
KKK
npefocTaBeHHbIM sanep
o npenaTcTBYOT
opraHusaumen
. aTakaM MeToAoM
nnun n3 iCloud) A
nepebopa

(macOS)» pnanee.

PIN-kog 1 MuHyTta 5 MUHYT 15 MuHYT 30 MUHYT 14ac 14ac 1 vac 1 vac
yaoaneHHom

6NOKNPOBKU

macOS

Ecnu Ha iPhone unu iPad BkntoyeH napameTp «CTupatb gaHHble» («HacTpoliku» > «Face ID
1 Kof-naponb» unn «Touch ID 1 kog-naposb»), BECb KOHTEHT U HAaCTPOMKM ByayT aBTOMaTUYeCKU
CTepTbl ¢ ycTpolicTBa nocne 10 HeyaayHbIx NOMbITOK BBOAA KOA-Nnapons noapsa. Mpu nogcyeTe He
YYnUTbIBaOTCS NMOC/IeAoBaTe IbHbIe NOMbITKM BBOAA OAHOIMO W TOr0 XXe HenpaBuIbHOro KoA-napons.
3Ta QyHKLUMA Tak)Ke AOCTYNHa Npu HaCTPOoNKe NOANTUKM aAMUHUCTPUPOBAHUS Yepes CUCTEMY
ynpaBfieHnsa MobunbHbiMuK ycTpolicTBamu (MDM) n yepes Exchange ActiveSync. Kpome
TOro, MOXHO YCTaHOBUTb 6osiee HU3KKUI Nopor ee cpabaTbiBaHUS.

Ha ycTpoiicteBax ¢ Secure Enclave 3a npuMeHeHune 3agepxek oTsedvaeT Secure Enclave.
Ecnu B TeyeHne 3afaHHOr0 BPpeMeHM 3af4epXKu YCTPONCTBO nepesarpyxaercs, 3agepxKa
npuMeHsaeTcs ellle pas, a TaiMep 3anyckaercs 3aHOBO.
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Kak yBennyeHHble BpeMeHHble 3a4eP>XXKU NpenaTCTBYIOT
aTakam metogom nepebopa B macOS

YT06bI NPEeQoTBPaTUTb aTakn MeToaoM nepeGopa, Npu 3arpyske Mac B okHe Bxoda gaeTcs
He 6onee 10 NonbITOK BBOAA Mapod, NPV 3TOM KaXablil pas nocsie BBOAa HEMPaBUIbHOro
napons BpeMsa 3afep>Ku nepep HoOBOM MOMbITKON yBenM4YMBaeTcs. 3a NpuMeHeHue
3afepxek oTBeyaeT Secure Enclave. Ecnn B TeyeHMe 3aaHHOro BpeMeHu 3aaepxku Mac
nepesarpyxaetcs, 3afep>XKa NpuMeHsaeTcs elle pas, a TaliMep 3anyckaeTcs 3aHOBO.

YTo6bl NPeaoTBPaTUTb HEOHPaTUMYIO MOTEPIO AaHHbIX M3-3a MOMbITOK BpeaoHocHoro MO
aTakoBaTb Napo/ib MNoJib30BaTeNs, 3TN OrpaHMYEHNsa CHMMALOTCS NOC/e YyCMelwHoro Bxoaa
nonb3oBaTens B cMcTeMy Mac, HO BHOBb NpUMeHSIOTCS nocne nepesarpysku. Korga

10 NoNbITOK UCYepMaHbl, MOXHO Nepe3arpy3nTb CUCTEMY B pexxnmMe recoveryOS, 4Tobbl
nonyunTtb ewe 10 nonbiToK. ECAM 1 LONONHUTENbHbIE MOMbITKU UCYEPMaHbl, KaXX40My
MexaHn3my BoccTaHoBeHud FileVault (BoccTtaHoBneHue iCloud, knto4 BocCTaHOBNEHMS
FileVault n kopnopaTuBHbIN Knto4) NpegocTaBnserca nNo 10 4ONONHUTENbHbIX MNOMbITOK,
TO ecTb Bcero gocTtynHo 30 4ONONHUTENbHbIX MOMNbITOK. ECAN 3TW AOMNONHUTENbHbIE
MonbITKM TakXe ncyepnanbl, Secure Enclave nepectaHeT o6pabaTbiBaTb 3anNpoChl

Ha pacwndpoBKY TOMa UM NPOBEPKY Napons, U faHHble Ha gucke ByayT yTpayeHsl
6e3B03BpaTHO.

YT0o6bl NOMOYb 3aMTUTL AaHHble B KOpPNopaTuBHOM cpeae, MT-oTaen fonxeH yCTaHOBUTb
N BHEAPUTb NONUTUKK KOHPUrypaumn FileVault c nomoubto cuctembl MDM. OpraHunzaunsm
LOCTYMHO HECKOMbKO cnocob0B ynpasneHus 3awndpoBaHHbIMW TOMaMu, BKOYas
KOpropaTMBHbIe KJTIOYN BOCCTAHOBJIEHUS, IMYHbIE K/TIOYM BOCCTAHOBNEHUS (KOTOpble

npu XenaHnm MoXxHo nepenatb B MDM onga xpaHeHusa) unm nx covyetanme. B MDM Takxe
MO>XHO YCTaHOBUTb MOMNTUKY pOTaLMK KNtoYeNn.

Ha komnbtoTepe Mac ¢ ynnom 6esonacHocTn Apple T2 naposib BbIMNOSHAET CXOXY0
dYHKLMIO, HO CreHepMPOBaHHbIN KoY UcrnonbayeTcs ang wudposaHua FileVault,

a He ONng TeXHONOornm 3awmnTbl gaHHbIX. macOS TakXXe npeanaraeTt OOMNONHUTENbHbIE
BapunaHTbl BOCCTAHOB/IEHNS NapPOns:

- BoccTaHoBneHue iCloud;
- BOoccTaHoBneHwue FileVault;

- KopnopaTuBHbIN Kntou FileVault.
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3awmnTta gaHHbIX

O630p 3aLMTbI JAHHbIX

Apple ncnonb3yeT cneumanbHyo TEXHONOIMMIO, Ha3blBaeMYIO 3aLLMTOM AaHHbIX, YTOObI
3alWMTUTb AaHHble BO dnew-naMsaTn Ha YCTPOMCTBaxX C CUCTEMO Ha KpucTanne Apple,
Takux kak iPhone, iPad, Apple Watch, Apple TV 1 komnbtoTep Mac ¢ ynnom Apple.
Bnarogaps 3alWMTe JaHHbIX YCTPOUCTBO MOXET pearnpoBaTth Ha TUMWYHbIE COObITUS, Takne
KaK Bxogsiwme TenedoHHble BbI30Bbl, BMECTE C TeM obecrneymnBas 60siee BbICOKUI YPOBEHbD
WrdpoBaHMa faHHbIX Nosib3oBaTeneil. HeKoTopble CUCTEMHbIE MPUNOXEHMUS, Takne Kak
CoobueHusg, Mouta, KaneHpapb, KoHTakTbl 1 POTO, a Takke MeggaHHble, NCMOMb3YIOT
TEXHOJIOTUIO 3alUNTbl AaHHbIX MO YMOYaHUIO, a MPUNOXEHUS CTOPOHHMX pa3paboTymnkoB
nosyyatoT ee aBTOMaTUYECKN.

Peanusauus

TexHoNnorna 3aluTbl JaHHbIX peann3oBaHa NyTeM NOCTPOEHUS U KOHTPOJS nepapxmm
K/ItoYeNn, 1 OHa OCHOBaHa Ha TEXHOMOrnAX annapaTHOro WNU@pPoBaHNs, BCTPOEHHbIX B
ycTponcTea Apple. 3awmnTa gaHHbIX opraHn3oBaHa Ha ypoBHe GalnoB: Kaxagomy danny
HasHa4aeTCcs OAMH U3 KNaCcCOB 3allUTbl, @ LOCTYMNHOCTb onpeaenseTca padbnoknpoBaHneMm
knto4en knacca. ®arnosasa cuctema Apple (APFS) nosBongeT AOMNONHUTENbHO pa3aoensTb
K/0YM Mo gmManasoHam (pasnunyHble pparmMeHTbl daifia MOryT UMeTb pasHble KJTo4n).

Kaxxabli pas, korga B TOMe AaHHbIx co3faeTcs daitf, 3amTa AaHHbIX CO34aeT HOBbI 256-6UTHbIN
Koy (k104 ¢arisia) v nepepaet ero annapatHomy AES-mopaynto, KOTopbIn UCMoNb3yeT
3TOT K/t0Y ANns wudpoBaHusa danna npu sannucu Bo dnew-namaTb. Ha yctpoiicteax ot A14
00 A17 n ot M1 oo M3 gnsa wneposaHus ncrnonbsyetcd AES-256 B pexunme XTS: 256-6UTHbIN
KJloY Kaxkgoro darina npoxoauT Yyepes GyHKLMIO GOPMUPOBaHUS KtoYa (CnelumanbHoe n3gaHne
NIST 800-108) gna nonyveHusa 256-6uTtHo nonpasku n 256-6MTHOro KntoYa WndpoBaHus.
Ha ycTtpoiictBax oT A9 no A13 1 ot S5 go S9 ans wundposaHus ncnonbsyetcs AES-128

B pexume XTS, B KOTOpoM 256-6UTHbIN Koy dalina pasgendgercsd ons nonyvyeHuns
128-61THOM NonpaBku U 128-6UTHOrO KloYa WKUdPOBaAHUS.

Ha komMnbtoTepe Mac ¢ unnom Apple ania TeXHONOrMK 3aLUMTbI JaHHbIX MO YMOIYaHUI0 YCTaHOBNEH
knacc C (cM. pasgen Knaccbl 3aWuTbl faHHbIX), 0AHAKO NPX 3TOM UCMNOMb3yeTcs KoY ToOMa,
a He KJ1toY AnanasoHa unu ko4 ¢aina. aktmyeckun ato addekTUBHO BOCNPOU3BOAUT MOOENb
6esonacHocTu FileVault ong 3awmTbl Nob30BaTENbCKMX AaHHbIX. OgHaKo, 4ToObI NpMBSA3aThb
nepapxuto KnYen WnbpoBaHUS K Naposto U NOyYnUTb NOMHYIO 3alUTY, NONb30BaTENN BCe
paBHO O0/IXHbI BKOYNTL FileVault. PazpaboTunkyn MoryT BbiGpaTb Gosiee BbICOKUI Knacc
3alNTbl, B KOTOPOM UCMNONb3yeTca Koy dakna unmn Ky guanasoHa.
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3alwmTa AaHHbIX Ha ycTponcTBax Apple

Ha ycTponcTBax Apple ¢ TexHonornen satmTbl JaHHbIX KaXabi ¢ain 3alniieH YHUKanbHbIM
Knto4yom danna (Mnn gnanasoHa). Kntoy, KOTOpbIN 3alMLLEH C MOMOLLbIO anropmuTMa
3awmnThl kntodvent NIST AED, 0,ONONMHUTENBHO 3aWMLLLAETCA OOHUM U3 HECKOMbKUX KtoYeln
Kflacca B 3aBUCUMMOCTW OT TOr0, AOCTYN K KaKoMy daiy HYy>XHO Nony4YnTb. 3aTeM
3alUULLEHHDbIN KoY paliia coxpaHseTca B MeTadaHHbIX daiina.

YcTpoiicTBa ¢ paninosoi cuctemont APFS MoryT nogaepXxusaTtb KIOHUpOBaHWe GpannoB
(TexHonorusa KonMpoBaHMsa Npu 3anmcu obecneynBaeT KONMPOBaHWE C HYNEBbIMU
3aTpatamu). Ecnn dann knoHnpyeTtca, Kaxaaa U3 nosIoBUH KOHa Nosly4YaeT HOBbIN K/toY
0N npyeMa BXoAalMxX onepalnii 3anmcu, No3ToMy HOBble JaHHble 3anucbiBaloTCS Ha
HOCUTEeNb C HOBbIM K/to4YoM. Co BpeMeHeM dalil MOXeT pa3fennTbCca Ha HECKOJIbKO
OvanasoHoB (M1 ¢parMeHToB), KaX bl N3 KOTOPbIX CBA3aH C OTAENbHbIM K/HOYOM.
OpHako Bce gmanasoHbl, cocTaBnawowme eann, 6yayT sawmiieHbl OOHUM U TEM Xe
K/t04OM KNacca.

Mpn oTKpbITUN dalina BbINONHAETCS pacluMdpoBKa ero MeTafaHHbIX C MOMOLLbIO K/toYa
$annoBon CUCTEMbI, KOTOPOE NPUBOAUT K PACKPbITUIO 3alMLWEeHHOro KtoYa daina

n 0603HayYeHus Knacca ero sawnTbl. Knoy daina (Mnn gnanasoHa) pacwmdppoBbiBaeTCs
C MOMOLLLbIO KJlOYa Knacca, a 3aTeM nepepgaeTcs annapatHoMmy moaynto AES, KkoTopbliit
BbINMONIHAET pacwundpoBKy daina npu YyTeHnn us dnew-namaTu. Bea obpaboTka
3almMLLeHHOro Ktova daina BbinonHseTcs B Secure Enclave; kntoy daiina Hukorga

He pacKpbiBaeTCs HEMOCPEACTBEHHO NPOLLECCOPY NPUNOXEHUI. Bo BpeMs 3arpysku
KomnbtoTepa npoueccop Secure Enclave cornacoBbiBaeT AMHAaMUYECKUIA KNOY C MOAYEM
AES. Kntoun danna pacwudposbiBatoTcs B Secure Enclave, a 3aTeM CHOBa 3aliMuatoTcs ¢
NOMOLLbIO ANHAMUYECKOrO KJltlo4a 1 oTNpaBnstoTca 06paTHO NPOLLECCOPY MPUTOXKEHUNA.

MeTagaHHble Bcex dalinos ¢aliioBoi CUCTEMbI TOMa AaHHbIX WNGPYIOTCS C MOMOLLbIO
Cny4YalniHoOro Kio4a ToMa, KOTOpbI co3aaeTcs Npu NepBolt ycTaHOBKe onepaLnoHHOM
CUCTEMbI UMW MPU CTUPAHUN OaHHbIX Ha YCTPONCTBE Nofib3oBaTeneM. STOT KoY
LUndpyeTCs ¥ 3aluLLaeTcs A9 4ONr0CPOYHOr0 XpaHeHUs C MOMOLLbIO K/lloYa A1s YnakoBKu
K/to4a, KOTOPbI M3BECTEH ToNbko Secure Enclave. Knioy ans ynakosku K/oda nsmeHseTcs
KaXkablil pas, koraa nonb3oBaTeNb CTMPAET AaHHble Ha YCTPoMcTBe. B cucteMax Ha
Kpuctanne A9 n Hoeee Secure Enclave ncnonbayeT sHTpoOMNuUiiHOE KOAUPOBaHUE,
noagkpenneHHoe cucTteMaMmn aHTUMOBTOPA, a TakXXe Apyrue meTtodbl Ang obecnevyeHns
BO3MOXHOCTU CTUPaHMUA M 3alMThl KMtoYa 4719 YNaKoBKM Kova (Hapsay ¢ Apyrumu
pecypcamu). MoapobHee cM. B pasaene 3alluiieHHoe aHeProHe3aBUcuMoe XpaHunuiie.

AHanornmyHo kno4am GannoB 1 gManasoHoB, K1Y MeTagaHHbIX TOMa JaHHbIX HUKOrAa
He pacKpbliBaeTCs NPOoLLEeCcCcCopy NPUNOXEHUI HanpsMyto; BMecTo aToro Secure Enclave
npefocTaBnseT AMHAMUYECKYIO BEPCUIO A5 KaXA0M 3arpy3ku. Bo BpeMs xpaHeHus
3aWndpoBaHHbIN KNtoY GaliioBOM CUCTEMbI AOMOMHUTENbHO 3aLLMLLAETCS C MOMOLLbIO
«CTUPAEMOro K/ito4a», XpaHALWerocs B CTUpaeMoOM HakonuTene, UamM ¢ MOMOLLbIO K/tova
AN yNaKoBKM K/toYa HOCUTeN, 3alMLLLEHHOIO C MOMOLLbIO MexaHM3Ma aHTMMNoBTOopa
Secure Enclave. 9ToT kNto4 He obecneymBaeT AOMNONHUTENbHYIO KOHPUAEHLNANbHOCTb
OaHHbIX. OH NpefHa3HayeH Ansa 6bICTPOro CTUPaHMA No 3anpocy (3anpoc MOXeT ObiTb
WHULMNPOBAH NMONIb30BaTENIEM C MOMOLLbIO NMyHKTa «CTepeTb KOHTEHT U HAaCTPOMNKU» UMK
aAMUHUCTPATOPOM C NMOMOLLbIO KOMaHAbI YAANeHHOro CTUpPaHUa 0T CUCTEMbI YNpaBieHus
Mob6unbHbIMK ycTporicTBamu (MDM), cepeepa Microsoft Exchange ActiveSync unu iCloud).
Takol cnocob cTupaHus knatoYa genaet Bce dannbl KpunTorpadpmuyeckm HegoCTYNMHbIMU.
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Copepxunumoe daiinia MoXeT WMPPoBaTbCA C MOMOLLbI OOHOIO UM HECKOMbKUX

Kntoyen gaina (Mnu omanasoHoB), KOTOpPble 3alMLLATCA C MOMOLLLbIO K/lloYa Knacca 1
COXpaHaTCca B MeTafaHHbIX daiina, KoTopble, B CBOO 04Yepefb, LWNOPYTCA C MOMOLLLbIO
Kno4a dannosolt cucteMol. Kntoy knacca sawmiieH annapaTtHbiM UID. Kpome Toro,
K/TI04YM HEKOTOPbIX K1AaCCOB 3allMileHbl KOL-NaposieM nosib3oBaTend. Takas nepapxus
obecneymBaeT U rMBKocCTb, U 9ddeKTUBHOCTb. Hanpumep, 419 naMeHeHusa knacca danna
JOCTaTOYHO elle pa3 3alnTUTb ero ¢ NoMoLlbio kftoya danna, a UsMeHeHne Kog-naporng
NPUBOAUT MNPOCTO K MOBTOPHOW 3alLMUTe K/toYa knacca.

Knaccbl 3awWmTbl aHHbIX

Korga npunoxeHune cosgaeT HOBbIM dalifl Ha YCTPOMCTBAX, KOTOPble NOAAEPXMBaALOT
3alNUTy OaHHbIX, OHO Ha3Ha4yaeT eMy knacc. Kaxablii Kacc UCNob3yeT pasfinyHble
NOMUTUKK Ona onpeaeneHunsa yCcnoBuii 4ocTyna K gaHHbiM. OCHOBHbIE K/laCCbl U MONUTUKN
onucaHbl B criegyolmnx pasgenax. Komnbiotepbl Mac ¢ yunom Apple He nogaepxuBatoT
knacc D «bes 3aWuTbi», U rpaHuLbl 30Hbl 6€30MacHOCTM YyCTaHaBINBAlOTCS BOKPYr BXoaa
1 BbiXoda (a He 6N10KMPOBKU K pa3bnokMpoBKK, Kak Ha iPhone n iPad).

Knacc Twun 3awmTbl

Knacc A. NonHag 3awmuTa NSFileProtectionComplete

Knacc B. 3awuueHo, ecnv He OTKPbITO NSFileProtectionCompleteUnlessOpen

Knacc C. 3awuieHo 40 nepBol ayTeHTUbMKaumm NSFileProtectionCompleteUntilFirstUserAuthentication

nonbsoBaTtend

MpumeyaHmne. macOS vcnonb3yeT K4 TOMa Ans
BOCCO3[aHMs XxapakKTepucTuk s3awmTol FileVault.

Knacc D. Be3s 3awwuTbl NSFileProtectionNone

MpumedaHne. He noppepxupaetcs B macOS.

MonHaga 3awmTa

NSFileProtectionComplete. Kntou knacca 3awmuiaeTcs ¢ NOMOLLbIO KJto4a, NoJIy4eHHOro
13 Kofd-napons unv napona nonbsosatens n UID ycTpoicTea. Bckope nocre Toro, kKak
nonb3oBaTesib 3a610KMpPYeT yCTPOMCTBO (Yepe3 10 cekyHA, ecnu Ang napameTrpa «3anpoc
napona» 3agaHo 3HaveHne «Cpasy»), paclndpoBaHHbIN KoY Kilacca yaanseTcs, B pesynbraTe
Yyero BCe aHHble 3TOro Kjlacca OCTalTCs He4OCTYMHbI, MOKa Nofib3oBaTeslb CHOBa He BBeAeT
KOA-naposib UK He pasbriokupyeT YyCTPOMUCTBO (BOMAET B cucteMy) ¢ nomoulbto Face ID
mnn Touch ID.

B macOS paclumdpoBaHHbIli KoY Kiacca ygansertca BCKope nocfie Toro, kak nocnegHui
nosb3oBaTesb BbIXOAUT M3 CUCTEMbI, B pe3ysibTaTe 4Yero BCe faHHble 3TOro Kjacca
CTAHOBATCA HEOOCTYMHbI, NOKa Kakon-n1mbo nosb3oBaTeslb CHOBa He BBeAEeT KOA-Naposib
MW He BbINOJIHUT BXOM, Ha YCTPONCTBE ¢ nomMoulbio Touch ID.
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3awWuLLeHO, eCc/im He OTKPbITO

NSFileProtectionCompleteUnlessOpen. VIHorpa TpebyeTca 3anucaTb onpeaeneHHble ¢ansbl, Koraa
YCTPOMNCTBO 3a6/I0KMPOBAHO WM NOJIb30BaTESb BbILLEN N3 CUCTEMDI. B KayecTBe npumMepa MoXXHO
NPUBECTN 3arpy3Ky NOYTOBOrO B/IOXEHUSA B POHOBOM pexunme. Takoe OencTBme CTaHOBUTCSH
BO3MOXHbIM 6n1arogaps MCNob30BaHUIO aCUMMETPUYHON SNNUNTUYECKON KpunTorpadpum
(ECDH no Curve25519). ing 3awmuTbl 06bI4HOr0 Ktova daina UCnonbayeTcs KoY, NoslyYeHHbIN
B pe3ynbTaTe 0OQHOMNPOXOAHOro cornacoBaHus kntoden Auddpu — XennmaHa, Kak onncaHo B
pnokymeHTe NIST SP 800-56A.

[OnHaMnyecKknin OTKPbITBIN KOY A1 COrlacoBaHUs XPaHUTCS BMeCTe C 3allULLEHHbIM
kno4yoMm cdanna. B kayectBe KDF ncnonb3ayetca GpyHKUMAa GOPMUPOBAHNS KITtoYa
cuenneHnem (yTBepXxaeHHaa anbTepHaTtuea 1) cornacHo nyHkTy 5.8.1 pokymeHTa NIST
SP 800-56A. AlgorithmID onyckaetcs. PartyUInfo u PartyVinfo — aTto guHamunyeckui

N CTaTUYECKMIA OTKPbITbIE K/TIOYM COOTBETCTBEHHO. B KavyecTBe dyHKLMM XeLWMPOBaHUS
ncrnonbsyetcs SHA256. Cpa3sy nocrie 3akpbiTva daiinia ero ko4 yaansaercs ns namaTu.
[ng NOBTOPHOIo OTKPbITUS daifia CHOBa CO34aeTCs OTKPbITbIA K04 HAa OCHOBE JINYHOIO
K/toYa Knacca «3alluuLeHo, eCsii He OTKPbITO» U AMHAMUYEeCKOro OTKPbITOro KJto4a;
OHW MCMNOMb3YITCS AN CHATUS 3alMTbl C KNtoYva dpaiina, KOTopbld 3aTEM UCMOJb3yeTCs
ona pacwndposku danna.

B macOS pocTyn K nM4YHOM YacTu kntoya knacca NSFileProtectionCompleteUnlessOpen
npenycMoTpeH A0 Tex Nop, noka nosib3oBaTesl CUCTEMbl HAXOAATCSA B CUCTEME UMK
oCTalTCa ayTEHTUOULMPOBAHHbBIMU.

3almuLeHo Ao nepBon ayTeHTUdMKaLum nonb3oBaTens

NSFileProtectionCompleteUntilFirstUserAuthentication. [leicTBMe 3TOro knacca
aHanornyHo knaccy «[lonHag 3aWmTa», oAHaKo paclundpoBaHHbIN KOY Klacca He
yoansetcs us namMatn npu 6/10KMPOBKe YCTPONCTBA UM BbIXO4e Nosib3oBaTeNns ns
cucTeMbl. 3almMTa 3TOro Kiacca noxoxa Ha WwndpoBaHMe BCEro ToOMa Ha HaCTOJbHbIX
cucTeMax UM 3alluuiaeT gaHHble OT aTak, KOTOpble UCMOo/b3YI0T NepesarpysKky
yCTpoMncTBa. TOT Kacc Mo yMOYaHUIO UCMONb3yeTca AN BCeX NPUNOXEHUN CTOPOHHUX
pa3paboTUMKOB, KOTOPbIM HEe Ha3Ha4YeH K/1accC 3allnTbl JaHHbIX.

B macOS aToT knacc ncnonb3yeT KoY ToOMa, KOTOPbI AOCTYNeH, Noka NOoAK/0YEH TOM,
M OH OgeNcTByeT Tak Xe, kak FileVault.

be3s 3aWwuTbl

NSFileProtectionNone. Knto4 aToro knacca 3aluuieH Tosibko ¢ noMmoulbto UID 1 XxpaHUTCcs B
cTMpaeMoM HakonuTene. MockobKy BCe Kto4M, HeobxoammMble O paclumdpoBky daiinos
B 9TOM KJ/lacce, XpaHsATCS Ha YCTPOWNCTBE, €QUHCTBEHHbIM NPENMYLLLECTBOM TaKoro LWndpoBaHus
ABNSEeTCS BO3MOXHOCTb ObICTPOro yaaneHHoro ctupanusd. laxe ecnu ¢ainy He HasHayeH
KJ1aCC 3allUMTbl AaHHbIX, OH BCE PaBHO XPaHUTCS B 3aliMdpoBaHHOM Buae (Kak 1 BCe JaHHble Ha
ycTpouncTee iOS n iPadOS).

OTOT BapuaHT He nogaepxuBaetca B macOS.

lMpumeyaHne. B macOS ons ToMOB, KOTOPble HE UCMOMb3YOTCSA 19 3arpy3Ku
onepaunoHHOM CUCTEMbI, BCe KNaccChbl 3aWMTbl AaHHbIX AOCTYMHbI, TONbKO

NMOoKa nogknt4eH TOM. Mo YMOT4YaHUIO NCNOJIb3yeTCd KacC 3aWnTbl AaHHbIX
NSFileProtectionCompleteUntilFirstUserAuthentication. ®yHKuUMS KNtOYa AmMana3oHa
OOCTynHa Kak B Rosetta 2, Tak 1 B COBCTBEHHbIX MPUNOXEHUSX.
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XpaHunuia Kaoyen ana 3awmnTbl JaHHbIX

B iOS, iPadOS, tvOS n watchOS knto4m 3alnTbl JaHHbIX A1 KnaccoB GpalifioB U CBA3KU
K/l0Yel OpraHn3oBaHbl B XpaHUMLLA KtoYel. B 9TUX onepaLmMoHHbIX cUCTeMax
NCMONb3YIOTCS XpaHUMLWa KoYel Nob3oBaTeNs, yCTPONCTBa, Pe3epPBHON Konuu,
nepegauv n pesepsHon konuu iCloud.

XpaHunuuie Knoyen nonb3oBaTtens

XpaHunuue KoYein nonb3oBaTtens — 3To MECTO XPaHEeHUs 3alUULLEeHHbIX Kto4vell Klacca,
MCMNOJIb3yeMbIX Npu HOpManbHOM GYHKLMOHMPOBAHUN YCTPOMCTBA. HanpumMep, Npu Beoge
KO[-napons BblNofiHAeTCa 3arpy3ka kntoda NSFileProtectionComplete ns xpaHunuuia
KNtoyel nonb3oBaTens U pacwmdpoBka KntoYa. XpaHunuuie Knoden npeacrasnser cobom
OBOUYHbIN dalin cnmucka cBoncTs (.plist) ¢ knaccomM «bes 3alnTbI».

Ha ycTpoiicTBax ¢ cuctemMom Ha kpuctanne go A9 cogepxumoe dainna .plist wnodpyetcs ¢
NMOMOLLbIO K/H0Ya, XPaHsLWerocs B CTUpaeMoM HakonuTtene. [1nsg noebiweHns 6e3onacHocTu
XPaHUNUL, KI0Yel 3TOT KJIt0Y CTUPaeTCs U FreHepupyeTca CHOBa KaxXAablii pas, korga
nosb3oBaTesib MeHsaeT Kog-naposb.

Ha ycTpoiicTBax ¢ cucteMaMu Ha kpuctanne A9 unm Hoeee dainn .plist cogepXuT Koy,
yKa3blBalOWMNIA Ha TO, YTO XPaHU/MLLE K/loYell MOMELLEHO B Ceild, KOTOPbIV 3aliuLLeH
C NMOMOLLbIO 3HaYeHUa GYHKLMM aHTMMOBTOPA, KOHTponupyeMoi Secure Enclave.

Conpoueccop Secure Enclave ynpasnseTt XpaHUIMLEM K/THoYe Nonb30BaTeNs U MOXET noslyyaTb
3anpocbl OTHOCUTENIbHO COCTOAHMSA BIOKUPOBKK ycTpolicTBa. OH OTBEYaeT, YTO YCTPOMCTBO
pasboKMPOBaHO, TONIbKO B TOM Clly4ae, eC/iv BCe K/H0UM K/TaCCOB B XpaHUNMLLE KtoYen
Nnosb30BaTenNa ABAATCA AOCTYMNHbIMU M Bbl/IN YCMELWHO AewndpoBaHbl.

XpaHunuuwe Kn4ven ycTpomcTea

XpaHunuiie Knoyen ycTpoicTBa npegHasHavYeHo AN XpaHeHMsa 3aliuLLLeHHbIX KoYeln
Knacca, UCNonb3yeMblX A1 BbIMONIHEHUS onepaLnii ¢ AaHHbIMU KOHKPETHOro YCTPOMCTBa.
YcTpoincTea iPadOS, HacTpoeHHble A9 COBMECTHOMO Nofib30BaHMA, MHOMAA HyXaatTcs

B AOCTYMe K YY4eTHbIM JlaHHbIM [0 TOro, KakK nofib3oBaTeflb BOWAET B CUCTEMY, NOSTOMY
Heo6X0AMMO XpaHUnuLLe KioYel, He 3alluileHHoe KOa-naponeM nofb3oBaTens.

iOS 1 iPadOS He nopgaepxunBatoT kKpunTorpadmnyeckoe pasgeneHne ¢GaoBon CUCTEMbI
pa3HbiX Nonb3oBaTenei, To ecTb AN 3alnTbl Kntodeln ¢alinos cuctema 6yaeT MCNONb30BaTh
K/I0YM Knacca U3 XxpaHunuuia katoven yctponctea. OgHako s 3almTbl 3/IEMEHTOB CBSA3KM
K/toYel nonb3oBaTens UCMOb3YIOTCS KIOYKM Klacca U3 XpaHWUauLLLa KtoYen nofb3oBaTens.
Ha iPhone 1 iPad, HaCTpPOEHHbIX A9 NCMONb30BaHMSA O4HMM NOJSIb30BaTeNeM (3TO KOHOUIypauns
Nno YMOJIYaHUIO), XPaHUULLE KOYENn YCTPOMNCTBA U XPaHUINULLE KtOYEeN Nonb3oBaTens
COBMajaloT 1 3aliuLLeHbl KOO-NaposieM Nonb3oBaTens.
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XpaHunuie Kno4vei pesepBHOi Konum

XpaHunuiie Kioven pesepBHON Konum co3gaeTcsa B TOT MOMeHT, korga Finder (8 macOS 10.15
mnnu Hoeee) unu iTunes (B macOS 10.14 n 6onee paHHUX BEPCUAX) CO3OaET U COXpaHsaeT
3alWMdpoBaHHYO pe3epBHYO KOMUIO HAa KOMMblOTEpe, Kyaa nepenaeTcs pesepBHasa Konus
ycTpoicTBa. HoBoe xpaHunuile Kio4vyen cosfgaetcsd ¢ HOBbIM HAaBOPOM KtoUel, U daHHble
pe3epBHON KOMUK MOBTOPHO LWNGPYIOTCA C UCMOMb30BaHNEM 3TUX HOBbIX Kiltoven. Kak
OblN0 06BACHEHO paHee, a1IeMeHTbl CBA3KM KJto4Yen «6e3 BOSMOXHOCTU NepeHoca»
OCTatTCs 3allULLEeHHbIMW KTIOYOM Ha ocHoBe UID; aTO no3BosisieT BOCCTaHaBAMBaATb UX

Ha MCXOAHOM YCTPOMCTBE, HO AeflaeT HegOCTYMNHbIMWU Ha APYroM YCTPOMCTBE.

[ns 3aWnTbl XpaHMNMLLA KoYel NCNob3yeTcs 3a4aHHbI Naposib, K KOTOPOMY NPUMEHEHO
10 MUNNNOHOB UTepaunin PyHKkumMn dopmMmnpoBaHus kntova PBKDF2. HecmoTps Ha

CYEeTYMK MOBTOPEHUN, NPUBA3Ka K onpeaereHHOMY YCTPONCTBY OTCYTCTBYET, MO3TOMY

Ha XpaHuUuLLLEe KoYel B pe3epBHOM KOMUN MOXET ObiTb COBeplUeHa aTaka MeTo40M
nepebopa ¢ yyactnem 60bLIOro Yncna KoMnbioTepoBs. g ocnabneHuns aTon yrposbl
HeobX04MMO MCMOIb30BaTh OCTAaTOYHO HALEXHbIN Maposib.

Ecnn nonb3oBaTenb pellaeT He WNdpoBaTbh pe3epBHble Konun, Galifbl pe3epBHbIX KOMUN
He WNdPYOTCS HEe3aBMCUMO OT Klacca 3allnTbl JaHHbIX, OAQHAKO CBsi3Ka K/lloYel ocTaeTcs
3aumULeHa Ktoyom Ha ocHoBe UID. MoaToMy a1eMeHTbl CBA3KW K/toYel nepeHocaTcs Ha
HOBOE YCTPOMCTBO, TO/IbKO €C/IN YCTAHOB/EH NapoJ/ib PE3ePBHOr0 KONMMPOBaHUS.

XpaHunuie Kno4yen nepesadum

XpaHunuie kn4Yen nepegadym McnonbsyeTcs g cuHxpoHusauum ¢ Finder (B macOS 10.15
1 HoBee) unu iTunes (B macOS 10.14 n 6onee paHHUX Bepcuax) Yepes USB n cuctemy
ynpasneHus MobunbHbiMuK ycTpolicTBamu (MDM). Bnarogapsa aToMy XpaHUANLLY

Kno4ven npunoxeHue Finder nnm iTunes MoXeT BbINONIHATb pe3epBHOE KOMMPOBaHMe U
CUHXPOHW3aLUMIo, He 3anpalunBag y rnosnb3oBaTens Kog-naposb, a cuctema MDM moxeTt
yOaneHHo CTUpaTb KoO-naposib Nosib3oBaTens. XpaHuinuLe Kyen HaxoamTcs Ha
KOMMblOTEPE, KOTOPbIN UCMOMb3yeTcs AN CUHXPOHM3aumn ¢ Finder nnu iTunes, nnu B
cucteme MDM, koTopas yaaneHHo ynpaBnseT YCTPOUCTBOM.

XpaHunuuie kno4den nepegadm ynpouwaet paboTy nonb3oBaTenen Nnpu CUHXPOHN3aLNKn
yCTPONCTBa, KOTOpOoe MoxeT TpeboBaTb AOCTYyMNa KO BCeM kKflaccaM faHHbix. Korga
3alMLULeHHOe Ko -naposieM YCTPONCTBO BrepBble noakatoyaetca K Finder nnu iTunes,
nosb3oBaTesto Heob6Xxoa4MMO BBECTU KO -Naposib. 3aTeM YCTPONCTBO CO3AaeT XpaHunuLLe
KJI0Yen nepeaayn, coaepikalliee KoYm Toro Xe kjiacca, YTo M UCMosib3yeMble Ha YCTPOICTBE,
HO 3allULLEeHHble C MOMOLLbO HOBOIO CreHEePUPOBAHHOI0 Napong. XpaHunuuie Knwden
nepenayn v sawWmiLaloWMi ero KNy 0ensaTcs Mexay YyCTPOMCTBOM U XOCTOM Uun
CEepBEPOM, a AaHHble COXPaAHSAITCA Ha YCTPOMCTBE C KNacCoM «3all1lLeHo 00 NepBomn
ayTeHTUdUKaLMM nonb3oBaTtena». [NosToMy AN NepPBOro pe3epBHOro KONMPOBaHUS

c nomMolubto Finder nnm iTunes nocne nepesarpyskun nosib3oBaTesio HEOH6X04MMO BBECTU
Ko[O-naposb YyCTPOMCTBA.

B cnyyae 6ecnpoBofHOro o6HOBMEHUS NPOrpaMMHOro obecrnedyeHuns nonb3oBaTesb
nosly4aeT 3anpoc Ha BBOJ KOO-Maposia npu 3anycke o6HOBNEHNS. DTO HYXHO a4/d
6e30MacHOro co3faHns OHOPa30BOro TokeHa pPa3bfoKMPOBKU, KOTOPbIN pasbnokupyer
XpaHWUIuLLe KoYvel nonb3osartens nocne o6HoBNeHUs. 3TOT TOKEH HEBO3MOXHO
creHepupoBaTb 6e3 BBOAA KOA-Naposs nonb3osaTeneM, a BCe paHee COo34aHHble TOKEHbI
CTaHOBATCH HEOEeNCTBUTENIbHbIMU, ECNU KOA-Maposib MNofb30BaTeNd MEHAETCS.
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OpHopasoBble TOKEeHbI Pa3b1o0KMPOBKK ObIBalOT ABYX TUMOB B 3aBUCUMOCTU NMpegHa3HauYeHus:
4N YCTaHOBKWM OBGHOBMEHWNI NporpaMMHOro obecrneyeHuns NM6o ¢ yyacTmeM nonb3oBaTens,
nm6o 6e3 ero ydactus. OHM WKNHPYIOTCS C MOMOLLBIO K/TtoYa, NOSTYYEHHOTO U3 TEKYLLErO
3Ha4YeHMs MOHOTOHHOTO cyeT4Ynka, paboTatouero B Secure Enclave, UUID xpaHunuiia Kno4vemn
n UID Secure Enclave.

B cuctemax Ha kpucTtanne A9 (1 HoBee) 0oJHOPAa30BbIN TOKEH Pa3bIOKNUPOBKYK Boblue
He 3aBUCUT OT CYETUYMKOB UM CTUPAEeMOro HakonuTens. N5 ero 3alwuTbl Tenepb
Mcrnonb3yeTcs 3HavyeHne GyHKLMN aHTUNOBTOPA, KOHTPONMPYEMOMN CONPOLLECCOPOM
Secure Enclave.

Cpok 0encTensa ofHOPa30BOro TokeHa pas3b/iokKMPOBKM A1 YCTaHOBKM 0OHOBNEHUN
nporpaMMHOro obecrnevyeHns Npu y4acTum nosibaoBatensd ucrtekaet yepes 20 MUHYT.
B iOS 13 n iPadOS 13.1 unn HoBee TOKEH XPaHUTCS B ceilde, KOTOPbIN 3alliuLLeH
conpoueccopoM Secure Enclave. B Bepcusx, BbinyLieHHbIX paHee iOS 13, Takol TokeH
aKkcnopTuposancs n3 Secure Enclave 1 3anucbiBancst B CTUpaeMblil HAKONUTENb UK
3almuLancs ¢ NoMolLLLblo MexaHM3Ma aHTUNOBTOpa B conpoleccope Secure Enclave.
TalMep OelcTBUA TOKEHa yBeNMYMBaeT 3HaYeHne cYeTymKa, eciim YyCTPOMCTBO He
nepesarpyxanocb B TeyeHne 20 MUHYT.

YcTtaHoBKa NpoOrpaMMHoOro obecnevyeHuns 6es y4yacCcTunda nosib3oBatend NnponcxogunT, Koraa
cuctema 06Hapy)KVIBaeT Hann4ne o6HOBMEHUS U BbIMOJTHAETCS OAHO U3 cnepgyrouwmnx yCJ'IOBI/IVI:

- BiOS 12 nnn HoBee HacTPOEHO aBToMaTMyeckoe 06HOBNEHUE;

- nofib3oBaTesb BbibMpaeT BapmaHT «YCTaHOBUTb NMO3Xe» B OKHE YBEOOM/IEHUS
06 o6HOBNEHUMN.

Mocne Toro Kak Nonb3oBaTeslb BBOAUT KOA-Mapo/ib, reHepupyeTca oaHOPa30BbIA TOKEH
pa3bnoKMPOBKM, KOTOPbIN MOXET nogaepXmnsatbca B Secure Enclave B geicTBUTENbHOM
COCTOSAHMM A0 8 YyacoB. ECi 0GHOB/IEHKE ellle He MPOU30LLJIO, 3TOT OJHOPa30BbIN TOKEH
pPa3boKMPOBKM YHUUYTOXAaETCS NpuU Kaxaoi 6110KMpoBke 1 3aHOBO co3faeTcs npu
Kaxkgon nocneayowen pasbnokuposke. Mocne Ka)aon pasbiokMpoBKM oTcYeT 8 Yyacos
HayMHaeTcd ¢ Havana. 1o ucteyeHUn 8 Yacos TaMep OECTBUSA TOKEHa aHHYupyeT
O[lHOPAa30BbI TOKEH Pa36GIOKMPOBKMU.

XpaHunuiue Kno4vei B pesepsHon konuu iCloud

XpaHunuuie knoden B pesepsHoi konun iCloud aHanorMyHo xpaHunuly Kno4vei B pe3epBHOM
Konuu. Bce KoYM KNacCcoB B 3TOM XPaHUNULLE ABNAIOTCA aCUMMETPUYHbIMU (MCMONb3YIOT

Curve25519, aHanorMyHo Knaccy «3alluLLeHO, eCliv He OTKPbITO»). XpaHWU/IMLLLE aCUMMETPUYHbIX
KJIloYel TakxXe UCMosb3yeTca Ae 3alinTbl Pe3epPBHON KOMUN CBA3KU KITloYell, Heo6XoanMoli

Ona BocctaHoBneHusa Cesasku kntoden iCloud.
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3almTa KtoYen B opyrux pexumax sarpysku

DOYHKLMA 3aLLUTbl AaHHbIX NpeaocTaBaseT A0CTYN K N0/b30BaTENbCKMM AaHHbIM TONbKO
nocrne ycrnewHon ayTeHTudnKaLmMm n Toibko aBTOpM30BaHHOMY Mosib3oBaTento. Knaccol
3alMUTbl aHHbIX NOA4EPXKXNBAOT pas/iIMYHble CUTyaLnn, HaNnpUMep BO3MOXHOCTb YTEHUS
M 3anMcu HEKOTOPbIX AaHHbIX, Aaxe Korga yCTpoMcTBO 3a610KMpoBaHO (Ho nocne
nepsBoi pa36bnoknpoBku). JononHUTENbHbIE Mepbl MPUHUMAKOTCS A5 3aluThl 4oCcTyna

K MOb30BaTENbCKMM AaHHbIM B OPYrUX pexXunmax 3arpy3ku, HanpumMmep pexunmax,
MCcnonb3yeMblix ang obHoBneHUsa npoLwwmnekn yctponctea (DFU), BoccTaHoBNeHUS,
anarHoctuku Apple nnu paxe o6HoBneHNa NporpaMMHoro obecrneyerHus. 9Tun
BO3MOXHOCTM OCHOBaHbl Ha COYETaHUM annapaTHbIX U NPOrpPaMMHbIX GYHKLNUN 1
paclwmnpsanch nNo Mepe pasButusa ymnos Apple.

DyHKLMSA A10 A11-A17
S$3-S9
M1, M2, M3
BoccTaHoBneHWe: gaHHble BCex Q Q

KNacCoB 3aLMTbl 3aLULLEHDI

PeXVMbl 06GHOBNEHNS NMPOLINBKA ° Q
ycTpoicTBa (DFU), BoccTaHOBNEHUS

1N 06GHOBNEHUS NPOrpaMMHOro

obecneyeHuns: 3alunLLEHbl aHHble

knacca A, BuC

AES-mopaynb Secure Enclave nmeet 611okupyemMble NporpamMmMHble HavasnbHble 6UTbl. Mpu
cospaHum kntoven ns UID dyHKUMa dOpMUPOBaHUS KJTtloYa UCMOJb3yeT 3TW HavalbHble
OUTbl AN co3aHNsA OO0MNONHUTENbHbIX Mepapxuii kndyein. Micnonb3oBaHne HavyanbHOro
6uTa 3aBUCUT OT CUCTEMDI Ha KpuUcTanne:

- HauunHaga c cuctem Ha kpuctanne Apple A10 n S3 Ha4anbHbIN BUT NpefHa3HayveH
ONg nOeHTUOMKaLNK KINOYeN, 3alMLLEHHbBIX C MOMOLLbIO KOO -Maposia Nosib3oBaTens.
HavanbHbin 6UT ycTaHaBNMBaeTCs A5 K/OYenl, KOTOPbIM TpebyeTcsa KOA-Maposb
nonb3oBaTens (BKoYas KUK C KlaccamMu 3alnTbl AaHHbix A, B n C), n ounwaetcs
ANS KJoYel, KOTOpbIM He TpebyeTcsa KOA-Naposib Nonb3oBaTens (BKoYas Koy
MeTafaHHbIX painoBoN cCUCTeMbI U Knto4vn knacca D).

- BiOS 13 unn HoBee 1 iPadOS 13.1 nnun HoBee Ha ycTponcTBax ¢ A10 unm Hoeee
npw 3arpyske yCTPOMNCTB B peXnmMe AMarHoCTUKM BCe Nosib30BaTebCkue
OaHHble CTaHOBATCA KpunTorpadumuyeckm HegoCTyNHbIMKU. OTO AOCTUraeTCs
nyTeM UCNONb30BaHUS LOMOMHUTENbHOIO HavYanbHOro 61UTa, HacTpPoOWKa KOTOPOro
onpepenser BO3MOXHOCTb A0OCTyMNa K K04y HOCUTENS, KOTOPbIA HEOOX0AUM O
JOCTyna K MeTafaHHbIM U, cniefoBaTeNlbHO, K COAepXMMOMY Bcex ¢aifioB Ha ToMe
OaHHbIX, KOTOPbIN 3aWndpoBaH C MOMOLWbI0 GYHKLWUM 3aLLMTbl AaHHbIX. ITa 3aWmTa
pacnpocTpaHsieTca Ha dainbl Bcex knaccos 3awmTbl (A, B, C n D), a He Tonbko Ha Te,
KOTOpbIM TpebyeTcst Koa-naposb Nofb3oBaTens.

- B cuctemax Ha kpuctanne A12 sarpysodHoe M3Y Secure Enclave 61okupyeT HavabHbIN
OUT KOO-Naposis, ecyiv NPOLECCOP MNPUIOXKEHUA NEPEXOANT B PEXUM 0O6HOBNEHUS
npolwmneku yctporictea (DFU) unm Pexnm BocctaHoBneHust. Ecnv HayanbHbI 6UT
Kog-naponga 3abiokMpoBaH, BCe onepauun No ero M3aMeHeHuUto 3anpelleHbl. 3Ta Mepa
HanpaBJ/ieHa Ha To, YTOObl NPeaoTBPATUTbL AOCTYN K AaHHbIM, 3aLLNLWEHHbIM C MOMOLLbIO
KO4-naposig nonb3oBaTens.
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Mpwn BOCCTaHOBIEHUN yCTpOVICTBa nocne nepexopa B pexxnm DFU BbinonHgaeTcs Bo3BpaT
B N3BECTHOE UcrnpaBHoe CoCTtogdHMe, B KOTOPOM rapaHTMUpPOBaHHO NMPUCYTCTBYET TOJIbKO

HeM3MeHeHHbI Kof, KOTopbI nognuncaH koMmnaHueln Apple. Mepexopn B pexum DFU MOXHO

BbIMOJIHUTb BPYYHYIO.

CM. cnepytolime ctaTb cny>6bl nogaepXku Apple, nocedlleHHble NepeBoay YCTPONCTBA B

pexunm DFU:

YcTponcTBo CTtaTbs cnyX6bl nogaep>xku Apple

iPhone, iPad Ecnu Bbl 3abbinn Koa-naponb gng iPhone

Apple TV Ecnu Ha Apple TV oTob6paxaeTtca CUMBON
npegynpexaexHus

KomnbloTep Mac ¢ ynnom Apple PereHepaunsa nnm BOCCTaHOBIEHWE NMPOLWMBKU

KoMnbloTepa Mac

3awmTa nosnb3oBaTeNbCKUX OaHHbIX B yCcnoBuax ataku

MbiTasicb NOY4YNTb MNONb30BaTENbCKMNE OaHHbIE, 3/T0YMbILLIEHHUKM MOTYT NCMNOMb30BaTb
Lenbli psg MeToA0B: U3B/leYeHMe 3alunMdPOBaHHbIX AaHHbIX Ha APYTro HOCUTENb AN
aTaku metogoM nepebopa, MaHUNYNMPOBaHME Bepcuen onepaLnoHHOW CUCTEMbI U
Apyrue cnocobbl MUBMEeHeHUs UM ocnabneHnsa NoANTUKKM 6e3o0nacHOCTN YyCTPONCTBa
Ons obneryeHus ataku. Ytobbl aTakoBaTb AaHHble Ha YCTPOMNCTBE, YacTo TpebyeTcsa
CBSI3b C YCTPOWCTBOM Yepes dmsnyeckun uHtepoderic, Hanpumep Lightning nnmn USB.

B ycTpolicTBa Apple BHegpeHbl GpYyHKLMN, MOMOratline npegoTBpaTUTb TakmMe aTaku.

YcTpoiicTBa Apple noaaepXuBatoT TEXHONOTUIO 3aLLUMUTbI 3are4aTbiBaHNEM Kito4Yel
(SKP), koTOpas HanpaB/fieHa Ha To, 4Tobbl KpunTorpaduveckme gaHHble 6bI10 HENb3S
obpaboTaTb 3a NpegenamMm yCTpPonicTBa U YTOObI BbISIBNATb BHECEHME U3MEHEHUN

B BEPCUW OMEpPaLIMOHHbIX CUCTEM UMM B HACTPOMKM 6e30nacHOCTM 6e3 COOTBETCTBYHOLLEN
aBTOpM3aLmMn nonb3oBaTend. 3ta GyHKLUNA He NpefoCcTaBgeTca CoOnpoLeccopom
Secure Enclave, a nogagep>XxuBaetca annapaTHbIMU peecTpaMin, Kotopble paboTatoT

Ha 6o5iee HM3KOM ypoBHe ANsg obecrnevyeHUs OOMNONHUTENbHOTO YPOBHS 3aLLUThI
KNntoyel, Heo6XoANMBIX AN pacliMbPOBKN MOb30BaTENbCKMX AaHHbIX HE3aBUCUMO

oT Secure Enclave.

lMpumeyvaHmne. TexHonorma SKP [ocTynHa TONbKO Ha YCTPOMCTBaX C cMCTeMaMu Ha
Kpuctanne Apple.

DYHKUMSA A11-A17
S3-S9
M1, M2, M3
TexHONMOrMsa 3alnTbl Q

3anevyaTbiBaHUEM KitoYein

iPhone 1 iPad MOXHO HacTpouTb TakuM o6pasoM, YToObl Nepeayda JaHHbIX

akKTuBunpoBasiaCb TO/IbKO NP HaNN4YNM gOCTAaTOYHbIX NPU3HAKOB TOro, YTO aBTOpM3OBaHHbIl7'I

Bnagenel GM3nYeckn KOHTPONUPYET YCTPOMUCTRBO.
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TexHonorusa sawmTbl 3anevaTbiBaHuem kntoyen (SKP)

Ha ycTpoiicTBax Apple, koTopble NoaaepXXMBatOT 3aLLMTY AaHHbIX, KoY WNHPOBaHUS
knoven (KEK) sawmiieH (i 3anedataH) namMepeHnsaMun nporpaMMHoro obecrnevyeHus

B cucTeMe, a Takxe npueaskoi k UID, KoTopbi OoCTyneH ToNbko M3 Secure Enclave.

Ha komnbloTepe Mac ¢ ynnom Apple ans OOMNONHUTENbHON 3aWMTbI K/TloYa WKUPPoBaHMUA
kntoyel (KEK) ncnonbsyetcs nHdopmMaLma o nonnutTuke 6€30nacHOCTU CUCTEMbI, MOCKOJbKY
macOS noanep>XMBaeT KPUTUYECKM BaXKHble MU3MEHEHUs MONUTUKKN Be3onacHOCTU (Hanpumep,
OTK/IloYeHMe 6e3onacHol 3arpy3ku unu SIP), KoTopble He NOAAEPXMBAOTCSA Ha APYrnx
nnatdopmax. Ha komnbloTepe Mac ¢ ynnom Apple aTa 3almTa pacnpocTpaHaeTcs

Ha ktoum FileVault, nockonbky cuctema FileVault peannsoBaHa ¢ MCNOb30BaHUEM
TEXHOMOrnm 3alnTbl gaHHbix (knacc C).

Kntoy, nonyyeHHbIN B pe3ynbTaTe CBSA3bIBaHWS Naposis Nofib3oBaTeNs, 40ITOCPOYHOro
kntova SKP n annapatHoro knto4va 1 (UID ns Secure Enclave), Ha3blBaeTCs K/1l04OM Ha
OCHOBe Mapo/isi. ATOT KJI0Y UCNOMb3YeTCs A9 3aliMTbl MOMIb30BATENbCKOro XpaHunumL,a
Knto4yen (Ha Bcex nogaepxunBaeMbix nnateopmax) u knoda KEK (tonbko B macOS), a 3atem
BKJItOYaEeT BMOMETPUYECKYIO UM aBTOMATUYECKY0 pa3bnoKMpoBKY C MOMOLLbIO APYrnX
YCTPOMNCTB, Takux Kak 4Yacbl Apple Watch.

AnnapartHoe Maponk
nsmepeHue sepOS nonbaogatens ] Knioy XART =~ ==
(UL ISR Brnokupyembie JlokansHo LonrocpouHbii ¥ Kntoy Knto4

MaHudecTa Imaged CreHepUpOoBaHHbIN NaHHble

p annaparHbie . p CHCTEMHBI o p g WHDPOBAHNA . g LIMPOBAHNS
HW3KOYPOBHEBOIO peecTpbl KpUNTOrpapuyeckumM Kou SKP O Tove TomMa
3arpysuuka 060pyAOBaHEM K04 '
N3mepeHne
HU3KOYPOBHEBbIM AnnapatHblid _| AnnapaTHblit
3arpysumkomM Koy 1 Koy 2

nonutuku LocalPolicy

MoHuTOp 3arpy3ku Secure Enclave ¢ukcupyeT namepeHue 3arpyxaemMom onepauoHHON
cucteMmbl Secure Enclave. Korga 3arpysodHoe M3Y npoueccopa NpunoXxeHuin nsmepset
MaHuoecT Image4, nob6aBneHHbIN B HA3KOYPOBHEBbIM 3arpy3ynk, aToT MaHMdECT Takxe
coOepXXUT n3MepeHme BCex Apyrux 3arpy>XeHHbIX NapHbIX CUCTEMHbIX NPOLLUMBOK. B nonnTtuke
LocalPolicy cogep>aTcs oCHOBHble KOHPUrypaumm 6esonacHocTu ons macOS, KoTopble
3arpy>eHbl. KpoMe Toro, B Helt cogep>uTtca none nsih, B KOTOpoM ykasaH xell MaHudecTa
Image4 macOS. MaHundecTt Imaged B macOS cogep>XnUT naMepeHuns BCcex NapHbIx
npowmnBok mMacOS 1 OCHOBHbIX 006bEKTOB 3arpy3km macOS, Taknx Kak 3arpy3oyHas
Konnekuma aopa unv KOpHeBOM Xel NMoAnNMCcaHHOro cucteMHoro toma (SSV).

ECnu 310yMbILWNEHHWKY YAACTCA HEOXUAAHHO U3MEHUTb 0601 N3 N3MePEHHbIX KOMMOHEHTOB
NPOLWWMBKN, NPOrpaMMHOro obecneyeHnsa nnm KoHéUrypaunmm 6e3onacHoCcTn, aTo nNpmMeeneT
K USMEHEHUNI0 N3MepeHnit, KoTopble XpaHATCS B peecTpax obopynoBaHus. B pesynbraTte
M3MEHEeHNs U3MePEHUN KOPHEBOM K/to4 uamepeHus cuctembl (SMDK), creHepupoBaHHbIN
KpunTorpadmnyecknm obopynosaHnem, byget MUMeTb Apyroe 3aHayYeHue, YTo cioMaeT
nevyaTb, HaJIOXXEHHYIO Ha Mepapxuio Knryei. B peaynbTaTe 3TOro CTaHET HEBO3MOXHbIM
OOCTYI K K/1I04Y U3MepPeHUs CUCTeMbI ycTporicTBa (SMDK), 4To, B CBOlO o4vepefb, caenaet
HEBO3MOXHbIM gocTyn K knto4vy KEK 1 K gaHHbIM.
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OpHako, korga cMcTeMa He nofBepraeTcs atake, B HEW JONXKHbI OblITb YCTaHOBMEHDI
nog/inHHble 06HOBNEHNSA NporpaMMHoro obecnevyeHnst, KOTopble BHOCAT COOTBETCTBYOLWME
M3MeHEeHUs B U3MepeHNs MPOLLUMBKK U B none nsih nonutukm LocalPolicy ¢ y4yeToM HOBbIX
nsmepeHuint macOS. B gpyrmux cuctemax, B KOTopblX NnpegnpuHMUMaeTcs nonbiTka BHeApPUTb
M3MEpPEHUa CUCTEMbI, HO B KOTOPbIX OTCYTCTBYET NMPOBEPEHHbI UCTOYHUK O0BepUs,
NMoSIb30BaTENIO HYXHO BbIKIOYNTb CUCTEMY 6e30nacHOCTM, O6HOBUTbL NPOLUMBKY, a 3aTEM
3aHOBO BK/IKOYNTb CUCTEMY 6€30MacHOCTU, YTOObI MOXHO Obl10 3adUKCMpPOBaATb HOBOE
6a3oBoe namMepeHmne. ATo 3HaYNTENbHO MNOBbIWAET PUCK CTOPOHHEro BMellaTenbcTBa

B MPOLMBKY BO BpeMsi 0OHOBJ/IEHMSI MpOorpaMMHoro obecnevyeHums. [JononHUTeNbHas
3alMTa cucTeMbl obecneymBaeTcs B pesyfbTaTe TOro, YTo B MaHudecTte Imaged
cofepxaTtcsa Bce Heobxoanmble namepeHus. ObopynoBaHune, KOTopoe pacwndpoBbiBaeT
SMDK c nomoubto SMRK, korga Bo BpeMst 06bI4HOW 3arpyskn MU3MepeHus coBnagator,
TakXxe MOXeT 3awmnodposatb SMDK andg npeanonaraemoro éyayuero SMRK. MyTtem
yKa3aHns U3MepeHnin, KoTopble 0XMaaTCa nocne 06HOBEHUs NporpaMMHoro obecrneyeHus,
obopynoBaHMe MOXeT 3alunepoatb SMDK, A0CTyN K KOTOPOMY UMeeTCs B TeKyLLLel
onepaunoHHoM cuctemMme, 4Tobbl OCTYN COXPaHUNACS B 6yaylien onepaunoHHOM cuctemMe.
AHaNOrnM4yHo, Koraa KAMeHT 3aKOHHbIM 06Pa3oM BHOCUT M3MEHEHMS B HACTPOMNKM
6esonacHocTu B nonutuke LocalPolicy, SMDK gonxeH 6biTb 3awndpoBaH gns éyayuiero
SMRK Ha ocHoBe usmepeHus gnsa LocalPolicy, KoTopoe HU3KOYPOBHEBbIN 3arpy3ynk
BblYMCNISET NPU Clenytollel nepesarpyske.

Ponb ¢pannoson cuctemol Apple

®darnosas cuctema Apple (APFS) — cobcTBeHHas dalinoBas cucteMa, Kotopas 6bina paspaboTtaHa
C y4eToM HoBenwmx TpeboBaHnin K wWndpoBaHuto. APFS ncnonbsyetcs Ha Bcex nnatdopmax
Apple — iPhone, iPad, Mac, Apple TV 1 Apple Watch. OHa onTumMmn3npoBaHa AN UCNOMb30BaHUS
dnew-namMaTn/SSD 1 nmeeT Takme GyHKLMK, Kak HagexHoe WwndpoBaHne, KoNnMpoBaHue
npwn 3annucu ¢ UCNosib3oBaHNEM MeTafaHHbIX, COBMECTHO€e MCMNOoNb30BaHMe NPOCTPAHCTBA,
KNIOHUpOBaHMe dainoB 1 KaTanoros, CHUMKK, BbICTPOe onpefeneHne pasMepa KaTanoros,
aTOMapHble NPUMUTNBLI 6€30NacHOro COXPaHEeHNs N YCOBEPLUEHCTBOBAHHbIE MPUHLMMbI
$annoBON CUCTEMDI, @ TakXXe YHUKaNbHYO TEXHOMNOT MO KOMMPOBAHMS NPU 3amnucu,

KOoTOpas ucnonb3yeT o6beanHeHWe BBOAA/BbIBOAA A1 obecrnevyeHns MakCuManbHoOM
npoussoguTenbHocTn 6e3 yuepba AN HageXHOCTU OaHHbIX.

CoBMeCTHOE MCMnoJib30BaHMe NPOCTPaHCTBa

APFS BblgenseT NpoCTPaHCTBO AN XpaHeHus no 3anpocy. Ecnu ognH KoHTenHep APFS
COLEPXUT HECKOJIbKO TOMOB, cBO60AHOE NPOCTPAHCTBO KOHTENHEpPA MCNOb3yeTcs
COBMECTHO W MOXET ObITb BblAeNeHO N06bIM TOMaM No Mepe HeobxoanMmMocTu. Kaxabii
TOM MCMNOJIb3yeT TOSIbKO YaCTb KOHTEHepa, M03TOMY JOCTYMNHOE NPOCTPaHCTBO ONpeaenseTcs
KaK 06NN pasMep KOHTENHepa 3a Bbl4ETOM MNPOCTPAHCTBA, UCMOMb3YEMOr0 BCEMMU
TOMaMu KOHTeWHepa.
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Heckonbko TOMOB

B macOS 10.15 nnu HoBee KoHTeHep APFS, ncnonb3yembit ANns 3arpy3ku onepauoHHON
cucTeMbl Ha Mac, foXeH coaepXaTb Kak MUHUMYM NATb TOMOB, MepBble TPU N3 KOTOPbIX
CKpbITbl OT NONb30BaTeN .

- [peasarpy3o4Hbisi TOM. ATOT TOM He 3awmndpoBaH. OH COAEPXUT AaHHble,
Heob6xoauMble AA 3arpy3kn Kaxaoro CUCTEMHOIro ToMa B KOHTeNHepe.

- ToM BupPTYyasibHOM namaTu. TOoT TOM He 3awwmndposaH. OH ucnonbsyetrca macOS
0119 XpaHeHusa 3alndpoBaHHbIX ¢anioB nogkayku.

- TOM BOCCTaHOB/IEHUS. DTOT TOM He 3awndpoBaH. OH OoMKeH ObiTb AOCTYNeH
6e3 CHATMSA 3aLLUNTbI C CUCTEMHOIO TOMa, YTobbI BbIMONHATbL 3anyck recoveryOS.

«  CuctemMHbiti Tom. COoepXUT cnefyoline naHHble:
« BCe HeobxoauMble dainbl ANa 3arpysku Mac;

+ BCE BCTPOEHHble HaTUBHble NPUNoxXeHUs macOS (3TN NPUNOXEHUS paHblue
Haxoaunucb B nanke «/llporpamMmbi», a Tenepb UX MOXHO HaWTU B nanke
«/Cuctema/llporpamMmbl»).

MpumedaHume. Mo yMoN4YaHUIO HUM OOMH NpPOLLeCC, AaXxe CUCTeMHbI npouecc Apple,
He MMeeT NnpaBa 3anucu B CUCTEMHbIN TOM.

«  ToM fgaHHbix. CooepXnUT N3MeHaeMble JaHHble, HanpuMep:

- nobble gaHHble B Narnke nofb3oBaTens, B TOM Ynucne ¢poTo, My3sblKy, BUOEO U
DOKYMEHTbI;

« YCTaHOBJ/IEHHble NOSb30BaTeNEM NPUNOXKeEHMS, BKItoYaa AppleScript u Automator;

- Mofib3oBaTeNlbCkune NporpamMMHbie Cpefbl U 4EMOHbI, YyCTaHOBEHHbIEe
nonb3oBaTeneM, opraHmsaumnein UM NPUIoXeHUaMN CTOPOHHUX Pa3paboTUYMKOB;

< [Apyruve nanku, KoTopble NpUHagnexat nosib3oBaTenNto 1 OOCTYMHbI eMy A5 3anuncy,
HanpumMmep: «/IporpamMmsbl», «/bnbnmnotekn», «/Monb3oBatenn», «/Volumes», «/usr/local»,
«[private», «/var» u «/tmp».

[ns KaXaoro gono/IHATENbHOrO CUCTEMHOIO TOMa CO34aeTcs TOM AaHHbIX. [pens3arpy3oyHbiil
TOM, TOM BUPTYasibHOW NaMsATU 1 TOM BOCCTaHOBJIEHUS SBNAIOTCS O6LWMMU N HE UMEIDT
OyobnmnkaToB.

B macOS 11 nnn HoBee A9 CUCTEMHOro ToMa co3faeTca CHMMOK. OnepaunoHHaa cuctema
3arpy>xaeTtcsa CO CHUMKa CUCTEMHOr0 TOMa, a He MPOCTO C U3BMEHSIEMOIO CUCTEMHOIO
TOMa, NOAK/TIOYEHHOrO TOMbKO ANS YTEHMS.

B iOS u iPadOS xpaHunuuie oenntcs no KpamHen mepe Ha asa ToMma APFS:

+  CWUCTEMHbIN TOM;

e TOM [OaHHbIX.

3awuTa gaHHbIX CBA3KU K/toyen

MHOTUM NpuUnoxeHUaM ansa pabotbl Heo6XoAMMbl MAPONN U ApPYyrue KOpoTKue,

HO KOHOUOEHUMaNbHble GparMeHTbl AaHHbIX, HAaNPUMepP K/tUM U TokeHbl Bxoga. CBaska
Kno4Yen npegoctasnsgeT 6e30nacHbI cnocob XpaHeHUs aTUX 31IeMeHTOB. PasnnyHble
onepaumnoHHblie cucTeMbl Apple NCNONb3YIOT pa3Hbie MexaHN3Mbl 19 obecrneyeHns ypoBHEN
6e30MacHOCTU, CBA3AHHbIX C Pa3HbIMUM KlaccamMu 3alluTbl CBA3KK Kntoveld. B macOS (B ToM
yucne Ha Mac ¢ ynunom Apple) TexHONormMa 3alnTbl JaHHbIX HE UCMOJb3yeTCs Hanpamyto
ans obecrnevyeHna aTUX ypoBHe 6e30MacHOCTH.
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0630p

[Ons wndpoBaHMS N1eMEeHTOB CBA3KM K/oYel MCMoSb3yoTCs ABa pa3HbIx kKntova AES-256-GCM:
K/t0Y Tabnuupl (MeTagaHHble) 1 KoY CTPOKM (CEKPETHbIN KItoY). MeTagaHHble CBA3KU KIToYein
(Bce aTpmbyThl, kKpoMe kSecValue) WndpyoTca ¢ MOMOLLbIO K/loYa MeTagaHHbIX A1 YCKOPeHUs
noucka, a cekpeTtHoe 3Ha4veHune (kSecValueData) wndpyeTcs ¢ MOMOLLbIO OTAENbHOMO CEKPETHOIO
Kntoyva. Knoy MeTagaHHbIX 3almiLeH conpoueccopoM Secure Enclave, ogHako KawupyeTcs
B NMpoueccope NpuUIoXeHUn ang 6bICTPON OTNPaBKK 3aNpPoCcoB K CBA3Ke Kto4en. Ons
JOCTyna K CeKpeTHOMY KoYy Bcerga Tpebyetca obpalieHme K Secure Enclave.

Cea3ka Kk/lloyel peanvMsoBaHa B Buae 6asbl gaHHbix SQLite, koTopaa xpaHUTcs B GpaliioBoi
cucteMe. CylecTByeT TONbKo ogHa 6a3a gaHHbIX, M AeMoH securityd onpegenseT, K Kakum
3/IeMEeHTaM CBS3KM KJloUYel MOXeT obpallaTbCa KaXabli MPOLLEeCcC Un KaXa0e npuioxeHue.
APl pocTyna K cBA3Ke KJIlo4eN BblaatoT Bbl30Bbl JEMOHY, KOTOPbIA 3anpallnBaeT 3adaHHble
Ona npuno)xexHua npasa Keychain-access-groups (rpynmnbl 4OCTyna K CBsA3Ke Kto4eln),
application-identifier (ngpeHTndMKaTOop NpunoxeHunsa) n application-group (rpynna
npunoxexus). Fpynnbl 4OCTYNa He OrpaHMYNBatloT AOCTYN OAHUM MPOLLECCOM, a NO3BONAT
HECKOMbKUM MPUNIOXEHUSM COBMECTHO MCMNOb30BaTb 3/IEMEHTbI CBA3KUN KIlOUEN.

3NeMeHTbl CBA3KWN Ko4Yel MOTryT UCMONb30BaTbC COBMECTHO TOJIbKO MPUMOXEHUAMMN
O[HOro 1 TOro Xe paspaboTymnka. [1ns COBMECTHOrO UCMOJIb30BaHUS KJTOYEN MPUNOXKEHNS
CTOPOHHUX Pa3paboTUYMKOB MCMOMb3YOT rPYMMbl 4OCTyna ¢ Npedukcom, KOTopbii

ObiN BblgeneH UM yepes nporpammy Apple Developer Program nyTtem pacnpegeneHus

no rpynnam npunoxeHui. 0nga npuHyaANTENbHOr0 UCNOJIb30BaHUSA NPePUKCOB U
YHUKaNbHbIX FPYNMN MPUI0XEHMUN UCNOMb3YIOTCA Nognuch Koaa, npodunmn obecneyeHunsa m
nporpamma Apple Developer Program.

[na 3aWmTbl JaHHbIX CBSA3KW KNtoYel MCNoNb3yeTcd CTPYKTYypa KnaCcCoB, aHa/lornM4yHasa
CTPYKTYpeE, VICI'IOJ'Ib3yeMOl7I aonsg 3aunTbl AaHHbIX B d>a17|nax. PaboTta aTux knaccos
aHanorn4yHa pa60Te KnacCcoB 3alnNTbl AaHHbIX B ¢a|7|nax, HO 3TN KJ1aCCbl MCMOJb3YIOT
oTheNbHble KYN U QYHKLNN.

JocTynHOCTb 3awuTa gaHHbIX B ¢parnax 3awmTa gaHHbIX CBA3KM Klouen
B pas6nokupoBaHHoM coctoaHun  NSFileProtectionComplete kSecAttrAccessibleWhenUnlocked
B 3a610KMPOBAHHOM COCTOSIHUM NSFileProtectionComplete °

UnlessOpen

Mocne nepBoli pa36bnoKNpoBKK NSFileProtectionComplete kSecAttrAccessibleAfterFirstUnlock

UntilFirstUserAuthentication
Bcerga NSFileProtectionNone kSecAttrAccessibleAlways

Mpw BKIOYEHUM KOA-Napons ° kSecAttrAccessibleWhen

PasscodeSetThisDeviceOnly

Ecnu npunoxeHune nonbsyetca cny>xx6amMm GpoHOBOro 06HOB/IEHMS, OHO MOXET UCMOJIb30BaTb
knacc kSecAttrAccessibleAfterFirstUnlock ona aneMeHTOB CBA3KU KJII0YEN, KOTOPbIe
Heob6xo4MMbl BO BpeMsa ¢OHOBOro 0O6HOBNEHUS.

Knacc kSecAttrAccessibleWhenPasscodeSetThisDeviceOnly paboTaeT Tak Xe, Kak 1
kSecAttrAccessibleWhenUnlocked, onHako ero MoXHoO UCMNOJIb30BaTb, TOJIbKO €Cnu
Ha yCTpPOWNCTBe 3afaH Kof-napoJsib. ANIeMeHTbl 3TOro Knacca CyL,ecTBYOT TO/IbKO B
CUCTEMHOM XPaHUINLLE KIIOYEN; OHU:
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+  He CUHXPOHM3UMpytoTca co Cesaskon kntoyeln iCloud;
+  He BKJ/II0YalOTCH B pe3epBHble KOMuu;
+ He BK/II0YalOTCH B XPaHUNULLA KIOYen nepenayn.

B cnyyae yganeHus nnm cbpoca Kog-napons Knym Knacca CTaHOBSATCS He,EI,eVICTBI/ITeanbIMM,
YTO HE NO3BONAET NCMNO/Ib30BAaTb 3TN 3J1IEMEHTbDI.

[pyrue knaccbl CBA3KW KOYEN MMEIOT 9KBUBANEHT «TOMbKO A1 3TOro yCTPOMCTBa».

Mpu NepemMelLLLeHNM C YCTPONCTBA BO BPEMS PE3EePBHOI0 KONMMPOBaHUSA 3TOT 3KBUBANEHT
3awmuLaetca ¢ nomouubto UID, 4To He NO3BONISIET BOCCTAaHOBUTb €ro Ha ApYyromMm yCTPOMUCTBE.
Apple pocTturna otnM4yHoro 6anaHca Mexay 6e3onacHoOCTbio N yoobcTBOM, BbibMpas
KNlaccbl CBA3KM K/t0Yel B 3aBUCMMOCTU OT TUMa 3aluunuiaeMon nHdopmMaumm u ot Toro,
Korga ata uHpopmMauma HeobxoamMma onepaumoHHon cucteme iOS u iPadOS.

DOYHKUUM 3aLLMTbI Kacca ANa faHHbIX CBA3KMU KJo4ven

K aneMeHTaM CBA3KU Kto4el NPUMEHSITCS QYHKLMKM 3alUTbl ClIeAYWMX KNacCcoB.

nemMmeHT [ocTynHOCTb
Maponu Wi-Fi Mocne nepBoii pa3bnokMpoBKN
YyeTHble 3anucu MoyThbl Mocne nepBoi pa3bnoKNMpPoOBKHK
YyeTHble 3anucu Microsoft Exchange ActiveSync Mocne nepeoii pa36bnoKNMPOBKHK
Maponn VPN Mocne nepeoii pa36bnoKNPOBKHK
LDAP, CalDAV, CardDAV Mocne nepeoii pa36bnoKNpPoOBKHK
TOKEeHbl YYETHbIX 3anunceil B coLmanbHbIX CeTsAX Mocne nepBoit pasbnokKNpoBKM
Knioun wudposaHus ysegomnennin Handoff Mocne nepBoit pasbroKNpoBKM
TokeH iCloud Mocne nepBoit pasbioKNpoBKM
Kntoun iMessage Mocne nepeoi pa36bnoKUPOBKHK
Maponb «[JoMawHen Konnekymm» B pa36/10KMPOBaHHOM COCTOSIHUM
Maponwu Safari B pa36/10KMPOBaHHOM COCTOSIHUM
3aknapku Safari B pa3610KMPOBaHHOM COCTOSIHUMU
PesepBHOe KonupoBaHue ¢ nomMolubto Finder B pa3610KNMpoOBaHHOM COCTOSAHUKN, 6€3 BO3MOXHOCTU
nnu iTunes nepeHoca
CepTtudunkatol VPN Mocne nepeoii pa36bnokMpPoBKK, 6€3 BO3SMOXHOCTM
nepeHoca
Kntoun Bluetooth® Bcerpa, 63 BO3MOXHOCTMK NepeHoca
TokeH cnyx6bl Apple Push Notification (APNs) Bcerpa, 63 BO3MOXHOCTMK NepeHoca
CepTuoukaTbl U NUYHbIN Kntod iCloud Bcerpa, 6e3 BO3MOXHOCTM NepeHoca
PIN-kopg SIM-kapTbl Bcerpa, 6e3 BO3MOXHOCTHM NepeHoca
TokeH JlokaTopa Bcerpa
ABTOOTBETYUK Bcerpa
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B macOS Bce 06bekTbl CBA3KM K/OYEN, YCTAHOBMEHHbIE NPObUNsSMU KOHOUTYpaLnu,
JOCTynHbl Bcerga. B i0OS n iPadOS gocTynHOCTb 06bEKTOB CBA3KWN KJtOYEN, YCTAHOBMIEHHbIX
npodunem KoHGuUrypaumm, 3aBUCUT OT UX TUNa, BUAA YNOMUHAHUS U faTbl YyCTAHOBKMU.

Mo ymMon4yaHuo 06BbEKTbI CBSA3KWN K/t0UYEl, YCTaHOB/IEHHbIE C UCMOMb30BaHNEM npodunen
KOHOUTYypaLnmn, 0OCTYNHbI nocse nepBor pa3bokMpoOBKU U KlaccuduumpyroTcs kak «b6e3
BO3MOXHOCTHM nepeHoca». OaHaKo 06bekT CBA3KM KJlOYEeN, yCTaHOBMEHHbIN Npodunem
KOHbUrypauuu, LOCTYNeH Bcerga B Cnefyowmx cnyyasx:

+  00bekT 6bIn1 ycTaHOBNEH Nepef o6HoBneHneM fo i0S 15 nn6o iPadOS 15 nnu Hogee;
«  00beKT aBnseTca cepTuduKaToM, a He Yy40CTOBEPEHUEM;

- 0ObEKT ABMAETCH yOOCTOBEPEHUEM, YIIOMUHAEMbIM CEPTUHMKATOM
IdentityCertificateUUID B nonesHon Harpyske com.apple.mdm.

KoHTponb gocTyna K cBA3Ke K/o4en

[na ycTaHOBKW MONIMTUK O0CTyNa U TpeboBaHUN ayTeHTUdUKaLMN CBA3KN KNtoYel MoryT
MCMNOoNb30BaTb CNNUCKM KOHTpona goctyna (ACL). OnemMeHTbl B CBSI3Ke MOryT 3afaBaTb
ycnosus, Tpebytouwme yyactusi nonb3oBaTens, 3anpewas OCTyn 40 Tex nop, noka
nonb3oBaTeslb He BbINMOMHUT ayTeHTUbMKaumto ¢ nomolubto Face ID, Touch ID nubo He BBeaET
KOof4-naponb UM Naposb yCTpoNcTBa. MOXHO TakXe OrpaHM4mMTb JOCTYMN K 3/IEMEHTaMm,
yKasaB, YTO permcrpauymsa ¢ nomouybto Face ID nnu Touch ID He go/mKHa MEHATbCA C MOMEHTa
nob6aBneHns afieMeHTa. 3TO orpaHNYeHne HanpaBneHo Ha TO, YTOObI 3/T0YMbILLJIEHHUK HEe MOr
006aBUTb COGCTBEHHbIM OTNeYaToK Masnbla W MNoy4YnTb JOCTYMN K 91IEMEHTY CBA3KU KITlOYeN.
Cnunckn KOHTpons 4oCTyna oueHuBatoTcsl BHyTpU Secure Enclave 1 nepepatotcsa 14py TOMbKO
npun cobniogeHnn 3agaHHbIX orpaHNUYeHun.

ApXUTEKTypa CBA3KU Ko4ven B macOS

macOS TakXxe npegocTaBngeT 4OCTYN K CBA3Ke K/toyeln onga ynobHoro n 6esonacHoro
XpaHeHMa UMeH nonb3oBaTenen n naponen, LMdPoBbIX YAOCTOBEPEHUN, KNtoYel lWndpoBaHmS
M CEeKPEeTHbIX 3aMeToK. [1Ns A0CTyna K CBSA3Ke K/lo4Yeill HeobXxoaMMOo OTKPbITb NPUIoXeHune
«CBa3Ka kntoyen» B nanke «/MporpaMmbl/YTunanTbl». icnonb3oBaHWe CBA3KN KiltoYen
yCcTpaHaeT Heo6XoAMMOCTb BBOANTb — MM faXe 3arnoMuUHaTb — Y4YeTHble JaHHble

ANs KaXpgoro pecypca. [ng kaxgoro nonb3oBaTtens Mac co3gaetcs CBsi3ka KJtoven

no ymon4vaHuto. Takxe nonb3oBaTenn MOryT co3faBaTb ApYyrne CBA3KU Ko4en,
npenHasHayeHHble O onpefeneHHbIX Lenen.

MoM1UMO NpUMEHeHMS Nob30BaTENbCKUX CBA30K Ktoyelt, B macOS ncnonbsyeTtcs pag,
CUCTEMHbIX CBA30K K/loUYen, KOTopble NoaaepXMBatoT pecypcbl ayTeHTUPUKALIUK, He 3aBUcCsLLnE
OT Nofib3oBaTens, Takne Kak y4YyeTHble faHHble ceTel U naeHTUdGMKaTopbl NHGPACTPYKTYPbI
oTKpbITbIX Kntovel (PKI). Hanpumep, HensmeHsieMas cBsiska knto4ven System Roots xpaHuT
cepTrdmKaTbl KOPHEBOIO LIEHTPa cepTudmKaumm MHOPaCTPYKTYPbl OTKPbITbIX KIOYEn MHTEPHETA,
ynpoLlaa Takme pacnpocTpaHeHHble 3a4ayn, Kak MHTepPHET-0aHKUHI 1 3/IEKTPOHHAas TOProBsJis.
AHanorn4yHoiM o6pa3oM nosib3oBaTelb MOXET pa3BepPHYTb BHYTPEHHNE cepTudurKaTbl
LeHTpa cepTudumkKaummn Ha ynpasnsgeMbix KoMmnboTepax Mac, 4Tob6bl MOMOYb B NpoBepKe
BHYTPEHHUX CalNTOB 1 CNyx0.
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FileVault

LLinpposaHmne Toma ¢ nomouwbto FileVault B macOS

Ha komnbloTepax Mac nmeetcs BCTpoeHHas GyHKUNS WndpoBaHUs nog HasBaHUEM
FileVault, koTopas 3awmuLaeT BCe XpaHaWwmecs Ha KoMnbloTepe gaHHble. FileVault
MCMNONb3yeT anroput™m wWundpoBaHua gaHHbix AES-XTS gng 3awmntbl BCero Toma Ha
BHYTPEHHMX U CbEeMHbIX YCTPONCTBAX XpaHeHUS.

®yHkuma FileVault Ha komnbloTepe Mac ¢ unnom Apple peanMsoBaHa C UCMONb30OBAHMEM
TEXHOMOrnm 3alnTbl JaHHbIX knacca C 1 kntoda Toma. Ha Mac ¢ ynnom Apple n Ha Mac
c ymMnom 6esonacHocTu Apple T2 3alwmnbpoBaHHbie BHYTPEHHNE YCTPONCTBA XpaHeHUS,
HanpsMyto noak/toYeHHble K Secure Enclave, ncnonb3ytoT annapaTtHble GyHKLMM 6e30MacHOCTH,
KOTOopble NpefocTaBniseT 3TOT CONPOL,ECCOopP, a TakXXe COOTBETCTBYOLWME GYHKLUN
monyns AES. Ecnun nonb3oBaTtenb Bkato4yun FileVault Ha Mac, Bo BpemMs 3arpys3ku
notpebyeTcs BBECTU YYETHble JaHHbIe.

MpumeuarHue. na cnegyowmx Mac: 1) Mogenu, BoinyleHHble paHee Mogesiesn ¢ Yynunom T2;
2) KOMMbIOTEPDbI C BHYTPEHHUM XPaHUIULLEM, KOTOPOE M3Ha4YasibHO He r1ocTas/is/iock ¢ Mac; 3)
KOMMbIOTEPDI C MOAK/IOYEHHbIM BHELHMM YCTPONCTBOM XpaHeHus. MNMocne BkntoveHus FileVault
BCe uMetoLlLmecs dainbl U BCe AaHHble, 3anncbiBaeMble BNOCNeACTBUM, WndpytoTca. JaHHble,
nobaBneHHble 1 3aTeM yganeHHble nepeq BkatoyeHneM FileVault, He wudpytotcs, n ux Moxer
ObITb HEBO3MOXHO BOCCTAHOBUTb C MOMOLLbIO CYyAeOHbIX NHCTPYMEHTOB BOCCTaHOB/IEHUS
OaHHbIX.

BHyTpeHHee XpaHunuLie ¢ BKAoUYeHHoN ¢yHkuuen FileVault

Be3 0encTBUTENbHbIX YYETHbIX JaHHbIX 4719 BXO4a UM KpUNTorpapruyeckoro Kya
BOCCTAHOBNIEHUss BHYTPeHHMe ToMa APFS ocTaHyTce 3alndpoBaHHbIMU 1 3aLLULLEHHbBIMUA
OT HECAHKLIMOHMPOBAHHOIO A0CTYMNa, Aaxe ecnun n3snedyo pnusnyeckoe yCTPOMCTBO
XPaHEeHUa N3 KOMMNbloTeEPa N NOAKIOYNUTb ero K gpyromy komnototepy. B macOS 10.15 aT0
OTHOCUTCS U K CACTEMHOMY TOMY, U K TOMY gaHHbIX. HaunHaga ¢ macOS 11 gns 3awmTbl
CUCTEMHOr0o TOMa NpUMeHsieTcs GYHKLMS NOANMMCAHHOIO CUCTEMHOro ToMa (SSV), ogHako
019 3alMTbl TOMOB AaHHbIX NO-MPeXHeMy ncrnonbdyetcs wnedposaHune. LUnpposaHue
BHYTPEHHEro ToMa Ha koMnbtoTepe Mac ¢ ymnom Apple 1 Ha KoMnbtloTepe Mac ¢ ymnom T2
OCYLLLECTBNAETCA NMyTEM NMOCTPOEHUA U KOHTPONSA MepapXxnm Ko4en, 1 OHO OCHOBAHO

Ha TeXHONornsax annapaTtHoro WndpoBaHns, BCTPOEHHbIX B YMM. DTa nepapxusa K4yen
npegHasHavyeHa gn1g OQHOBPEMEHHOIO PeLeHns Cneayowmx YeTbipex 3agau:

- TpeboBaHMe Naposg Nosib3oBaTena oas pacndpoBkuy;

- 3aWuTa cMCTeMbl OT aTaku MeTooM nepe6opa, BbiNOHAEMON HEMNOCPEACTBEHHO Ha
HocUTene MHbOoPMaL MK, KOTopbI 6bln N3BeYeH U3 Mac;

- npefocTaB/eHne BO3SMOXHOCTU BbICTPOro M HaAeXHOro CTUPaHUs AaHHbIX NyTem
yaaneHus HeobXoaAnMbIX KpUnTorpaduyecknx Kiodeun;
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« MpefocTaBieHne Nosib30BaTeNto BO3MOXHOCTM U3MEHUTb CBOW Naposib (M, B CBOIO
oyepenb, KpUnTorpaduyeckme KUK, UcronbayemMble 0na 3alWmTbl ero ¢aiinos) 6es
Heo6X0AMMOCTM NOBTOPHOIO WKdPOBaHMA BCEro ToMa.

Knto4 xART

Knioy

AnnapaTHbIii aHHble
Knpmq >+ > LI.II/ICDT%OMB:HVIH e ﬂTOMa
Maponb
nonb3oBatens S\ Koy
+ —» wndposanHug
AnnapaTHbIi /' Knto4a
Koy

Ha Mac ¢ ynnom Apple n Ha Mac ¢ ynnom T2 Bcs ob6paboTka kntova FileVault BoinonHaeTcs
B Secure Enclave; knoun wndpoBaHng HUKOrga He packpbiBaloTCS HENOCPEACTBEHHO
npoueccopy Intel. Mpun cospgaHum nto6oro Toma APFS emMy No ymMon4yaHUO HasHavyaeTcs
Koy wiudposaHmg ToMa. CogepXXMmMoe ToMa U MeTafaHHbIX WndpyeTcs C UCNoNb30BaHNEM
3TOro K/tova WrdpoBaHMa TOMa, KOTOPbIN 3aLLMLLAETCs C NOMOLLbIO KfloYa WndpoBaHUs
kntoyen (KEK). Mpu BkntoveHuu FileVault kntoy KEK 3awmuiaetcs ¢ nomoubio napons
nonb3oBaTens U annapaTtHoro ngeHtTndukaTtopa UID.

BHyTpeHHee XpaHunuLie ¢ oTka4vYeHHon pyHKumen FileVault

Ecnn Ha koMmnbioTepe Mac ¢ umnom Apple nnm komnbioTepe Mac ¢ ymnom T2 B npouecce
HayallbHOM HacTPOMKM B ACCUCTEHTE HAaCTPOMKN He BKIOYNUTb FileVault, ToM no-npexHemy
6ynet 3awmndpoBaH, HO K/toY WKdpoBaHMa ToMa B Secure Enclave byaeT 3aliuLLeH TONbKO
C nomolbto annapaTtHoro UID.

Kntoy XART

Kntoy
+ — wndppoBaHmS — DaHHble TOMa
TOMa

AnnapaTHbIiA KoY

Ecnun Bkntountb FileVault nosgHee (4T0 6yaeT BbIMOIHEHO MIHOBEHHO, MOCKOJbKY AaHHble
yXXe 3awmndpoBaHbl), MEXaHM3M aHTUMOBTOPA NO3BONSET NPeAoTBPaTUTb NCNONb30BaHMe
CTaporo Kt4a (0OCHOBaHHOIO ToNbKO Ha annapaTtHoMm UID) ang pacwmndpoBkn Toma. TomM
OyaeT 3alWmiLeH C NOMOLLLbIO COYeTaHUA Naponsa noab3oBaTtens n annapaTtHoro UID, kak
Obl/I0O ONMCaHOo paHee.
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YpaneHue TomoB FileVault

Mpwn ynaneHnn Toma conpoueccop Secure Enclave 6eszonacHbiM 0bpa3om ypanseTt

ero ko4 wudpoBaHua Toma. [laHHaa Mepa No3BONSEeT NpeaynpeanTb AanbHenWwmin
OOCTYMN C MOMOLLbO 3TOTO KJtoya (gaxke ong conpoueccopa Secure Enclave). Kpome
TOro, BCe K/o4Yn WndpoBaHUsS TOMOB NMOMeLLalOTCs B YNakoBKY B BUOE K/toYa HoCcuTens.
Knto4y Hocutens He obecneymBaeT AOMNONHUTENbHYIO KOHOUAEHUMANbHOCTb OAaHHbIX.

OH npepHasHa4veH ans 6bICTPOro U HaAEeXHOro yaaneHus AaHHbIX, NOCKONbKy 6e3 Hero
paclwmnedposka 6yaet HEBO3IMOXHOMN.

Ha Mac ¢ yunom Apple n Ha Mac ¢ yunom T2 KoY HOCUTENs rapaHTUPOBAHHO
CTUpaeTcs TexXHONOrmen, nogaepxmsaemMon Secure Enclave, HanpuMep KoMaHgamm
yoaneHHoro ctupaHua MDM. Takol cnocob cTUpaHus KitoyYa HocuTena genaeTt BeCb TOM
Kpuntorpapumyeckm HegOCTYMHbIM.

CbeMHble yCTpOMCTBa XpaHeHUs

Mpw WndpoBaHNUN CbEMHbIX YCTPONCTB XPaHEHUS He NCMOJb3YTCa GYHKLMN 6e30MacHOCTH
Secure Enclave, a wuindpoBaHme BbINOSHAETCA aHaNorMYHo WnNdPOBaHMIO Ha KOMMNbloTepe Mac
c npoueccopom Intel 6e3 yuna T2.

YnpasneHue FileVault B macOS

macOS no3BongeTt opraHmsaumnam ynpaenatb FileVault ¢ nomoubio 6e30nacHOro TokeHa
WU TOKEHa MHULManusaumu.

Mcnonb3oBaHue 6e30MNacHOro ToKeHa

B daninosoit cucteme Apple (APFS) B macOS 10.13 n HoBee NCMnosib3yeTcs HOBbI cnocob
reHepupoBaHua knoyel wndposaHus FileVault. B npegbiaywmx sepcusax macOS B Tomax
CoreStorage cosgaHue Kno4ei, Mcnonb3yeMblx B npolecce wndposaHusa FileVault, npouncxoauno,
Korga rnofb3oBaTeslb UK opraHmM3aumna skatodanu FileVault Ha Mac. B macOS B Tomax APFS
K/I0OUYKN reHepupytoTcs Nnbo BO BpeMsa co3faHusa rnosib3oBatensa (Npu 3agaHnum naponsd nepsoro
nonb3oBaTerns), NGO BO BpeMsi NepBOro BXxoga nonb3oBatens B cuctemy Mac. Takas peanusaums
Kntoyen wndpoBaHus, BpemMsa UX co3faHnsa U cnocob XxpaHeHMa COCTaBNAOT YacTb
dYHKLUMN, Ha3biBaeMOW 6e30MacHbI TokeH. ECNn roBOpUTb KOHKpeTHee, 6e30MacHbIn
TOKEeH aBNnseTca Bepcuen knova wneopoaHns knova (KEK), 3almiuLeHHON ¢ MOMOLLbIO
naposs nonb3oBaTtens.

Mpwn pa3eepTbiBaHUM FileVault B APFS nonb3oBaTenb COXpaHAeT crneayoline BO3MOXHOCTU:

+  UCMNOMb30BaHME CYLLECTBYOWMX MHCTPYMEHTOB U NPOLECCOB, TaKUX Kak INYHbIN
Knto4 BoccTaHoBneHus (PRK), KOTOpbIi MOXET 6biTb COXPaHeH B CUCTEME yNpaBneHus
Mob6UAbHbIMK ycTponcTBamu (MDM);

- nepeHoc BkAtoYeHus FileVault Ha MOMEHT BXxoda Nnofib3oBaTensd B CUCTEMY MK BbiXoda
n3 cuctemMol Mac;

+ CcO3JaHue N UCnoib30BaHMe KOPNopaTUBHOIO Kitoya BocctaHoBneHus (IRK).
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B macOS 11 npu 3a4aHnm nepBoHaYanbHOro naposs nepeoro rnosb3oBaTesnis Ha KOMMbloTepe
Mac 3ToMy nosib3oBaTesto NpenocTasngeTca 6e30nacHbiil TokeH. B HEKOTOpbIX CLeHapusax
3TO MOXET 6bITb HEeXenaTeNbHbIM, Tak Kak paHee A9 npefocTasieHns 6e30MacHOro TokeHa
Tpe6oBanoch 6bl BOUTW B YYETHYIO 3aMnUCb Nosb3oBaTtens. YTobbl UCKAUYUTbL 3TO, f06aBbTe
napameTp ;DisabledTags;SecureToken B aTpnbyt AuthenticationAuthority
nosfb3oBaTesns, Npexmae YeM 3afasaTh Naposib Nofib3oBaTeNs, Kak NokasaHo HuUXe.

sudo dscl . append /Users/<user name> AuthenticationAuthority
";DisabledTags;SecureToken"

Mcnonb3oBaHMe TOKeHa MHULManuU3aLuum

B macOS 10.15 npencrasneHa HoBas GyHKUUS — TOKeH uHULMaan3aumy. OHa nomMoraeTt
npenocTaBnaTb 6e3omnacHble TOKeHbl Kak A MOBUIbHbIX YYETHbIX 3anncen, Tak u ans
OOMOJIHUTENbHON YYETHOM 3anncu agMmUHUCTPaTopa, CO3[aHHON Npu peructTpaumm
yCcTponcTBa («ynpaBngeMblil agMUHUCTPaTop»). B macOS 11 ¢ noMoLlbto TOKeHa
MHULMANN3aLNUN MOXHO NPefoCcTaBUTb 6Ge30mnacHbI TOKEH Nto6oMy nonb3oBaTento,
KOTOPbIN BbINOSIHAET BXOA, B CUCTEMY Ha Mac, B TOM YMCie YYEeTHbIM 3anncaM flokanbHbIX
nonb3oBatenen. [1ng ncnonbsoBaHma GyHKLMM TOKEHa MHULUKManm3aumm B macOS 10.15 nnn
HoBee HeobxoguMMo crepytolee:

- peructpaumna Mac B8 MDM yepes Apple School Manager nnu Apple Business Manager,
B pe3y/nibTaTe Yero KomMmnbloTep Mac CTaHOBUTCA KOHTPOIMPYEMbIM;

«  nopggepxka aTon pyHKUUKN cucTemMon MDM.

B macOS 10.15.4 unn HoBee CreHepupOoOBaHHbIN TOKEH MHMLMaNM3aunum nepegaertcs

B cucteMy MDM Bo BpeMs nNepBOro Bxoaa Mto60oro nosb3osaTers, Yeit 6e3onacHbii TOKEH
BK/IIOUEH (ecnu cuctema MDM nogaepXxunsaet aTy GyHKLUNIO). TOKEH MHULMaNMU3aLmn
Tak>XXe MOXeT ObliTb CreHepupoBaH 1 NepegaH ana xpaHeHus B cuctemy MDM

C UCMONb30BaHNEM UHCTPYMeHTa KOMaHaHol cTpoku profiles, ecnn Heo6xogumo.

B macOS 11 TokeH MHMLUManmMsaumm Takxke MOXHO UCMOMNb30BaTb He TOJIbKO A/ NpefoCcTaBneHuns
6e30nacHOro TOKeHa y4YeTHbIM 3annucam nosb3oBaTeneil. Ha koMmnbloTepe Mac ¢ unnom Apple
TOKEH UHULMaNn3aumnmn, eCnmn oH MMEeTCs, MOXHO UCMOoNb30BaTb A1 aBTOPU3aLMN YCTAaHOBKN Kak
paclmnpeHnin aapa, Tak 1 06HOBNEHUI NporpaMMHoOro obecnevyeHuns ¢ nomouibio MDM.

CpaBHeHMe KOprnopaTUBHbIX N INYHbIX KJ1l04eN BOCCTAHOBJ/IEHUS

Ons pasbnokmpoBkn TomoB CoreStorage n APFS FileVault nogaep>xxuBaeT ncnonb3oBaHue
KOPMNopaTUBHOro K/toua BoccTaHoBneHna — IRK (paHee M3BECTHOro noj Ha3BaHUEM
uaeHTngukatopa FileVault Master). C nomMoubto kntova IRK yoobHo pasbnokmMpoBaTb TOM
W NONTHOCTbIO BbIKNOYMTb FileVault nocpencTBoM KOMaHAQHOM CTPOKMW, HO MOME3HOCTb
3TOro K/tova Oas opraHnsaumin orpaHmyeHa, ocobeHHo B HoBenwWwmx Bepcusax macOS.

Ha Mac c unnom Apple kntoun IRK He nMetoT HUKaKo GYHKLMOHANbHOWN LLEHHOCTH MO ABYM
npuynHam. Bo-nepsbix, C NoMoLblo kKNto4yen IRK Henb3a nony4nTb gocTtyn K recoveryOS.
Bo-BTOpbIX, pEXMNM BHELLIHEro aucka 6onee He NogaepP>XMBaETCs, MOSTOMY Tenepb
HEBO3MOXHO pasbnoknpoBaTb TOM, MOAK/IOYMB €ro Kk gpyromy Mac. Bcrnegcteue atux

M OPYrnx NpUYnH Mcrosib3oBaHme Karder IRK gas kopnopatnBHoro ynpasaeHus FileVault
Ha KomnbroTepax Mac 6osee He pekoMeHayeTcs. BMecTo aToro cnegyert Ucrnonb3oBaTb
JINYHBIN KNtoY BoccTaHoBneHus (PRK).
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Mepbl, npuHnMaemMble Apple anga 3awunThbl
NnepcoHasibHbIX JaHHbIX NO/Ib30BaTENEN

3alwmTa Npu A0CTyNne NPUIoXEeHUM K
NosIb30BaTENbCKUM AaHHbIM

MomMunmMo WwWnedpoBaHNS JaHHbIX BO BpeMs XpaHeHus, ycTponcTea Apple ¢ ncnonb3osaHnem
pasHbIX TEXHOMOrMN, B ToM uuncie Data Vault, He No3BoNAIOT NPUNOXEHUAM MOy4YaTb OOCTYN
K NepcoHanbHoM nHoopMaunm 6e3 paspelleHna nonb3osaTens. NMNonb3oBaTeslb MOXeET
oTKpbITb HacTpoiku B iOS n iPadOS nnu CuctemMHble HacTpolkn B macOS 1 NnoCcMoOTpeTb,
Kakue NpunoXxeHus MMetoT AOCTYyN K onpeaesrieHHoNn nHdopmMaLmm, a Takxe nNnpeaocTaBuTb
WM OTMEHUTb O0CTYN Ha byayuiee. MpUMeHaAOTCA creayoline orpaHMyeHusa goctyna:

- I0S, iPadOS 1 macOS: «KaneHpapu», «Kamepa», «KoHTakTbl», < MUKPODOH», «DOTO»,
«HanoMuHaHug», «Pacrno3HaBaHue peyn».

- [0S u iPadOS: «Bluetooth», «JomM», «Meguna», «Meana n Apple Music», «[JBuXeHne n
PuTHeC».

- i0S n watchOS: «300poBbe».

- macOS: «MOHNUTOPUHI BBOAA» (HanpuMmep, Ha)xxaTue knaesuu), «3anpoc», «3anuchb
3KpaHa» (Hanpumep, cTaTU4yeckne CHUMKKN 1 BUOeOo3anmch akpaHa), «CUcTeMHble
HaCTPONKU».

B iOS 13.4 unn HoBee 1 iPadOS 13.4 nnu HoBee BCe CTOPOHHME MPUNTOXEHNS aBTOMaTUYECKM
3alMuLaloT CBOW AaHHble ¢ nomollbto Data Vault. Data Vault nomMoraeT 3aWmTuTb gaHHble
OT HECAHKLIMOHMPOBAHHOIO AOCTYMNa Aa)e Co CTOPOHbI TeX MPOLLeCCOB, KOTOPble HE UMeIoT
cobcTBEHHOM necoYHuubl. K gpononHutenbHbiM knaccam B iOS 15 nn HoBee oTHOCATCS:
nokKanbHasa ceTb, PyHKUMS «[JanbHOMepP», faHHble JaTYMKOB M UCMNOb30BaHUA, a Takxe
dokycupoBaHue.

Ecnu nonb3oBaTens BxoguT B iCloud, npunoxeHus B iOS 1 iPadOS no ymonyaHuio
nonydyatoT goctyn K iCloud Drive. MNonb3oBaTenu MoryT ynpaBnsaTb OCTYNOM OTAENbHbIX
npunoxeHuni B pasgene iCloud B HacTtpolikax. Kpome Toro, iOS n iPadOS nosgonstor
HacCTPOMUTb OrpaHMYEeHNSs, KOTOPble MOMOratoT NpefynpenuTb nepefayvy gaHHbIX Mexay
NPUIOXEHUAMUN N YYETHBIMU 3aMUCAMMU, YCTAHOBIEHHbIMU CUCTEMON yNpaBneHus
MOB6UNbHBIMKU ycTpoicTBamMu (MDM), 1 y4eTHbIMW 3aNUCsSMU, YCTAHOBIEHHbIMMU
nonb3oBaTenem.

3awuTa npu JocTtyne K MeggaHHbIM MoJib30BaTe g

HealthKit cny>xuT ueHTpanbHbIM PENO3NTOPUEM AaHHbIX O COCTOSAHUN 34,0P0BbS

1 p13MYecKol akTUBHOCTM Ha ycTponcTBax iPhone n Apple Watch. HealthKit Takxe
HanpsiMyo B3aMMOLENCTBYET C YCTPOMCTBaMM A/ CropTa 1 340P0BbS, TaKUMU KakK
coBMecTUMble NynbcoMepbl Bluetooth Low Energy (BLE), a Takxxe conpoueccop ABUXEHMS,
BCTPOEHHbI BO MHOTMe ycTpoincTBa iOS. ng nioboro B3anmopaeiictema HealthKit ¢
NPUIOXEHUAMUN N YCTPOMUCTBaAMM 415 340P0BbS U PUTHECA, a TakXKe MegULUHCKUMU
yypexaeHnsamu TpebyeTcs paspelleHne nonb3oBaTtens. OTW JaHHble MMEIOT KlacC 3aLuTbl
«3aluniLeHo, ecnu He OTKpbITO». [loCcTyn K AaHHbIM 3akpbiBaeTcsa Yepes 10 MUHYT nocne
610KNPOBKK yCTpoOMCTBA. [JaHHble CHOBa CTAHOBATCS OOCTYMHbI, KaK TO/IbKO NMOJIb30BaTeNb
BBOOMT KOA-naponb unu ncnonbadyet Face ID unm Touch ID ang pasbnokmpoBaHus
YCTPONCTBA.

118



besonacHocTb nnatdopmbl Apple

C60p 1 XpaHeHue faHHbIX 0 COCTOSIHUM 30,0PO0BbS U pU3NYecKomn
aKTUBHOCTHU

HealthKit Tak)xe cobupaeT n xpaHUT ynpaBnatolne gaHHble, Takue Kak Tabnuubl gocTtyna
018 NPUNOXEeHUN, UMeHa YCTPOWNCTB, NoAK/loYeHHbIX K HealthKit, a Takxxe pacnucaHus,
MCnosb3yeMble 419 3anycka NPUNOXeHUN NPU NOSBEHUM HOBbIX OaHHbIX. OTU OaHHble
MMeIoT Kflacc 3alnTbl «3aWMLLEHO A0 NepBOM ayTeHTUdPMKaLMM nonb3oBaTtena». Ong
XPaHeHUa MeaULMHCKUX 3annucei, Nosly4YeHHbIX, MoKa YCTPONCTBO 3a6/10KMPOBaHO
(HanpuMep, BO BpeMs TPEHUPOBKM NMOSb30BaTeNs), UCNONb3YOTCSA BpeMeHHble daibl
XYpPHanoB. 3Tu Galinbl UMEIT K/1acC 3alinTbl «3alULLEHO, €C/TIN HEe OTKPbITO». Mpun
pa36noKMpPoOBaHUM YCTPOICTBA BPeMEHHbIe daisibl XXypHanoB UMNOPTUPYIOTCA B OCHOBHbIE
6a3bl MegaHHbIX, MOCe Yero yganatTcs.

MepnaHHble MOryT xpaHuTbca B iCloud. Ons ckBO3HOro WnMdpPOBaHUSA AaHHbIX NPUIOXEHUS
«3popoBbe» TpebyeTcqa iOS 12 nnm HoBee, a Takxke OBYXPaKTOpHasa ayTeHTUduMUKaums.

B nHOM cnyyae gaHHblie NoNb30BaTeENS MO-NpeXHeMy WNOPYIOTCS NPU XpaHEHUM 1 Nepegade,
HO 6e3 CKBO3HOrO WudpoBaHua. Mpu BKAOYEHMN ABYXDAKTOPHOMN ayTeHTudmnkaumm

M 0OHOBNIEHMWN cucTeMbl A0 iOS 12 nnu HoBee K MeAdaHHbIM NOSb30BaTENS MPUMEHSETCS
CKBO3HOE€ WKndpoBaHue.

Mpu pe3epBHOM KONMMpoOBaHUKM ycTpoiicTea Yepeas Finder (B macOS 10.15 u HoBee) unu
iTunes (B macOS 10.14 n 6onee paHHUX BEPCUNAX) MeaaHHble COXPaHAOTCA TO/IbKO B TOM
cryvae, ecnuv pesepBHaa Konua s3awndpoBaHa.

[laHHble 0 COCTOSIHUM 340POBbA OT MEAULIMHCKUX YUYpeXXaeHni

Monb3oBaTeny MOryT BONTU B NOALEPXKMBAEMbIE CUCTEMbI MEAULMHCKUX YUPEXAEHNN
yepes NPUIOXKeHMe «300PO0Bbe» O/19 NMOIYYEHUS KOMUM 3aNnUCeNn O COCTOSIHUM CBOETO
30,0POBbS OT 3TUX MEAULNHCKUX yYpexaeHun. Mpu NoakntovYeHnn nonb3oBaTens K cucteMme
MeOMUMHCKOrO y4YpexaeHus oH NPOXoanT ayTeHTUOUKaL MO C UCMONb30BAHNEM YYETHbIX
JaHHbIX knneHTa OAuth 2. Mocne nogknoyYeHns Nonb3oBaTens MeguLNUHCKME 3anncu
3arpy>atTcs HanpsaMy U3 CUCTEMbI MEAMLMHCKOrO yYpexXneHns Yyepes 3almieHHoe
coeguHeHue TLS 1.3. MNocne 3arpy3ku 3anmcm o COCTOSIHUM 30,0pOBbsi 6€30NacHO XpaHsATCS
BMeCTe C ApYrMMn MeaaaHHbIMU.
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MoannHHOCTb MeaaaHHbIX

BMecTe ¢ 610kaMK flaHHbIX B 6a3e AaHHbIX XPaHATCS MeTafaHHble, KOTopble No3BONS0T
OTCNeAUTb MCTOYHUK KaXKaoM 3anncun. T MetagaHHble BKOYaOT naeHTudukaTop
NPUNOXEeHNI, KoTopas coxpaHuia 3anmcb. KpoMe Toro, MeTagaHHble MOTYT BKJtOYaTb
KOMUIo 3anncu ¢ undpoBon noanucblo. To No3BonseT obecnevynTb NOANNHHOCTb 3anncei,
CreHepupoOBaHHbIX 4OBEPEHHbIM YCTpocTBOM. DopMaT XxpaHeHus LmbpoBo Nnoanmcu
MCMNONb3yeT CUHTaKCUC KpunTtorpapmnyecknx coobueHmn (CMS), 3agaHHbii B RFC 5652.

JocTyn NpuIoXXeHU CTOPOHHUX pa3paboTUYNKOB K MeaaaHHbIM

OocTyn Kk API HealthKit koHTponMpyeTcsa ¢ nomoulblo npas. Kpome Toro, NnpuaoxeHus
OO/IKHbI cobntogaTh OrpaHNYeHMs MO UCMOIb30BaHMUIO AaHHbIX. Hanpumep, NpunoXXeHUsM
3anpeLLeHo MCnonb3oBaTb MegaaHHble AN pekaMHbix Lenen. MpunoxeHns Takxe
OOJIKHbI COAepXaTb CCbINIKY Ha NOMUTUKY KOHOUAEHLUMANbHOCTIN, B KOTOPOW Nogpo6HO
OnncbiBaeTCsa MCMNOMb30BaHNE MeagaHHbIX.

JocTyn NnpunoXxeHnin K MegaaHHbIM PeryimpyeTcs HacTpokaMu KOHGUOeHUManbHOCTH
nonb3oBaTtend. Korga npunoXeHuto Heo6xoauMM O0CTYN K MeAAaHHbIM, NOo/ib30BaTesb
nony4yaeT 3aMpoc Ha NpefocTaBieHne AocTyna (aHanornyHo gocTtyny Kk KoHtaktam, doTto
M OPYrMM UCTOYHUKAM AdaHHbiX i0S). OgHako B cnyYae MeddaHHbIX MPUNoXeHMsa nonydvatoT
OOCTYN OTAENbHO ANF YTEHUS U 3aMuCcK, a TakXXe OTAeNbHO A4 KaXA0ro Tuna MeaaaHHbIX.
Monb3oBaTeNn MOryT NpPoCMaTpPMBaTb M OT3biBaTbh NPeAOCTaBeHHble UMW pa3pelleHns

Ha OOCTYyN K MegdaHHbIM, UCMONb3ys pasaen «HacTponkm» > «3a0poBbe» > «[JocTyn K
OAaHHbIM M yCTpoOMCTBa».

Ecnn npunoXxeHnsaM paspelleHo 3anncbiBaTb JaHHbIe, OHU TakXe aBTOMaTU4YeCKn nonyyaT
paspelleHne Ha YTeHne JaHHbIX, KOTOpble OHW 3anucann. Ecnu y NnpunoXxeHuin ectb gocTyn
K YTEHUIO AaHHbIX, OHM MOTYT CYUTbIBaTb AaHHble, 3aNnUcaHHble M06bIMU UCTOYHUKAMN.
OpnHako NPUNOXeHNs He MOTYT ONpeaennTb YPOBEHb AOCTYNa, NPeaoCTaBleHHOro Apyrum
npunoxeHnsm. Kpome Toro, NpuIoXeHns He MOryT 4OCTOBEPHO COObBLWMTb, pa3peLleHo
TN UM YTeHne MeafaHHbIX. ECnn y npunoXXeHusa HeT gocTyna ANns YTeHUs, BCe 3anpochl
BO3BpaLLaloT NycTbie OTBETbl — TOYHO Takune Xe OTBeTbl BepHysa 6bl NycTaa 6a3a AaHHbIX.
3Ta Mepa HanpaBs/fieHa Ha To, YTo6bl He MO3BONNTb NMPUIOXKEHUAM aHaNM3NPOBaTbh COCTOSIHUE
300POBbA MONb30BaATENS, Y3HAB, KakMe TUMbl AaHHbIX OTCEXNBAET NOJb30BaTeb.
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MepakapTa ons nonb3oBaTenemn

Monb3oBaTeny NPUNOXeHUs «300p0Bbe» MOrYT 3aMo/HUTb MeOKapTy, yKa3as
MHdOpPMaLMIO, KOTopas MOXET 0Ka3aTbCs BaXHOM MPU 0kasaHUU HEOTNOXHOM
MeaNLMHCKOM noMoLwm. 3Ta MHGopMaLma BBOAUTCA U 06HOBNAETCH BPYUHY!O.
OHa He CUHXpOoHU3MpyeTCco ¢ MHbopMaLmelt B 6asax MeagaHHbIX.

[Ons pocTyna K MegkapTe Heob6xoaMMo KOCHYTbcst «SOS» Ha akpaHe BIOKMPOBKN.
MHdopMaLma XpaHUTCA Ha YCTPOMCTBE C KlacCcoM «be3 3almTbl», NoaToMy A/1s NosyYeHus
LOCTyna He HY>KHO BBOOMTb KOL-Maposb yCTpoicTBa. MNonb3oBaTenn caMu peLator,
KaKylo NMYHYI0 MHOOPMAaLLMIO BHECTU B MeAKapTy, C Y4EeTOM BO3MOXHOI MOJb3bl U PUCKOB.
B iOS 13 n 6onee paHHUX BEPCUSIX 3TU JaHHble COXpPaHsOTCA B pe3epBHbIx konuax iCloud.
B iOS 14 mepkapTa CUHXPOHU3NPYETCS Mexay ycTponcTteamu ¢ nomolubto CloudKit;
NPUMEHSIOTCS Te Xe XapakTepUCTUKN WNdpPOoBaHNUS, YTO U 09 OCTaNbHbIX AaHHbIX
NPUIOXEeHUa «300P0BbE».

O6MeH JaHHbIMU U3 NPUNOXEHUA «300POBbe»

B iOS 15 nonb3oBaTenn MOryT MNOAENMNTLCS OaHHbIMU U3 NPUNOXEHNA «300P0BbE»

C ApYrumu nogbMu. [laHHble NPUIOXeEHUS «300P0BbE» MEepeaanTcs Mexay AByMs
nonb3oBaTensaMu ¢ UCNosb30BaHMEM CKBO3HOTIO WwnopoBaHus iCloud, n Apple He moxeT
NMony4nTb AOCTYN K AaHHbIM, NepegaBaeMbiM Npu o6MeHe AaHHbIMU U3 NPUIOXEHUS
«300poBbe». YTOObI MCNOMb30BaTb 3TY GYHKLMIO, HA YCTPOMCTBE NMosyyvaTens 1 oTnpaBuTens
LOJKHa 6bITb ycTaHoBneHa i0OS 15 nnn HoBee 1 BKJItOYeHa AByxpakTopHasa ayTeHTUdUKaums.

Monb3oBaTeNM TakXXe MOryT AeNUTbCA AaHHbIMU U3 MPUTOXEHNS «300POBbE» C MEAULIMHCKM
yuypexpaeHmeM ¢ NoMoLblo GYHKLUN UCMOJIb30BaHUSA AaHHbIX NPUI0XEHUS «300P0Bbe»
COBMECTHO C MeAMNLMNHCKUM yupexaeHnem. [JaHHble, NnepefaBaeMble C UCMOMb30BaHNEM
3TON GYHKUMM, 3alMLLEHbI CKBO3HbIM WNGPOBaAHNEM M OOCTYMHbI TOJIbKO TEM MEAULUHCKUM
yupexmaeHusam, KoTopblie BbiGpas nofb3osaTtenb, U Apple He XpPaHUT KoUK WKUdPOBaHMS

N HEe UMeeT J0CTyna K HUM, a 3Ha4YUT, He MOXeT pacwndpoBaTb UAN MPOCMOTPETb AaHHbIE
N3 NPUNOXeHMa «300P0BbE», @ TAKXKe HE MOXET MHbIM CMOCOB0OM MONYYUTb AOCTY

K AlaHHbIM, NepenaBaeMbiM C MOMOLLbIO GYHKLMM UCNONb30BAHMUSA OAHHbBIX MPUTOXEHUS
«30,0p0BbE» COBMECTHO C MEAULMHCKUM yupexaeHuneM. bonee noapobHyo nHdopmaumio
0 TOM, KaK MexaHM3Mbl 3TOW CNy>6bl 3alMLLatoT NoMb30BaTeNbCKMe AaHHble NPUNoXeHUs
«300p0OBbE», MOXHO HaTK B pa3aene o 6e30MacHOCTM U KOHGUAEHLUMANbHOCTHU

B pykoBofcTBe Apple no pernctpaumm ang yuypexmneHunin 3gpaBooxpaHeHns.
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LinpposBasg noanmcob 1 winppoBaHme

Cnuncku KoOHTpong gocTtyna

[aHHble CBA3KW K/loYel XpaHaTCca B OTAE/NbHbIX pa3aenax U 3aliuiiieHbl C MOMOLLbIO
CnucKkoB KoHTpons goctyna (ACL). Bnarogaps aToMy OOCTYM K YYETHbIM AaHHbIM, KOTOpble
XPaHATCS B MPUNOXEHUAX CTOPOHHUX Pa3paboTUMKOB, HE MOTYT NMONYUYNUTb MPUNOXKEHMUS

C OPYrMMU YYETHbIMU OaHHbIMM (32 UCK/TIOYEHWEM CllyyaeB, Koraa rnosib3osatesb gan

CBOE paspelleHne Ha 3T0). ATOT MexaHW3M 3alluliLaeT yYeTHble JaHHble Ha YCTPOMCTBaxX
Apple, ncnonbayemble AN ayTeEHTUOUKALUN B PA3TUYHBIX MPUNOXEHUAX U CNyX6ax BHYTPU
opraHusaumu.

MouTa

B npunoxeHnn «loyta» MOXHO OTNPaBAsATb 3aWMdpoBaHHble COOOLEeHNs, CHabXeHHble
umdposol nognucoio. NMoyta aBTOMaTUYECKM HAXOOUT COOTBETCTBYIOLLNIA agpec aN1ekKTPOHHOM
noytbl B popmaTte RFC 5322 (c y4eToM perucrtpa) unu gonosHnuTenbHble MMeHa cybbekTa B
cepTudukaTax LnMdpoBon NognmMcu 1 WNdpPoBaHMUS BO BIOXKEHHbIX TOKEHAX MOATBEPXAEHNS
nmyHocTh (PIV) Ha COBMECTUMbIX CMapT-KapTax. ECnn HacTpoeHHast y4eTHas 3anmch 3NeKTPOHHOM
NoYTbl COBMagaeT C a4pecoM 3eKTPOHHOM NoYTbl B cepTudmnkate LndbpoBon nognmucu

M WUPPOBAHMA Ha BNOXEHHOM TokeHe PIV, MNoyTa aBToMaTu4vecku otobpaxkaeT KHOMKY
noanvMcu B MaHeNn MHCTPYMEHTOB B OKHE HOBOro coobueHus. Ecnu y npunoxeHmsa «loyta»
eCTb cepTudMKaT WUPPOBaAHUSA 3EKTPOHHONM MOYTbI NONyYaTens Uan OHO HaLo ero

B rnobanbHoM cnucke agpecoB (GAL) Microsoft Exchange, B naHen MHCTPYMEHTOB
HOBOro coobueHns oTobparxkaeTcst 3HaYOK PacKpPbITOro 3aMka. 3Ha4YOK 3aKpPbITOro 3amMKa
O3Ha4yaeT, 4YTo nepep oTnpaBkoin coobuweHne byaeT 3awndpPoBaHO C MOMOLLbIO OTKPbITOrO
KNnoYa nonyyatens.

LLndpoaHne S/IMIME oTaenbHbIX COOOLLLEHN

i0S, iPadOS n macOS noppaepxueatoT WndposaHne S/MIME oTaenbHbIX COOOLLEHUN. ITO
O3HayaerT, 4To nonb3oBaTtenu S/IMIME MoryT no ymonyaHuio nognmcbiBaTb U WndpoBaTb
BCe Cco0obLeHNsa nnmn BbiIBOPOYHO MOAMNUCHIBATb U WMPPOBATb OTAENbHbIE COOOLLEHNS.

NoeHTudunKkaumMoHHble faHHble, ucnonbayemble ans S/MIME, MmoryT ObiTb NnepefaHsbl

Ha ycTponcTea Apple ¢ nomoubto Nnpodunent KOHGUrypaunm, CUCTeEMbl ynpasBeHus
MO6UNbHbIMKU ycTponcTBamn (MDM), npocToro npoTokona perucrpaumm ceptTndurkaTos
(SCEP) nnun ueHTtpa ceptudumkaummn Microsoft Active Directory.
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CmMapT-KapTbl
B macOS 10.12 n HoBee BCTpOeHa nogaep>xka kapt PIV. 3Tn KapTbl LWWNPOKO UCMOMb3YHOTCSH

B KOMMEpPYeCKUX 1 NpaBUTENbCTBEHHbIX OpraHM3aumnax ons apyx®oakTopHOM ayTeHTUbUKaLmm,
undpoBon nognucu u WndposBaHus.

CMapT-KapTbl cogepxXaT O4HO UM HECKObKO LIMGPOBbLIX YAOCTOBEPEHUI, KOTOpble
BKJ/1OMAIOT NMapy M3 OTKPbITOro M IMYHOTO KIl0Yel 1 CBA3aHHbIN cepTudukaT. PasbnoknposaHune
cMapT-KapTbl ¢ nomoulbto PIN-koga npeqocTasnseTt AOCTYN K JIMYHBIM K/llo4aM, UCMO/b3yeMbIM
L4N8 onepaunin ayTeHTuduKaumm, WnoposaHns n nognucanns. CeptudukaTt onpenenser,
LJ19 Yero MOXeT MCMOo/b30BaTbCA K/toY, Kakme aTpubyTbl C HAM CBSI3aHbl Y MPOBEpPEH
(mognucaH) N1 oH cepTUOUKATOM LieHTPa cepTUDUKaLUN.

CMapT-KapTbl MOTYT UCNONb30BaTbCs AN ABYXdDakTOpHON ayTeHTudukaumn. ans
pas3bnoKMPOBKM KapTbl HEOH6X0AMMO ABa dakTopa: «4TO-TO, YTO €CTb Y NOSib30OBaTENA»
(kapTa) n «4TO-TO, YTO NoNb3oBaTenb 3HaeT» (PIN-koa). B macOS 10.12 n HoBee

Tak>Xe BCTPOeHa NoaaepXka ayTeHTUPMKaLMM C MOMOLLLbIO CMapT-KapTbl B OKHE BXO4a

B CUCTEMY U ayTeHTUdUnKaLmmn ¢ NoMoLLbo cepTudurKaTa KNiMeHTa Ha calnTax B Safari.
Takxxe noggepxmBaeTcsd ayTeHTUdUKaunsa Kerberos ¢ ncnonb3oBaHneM nap Kio4emn
(PKINIT) pns peanusaunmn egnHoro Bxoda B cny>6bl, nogaepxueatwume Kerberos. YTobbl
y3HaTb 6onblie o cMapT-kapTax u macOS, obpaTuTech K pasgeny BeogHas nHdopmaumsa
06 MHTerpaumm cMapT-KapT B AOKYMeHTe PasBepTbhiBaHMe r1aTtpopmMbl Apple.

3awmndpoBaHHble 06pa3bl AUCKOB

B macOS 3alwumdpoBaHHble 06pasbl AMCKOB BbICTYMNAlOT B Ka4yecTBe 6e30MacHbIX KOHTENHEPOB,
KOTOpbl€ NO/b30BaTENN MOTYT MCMONb30BaTb A1 XPaHEHMS 1 nepefayvn KOHOUAEHUManbHbIX
LOKYMEHTOB 1 Apyrux dainnos. s cosgaHnsa 3alindpoBaHHbIX 06pa3oB ANCKOB UCMOMb3yeTcs
[nckoBaga yTunuTa, pacrnonoxeHHas B nanke «/Mporpammbl/YTunutei». O6pa3bl AMCKOB
MOTyT 6bITb 3aWwMdpoBaHbl C UCNosb3oBaHneM nmbo 128-6utHoro, nmbo 256-6MTHOro
wnopoBaHms AES. MockonbKy NOAKMOYEHHbIN 06pas gMcka paccMaTpuBaeTcs Kak
NOKasnbHbIN TOM, NOAK/OYEHHbIN K Mac, nonb3oBaTenn MOryT KONMpoBaTh, NepemMeLlaTb
M OTKpbIBaTb dainbl U Nanku, KoTopble B HEM xpaHsaTca. Kak n B cny4yae FileVault,
wndpoBaHMe 1 paclwmdpoBka cogepXXMmMoro obpasa Ancka BbINMOHAETCS B peasbHOM
BpemMeHu. Micnonbays 3awmndpoBaHHbie 06pa3bl AUCKOB, MONb30BaTeNM MoryT 6esonacHo
obMeHMBaTbCA [OKYMeHTaMu, danfamMmu 1 nankamMu: 3almppoBaHHbIN 06pa3 gMcka MOXHO
COXPaHUTb Ha CbeMHOM HOCUTeNe, OTNPaBUTb B BUAE BIOXEHMS B MOYTOBOE CoobLieHme
WX COXPaHUTb Ha yaaneHHoM cepBepe. MNoapobHee o0 3alndpoBaHHbIX 06pasax AMCKOB
cM. B PykoBoacTBe nonb3oBaTtens LMCKOBOW YTUNUTHI.
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be3onacHoCcTb NpUNoXeHnn

0630p 6e30MaCHOCTU NPUNTOXKEHWNIA

Ha cerogHaWHNI geHb NPUNOXEHUS 9BNSI0TCA OAHUM U3 CaMblX BaXKHbIX 9/1€EMEHTOB
apxuTeKkTypbl 6e3onacHoCTU. MPUNoXeHNs He TONbKO 3HAaYUTENbHO MOBbILWAOT
NPOAYKTUBHOCTb paboTbl MO/Ib30BATENEN, HO U, €CNTU HE MPUHATb J0MXKHbIX Mep,
MOTyT HeraTMBHO Cka3bliBaTbCs Ha 6€30MacHOCTU CUCTEMbI, ee CTabUNbHOCTU U
Nonb30BaTeNbCKUX AaHHbIX.

MoatoMy Apple co3gaeT MHOrOypOBHEBYIO 3alMUTY, KOTOpas NOMOraeT orpaguTb Nosib3oBaTens
OT NMPUNOXEHUN, KOTOPble CoaepKaT U3BecTHoe BpeaoHocHoe MO, 1 NPUNOoXKEHUN, KOTOpPble
6b1111 B31OMaHbl. [LoNoNHMUTENbHbIE MePbI 3alnTbl obecneyvymnBatoT TULATENbHbIA KOHTPOb
LOCTYyna NPUIOXKEHUI K NOMb30BaTE/IbCKUM AaHHbIM, BbIMOMHAEMOrO NPU NOCpeaHNYEeCcTBe
cucTeMbl. 9TU CpefcTBa co3aatoT cTabunbHyto, 6e3onacHyto nnatdopMy ang paboTsbl
NPUIOXEHWN, NO3BONAS Thic 4aM pPa3paboTUMKOB Npeasiaratb COTHU ThICSY NPUNIOXKEHNUN
ans ioS, iPadOS n macOS 6e3 yuwepba ans LenoCTHOCTU CUCTEMbI. A NONb30BaTeENN MOTYT
nonyyaTb AOCTYN K 9TUM MPUSIOXEHUAM CO CBOUX YCTPOMCTB Apple, He onacascb BUPYCOB,
BpeaoHocHoro MO mnnu aTtak.

[Ons obecnevyeHnss caMoro XXecTkoro KOHTPosis BCe NpunoxeHusa Ha iPhone n iPad moryTt
ObITb MONyYeHbl TONbKO M3 App Store — 1 Kaxaoe paboTaeT B CBOEN M30/IMPOBAHHON cpege.

MHorune npunoxenHuns Ha Mac gocTynHbl Yepes App Store, ogHako nonb3oBaTtenm Mac
TakXXe 3arpyXatoT U UCMOJb3YT NPUNOXEHNA U3 MHTepHeTa. [N 6e30nacHoOn 3arpy3ku
13 nHTepHeta B macOS npenycMoTpeHbl 4OMOMHUTENbHbIE YPOBHU 3alUnTbl. Bo-nepBsblix,
no ymon4daHuto B macOS 10.15 n HoBee Bce NpuioxeHus ons Mac fonxHbl 6biTb 3aBEpPeEHbI
KoMmnaHueln Apple. 3To TpeboBaHMe NOMOraeT rapaHTUPOBaTb, YTO NPUNOXEHUS Ans Mac
He cofepkaT N3BECTHOro BpeAoHOCHoro MO, n BMecTe C TEM He OrpaHMyYMBaTh Pa3paboTyYNKoB
pamkamu App Store. Bo-BTopbix, macOS Bk/o4aeT nepenoBble CpeacTBa 3alinTbl OT BUPYCOB,
npegHasHaveHHble Ang 610KMPoBaHMS U, NP HEOOBXOAMMOCTH, yaaneHus BpegoHocHoro MMO.

MexaHn3M NecoYHul, NPUMEHSIEMbI Ha BCeX NiaTdopmax, moMoraeT AOMNOSIHUTENTbHO
3alWNUTUTb NOMb30BaTeNbCKME JaHHble OT HECaHKLIMOHNUPOBAHHOIO 40CTYMNa CO CTOPOHbI
npunoxeHuin. Tak kak B macOS KpUTMUYECKM BaXKHble JaHHble 3aliuiLeHbl camMu rno cebe,
nonb3oBaTeNny MOryT KOHTPONMPOBATb AOCTYMN NPUIOXEHNM K dainnam Ha paboyem
cTone, B nankax «JJoKyMeHTbI», «3arpysku» u Opyrux BaxxHbix nankax. bes cornacua
Nnosb30BaTesNs 9TU JaHHble HEQOCTYMNHbI HU OHOMY MPUJIOXEHUIO, HE3aBUCUMO OT TOTO,
NMOMELLEHO /M OHO B MECOYHULY WU HeT.
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HaTuBHasf BO3MOXHOCTb

Cnncok HeoJo6pPeHHbIX NIarnHoB, CNMCoK
Heono06peHHbIX pacwmpeHnin Safari

®aiinbl Ha KapaHTuHe

CurHaTtypbl XProtect/YARA

Gatekeeper

eficheck

(TpebyeTca gna koMmnbloTepa Mac 6e3 ymna
6e3onacHocTu Apple T2)

MporpamMMHbIit 6paHamayap

BbpaHpmayap Packet Filter (PF)

3awmTa LenocTHOCTU CUCTEMDI

CpepnctBa KOHTpONs gocTtyna

CNNCOK UCKIIIOYEHHbIX paclnpeHuit agpa
O6s3aTeNnbHOe NoANMCaHME NPOrpPaMMHOro Koaa

3aBepeHune NpuNoxeHUn

CTOpPOHHUI aHanor

basa ans o6HapyXeHUs BUPYCOB, a TakXKe M3BECTHbIX
BPEAOHOCHbIX MPUIOXEHWIN N Koaa

Basa a1 o6HapyXeHWs BUPYCOB, a TakXXe U3BECTHbIX
BPEAOHOCHbIX MPUIOXEHUIA 1 Koaa

basa ong obHapy>XKeHus BUPYCOB, a TakXe N3BEeCTHbIX
BPEOOHOCHbIX MPUIOXEHUI N Koaa; 6e3onacHoOCTb
KOHEYHbIX YyCTPONCTB

BesonacHOCTb KOHEYHbIX YCTPOWUCTB; TpebyeT
noanucaHma Koga NpUNoXeHWn, 4To nomoraet
3anyckaTb TOMIbKO HafeXHoe nporpaMMHoe

obecneyeHue

BesonacHOCTb KOHEYHbIX YCTPONCTB; 06Hapy>XXeHune
naketa rootkit

BesonacHOCTb KOHEYHbIX YCTPOWCTB; NPUMEHeHne
6paHoMayapa

PelweHns gns 6paHamayapos
BcTpoeHo B macOS
BcTpoeHo B macOS
BcTpoeHo B macOS
BcTpoeHo B macOS

BctpoeHo B macOS
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Be3onacHocTb npunoxexHuu B i0OS n iPadOS

BesonacHocTb npunoxeHun B iOS n iPadOS: BBegeHue

B oTnnyme oT gpyrux MobuabHbiX NnathopmM, onepaumnoHHblie cuctembl iOS n iPadOS

He MO3BONSAOT NOJIb30BaTENSAM YCTaHABNMBATb NOTEHLMaNbHO BPeQOHOCHbIe HEMOoAMNMCaHHbIe
NMPUIOXEHNA C CaNTOB MUK 3anyckKaTb HeHaAeXHble NpuoXxeHus. BmecTto atoro

(3a npegenamun EC) BCce npunoxeHnsa A0KHbI 3arpyxaTtbcsa ns App Store, kyaa

OHM NOCTYyMNatoT OT NOATBEPXAEHHbIX pa3paboTuMKoB 1N 0693aTeNbHO NPOXOAAT
aBTOMaTM4YeCKYyo MPOBEPKY, a TakXXe MPOBEPKY crneunannctamm. Bo Bpems 3anycka
NPUIoXeHUa GyHKLMA NPOBEPKN MNOANNUCKU KOAA NPOBepsSeT BCE NCMOTHAEMble CTPaHULLbI
naMaTn Mo Mepe UX 3arpyskn. To NoMoraeT rapaHTUPOBaTb, YTO NPUNOXeHNEe He Oblo
M3MEHEeHO C MOMEHTa ero yCTaHOBKW UM nocnegHero o6HoBneHus.

Y6eamBLINCH, YTO NPUIOXEHNE NONYYEHO N3 HAOEXHOro NCTo4YHuka, i0S n iPadOS
NPUMEHSIOT creumanbHble cpeacTBa 6€30MacHOCTU ANs 3alUTbl APYTUX NPUNOXEHUN U
OCTa/IbHOW CUCTEMbl OT B3JIOMa AaHHbIM MPUTOXKEHNEM.

O 6e3onacHocTu App Store

App Store — 370 HafeXHbIN UCTOYHUK, FOe Nonb3oBaTen MoryT 6e3onacHo Haxo4uTb
M 3arpyxaTb npunoxeHus. B App Store nonagatoT NpunoXxeHns oT NOoATBEPXAEHHbIX
pa3paboTymMKoB, KOTOPbIEe Aanu cBoe cornacue crnenoBaTb npasunam Apple. 3tu
npunoxeHua 6e30MacHoO pacnpoCTPaHATCS cpeau nofib3oBaTenemn, rapaHTupys
Kpuntorpadunyeckyto 3almnty 6e3 BO3MOXHOCTU BHECEHUS B Hee U3MeHeHuni. Kaxaoe
npuNoXeHne n Kaxaoe ero o6HoBMEHME NPOXOAAT NPOBEPKY Ha COOTBETCTBUE
TpeboBaHNAM KOHbMAEHUMANbHOCTN M 6e3onacHOCTU. DTOT NPOLLECC NOCTOSAHHO
COBEpLLUEHCTBYETCS 1 NO3BONSAET 3allMTUTb NOJIb30BaTesNen, He gonyckas B App Store
BpenoHocHoe [0, knbepnpecTynHNKOB U MOLIEHHMUKOB. [TOMUMO 3TOro, MPUIOXeHUs
Ona geTten OoNXHbl cnefoBaTh CTPOrMM nNpaBuiaM no cbopy AaHHbIX U 6e30nacHoOCTH,
npu3BaHHbIM 0b6ecneynTb 6€30NacHOCTb AeTel, a TakXKe MMeTb HafeXHYo MHTerpauuto
Cc GYHKUMAMU poanTenbckoro koHTpons B iOS n iPadOS.

[anee nepeyncneHbl UHCTPYMEHTbI 3alnTbl, NpuMeHdaeMble B App Store.

- ABTOMaTtuyeckas npoBepKa Ha Hasn4yme n3BecTHoro BpegoHocHoro 0. 3Ta npouenypa

npegoTBpallaeT nonagaHve spegoHocHoro MO B App Store, TeM camMbiM orpaxaas
nosib3oBaTeneil OT ero NojyyYeHns 1 NpUYMHEHNs Bpeaa.

« [lpoBepka crnieynanncTamu n3 rpynnbl akcrneptTos. CneymanmcTbl NpegocTaBnaoT
TOYHOE OMnMncaHne NPUNOXeHNs, COCTaBNAIOT MapPKETUHIOBbIA TEKCT U CHabXxaloT
onncaHue CHUMKaMUM aKpaHa. To co3faeT HadexXHblt 6apbep NpoTus Hanbonee

pacnpocTpaHeHHbIX MOWEeHHN4YeCKnX ,D,EI‘/’ICTBMVI, MCNOJIb3yeMblIX Ongd pacnpocTpaHeHnsd

BpenoHocHoro MO, Takux Kak nogmMeHa nonynsapHoro npuaoxeHus unu obeulaHue
npuBneKaTenbHbiX GYHKLNN 6e3 Ux peanbHOro npenocTaBieHus.

- [lpoBepka Bpy4YHyto. DTa NpoLeaypa rapaHTUPYET, YTO NMPUIOXKEHWE He 3anpalunsaeT

OOCTYMN K KOHPUAeHUManbHbIM AaHHbIM. TakXXe NpoBOAUTCS A0MONHUTENbHAa NPoBepKa

MPUNOXEHWI, UMEIOLLMX MapKUPOBKY «O/15 AeTel», U NOATBEPXaeHNe COBMoaeHNs
CTpOrux npasun no c6opy AaHHbIX 1 6€30NacHOCTY.
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JlocToBepHbie OT3bIBbI 10/1b30BaTE/EN. ITOT 3TaN NOMOraeT BbiIBUTb NPO6AEMbI

M 3HaYMTENbHO CHU3NTb BEPOATHOCTb BBEAEHMS NONb3oBaTenel B 3abnyxneHue
3/10yMblLWIeHHUKaMK. [laxke ecnv BpefoHOCHOMY MPUIOXEeHUo yaanoch bbl
NOSTHOCTbIO CKPbITb CBOW AENCTBUSA BO BPEMS NMPOBEPKMN, MOMNb30BATENN NPUIOXKEHMS,
CTONKHYBLUMECS C NpobnemMolt n onybnnkoBasLllMe OT3bIB, NpeaynpexanatT apyrux
nonbsoBaTtenen n Apple, Tem cambiM obecneynBas eLle OAUH YPOBEHb 3aLLMUThI.
YT10ObI NOBLICUTbH LLEHHOCTb TakMX NpeaynpexaeHuin, App Store akTneHo 6opeTcs

C MOLUEHHUYECKUMU OT3bIBaMMU.

lMpoueccel, npegHasHayeHHble 47189 UCNPaBIeHUs 1 yaaaeHms. 3TN NPoLecchl
3anyckaloTca B c/iyyae obHapyxXeHus npobneM. Ecnu npunoxeHune 6bi10 pasMelleHo
B App Store, HO No3Xe 06HaPYXXMNOCb HapyLLleHue npasun, Apple BMecTe ¢ pa3paboT4ynMKoM
obecnevmBaeT ycTpaHeHne nNpobrembl. B onacHbIX cUTyaumax ¢ BOB/IeYEHNEM
MOLLEHHMYECKNX CXEM M BpedoHocHoro MO npunoxeHne HeMeaIeHHO yaandercs

n3 App Store, a nonb3oBaTenu, sarpysnsLIne Takoe NPUNoXeHne, MoryT 6biTb
onoBsellleHbl 0 BPeAOHOCHOW aKTUBHOCTU B HEM.

BesonacHocTb npunoxeHuin B iOS n iPadOS obecneynBaeTcss MHOrOYPOBHEBbLIMU
npoBepKamMu, MOMorawLLMMK NPeaoTBPaTUTb YCTaHOBKY BpegoHocHoro MO, a Takxe
npoAyMaHHbIMU CpefcTBaMM 3alUTbl NAaTGOPMbl, MOMOralLWMMN OFrPaHNYnNTb yLLepob,
KOTOPbI CNOCOOHbI HAHECTU BPeAOHOCHbIe MPUIOXEHUS. BCTpoeHHble GyHKLUK
6e3onacHocTn iOS 1 iPadOS obecneynBaloT MOLLLHYO 3alLUTY, Hanbonee NnoaxoadaLLyo

Ong nonb3oBaTe/IbCKUX yCTpOVICTB. OpgHako 3T GYHKLUMM He 3aluLatoT oT BbIGOpa,

KOTOPbIV MONb30BaTeb MOXET cAenaTb caM, NoAAaBLINCh Ha YNOBKW MOLWWEHHUKOB.
MpoBepka NpunoXxeHnn obecneynsaeTt cobnogeHne nonntuk App Store, HanpaBneHHbIX
Ha 3alNTy Nonb3oBaTenei oT NPUNOXEHNI, KOTOPbIE MOTYT NMOMNbITATbCH MPUYNHUTD UM
Bpen UM obMaHOM 3acTaBUTb UX MNPefoCTaBUTb AOCTYN K KOHPUAEHLUMANbHBIM AaHHbIM.
B 0c060 cepbesHbIX cllyyasnx, Korna BpefoHOCHbIe MPUTOXEHUS MbiTaloTCs 060ATH 3aWuUTy
YCTPOWCTBA, NpoLeaypa NPoBepku NPUIOXKEHUN B MepBYO o4epedb YCI0XHAET 4OCTynN
TaKMX MPUNOXEHUI K YCTPONCTBaM NoJib30BaTesNEN.

MHCTpYyMeHTbl 6e3onacHocTn App Store He MOryT 3alUTUTb NONb30BaTeNel OoT BCcex
PUCKOB, HO OHU Kak YacTb cTpaTernu yrnybneHHomn sawmTbl nnaTtdopMbl cnocobCTBYIOT
TOMY, YTO LUMPOKO pacrnpocTpaHeHHble aTaku Ha nonb3oBatenen iOS n iPadOS cTaHoBATCSA
HelLenecoo6pasHbIMU U HEBbIFOAHbIMWU AN 3/1I0YMbILINEHHUKOB, MbITAIOLWINXCA U3BMEeYb
npunbbinb. NMpoBepka Kaxaoro npunoxeHusa nepepd nybnukauuen B App Store nomoraet
noaTBEPAUTb, YTO OHO He coaepXnT BpegoHocHoro MO 1 npenocTaBngeT Noib3oBaTeNsIM
TOYHble AaHHble. KpoMe Toro, ecnuv npuioXeHus npusHaHbl BpegoHOCHbIMM, OHU BbICTPO
ynansaiTcs, a pacnpocTpaHeHne ux byaylumnx sepcuin 6rnokmnpyetcsa. Takum obpasom Apple
3awmuLaeT 6e30nNacHOCTb 3KOCUCTEMbI, ob6ecrneymBas CNoOKOMCTBUE MOSib3oBaTeENEN.
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Mpouecc nognmncaHnsa Kopa npunoxeHusa B iOS n iPadOS

B iOS 1 iPadOS koMnaHusa Apple npepnaraet Takune cpencTea obecneyeHms 6e3onacHOCTU
NPUNOXeHUN, kak obsi3aTelbHasg NOANMUCh KOoAa, CTPOrUiA BXOA B CUCTEMY OJ15 pa3paboTynKoB
M MHOTMe gpyrue.

O6s3aTenbHas noanuch Koaa

Mocne 3anycka sapo iOS nnun iPadOS onpepenseT, kKakue NpoLEecchl Nosib3oBaTenen

M MPUIOXEHUS MOTYT ObITb 3anyLeHbl B cuctemMe. YTobbl MOMOYb MPOBEPUTL, YTO BCE
NPUNOXEHNS NMOMYyYEHbl U3 U3BECTHOIO N YTBEPXXAEHHOIO UCTOYHMKA U HE MoJaenaHbl,
iOS 1 iPadOS TpebytoT, 4TOObI BECb UCMONHAEMDbI KOA 6bla NoANMCcaH C MOMOLLbIO
BbIMyLWEeHHOro KoMnaHunen Apple ceptudunkata. YCTaHOB/IEHHbIE Ha YCTPOICTBE
npunoxenus, Takme Kak NMoyta mn Safari, nognucanbl Apple. MpunoXeHna CTOPOHHUX
pa3paboTymMKOB TakXe A0/KHbI ObiTb MPOBEPEHDBI U MOAMUCAHbI C MOMOLLbIO BbIMYLLEHHOIO
KoMmnaHueln Apple ceptuoumkata. Obg3aTenibHas NOANUCL Koga pacluMpsieT KOHUEMNLuio
LLernoYkn foBepus ¢ onepaunmoHHON CUCTEMbI Ha NpunoxeHus. OHa NoMoraeT NPUHATb
Mepbl, YTOObI NPUNOXEHUSI CTOPOHHUX Pa3paboTUMKOB He 3arpyxXanu HenoanMcaHHble
dparmMeHTbl KOAAa UMM HE UCMNOMb30BaNM caMoMoaMdULMpPYOLWNIACS Kof,.

Mpouecc nognucaHna NpUIoXeHui paspaboTynkamu

PaspaboTunkm MOryT nognmcbiBaTb CBOM MPUMNOXEHUS C MOMOLLbIO CepTUDUKATOB (B pamMkax
nporpammbl Apple Developer Program). OHM Tak>Xe MOTyT BCTpanBaTb B CBOW MPUIOXKEHUNS
pasnuyHble NporpaMMHble Cpefbl U UCMOSIb30BaTb CepTUdMKaThI, BblgaHHble Apple, ans
NpoBepKM Koda (C NOMOLLbO CTPOKU naeHTUdGUKaTopa KomMaHabl).

- [lpoBepka cepTupukarta. Ons pa3paboTkm 1 yCTaHOBKW NpunoxeHnin Ha iPhone nnu iPad
pa3paboTunkmn O0MXKHbI 3aperncTpmpoBaTbecs B Apple U nprucoeguHUTLHECS K NporpaMmMe
Apple Developer Program. MNMepep Bbigavyen ceptudunkaTa komnaHma Apple nposepser
NNYHOCTb Kaxpaoro paspabotyunka, 6yab TO YaCTHOE NMLO MW KOMMNaHWS, B peanbHOM
Mupe. Micnonb3ys 3T cepTudmkaTbl, pa3paboTynkn MoryT nognucbiBaTb MPUNOXKEHNS
N oTnpaBnaTb UXx B App Store ong pacnpocTtpaHeHus. B pesynbtaTte BCe NPUNOXEHUS
B App Store oTnpaBnaoTca MAEHTUGULUPOBAHHBIMWU MIOABMU U OPraHu3aLnamu,
4YTO BbICTYMaeT B Ka4yecCTBe caepxuparmLero pakropa angd co3gaHuns BpegoHOCHbIX
npunoxeHuin. Kpome Toro, Apple npoeepseT BCe NPUIOXEHNS, YTO MOMOraeT BbISIBUTb
SIBHble OLINOKM NN Apyrue saMeTHble NpobaemMbl U ONpPeaennTb, COOTBETCTBYIOT MK
NPUIOXEeHNs CBOeMY oNncaHuio. 9Ta NpoBepka gaeT nofib3oBaTenssM SOMNONHUTENbHYIO
YBEPEHHOCTb B KaYeCTBE MPUIOXEHUI, KOTOPble OHM MOKYNatoT.

- [lposepka nognucu koga. PaspaboTymkun npunoxeHunin gna i0OS n iPadOS moryT
BCTpanBaTb B CBOW MPUTOXKEHUS pasfMyHble NporpaMMHble Cpefbl, UCMOJb3yeMble
CaMUM MPUNOXEHNEM UIN BCTPOEHHbIMU B HEFO paclinpeHnsaMmn. YTobbl 3alnTUTb
CUCTEMY 1 Apyrve nNpuioXeHUs oT 3arpyskn CTOPOHHEro Kofa B UX afpecHoe
NMPOCTPaHCTBO, B MOMEHT 3arpy3ku CUCTEMA BbIMOJIHAET NPOBEPKY NOAMNNCK
Koga Ona Bcex AMHaMn4yecknx 6nbnunoTtek, Ha KOTopble CCbislaeTcs npouecc. JTa
npoBepKa BbIMOMHAETCA C MOMOLLbIO naeHTUdMKaTopa koMaHgbl (Team ID), KoTopbIn
N3BsieKaeTcs U3 BbiNyLLEHHOro koMmnaHuen Apple ceptnounkata. MgeHTnodukaTop
KOMaH[bl NpeacTaBngeT cobol AecaTU3HaYHyo 6yKBEHHO-LUPPOBYIO CTPOKY,
Hanpumep TA2B3C4D5F. MpunoxeHne MOXET cCbiNaTbCsl Ha Ntoby 6ubnnoteky
nnatdopMbl, NOCTaBSIEMYIO BMECTE C CUCTEMOM, N Ntobyto 6MBINOTEKY C TaknUM Xe
NOEHTUOUKATOPOM KOMaHbl B MOANUCK KOAa, Kak Y OCHOBHOIO MCMOMHAEMOro Moayns.
MocKoNbKy UCMOJTHAEMble MOAY/N, MOCTaBgeMble KaK YacTb CUCTEMbI, HE UMeEIOT
noeHTMdMKaTopa KOMaHAbl, OHM MOTYT CCbINlaTbCs TOMIbKO Ha 6GUONNOTEKM, TakXKe
nocTaBnsaoLLLMECH C CUCTEMOMN.
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MpoBepka KoprnopaTUBHbIX MPUIOXKEHUN CO6CTBEHHOW pa3paboTku

Y nony4MBLUNX pa3peLleHme KOMMNaHWii eCTb BO3MOXHOCTb paspabaTbiBaTb KOPNopaTUBHbIE
NPUNOXEHNS A9 BHYTPEHHEro NCMNOb30BaHNUS N PacnpoOCTpaHaTb X CPeAn CBOUX
COTPYAHMKOB. [pegnpmaTusa 1 opraHmMsaumMm MOryT NofgaTth 3asBKY Ha y4acTue B MporpamMme
Apple Developer Enterprise Program (ADEP). [1ns nony4eHus 00ONONHUTENbHON MHGOpMaLLUN
1N 03HaKOMJIEHUS C YCNIOBUSAMW y4acTusa NOCeTUTe calT nporpamMmbl Apple Developer
Enterprise Program. CtaB y4acTHUKoM nporpamMmmbl ADEP, opraHnsaumnsa moxert
3aperucTpmpoBaTbCst U NONY4YNTb NPoduIb obecneyvyeHns, KOTOPbI paspeLlaeT 3anyckaTb
KOprnopaTMBHbIE NMPUIOXKEHNS COOCTBEHHOM pa3paboTKM Ha ykasaHHbIX B npodune
ycTponcTBax.

[ns 3anycka aTUX NPUNOXEHUN y NoNb30BaTeNel A0XKeH O6blTb YCTAaHOBNEH NPodub
obecnevyeHna. To NOMOraeT rapaHTUPOBaTb, YTO TOJSIbKO CaHKLMOHUPOBAHHbIE
opraHusaumnen nonb3oBaTeny MOryT 3arpyxaTb npuno)xeHusa Ha iPhone u iPad.
MpuUnoXeHns, ycTaHOBNEHHble Yepes CUCTEMY YNpPaBIeHNns MOBUIbHbIMU YCTPONCTBaMMU
(MDM), no yMon4aHMIO CYMTAOTCA 4OBEPEHHBIMU, MOCKOJIbKY B3aUMOCBS3b MeX Yy
opraHusaumen n ycTpoCTBOM yXe yCTaHOBJIeHa. B MpOTMBHOM c/ly4ae nosjib30oBaTenaMm
HeobXxoaMMO aBTOPM30BaTb NPoduUb obecrnevyeHns NpunoxeHns B Hactponkax.
OpraHunsaumnm Tak>xXe MOTyT 3anpeTuTb Nofib3oBaTensM o0o6paTb YCTaHOBKY MPUTOXEHWI
Hen3BeCTHbIX pa3paboTynkoB. [Mpu NepBOM 3anycke NtH6Oro KOPNOPaTUBHOTO MPUTOXKEHUS
cobCcTBEHHON pa3paboTku YCTPONCTBO A0MXKHO NOMYyYnUTb NoaTBEepxXaeHne oT Apple, 4yTo
3TO NPUJIOXKEHME pa3peLleHo 3anyckaThb.

Be3onacHocTb B npouecce BbinosiHeHUa B iOS n iPadOS

iOS n iPadOS nomoratoT o6ecne4ynTb 6€30NaCHOCTb B MPOL,ECCE BbIMOSHEHUS C MOMOLLbIO
MexaHM3Ma MecoYHULbl, eKNapupoBaHNsa NpaB U TEXHONOT MU CNYYaMHOrO PacrnosioXeHus
B agpecHoM npocTtpaHcTee (ASLR).

Meco4Hunua

Bce npunnoxeHns CTOPOHHMX pa3paboTUMKOB NOMELLAOTCS B MECOYHULbI, YTO OrpaHMYnBaET
MX O0CTYyn K pannam, XxpaHaWwmMMcs B OpYyrnx nNpunoXeHmax, n He No3BoNseT BHOCUTb
M3MeHeHnsa B paboTy ycTpolicTsa. MecoyHnLbl 6b1nM pa3paboTaHbl Oaa Toro, YtTobbl

He NO3BOINTb MPUNOXEHUSAM COBMpPaTb U USMEHSATb MHOOPMALMIO, COXPaHAEMYIO OPYIUMU
NpUNoXeHnaMn. Kaxxgoe npuioxXeHne UCNonbayeT Aasa cBonx ¢GainoB yHUKaNbHYO JOMAaLLHIO0
nanky, KoTopas HazHayaeTcs c/ly4yaliHbiM 06pa3oM Npu yCTaHOBKe NpunoXxeHus. Ecnun
NPUIOXEHNIO CTOPOHHEro paspaboTynka Heo6XoAMMO MOMYYMUTb AOCTYM K Yy>XKON MHPOpMaLUNK,
OHO MOXEeT caenaTb 3TO TOJ/IbKO MPM NOMOoLWM creymanbHbix cnyx6 iOS u iPadOS.

CucteMHble palifibl U Ppecypchbl TakXXe OTAeNeHbl OT NPUIOXEHUN NoNb30BaTeNeN.
BonblWNHCTBO cUCTEMHbIX dainoB 1 pecypcos iOS 1 iPadOS, a Takxe BCce NPUIoXeHUs
CTOPOHHUX pa3paboTunkoB paboTatoT C NpaBaMu HENPUBUIETMPOBAHHOIO «MOBUNBHOIO»
nonb3oBaTtend. Becb pasgen onepauyMoHHON CUCTEMbI MOAKOYEH TOMbKO A1 YTEHUS.
CuncteMHoe nporpaMMHoe obecrnevyeHne He COLEPXKUT HEHYXXHbIX MHCTPYMEHTOB, TaknX
Kak cny>xobl yganeHHoro eBxoga, a APl He MO3BONSOT NPUIOXKEHMUSM paclMpsiTb CBOU
MOSIHOMOYUS A1 U3SMEHEHUS APYrUX NMPUNOXeHU unn camoit iOS n iPadOS.
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Mcnonb3oBaHue npas

[ng KOHTpONa [OCTyNa NPUNOXEHUA CTOPOHHNUX Pa3paboTYMKOB K MHOPMAaLLMM MOb30BaTENS

1 TakuM GyHKUmsM, kak iCloud u paclumpeHuns, ncnonbayeTtcs aeknapmMpoBaHue npas. [pasa —
3TO Mapbl «KJKOY-3HAYEHNE», KOTOPbIE 3apPErMcTPUpPOBaHbl B MPUI0OXEeHNN 1 obecnevynsBatoT
ayTeHTUbMKaumMo 63 NPUBA3KN KO BDEMEHMW BbIMOMHEHNS, aHANOrMYHO naeHTUdGUKaTopy
nonb3oBatens B UNIX. MockonbKy npaBa 3awmiLeHbl UMPPOBOM NOAMUCHIO, UX HEBO3MOXHO
M3MeHUTb. CUCTEMHbIE NPUIOXEHUS U AEMOHbI LUMPOKO MCMONb3YIOT NpaBa 41 BbIMOJHEHMUS
KOHKPETHbIX MPUBUNErMPOBaHHbIX ONepauunii — B MPOTUBHOM Cllyvae AN UX BbINOMHEHMUS
TpeboBanoch 6bl NCNOMb30BaTbh KOPHEBbIE MPOLLECChl. DTO 3HAYNTENTbBHO CHUXaET
BEPOSTHOCTb Nepefayvn npas B3/IOMaHHbIM CUCTEMHbIM MPUIOXEHUEM WU LEMOHOM.

KpoMme Toro, npunoxeHust MOryT BbINOJIHATb GOHOBYO 06paboTKy TONbKO Yepes cucteMHble API.
Takum 06pasoM NpUNoXeHUs NPoJosKatT paboTaTb 6€3 CHUXEHUS MPON3BOAUTENBHOCTU
WM 3HAYUTENBHOIO COKpaLLeHUss BpeMeHU paboTbl OT akkyMynsiTtopa.

TexHonorus cnyqaﬁHoro pacnosioXXeHund B agpecHOM NPOoCTpPaHCTBEe

TexHonorna cry4anHoro pacnosioXxXeHusa B agpecHoM npoctpaHcTee (ASLR) nomoraert
3alWMTUTbCA OT aTak, CBA3aHHbIX C MCMO/Ib30BaHMEM MOBPEXAEHNS NaMaTW. BCTpoeHHble
npuUIoXeHUs ncrnonbaytoT ASLR, 4yTo noMoraeT cny4valiHbiM 06pasoM nepepacnpenensaTb
BCE pervoHbl NnaMaTu Npu 3anycke. B gononHeHne Kk paboTe npu 3anycke TexHonorusg ASLR
cnyYanHo pacrnonaraeTt B NaMaTV agpeca UCMOJIHIEeMOro Koga, CUCTEMHbIX BubnmnoTek

N CBA3aHHbIX C HAMW CUCTEMHbIX KOMMOHEHTOB, CHMXas BEPOSITHOCTb MCMOb30BaHMUS
ysi3BMMOCTel. HanpuMep, aTaka Tuna «Bo3BpaT B 6MBAMOTEKY» MbiTaeTcs NyTeM nogMeHa
BbIHYANTb YCTPOWCTBO BbIMOSIHUTb BPELOHOCHbIN KO, MaHUNYyNNpys agpecaMmn cteka u
CUCTEMHbBIX BUbnMoTek. Cny4valiHoe pa3MelLleHne 3TUX 31EMEHTOB MOBbILIAET CNOXHOCTb
npoBeneHns ataku, 0CobeHHO Npu aTake Ha HECKOMbKO YCTPOMUCTB. Xcode, a Takxe cpepa
paspaboTkn iOS n iPadOS, aBToMaTM4eckn BkAoYaeT noanepxky ASLR B npunoxeHus
CTOPOHHUX Pa3paboTUYMKOB NMPU UX KOMMUIALUN.

dyHKkuusa Execute Never

OyHkuma Execute Never (XN) apxutektypbl ARM B iOS 1 iPadOS nome4vaeT cTpaHuLbl
namsTh Kak HeucnosHseMble, obecneynBas 4OMNONHUTENbHYIO 3aWmnTy. CTpaHULbl NaMaTu,
NMOMeYeHHble KaK AOCTYMHble A9 3anncu U UCMOJIHAEMbIe, MOTYT NCMNOJIb30BaTbCH TOJIbKO
B XX€CTKO KOHTPONMPYEMbIX YCNOBUSAX: 0P0 NPOBEPSET Han4yme npaBa AMHaMMU4eckoro
nognnucaHua Koga, Kotopoe npegoctasnsgeTcs Tonbko Apple. Jaxe npu ero Hanu4nm
MOXHO BbIMOJIHUTb TO/IbKO OAWH BbI30OB Mmap 419 3anpoca UCMNOSTHIEMOWN U AOCTYMHOMN
019 3annCcKu CTpaHMLbl, KOTOPOI NpucBamMBaeTcs cnydalnHbii agpec. Safari ucnonbsyert aTy
PyHKUNIO B cBOEM KoMnunatope JavaScript Just-in-Time (JIT).
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Moppepykka pacwmpennn B iOS, iPadOS n macOS

MpunoxeHunsa B i0S, iPadOS n macOS MoryT npenocTaBnsTb CBON GYHKLUM OPYTUM
NPUIOXEHNSM NOCPELACTBOM paclUMpeHnii. PacluMperuns — aTo cneumann3mpoBaHHble
noAnucaHHble UCMONHAEeMble ABOMYHbIE dalinibl, BXOAAWME B NakKeT NpunoxeHus. Bo spems
yCTaHOBKW CUCTEMa aBTOMaTU4YeCKM OOHapy>XXMBaeT pacllMpeHns N genaeTt nx LOCTYMHbIMU
AN APYrUX NPUAOXKEHUN, UCNONb3YIOLWMX NOAXOOALWYI0O CUCTEMY.

To4ku pacwumpeHuns

O6nacTb cUCTeMbI, MpeaHa3HavYeHHas And NoaaepPXKn pacliMpeHunii, Ha3blBaeTCs TOYKOM
paclumpeHmns. Kaxpaaa Touyka paclumpeHns npegocTtasnsgeT APl n obecneynsaeT NnpMMeHeHne
NoMNTUK B cBoel o6nactn. Cuctema onpenenaeT 4OCTYMNHble pacllMpPeHns Ha OCHOBe
npaBua COOTBETCTBUA, 3afaHHbIX /19 KOHKPETHOW TOYKU paclumpeHuns. CuctemMa aBToMaTUYeCKM
3anyckaeT NpoL,ecchl pacluMpeHunii Mo Mepe HeoBXOAMMOCTIN U yNpaBngaeT Ux 3aKpbiTUEM.
YT06bl OrpaHMYnUTb AOCTYMHOCTb PACIMPEHNN KOHKPETHOMY CUCTEMHOMY MPUNOXEHWIO,
MOXHO UCMoJb30BaTh Npasa. Hanpumep, suaxxet «CerogHa» otTobpaxaeTcs Tonbko B LieHTpe
yBeOOMJ/IEHUIA, a paclUMpeHMe IKCNopTa AOCTYMNHO TOMbKO B NaHenn obuiero goctyna.
MprMepaMun ToYeK paclMpeHnsa aBngoTCA BUAXKeTbl «CerogHsa», KHonka «lMogenntbea»,
OEeNncTBUs, pegakTupoBaHne dotorpaduil, MICTOYHMK dannoB 1 HacTpanBaeMas knasuaTtypa.

O6MeH gaHHbIMU MeXAy paclnpeHnaMm

PacwunpeHunsa paboTtatoT B COGCTBEHHOM af,peCHOM NpocTpaHcTBe. [1s obMeHa gaHHbIMU
MexXay paclIMpeHneM 1 NPUTOXKEHNEM, KOTOPOE ero 3anycTuio, UCMosib3yeTcs MeXnpoLLeccHas
CBfA3b NpU NocpegHNYecTBe CUCTEMHOM NpPOorpaMMHONM cpedbl. Y HUX HET gocTyna K
dalnam UM agpecHoMy NPOCTPaHCTBY APYr Apyra. PaclwmpeHns n3onnpoBaHbl Apyr oT
Opyra, oT coaepallero nx NpuUaoXeHusa 1 oT NPUNOXEHNN, KOTopble UX Ncrnonb3ytoT. OHK
MNCMONHATCS B MECOYHMLE, Kak tobble Apyrne npuioXXeHnUs CTOPOHHUX pa3paboTynkos,
a UX KOHTeNHep oTAeneH oT KOHTelHepa, coaepXallero npunoxeHne. OgHako MM OOCTYMHbI
Te )K€ HaCTPOMKUN KOHOUAEHUMANBbHOCTU, KakK Yy NPUNoXeHUsa-KoHTeliHepa. CrnenoBaTesnbHO,
ec/i1 Nosib3oBaTe b NPenoCcTaBu/ NPUNoXeHUo 4ocTyn K KoHTakTaM, 3TOT AOCTYN Takxe
nonyyaTt paclUMpPeHs, BCTPOEHHbIE B NMPUIOXEHME, HO He Mosy4YaT pacllMpeHns, 3anyckaemble
NMPUNOXEHNEM.

Mcnonb3oBaHWe HacTpanBaeMblX KnaBmaTtyp

HacTpaunBaeMble kaBMaTypbl SBASIOTCS 0COObIM TUMOM paclUMPeHnin, KoTopble
BK/I0YaOTCA Nofb3oBaTeneM cpasy Ans Bceil cuctembl. Korga paclumpeHune knasmaTypbl
BK/IIOYEHO, OHO MCMOMb3yeTCs A1 BCEX TEKCTOBbLIX NMOMEN, KPOMe NMoss Kof-napons

n no6oro nong 6esonacHoro BBoga TekcTa. YTobbl orpaHNyMTbL Nepegavy AaHHbIX
nofb3oBaTens, Mo yMONYaHUIO HacTpanBaeMble KnaBuaTypbl 3anyckatTcs B NecoYHuLe
C CWJIbHO OTPaHUYeHHbIMU BO3MOXHOCTSMMU; 3Ta NecoYvHuL,a 610KMpPyeT AOCTYMN K CETH,
K cny>x6am, KoTopble BbIMOSHAOT CETEBblE OMepaLnm OT UMEHU NpoLecca, a TakxXe K
nHTepdelicam API, KoTopble MOrM 6bl MO3BONUTL PaclUMPEHUIO U3BeKaTb BBOAUMbIE
JaHHble. Pa3paboTynkn HacTpanBaeMbiX KnaBnaTyp MOryT 3anpocuTb A/ CBOEro
pacliMpeHmns OTKPbITbIN [OCTYN, 4TOObI Nocne Nony4YeHus cornacus oT Nonb3oBaTens
cucTeMa Morfa 3anyckaTb pacliMpeHne B NeCoOYHULE, UCNOSIb3YeMON MO YMOYaHUIO.
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MDM u pacwupeHuns

Ha ycTpoiicTBax, KOTOpble 3aperncTpmMpoBaHbl B CUCTEME YNpaBieHUs MOGUIIbHbIMU
ycTpolrictBamu (MDM), paclumpenus ang paboTbl C 4OKYMEHTaMM1 1 KnaBmMaTypamm
noauYMHAOTCA NpaBunaM ynpasneHusa cpefon npocMoTpa. Hanpumep, cuctema

MDM MoXeT NPUHATb Mepbl, 3anNpeTuB Nob30BaTeNo 9KCNOPTMPOBaTb JOKYMEHT U3
YyNpaBigaeMoro nNpuioXeHUa B HeyrnpasagaeMoe XpaHuuniie JOKYMEHTOB UKW 3anpeTuns
MCMoNb30BaTb HeyrnpaBsAsgeMyto KfnaBmaTypy B ynpasasgseMoM npunoxeHnn. Kpome toro,
pPa3paboTYMKN NPUNOXKEHUN MOTYT 3aMpPEeTUTb UCMNOJIb30BaHNE CTOPOHHUX PacLUMPEHUN
KNaBMaTyp B CBOEM MPUNOXEHUMN.

3awmTta NPUNoXKeHUN 1 rpynnbl npunoXxeHun B iOS n iPadOS

OpraHunsaumm MoryT ncrnonb3oatb koMmniekT SDK gng iOS ang HageXXHOW 3aLnTbl
npunoxeHnii B i0S n iPad0S, a TakXXe BCTYNUTb B rpynny o6Cy>XXaAeHNs NPUIOXEHUN
(App Group) Ha nopTane paspaboTymkos Apple (Apple Developer Portal).

NMpuMeHeHUe 3alunTbl AaHHbIX B MPUTOXKEHUAX

KomnnekT pa3paboTumka MO (SDK) onga iOS u iPadOS npepnaraeT nonHbi Habop

API, KoTopble ynpouiatoT BHegpeHNne TeXHONOr MM 3aWmTbl AaHHbIX A9 CTOPOHHUX U
KOpnopaTUBHbIX pa3paboTynKoB, a TakxXe NoMoralT UM ob6ecneynTb BbiCOYalLLN YPOBEHD
3alMTbl B CBOUX NPUIOXeHNax. 3alinta gaHHbix oxBaTbiBaeT APl gns paboTbl ¢ dannamu u
6asamu gaHHbIX, Bktoyaa NSFileManager, CoreData, NSData n SQLite.

basa paHHbIX NpunoxeHus «lMoyta» (BKAOYAs BIOXKEHUS), yNpaBiseMble KHUIU, 3aKnagku
Safari, 06pasbl 3anycka NPUIOXEHUN 1 AaHHble 0 MECTOMOJIOXEHUM TaKXe XPaHATCA B
3alndpoBaHHOM BUAE, a 3alLmMTa kitovei obecrneynBaeTcs NOCPEACTBOM KOO -Mapos, KOTOPbIN
3apaet nonb3oBaTtenb. B KaneHpape (kpome BnoxeHuit), KoHTaktax, HanoMunHaHuax, 3ameTtkax,
CoobueHunax n doto napametp Data Protection umeer 3sHauyeHune 3alymileHo 4O NepBoOi
ayTeHTUGUKaLmMmn nosib3oBaTess.

YcTaHOBMEHHbIe Nofib30BaTeNneM NPUNoXeHns, A9 KOTOPbIX He 3adaH onpeaeneHHblin
KNacc 3aliuTbl AaHHbIX, MO YMONYaHUIO NONy4YatoT Kacc «3allulieHo 00 nepson
ayTeHTUdUKaLnM nonb3oBaTens».

MpucoeavHeHue K rpynne npuioXXeHumn

MPUNOXEeHUs 1 pacluMpeHuns, NpUHaaiexallme y4eTHOM 3anmncu ogHoro paspaborymnka, MoryT
COBMECTHO MOJy4yaTb AOCTYN K KOHTEHTY, €CI OHN 06beAnHEHbI B TPYNNy NpUioXeHun. Ona
3TOro pa3paboTumnk AOMKEH co3aaTh Noaxoadilme rpynnbl Ha nopTane paspaboTymkos Apple
N BKJTIOUYNUTb B HUX HEOBXOAMMble MPUNOXEHUS U paclunpeHmns. MpunoxeHns, HacTpoeHHble Kak
YyacTb rPynMbl NPUAOXEHWN, MNOMYYaloT AOCTYN K CAeayoLlmnM AaHHbIM:

«  00WNIN KOHTENHEP Ha TOME, UCMOMb3yeMbl B Ka4eCcTBe XpaHUNuLLLA, KOTOPbIA OCTaeTcs
Ha YCTPOWCTBE, NOKa Ha HEM YCTaHOBJMIEHA XOTS 6bl O4HO NPUNOXEHNEe U3 TPYNbl;

- obuwme HaCTPONKH;
« 06LlIne aneMeHTbl CBA3KM K/oYeN.

MopTtan pa3paboTunkoB Apple cnocobcTBYeT TOMY, YTOObI Y KaXXaoi rpynnbl MPUIOXeHUN
OblN YHUKaNbHbIA naeHTUGMKaTop rpynnbl (GID) B npenenax BCel 9KOCUCTEMbI MPUTOXKEHUNA.
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Be3onacHocTb npunoxeHun B macOS: BBegeHune

B macOS peannsoBaHO HECKOJ/bKO NMepeKpbIBaloLLINXCS YPOBHEN 6€30MacHOCTM MPUNOXEHNN,
NnepBbiM U3 KOTOPbIX ABNAETCA BOSMOXHOCTb Pa3peLlnTb 3anyck TONbKO NOogMNCaHHbIX

M HageXHbIX npunoxeHun na App Store. Kpome Toro, MHoroypoBHeBas 3awmta macOS
rnomMoraet npegoTepaTuTb PaboTy C NPUIOXEHUAMU, KOTOPbIE 3arpyXatTcsa U3 UHTepHeTa
1 cogepxxaT n3BecTHoe BpeaoHocHoe 0. macOS pacnonaraet cpencTeamMm obHapyXeHus
1 yganeHusa spegoHocHoro MO n obecnevynBaeT AOMNOMHUTENbHbIE MEPbI 3aLLMTbI, KOTOPbIE
paspaboTaHbl TakuM 06pasoM, YToObl NpeaynpeanTb 4OCTYN HEHAAEXHbIX MPUN0XEeHNN

K Mofb3oBaTenbCknUM gaHHbIM. Cnyx6bl Apple, Takmne Kak cny>xba 3aBepeHus u cnyxba
obHoBneHu XProtect, pa3paboTaHbl, 4TOObI NpeaynpeanTb YCTaHOBKY BPegOHOCHOro
MO. Mpu HeoBX0AUMOCTM 3TU CNYXObl HaxoaAT BpegoHocHoe MO, KoTopoe Morfio
OCTaTbCH HE3aMeYeHHbIM, a 3aTeM ObIcTpo U 3dPeKkTUBHO yaanatoT ero. Kpome Toro,
nonb3oateny macOS MoryT BbibpaTh M06Y Moagenb 6e30MNacHOCTU, B TOM YNCTIe eCln
OHa npegycMaTpuMBaeT 3amnyCckK HEMOAMNCAaHHOIO M HEHaAEXHOro Koaa.

Mpouecc nognucu Koga npunoxexHun B macOS

Bce npunoxeHus B App Store noanucanbl Apple. MNoanncaHne nomoraet ybegnutbes,
4YTO NMPUIOXEHUS He Bbln nogaenaHbl UM n3aMeHeHbl. Apple Takxe nognucbiBaeT BCe
NpUNoXeHns, NocTaBnseMble ¢ ycTpoiicTeamu Apple.

YTobbl NpoiTK NpoBepky Gatekeeper c HacTpokamum no ymonyaHuto B macOS 10.15,

BCE NPUNOXEHUs, pacrnpocTpaHseMble He Yepe3 App Store, fOMXKHbI 6bITb NOAMNMCaHbI
pa3paboTynKoM C MOMOLLbIO BbIMYLLEHHOIO KOMMnaHuen Apple cepTudounkata ngeHTudmkaTopa
pa3spaboTymka (M MMYHOrOo KJltoya) 1 3aBepeHbl KoMnaHuen Apple. KoprnopaTuBHble NpUnoXeHus
Takye J0MXHbl 6bITb MOANMCaHbI BbINMYLLEHHbIM KOMMNaHMen Apple nogeHTUdUKaTOpPOM
pa3paboTymka, YTo6bl NONb30BATENN MOMIN MNOATBEPAUTDL LLENTOCTHOCTb NPUNOXEHUN.

B macOS noanunch koga 1 3aBepeHmne He CBA3aHbl Apyr ¢ ApyroM. OHM MOTryT 6bITb BbIMOSTHEHDI
pasHbIMU NMLAMW ANS pa3HbiX Lenein. PasapaboTynk NoAnMUCbIBaeT KO, C MOMOLLbIO
CBOEero cepTudukaTa, NPMBA3aHHOI0 K YHUKaNbHOMY uaeHTudunkaTopy (ceptudukar
BbliMyckaeTca koMnaHuen Apple). bnarogapa npoeepke Nognucu nofb3oBaTeflb MOXeT
ybegnTbcs, 4TO NporpamMmHoe obecrnevyeHne paspaboTynka He 6bIJI0O USMEHEHO C Tex Mnop,
KakK pa3paboTyumK BbiNyCTU 1 noanucan ero. 3aBepeHne MoXeT 6bITb BbIMOSHEHO Nt06bIM
YYaCTHMKOM LLeNMOYKM pacnpocTpaHeHns nporpaMmMHoro obecneyeHunss. OHo 40Ka3blBaerT,
4yTo Apple nonyymna Konuto Koaa O/g NPoBepKM Ha Hanuyne BpedoHocHoro MO n YTo
n3BecTHoe BpegoHocHoe MO o6HapyxeHo He Obifio. Pe3ynbTaToM 3aBepeHuns aBngeTcs
6uneT, KOTOPbIN XpaHUTCS Ha cepBepax Apple 1 MOXeT 6bITb NPU XeNaHUM NPUKPEnseH K
NPUNoXeHUto (KeM yrogHo), 4To He NpuBeaeT K aHHYNMPOBaHUIO nognucu paspaboTymka.

B cooTBeTcTBUMN C 06a3aTeNnbHbIMKN cpeacTBamMu KoHTponsa goctyna (MAC) ana nonyyenHus
npae, 3allunliaeMbix cMcTeMon, TpebyeTcs Nnognuch Koga. HanpumMep, ecnm NpUNoXeHuto
TpebyeTcs gocTyn Yepe3 6paHaMayap, ero Kog Ao/mKeH 6biTb MognncaH ¢ NOMOLLbLO
cooTBeTcTBYlOWero npasa MAC.
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Gatekeeper u 3awmTa B npouecce BbinosHeHNs B macOS

B macOS BcTpoeHa TexHonorua Gatekeeper 1 3auimTa B npoLecce BbIMOHEHUS. ITU
cpencTBa noMoratoT y6eanTbes, YTo Ha KoMnbloTepe Mac nosib3oBaTess 3anyckaeTcs
TOJIbKO HafleXXHoe NporpaMMHoe obecrneyeHue.

Gatekeeper

B macOS BcTpoeHa TexHoNnorua 6e3onacHocTu, Ha3biBaeMas Gatekeeper. OHa NpoBepserT,
4YTO MO YMOJIYaHUIO Ha KoMrMbloTepe Mac nonb3oBaTensa 3anyckaeTcs TOIbKO HagexHoe
nporpamMmHoe obecnevyeHne. Korga nonb3oBaTenb 3arpy>aeTt U OTKPbIBaeT NPUIoXeHne,
nnarvH UK NakeT yCTaHOBLUKMKA, NMOJIyYeHHbI He Yepe3 App Store, Gatekeeper npoBepserT,
Nnony4YeHo N1 3To NpPorpaMMHoe obecnevyeHne oT NOATBEPXKAEHHOro pa3paboTymKa, 3aBepeHo
nn oHo Apple Kak He cogepalliee N3BeCTHOr0 BPeAOHOCHOr0 KOHTEHTA MU He Bbl10 TN OHO
n3mMeHeHo. Gatekeeper Tak)xe 3anpalinBaeT corfiacue nonb3oBaTens nepepn nepBbiM OTKPbITUEM
3arpy>eHHoro NnporpaMMHoro obecrevyeHuns, 4Tobbl y6eamMTbCcs, YTO NOSb30BaTesb He Obif
o6MaHHbIM 06pa3oM BbIHYXAeH 3anyCTUTb MCMOMHSAEMbIN KO, KOTOPbI OH CYMTaN NPOCTbIM
dalnom gaHHbIx. Gatekeeper Tak)xe oTcnexxmBaeT NPoUCxXoxaeHme dannos, KOTOpble 3anucbiBaeT
3arpy>eHHoe MO.

Mo ymonyaHuto Gatekeeper paboTtaeT TakumM 06pa3omM, 4To6bl MOMOYb y6eanTbcs, YTo

BCe 3arpy>eHHoe nporpamMmMHoe obecneyeHue 6b110 nognucaHo App Store nnum 6oino
NOAMNMCaHO 3aperucTpupoBaHHbIM pa3paboTymMkoM 1 3aBepeHo Apple. Mpouecc npoeepkun
App Store 1 npouecc 3aBepeHnsa HanpaseHbl Ha TO, YTOObl yOeanTbCs, YTO NPUNIOXKEHME
He CoAepXXUT N3BeCTHoro BpegoHocHoro MO. CnegoBaTenbHO, MO YMOMYaHWUIO BCE MPorpamMMHoe
obecrieyeHne B macOS npoBepseTcs Ha Haan4yme n3BecTHOro BpegoHOCHOIro KOHTEHTa rpu
1epBOM OTKPbITUM HE3AaBMCUMO OT TOro, KakiMmM 0b6pa3omM OHO rocTynuao Ha Mac.

Mpwn xenaHuM nonb3oBaTeNn U opraHM3aLmnm MoryT pa3peLwmnTb YCTaHOBKY NPOrpaMMHOro
obecneyeHunsa Tonbko U3 App Store. Monb3oBaTenu Takxke MOryT USMEHUTb MONUTUKN
Gatekeeper, 4To6bl MOXHO BbISIO OTKPbIBATb Nt060E NporpamMmHoe obecrnevyeHne, ecnm

3Ta BO3BMOXHOCTb HEe OrpaHM4yeHa CUCTEMOWN ynpaBieHns Mo6UbHbIMU YCTPOMCTBAMMU
(MDM). OpraHuzaunm MoryT ncnonb3osatb MDM ana HacTpoliku napameTtpos Gatekeeper,
BKJIt0Yaa paspelleHre NporpaMmMHoOro obecrnevyeHuns, NogNNCaHHOIO C MOMOLLbI APYTruX
naeHTnonkaTopos. Mpn HeobxoammocTn Gatekeeper MOXHO MOTHOCTbIO OTKJIOYUTD.

Gatekeeper TakXe 3awmu,aeT oT pacnpoCcTpPaHEeHUs BPEeOOHOCHbIX NNarMHOB Yepes
06blYHbIe NPUIOXEHMS. B HEKOTOPbIX cliyvasax npu UCMNoib30BaHUM NPUIOXEHNS
3anyckaeTcs 3arpy3ka BpefdoHOCHOro nnarnHa 6e3 segomMa nonb3oBatend. [pu
HeobxoaMmMocTun B paboTy BMewnBaeTca Gatekeeper. OH OTKpbIBAaeT NPUIOXEHNS N3
CnyyYyalHbIX MecT, OOCTYMHbIX TONIbKO AN YTeHUsa. 3Ta Mepa Hanpas/ieHa Ha To, YTOobbI
npeaynpeanTb aBToMaTU4YecKyo 3arpysky njaarmHoB, pacnpocTpaHseMbiX BMecTe ¢
NPUNoXXeHneM.

3awmTa B ripouecce BbIMNOJIHEHUS

CucTeMHble dalinbl, pecypcbl U 94RO OTAeNeHbl OT NOJ/Ib30BaTE/IbCKOr0 NPOCTPaHCTBa
npunoXxeHuii. Bce npunoxeHus ns App Store noMeLLaoTcs B MeCOYHMLY, YTO OrpaHuynBaeT
LS9 HUX OOCTYN K AAaHHbBIM, XPaHALLMMCS B APYrUX NPUIOXeHUsX. ECv npunoxeHuio ns
App Store TpebyeTcs AOCTYN K AaHHbIM APYroro NpuioXeHus, OHO MOXET MoJlyYnTb ero
Tonbko npu nomolwn APl 1 cnyx6, npegocTaBnseMbix macOS.
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3awwuTa ot BpegoHocHoro NO n kopga B macOS

Apple ncnonbayet npoLecc aHanmsa yrpos ans 6biICTPOro BbigBEHUS U 6N1OKNPOBKMU
BpeaoHocHoro MO.

Tpy¥ YPOBHS 3alLUTbI

CpepncTBa 3alWuTbl OT BpeaoHocHoro MO AeiCTBYIOT Ha TpeX YPOBHAX:

1. lMpepoTBpalleHue 3arnycka uan BbinosiHeHus BpegoHocHoro 10: App Store nnu
Gatekeeper B coueTaHun co cnyx6oi 3aBepeHus

2. brioknpoBka pabotbl BpegoHocHoro 10 B cuctemax rnosb3osartess: Gatekeeper, cnyxba
3aBepeHuns n XProtect.

3. YcrpaHeHue BpenoHocHoro 10, koTopoe yxe 3apasunsio cuctemy: XProtect

MepBbli ypOBEHb 3alMTbl NPeAHa3HavYeH and npeaoTBpalleHnsa pacnpocTpaHeHus
BpeaoHocHoro MO unm ero ogHOKpaTHOro 3anycka. 3a 310 oTBevatoT App Store
n Gatekeeper B coyetaHum co cnyxo6ol 3aBepeHuns.

Cnepnyolinii ypoBeHb 3alMTbl MOMoOraeT 6bICTPO 06HapYXUTb U 6N1OKMPOBaTb
BpenoHocHoe O B cny4yae ero nosiBieHNs Ha KoMnbloTepe Mac, 4To HeoBX0aAMMO Kak
0N OCTAaHOBKW pacnpocTpaHeHus, Tak U Aas 0O4UCTKK cucteM Mac, B KOTOpble OHO
yXe BHeapunocb. B pononHeHne k Gatekeeper n cnyxbe 3aBepeHUs Ha 3TOM YPOBHe
nopkntoyvaetca XProtect.

HakoHeu, XProtect 3aHnmMaeTca ycTpaHeHneM BpegoHocHoro MO, koTopoe cMorno
YCMNEeLWHOo 3anyCcTUTbLCS B CUCTEME.

B cCOBOKYMHOCTM 3TN CpeacTBa, Kak onvcaHo ganee, obecneynBaioT COOTBETCTBYIOLLYIO
Hagnexaulen npakTuke 3alnTy oT BUPYCOB U BpedoHocHoro MO. CyuwecTByOT U gpyrue
CpeAcTBa 3alliMTbl, B YaCTHOCTU Ha KoMnbloTepe Mac ¢ unnom Apple, ons orpaHnyeHuns
noTteHuManbHoro yuiepba ot BpegoHocHoro MO, KOTopoMy yaanocb 3anyCcTUTbCs B
cucteme. macOS MOXeT MOMOYb 3alWMTUTb NOJIb30BaTENbCKNE AaHHble OT BPEOOHOCHOro
MO (cM. paspen 3awmTa NpU 4OCTYMNe NPUIOXKEHUN K MONb30BaTENbCKUM OaHHbIM) U
MOXET OorpaHnYMBaTb OENCTBUSA, 0OCTYMNHbIe BpeaoHocHoMy MO B cuctemMe (CM. pasgen
LlenocTHOCTb onepaLMoOHHON CUCTEMDI).
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3aBepeHue

3aBepeHune — 310 cnyxba komnaHum Apple, ncnonbsyemas a9 BbiSBNEHUS BPEOOHOCHOTO
MO. PazpaboTymky, KOTOPbIE XOTAT PACNPOCTPAaHATb npunoxeHus onsg macOS

He yepes App Store, oTNpPaBAAOT CBOU NPUNOXEHUS HA NPOBEPKY B paMKax npoLecca
pacnpocTpaHeHus. Apple npoBepsieT nonyyeHHOe NporpamMmMHoe obecrnevyeHme Ha
Hann4yme M3BeCTHOro BpegoHocHoro MO 1, ecnn OHO He o6Hapy>XXeHO, BbigaeT 6uneT
3aBepeHns. ObbIYHO pa3paboTUMKN NPUKPENN[IOT 3TOT BUNET K CBOUM MPUNOXKEHUAM,
yTob6bI TEXHONOrna Gatekeeper Morna NpoBepuUTb N 3anNyCTUTb NPUNOXKEHMe aaxe 6e3
NMOOK/OUYEHNS K UHTEPHETY.

Apple Takxxe MoXeT BbIMyCTUTb BUNET aHHYNALUUM O NPUNOXEHUS, eCNX CTano U3BECTHO,
4YTO OHO ABNAETCS BPEAOHOCHbIM, faXe ec/in paHee OHO Mofly4nno 3aBepeHune Apple.
macOS perynspHo NpoBepsieT Hanmyme HOBbIX BUNETOB aHHYyNaUUK, Tak YTo Gatekeeper
BNajeeT caMol akTyallbHON MHOopPMaLMen u MoXeT 61oKMpoBaTh 3anyck Takux ¢aiinos.
3TOT NpoLecc NO3BoONSET 04eHb BbICTPO 6NOKMPOBATb BPEAOHOCHbIE NMPUNOXEHNS,
NOCKO/IbKY OO6HOBIEHUNS BbIMOMHAOTCA B GOHOBOM peXMMe U ropasfo vallle, YeM gaxe
doHoBble 06HOBMEHUa curHaTtyp XProtect. KpoMe Toro, aToT MexaH13M 3aluTbl MOXET
NPUMEHATbCS K MPUNOXEHNIM, KOTOPble paHee 6bliv 3aBepeHbl KoMnaHuen Apple, 1 K TeMm,
KOTOpble He MPoLUIM 3TOT NpoLecc.

XProtect

B macOS BcTpoeHa aHTUBUpPYCHaa cuctema, kotopast HasbiBaetcst XProtect. OHa
obHapyxuBaeT 1 yaoanset BpegoHocHoe MO nyteM ero cpaBHeHus ¢ 6a3oi curHaTtyp.
OTa cuctema ncnonbadyeT curHatypbl YARA, uTo6bl 06HapyxumBaTb BpegoHOCHoe MO
nyTeM CpaBHEHUS NOOO3PUTENbHbIX GannoB ¢ 6a3ol CUrHaTyp, perynsapHo o6HOBNSEMON
Apple. Apple oTcnexmnBaeT HOBble C/ly4aun 3apakeHua 1 pasHOBUOHOCTU BUPYCOB U
aBTOMaTU4YeCKM — OTAENbHO OT CUCTEMHbIX OOHOBNEHUI — 0B6HOBNSAET CUTHATYpPbl. ITO
no3BoNsieT NpeaynpegnTb 3apaxeHne KoMmnbtoTepa Mac BpegoHocHbIM MO. XProtect
aBTOMaTM4eCcKM pacnosHaeT n 6N10KMpyeT BbIMOSIHEHNE N3BECTHOIO BpedoHocHoro MO.

B macOS 10.15 n HoBee XProtect npoBepsieT nporpaMmMHoe obecnevyeHne Ha Hanmyne
M3BECTHOro BPEOOHOCHOIro KOHTEHTa B ClIEeAYIOWNX CUTYyaLmnaX.

- TNpunoxeHne 3anyckaeTcsa B NepBbi pas.
- TpunoxeHne 6b110 N3MeEHeEHO (B GpalnoBon cucTteme).
«  CurHatypbl XProtect 6bi11 06HOBMEHDI.

Korga XProtect pacnosHaeT n3secTHoe BpeqoHOCHOE NporpaMMHoe obecrnevyeHne, oHo
6nokupyeTcs, nosib3osaTteNb NojyyaeT yBegoMeHne u MOXeT cpasy nepemMecTuUTb 3TO
nporpamMmmHoe obecrneyeHne B KOP3UHY.

MpumeyaHme. 3aBepeHne apPEeKTUBHO B OTHOLIEHUU U3BECTHbIX Gannos (Mn xewen
dalnnoB) N MoXeT MCMNOMNb30BaTbCA AN MPUIOXKEHMN, KOTOPbIE paHee yXe 3amnycKanauch.
MpaBuna aHanusa curHatyp XProtect aenaiotca 6onee yHMBepcanbHbIMUY, YEM Xell
KOHKpeTHoro ¢aina, Nno3ToMy AaHHas TEXHONOrMs MOXET pacno3HaBaTb BapuaHThl,
KoTopble Apple euwe He Buaena. XProtect ckaHUpyeT TONbKO Te NPUTOXEHUS, KOTOPble
OblIN N3MEHEHDbI UTN 3aMyCKaloTCs BNepPBbIe.
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Ecnu BpegoHoOCHOe nporpaMmmMHoe obecnevyeHne NpoHMKHET Ha Mac, B aToM cnyyae XProtect
NPUMEHNT TEXHOOMMIO OJ19 YCTPaHeHNa 3apaXxeHnin. Hanpumep, ee Moaysb, NpeaHasHayYeHHbIN
019 yCTpaHeHMa 3apaxkeHus, nosyvyaet aBToMaTu4yeckne oOHOBIEHMUS OT KOMMAHUK

Apple (B aBTOMaTUYeCKNX OOHOBNEHNAX CUCTEMHbIX GaliioB U B 0OHOBIEHUAX CUCTEMbI
6es3onacHocTK). Ta cuctema yganaet spegoHocHoe MO nocne nonyvyeHnss o6HOBNEHHOMN
MHbOPMaLMKN 1 NPOOOSIKAET NEPUOANYECKN NPOBEPATb HaNM4Me 3apaxxeHUin; ogHaKo
XProtect He nepesarpyxaet Mac aBTomaTnyeckn. Kpome toro, B XProtect BCTpoeHbl nepefoBble
MHCTPYMEHTbl 0OHapyXeHns Hen3BecTHOro BpegoHocHoro MO Ha ocHoBe aHanmMaa ero
noseneHus. MMHpopmauma o BpegoHocHoM MO, pacrno3HaHHOM 3TUMU MHCTPYMEHTaMH,

B TOM 4ucne o ToM, kakoe MO OTBETCTBEHHO 3a €ro 3arpysky, MCNoab3yeTcs Ansa ynydeHus
curHatyp XProtect n 6esonacHoctn macOS.

ABTOMaTu4eckme o6HoBNeHUsa cuctemMbl 6esonacHocTtu XProtect

Apple aBToMaTnyecku BbinyckaeT o6HoBneHua ana XProtect Ha ocHoBe akTyanbHOWM
OOCTYnHoOM nHdopMaumum o6 yrposax. Mo ymonyaHuio macOS npoBepsaeT Hannune Takmx
ob6HOBNEeHNI exxeaHeBHO. OGHOBNEHMA CNYXObl 3aBEPEHNS, KOTOPble pacnpoCTpaHaTCS
C ncrnonb3oBaHneM cuHxpoHmnsaumm CloudKit, nponcxogdaT HaMHOro valle.

PearunpoBaHue Apple Ha o6Hapy>xeHne HoBOro BpegoHocHoro Mo

O6HapyXeHne HOBOro BpegoHOCHOro MO NpMBOAUT K NPUHATUIO psaa Mep.

- OT3biBaloTCA Ntobble CBA3aHHble cepTUdUKaThl, MPUBA3aHHbIE K MAEHTUDUKATOPY
paspaboTymka.

- BbinyckatoTcsa 6uneTbl aHHYnaUMK 3aBepeHns onsa scex GannoB (MPUIOXKEHUNA 1
CBfA3aHHbIX palinos).

- PaspabatbiBatoTcd M BbinyckatoTcs curHaTypbl XProtect.

BbIIBNEeHHble CUTHATYpPbl TakXe NPUMEHSAIOTCH PETPOaKTUBHO K paHee 3aBepeHHOoMY
nporpamMMHoMy obecneyvyeHuio, a Ntobbie HOBble ClyYyan o6HapyXeHua NpuBoaaT
K BbIMOJIHEHUIO OHOTO UMN HECKONbKUX AENCTBUIA, ONMUCaHHbIX paHee.

B ntore 06Hapy)KEHVIe BpegoHocHoro MO 3anyckaeT pag Waros, BbIMOIHAEMbIX B TEeYEHME
nocnegyrowmnx cekyHa, 4acoB “ ,D,HeVI, 4YTO6bI 3alLNTUTL NOMb30BaTeNEN Mac, Hackosbko
3TO BO3MOXHO.
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KomMmnaHuga Apple cuntaet, 4TO NPUIOXEHNS MOFYT MCMNOMb30BaTb AaHHble NOfib3oBaTeNs
TOMIbKO C €ro cornacus U TosibKO €C/IM OH MOJTHOCTbO MOHMMAET U KOHTPONMPYeT Takoe
ncnonbsoBaHme. B macOS 10.15 aToT nogxopn peannsoBaH Ha ypoBHe cucTeMbl. OH nomoraeTt
ybeOnTbCs, YTO BCe NPUIOXEHUS NoJlydaT corfnacue nonb3oBatend nepepg noayyeHmemM
JocTtyna K ¢aiinam B nankax «JoKyMeHTbI» U «3arpy3ku», a Takxe Ha paboyeM cTone,

B iCloud Drive n B ceTeBbix ToMax. B macOS 10.13 1 60nee HOBbIX BEPCUSAX CUCTEMDI
NPUNoXeHns, KOTopbiM TpebyeTca AOCTYN KO BCEMY YCTPONCTBY XpaHEeHUs, OOMIXKHbI 6bITb
ABHbIM 06pa3oM gobasneHbl B CUCTEMHbIX HacTponkax. KpomMe Toro, ncrnonb3oBaHue
dYHKLUMI YHMBEpPCANbHOro AOCTyNna U aBToMaTusaummn TpebyeT paspelleHns nonb3oBaTens.
3710 nomMoraeT y6eanTbcs, YTO OHM He 0OX0AAT Apyrue cpeacTBa 3aWmTbl. B 3aBUCUMMOCTHU
OT MONUTUKM OOCTyNa nofib3oBaTento npegnaraetcsa NMbo oT nonb3oBaTensa Tpebyetcs
N3MEHUTb HACTPOWMKY B YKasaHHOM HUXe pasgene.

« B macOS 13 unu HoBee. «CUCTEMHbIE HAaCTPONKM» > «KoHPUAEHLMANbHOCTb
1 6e3onacHoCTb» > «KoHPUOEHLMaNbHOCTb>.

« B macOS 12 unun 6onee paHHUX Bepcuax. « CUCTEMHbIe HaCTPOMKU» > «3alnTta un
6e3onacHocTb» > «KOHOUAEHUMANbHOCTb».

AnemeHT MpunoxeHune BbiBOAUT 3anpoc Aana lMonbsoBatenb A0KEH USMEHUTb
nonbsoBaTtens CUCTEMHbIE HAaCTPOMWKM
KOHOMAEHLMANbHOCTN

VHUBepCcanbHbIl 4OCTYN [ x] Q
MONHbIN LOCTYN K BHYTPEHHEMY ° Q
XpaHuanuLy

®ainbl 1 nanku Q (%)

lMpumedaHue. B TOM yncne nankun
«Pabounit cton», «JOKyMeHTbI»,
«3arpysku», ceteBble TOMa

N CbeMHble TOMa

ABTOoMaTu3auma (cobbiTusa Apple) Q °

Ecnu nonb3oBaTtenb Bktounn FileVault Ha Mac, To nepep NpoaonXeHneM npowecca
3arpysku 1 nofy4yeHnemM OoCcTyna K cneumansnpoBaHHbIM pexnmaM 3arpysku notpebyercs
BBECTM [eCTBUTESbHble yYeTHble AaHHble. be3 JenCcTBMUTEbHbIX YUYETHbIX AaHHbIX A5 BXo4a UK
K/to4a BOCCTAHOBJIEHUSI TOM OCTaHETCS 3allMbpPOoOBaH M 3alMLLEeH OT HECAHKLMOHMPOBAHHOMO
LOCTyna, faxe ecnv nseneyvyb Gusmyeckoe yCTpoMCTBO XpaHeHUs N3 KoOMMbloTepa u
noak/lUYNTb €ro K 4pyroMy KOMMbloTepy.

YTo6bl 3aWMTUTL JaHHble B KOpnopaTuBHoW cpene, UT-oTaen [onxeH 3agatb
NONNTUKK KOHGUrypauum FileVault n BKIOYNTb UX MPUMEHEHNE C MOMOLLLbIO CUCTEMDI
ynpasneHuss MobunbHbiMu ycTpoicteamun (MDM). OpraHmsaumnsm OCTYNHO HECKOMbKO
crnoco6boB ynpaBneHns 3awmdpoBaHHbIMM TOMaMM, BKIOYas KOPNoOpaTUBHbIE K04
BOCCTaHOBJ/IEHUS, INYHbIE K/TIOYM BOCCTAHOBMNEHUS (KOTOPbIE MPU XEeNaHUN MOXHO
nepenatb B MDM gns xpaHeHus) unm nx coyetaHne. B MDM Takxe MOXHO YyCTaHOBUTb
NOINTUKY pOTaLun KITOYeNR.

besonacHocTb nnatdopmbl Apple 138



besonacHocTb nnatdopmbl Apple

DYHKLUNMN 6e30NacCHOCTU B NPUITOXKEHUN
«3aMeTKun»

B npunoxeHne «3amMeTkn» BCTpoeHa ¢yHKUMs «CekpeTHble 3aMeTkmn» (Ha iPhone,
iPad, Mac n canTe iCloud), nosBonsouas 3aWnUTUTb COAEPXNUMOE OTAENbHbIX 3aMeTOK.
Monb3oBaTenu Tak)xe MoryT 6e3onacHo A4enmMTbCcs 3aMeTKaMu C APYyruMu.

CekpeTHble 3aMeTKHU

CekpeTHble 3aMeTKM 3alLMLLEHbBI CKBO3HbIM LWMPPOBAHNEM C UCMOSIb3OBAHWEM NPULYMAHHOTO
nonb3oBaTeneM naposs, 6e3 KOTOPOro HEBO3MOXHO NMPOCMOTPETb 3TN 3aMETKM Ha YCTPOMCTBAX
i0S, iPadOS 1 macOS, a Takxe Ha canTe iCloud. Kaxpasa y4yeTHas 3anucsh iCloud (B ToOM
yucne y4yeTHble 3anucu «Ha MoeM» yCTPOMCTBE) MOXET MMETb CBOM Mapo/ib.

Korga nonb3oBaTenb 3acekpeyvymBaeT 3aMeTKy, cosgaeTtcs 16-6aMTHbIN KoY Ha OCHOBE
BBEOEHHOro UM napons ¢ ncrnonb3oBaHnem anropntma PBKDF2 n SHA-256. 3ameTtka un
BCe ee BIOXeHus Wwndpytotca no anropntMy AES B pexxume Galois/Counter Mode (AES-GCM).
B CoreData n CloudKit cosgatoTcs HOBble 3anncu ona XpaHeHus 3andpoBaHHON 3aMeTKH,
B/IOXKEHWN, Tera n BekTopa nHuumanusaumn. Nocne co3gaHunsa HOBbIX 3anncein NCXOAHbIe
HesawndpoBaHHble AaHHble yaanatoTca. Cnegyowme BAOXKEHNS NOAOEPXKMBAIOT WMPpPOBaHME:
n300paxeHus, 3apnUcoBkn, Tabnuubl, KapTbl U CalnTbl. 3aMeTKK, CoaepXalline apyrme Tunbl
BIOXEHWN, HeNb34 3alMdpoBaTb, a HernoaaepP>XXBaeMble BOXeHUs HeNnb3s 006aBnUTb B
CeKpeTHble 3aMeTKMU.

[ns npocMoTpa CeKpeTHOoM 3aMeTKM NMofb3oBaTeNb AOMKEH BBECTU Napoib UK NPONTH
ayTeHTUdUKauuio ¢ nomoubto Face ID unm Touch ID. Mocne ycnewHom ayTeHTUGUKaLUN
nonb3oBaTens A NPoCcMoTPa UK CO3[aHNs CEKPETHON 3aMeTKU NpUIoXeHne «3aMeTkn»
3anyckaeT 6e3onacHbI ceaHc. Bo BpeMs 6e3onacHoro ceaHca nojib3oBaTeflb MOXeET
npocMaTpuBaTb CEKPETHbIE 3aMEeTKM UM 3alumWaTh gpyrue 3aMeTkn, He npoxoad
NMOBTOPHYIO ayTeHTUdMKaumo. OgHako 6e3omnacHbIi ceaHC pacnpocTpaHaeTcs ToMbKo

Ha 3aMeTKW, 3alMLLEeHHble C MOMOLLbIO TOro Xe naponsd. Ecnv sameTkn 3almuLeHbl ¢
NOMOLLbIO APYroro napons, notpebyetcs ayTeHTUdGUKaUMs nonb3oBaTens. bezonacHolit
CeaHC npekpaljaeTcs, ecnu:

< MNOoNb30BaTe/lb KaCaeTCqd KHOMKKN <(3a6J'IOKVIpOBaTb» B MPUNOXEHNN «SaMeTKVI»,'

- MpuioXxeHne «3aMeTKn» HaxoamuTCs B GOHOBOM pexume Gonee Tpex MUHYT (BOCbMMU
MUHYT ans macOS);

- yctponcTeo iOS nnu iPadOS 6nokupyeTcs.

YT0Obl NI3BMEHUTb MapPOSib CEKPETHON 3aMeTKM, NoNb3oBaTe b AO/IKEH BBECTU TEKY LN
naposb, Tak Kak ans CMeHbl Napons Henb3s ncnonb3oBaTb Face ID nnm Touch ID. Mocne
TOro Kak nofib3oBaTesb Bbi6pan HOBbIN Naposb, NpUNoXxeHne «3aMeTKn» NOBTOPHO
3alMLLAeT KJTOYN CYLLECTBYOLWMX 3aMETOK B TOM e YYETHOM 3anucu, 3amppoBaHHbIX
npenbiaywmm naposem.

Ecnu nonb3oBaTesib HEMNPaBWUIbHO BBOAUT Naposib TPU pas3a noapsg, nNpuioxeHme
«3aMeTKkn» NnokasblBaeT NoAckasky, 3ajaHHy Nosb3oBaTeNleM NpuU HacTpoiike (ecnu

OHa 6bina 3apgaHa). Ecnm nonb3oBaTenb NO-npexHeMy He MOXXeT BCMOMHUTb Naposib, ero
MOXHO CHPOCUTb B HAaCTpoiikax 3amMeTok. [Tocne aToro nonb3oBaTeslb CMOXET CO3[aBaTb
HOBble CEKpeTHble 3aMeTKN C HOBbIM MaposieM, HO He CMOXET NPOCMaTPMUBaTb CEKPETHbIe
3aMeTKM, 3allMlleHHble cTapbiM naponeM. Ecnm nonb3oBaTtesib BCIOMHUT CTapbiii Napob,
TO CMOXEeT NpocMaTpuBaTb CTapble CeKpPeTHble 3aMeTKN aaxke nocne cbpoca napons.
[Ons c6poca napong HeobxoamMMo 3HaTb Naposb y4eTHon 3anucK iCloud nonb3oBaTens.
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O6wume 3aMeTKMn

Ecnn K 3aMeTKe He MPUMEHEHO CKBO3HOE WndpoBaHME C NCMONb30OBAHMEM MApPOSst, MOXHO
npefoCcTaBUTb AOCTYMN K TaKoW 3aMeTke Apyrum nonbsosatenam. Ong noboro TekcTa

N BNIOXEHWUN, obaBnsgeMbix Nofib3oBaTeNieM B 06LLyt0 3aMeTKy, Apple ncnonb3yeT T1n
3awmdpoBaHHbIX gaHHbix CloudKit. Pecypcbl Bcerga wmndpyoTcs Ko4oMm, 3andpoBaHHbIM

B CKRecord. MeTagaHHble, HanpuMmep AaTbl CO34aHUS U UBMEHEHUS, He LWNPYIOTCS.
CloudKit ynpaBnsieT npoueccom, UCMNosib3yst KOTOPbIA Y4aCTHUKM MOTYT WKUPPOoBaTb U
aewundpoBaTb NpUHagnexauime gopyr Apyry AaHHbole.

®dyHKUNKM 6e30NacCHOCTU B NPUIOXKEHUN
«bBbICcTpble KoMaHabI»

Mpn Heo6xo0ANMOCTH BbICTPble KOMaHAbl U3 NPUIOXKEHUS «bbICTpble KOMaHAbI» MOTYT
ObITb CUHXPOHN3NPOBaHbI Mexay ycTponcTeaMn Apple ¢ nomoubio iCloud. MoxHo Takxe
nogenuTbcs 6bICTPbIMU KOMaHOaMu ¢ ApyrumMu nonb3oBatenamu yepes iCloud. boicTpble
KOMaH[bl XpaHATCs 1oKaNbHO B 3alndpoBaHHOM BUAE.

Monb3oBaTenbckue GbICTPble KOMaHAbl YHUBEPCabHbl: OHM MOXO0XW Ha CKPUMNTbI U
npunoxeHus. Mpu 3arpyske 6bICTPbIX KOMaHA U3 UHTEPHETa NoJib30BaTeNb NojlyyaeT
npepynpexaeHue o ToM, YTo GbiCTpas KOMaHAa He NpoBepeHa Apple, 1 MOXeT NPOBEPUTL
KOMaHIy caMocCToATeNbHO. YTo6bl 3alWUTUTb MONb30BaTeNs OT BPEeOOHOCHbIX 6bICTPbIX
KOMaH[, nogaepxuBaeTcs akTyasibHas 6a3a M3BECTHbIX BPEOOHOCHbIX MPUTOXEHUI 1 Koaa,
YTO MO3BONSAET BbIABMATb BPEAOHOCHbIE BbICTPbIE KOMaH/bl BO BPEMS UX BbIMOSHEHNS.

Monb3oBaTenbckue GbiCTPble KOMaHObl MO3BONAIOT 3aMyckaTb 3afaHHblil NONb30BaTeNEM
kopn JavaScript Ha cainTax B Safari npu akTuBaumMm Ha cTpaHuLe akcnopTa. YTo6bl 3alLNTUTD
nonb3oBaTena OT BpeAoHOCHOro kKoda JavaScript, KoTopblit MOXeT, Hanpumep, 06MaHHbIM
06pa3oM BbIHYAUTb MNOMb30BATENS 3aNyCTUTb CKPUNT Ha caliTe coLManbHOW CeTU, KOTOPbIN
6yneTt cobupaTb JaHHble Nonb30oBaTeNd, BbiNonHAeTCcs NpoBepka JavaScript no ynoMaHyTomn
Bbille 6ase onpeaeneHnit BpeaoHOCHbIX MpunoXxeHuin. Korga nonb3oBaTenb B NepBbil pas
3anyckaeT JavaScript B onpeaeneHHoM AOMeHe, eMy npeparaeTca paspeLllnTb BbiNoHEHWe
ObICTPbIX KOMaHA, cogepxalinx JavaScript, Ha Tekyuiel Be6-cTpaHuLEe 3TOro JOMEHa.
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BesonacHocTb cnyx6

O630p 6e3o0nacHOCTU CNYX6

Apple npegnaraet WNPOKKUIA HAbop cNyX6 AN NOBbILWEHMA MPAKTUYHOCTU U 3P PEKTUBHOCTHU
YCTPOMNCTB. DTU CNy>Xbbl NPeaoCTaBNAT LWNPOKNE BO3SMOXHOCTIN A1 061a4HOro XpaHeHus,
CUHXPOHU3ALUMM, XpaHeHUs naponen, ayteHTudukaumm, onnatbl, obMeHa coobLEeHNsIMI, CBSA3U
M Opyrvx 3agad, npu atoM obecneymBas KoHOUAEHUNANIBHOCTb NoMb3oBaTenen n 6e30MacHOCTb
WX OaHHbIX.

B 3ToMl rnaBe paccka3blBaeTcs 0 TeXHoornax obecrnevyeHuns 6e3o0nacHOCTU, UCMOb3yEeMbIX
iCloud, dyHkuuneln «Bxop c Apple», a Takxe Apple Pay, iMessage, Apple Messages for Business,
FaceTime, JTokaTopoM 1 dyHKLMEN HENPEPBIBHOCTU.

MpumeyvaHme. Cny>x6bl N KOHTEHT Apple [OCTYMHbI HE BO BCEX CTpaHax U permoHax.

Apple ID n ynpasnaembin Apple ID

O630p 6e3onacHocTu Apple ID

Apple ID — 370 y4yeTHasa 3anucb, MCNOAb3yeMas 419 BXoda B cepBuUCHl 1 cnyXbbl Apple.
Monb3oBaTenun foMKHbI 6€30MacHO XPaHUTb JaHHble AN BXOA4a B y4YeTHble 3anucu

Apple ID. 9To TOMOXET 3aWMUTUTb YYETHbIE 3aMUCU OT HECAHKLLMOHUPOBAHHOIO AOCTyMa.
[nga atoro Apple ID TpebyeT ncnonb3oBaTb HafeXHble Naposin, KoTopble:

- [OOJIXHbl coaepXaTb He MeHee BOCbMW CUMBOJIOB;
«  [OOJIXHbI BKOYATb BYKBbI U LNDPbI;

- He [JoNXHbl coaepxXaTb TPU Uun 6oee OAUHAKOBbIX CUMBOJIOB NOAPAL;
«  He [Q0/NXHbl ABNATbCS YacCTO MCMOMb3yeMbIMU MNaPOIAMMU.

[Monb3oBaTenamM pekoMeHayeTCca ycTaHaBNMBaThb elle 6onee HagexHble naponu, nobasnas
OOoNnoSIHNnTeNnbHble CUMBOJIbl U 3HAaKW NpennHaHnA.

Apple TakxXe yBeLOMSET NOSb30BaTENEN MO 31EKTPOHHOM NoYTe UK B push-yBegomMieHumsx
nmbo obonmmn cnocobamm, ecnm B y4eTHYIO 3anmchb Obliv BHECEHbI BaXXHble UBMEHEHNS,
Hanpumep, ecnu 6blIM U3MEHEHbI MaTeXHble faHHble Nn60o ecnu naponb unu Apple ID
ncnosib3oBanach AN BXoga Ha HOBOM YCTPOMCTBE. ECM YTO-TO BbIMNSANT HE3HAKOMbBIM,
nofb3oBaTensdaM pekoMeHayeTca HelaMenanTenbHo N3MeHUTb naposb ceoero Apple ID.
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Kpome Toro, Apple 3agencTByeT Lenblil pag noaMTUK U npoueayp o8 3aWmTbl YYETHbIX
3anucen nonb3oBaTtenenn. Cioga BXoAUT OrpaHMYeHne KonmM4yecTBa NOMbITOK BXO4a U
nonbiTok cb6poca napons, akTUBHbIN MOHUTOPUHT MOLIEHHNYECKUX OEeNCTBUIA ANg NoMOoLLM
B 0O6Hapy>XXeHnn coBepllaeMblX aTak, a Tak)e perynspHbii NepecMoTp MNOAMUTUK C Yy4eTOM
no6oi HoBOM MHbOpPMaLMK, KOTopas MOXET NOBNATb Ha 6e30MacHOCTb NoMib3oBaTeNeNn.

lMpumeyaHue. TlonuTuka naponen gns ynpasnsembix Apple ID 3agaetcs agMUHUCTPATOPOM
B Apple School Manager unu Apple Business Manager.

OByxdakTopHasa ayTeHTUdUKaums

YT0Obl MOMOYb NOJSIb30BATENSAM OOMONIHUTENbHO 3alNTUTD YYETHbIE 3anucu, Apple

Nno yMONYaHUIO UCNONb3YeT ABYXaKTOPHYIO ayTeHTUGUKaLn — OONONHUTENbHbIN
ypoBeHb 3awmnTbl Apple ID. OHa NnoMoraeT rapaHTUpPoBaTb, YTO AOCTYMN K YYETHOM 3anncu
MOXEeT MoJIyYnTb TOMbKO ero Bragenel, Aaxe eciin KTo-To APYrol 3HaeT NapoJsib Y4eTHOM
3anucu. MNMpu ncnonb3oBaHnn AByXbGakTOPHOM ayTEHTUDMKALUM AOCTYN K YYETHOMN
3anucuK nosb3oBaTesis BO3MOXEH TOJIbKO C JOBEPEHHbIX YCTPONCTB, Takux Kak iPhone,
iPad nnu Mac nonbsoBaTens, a TakXe ¢ APyrux yCTPONCTB nocfe Ux noaTBepXaeHus

C MOMOLLLbIO OHOTO M3 OOBEPEHHbIX YCTPONCTB UIN JOBEPEHHbIX HOMEPOB TeslepoHa.
[na nepBoro Bxoga B CUCTeMY Ha nto6OM HOBOM yCTpolcTBe TpebyeTcsa oBa ¢parmeHTa
MHbopMaunm: naponb Apple ID 1 WwWecTU3HaYHbIM UMOPOBOM NPOBEPOYHbIN KO, KOTOPbIN
oTobpaXkaeTcs Ha AOBEPEHHbIX YCTPONCTBAX NONb30BaTeNsa UM OTNpaBaseTcs Ha
[OBEpPEHHbIN HoMep TenedoHa. YkasaB 3TOT KO, Nofib30oBaTeNlb NOATBEPXOAEeT, YTO

OH [J0OBepsieT HOBOMY YCTPOWCTBY M YTO C 3TOr0 YCTPOMNCTBA MOXHO BXOAUTb B CUCTEMY.
Tenepb A4 Nosy4YeHnsa AOCTyna K y4eTHOW 3anucuy nosb3oBaTesd HeJoCTaToO4YHO

ogHoro naponda. [ByxdakTopHasa ayTeHTMduUKaLmsa nosbilaeT 6e3onacHocTb Apple ID

1 BCeM NMYHON MHbOopMaLMKM Nofb3oBaTens, kotopas xpaHutca B Apple. 31a dyHKUUS
MHTerpuposaHa B iOS, iPadOS, macOS, tvOS, watchOS n cuctembl ayTeHTUdGUKaLUN,
ncrnonb3yemble Ha canTax Apple.

Korga nonb3oBaTenb BbIMOMHAET BXoA Ha cainTe Apple B Be6-6paysepe, Ha Bce
[OBEpEeHHbIe YCTPONCTBA, CBsI3aHHble C y4yeTHoW 3anucbto iCloud nonb3oBaTtens,
nepepaeTcs 3anpoc noaTeepxaeHuns Beb-ceaHca (BTopoi dakTop ayTeHTudmnkaumm). Ecnm
nonb3oBaTesib BXOAUT Ha cailnT Apple Yyepes Beb6-6paysep Ha JOBEPEHHOM YCTPOMCTBE, KOf,
npoBepKun oTobpaxkaeTcsa NoKalbHO Ha 3TOM J0BEPEeHHOM ycTpolicTee. lNMocne BBoga Koaa
Ha 3TOM YCTpPOMNCTBe NoJfib30oBaTeNlb NoATBEpPX4aeT Beb-ceaHcC.

C6poc napong n BOCCTaHOB/IEHME A0CTyNa K Y4€eTHOWN 3anncu

Ecnn nonb3oBaTenb 3abbin naponb Apple ID, oH MOXeT cOpoCUTb ero Ha LOBEPEHHOM
ycTpoicTee. ECnn goBepeHHOe YCTPOMCTBO HEOQOCTYMNHO, HO NMOMb30BaTeNb 3HAET Naposb,
MO>HO BbIMNO/IHUTb ayTEHTUDMKALMIO MYyTEM OTNPAaBKM KoAa NPOBEpPKM Ha HoOMep TenedoHa,
MCMNONb3yeMbll JOBEPEHHbIM YCTPOMUCTBOM. KpoMe Toro, A9 6bICTPOro BOCCTaHOBEHMS
poctyna kK Apple ID MOXHO BbINONHUTbL cHpoc, BBEAS KOA-NapOib, KOTOPbIN MCNONb30BaNcs
paHee, U KOO NPoBepPKN U3 coobuieHnd. Ecnm npobnemy Henb3a pewnTb YyKasaHHbIMK
crnoco6amu, Heob6xoaAMMO crefoBaTh Npoleaype BOCCTaHOBEHMS A0CTyna K YYeTHOM
3anucu. dononHuTenbHas nHbopMauna npmMBeneHa B ctatbe cnyxXobbl nogaepxku Apple:
BoccTaHoBNeHMe yY4eTHON 3anmucKn B cny4dae, ecnu cbpocutb naponb Apple ID He ygaeTcs.
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be3onacHocTb ynpaBnsembix Apple ID

Ynpaensemble Apple ID ¢yHKLNOHUPYIOT BO MHOTOM aHanornyHo o6biuHbiM Apple ID,

HO NpWHagnexaTt KoMnaHum nnu obpasoBaTeNbHOMY YYPEXAEHMNIO, KOTOPblE MU
ynpaengioT. 9T opraHm3auum MoryT cbpacbiBaTb Napoin, orpaHM4YnBaTb BO3MOXHOCTU
CBfI31, Hanpumep BbikoYaTb FaceTime n iMessage, a Takxe ycTaHaBnIMBaTb npasa
JOCTyNa Ha OCHOBe poJiei ong COTPYAHUKOB, NpenofaBatenein U y4eHNKOB.

Ons ynpasnsemMbix Apple ID BbiK/tOYEeHbl HEKOTOpPbIe cnyX6bl (Hanpumep, App Store,
HomeKit u NokaTtop).

YnpaBneHue gocTynom K ynpasnsembim Apple ID

C NoMOoLLbo NHCTPYMEHTOB yNpaB/ieHMa 0OCTYNOM, BCTPOEHHbIX B Apple Business Manager,
Apple School Manager 1 Apple Business Essentials, opraHnsaunm MoryT yctaHaBimBaTb
paspelleHHble MecTa UCMoJIb30BaHNs yrnpasnsgemMbix Apple ID U cnUCKM OOCTYMHbIX UM CNYX06.

MHCTPYMEHTbI yNpaBneHns OCTyNoOM NO3BONSIOT yKa3aTb, MOrYT SN NO/Ib30BaTENMU
BbINMO/IHATbL BXO[, C yrnpaBngembiM Apple ID Ha nto6oM yCTPONCTBE, TO/IbKO Ha ynpaBiseMbix
YCTPOMCTBAX UM TONIbKO Ha KOHTPONIMPYEMbIX YCTPOMCTBAX. ADMUHUCTPATOPbI TakxXe
MOFYT yKasaTb, paspeLlleHo I Nosib30BaTEeNAM BbINMONHATL Bxopg, B iCloud Ha caiTe. 3To
[aeT opraHM3aumnaM BO3MOXHOCTb YNpaBAsTb NpefocTaB/ieHMeM AOCTyna K CBOUM
LaHHbIM C ynpaBfsgeMblX YCTPOMNCTE.

Kpome Toro, agMMHUCTPATOPbl MOryT yYKa3biBaTb, Kakue cny>6bl iCloud gocTynHbl

MX nonb3oBaTtenaM. [NoMMMO NpoYero, MoXHo ynpaenaTb AOCTYNOM K NporpaMmMam

Apple Developer Program, nporpamme 6eTa-tectupoBanua AppleSeed gna UT-cneumanmnctoB
M nopTany KoHdpuaeHunanoHocTn Apple Ha canTe privacy.apple.com.

Ynpaensemble Apple ID TakxXe noggepXuBatoT COBMECTHY0 paboTy Haf JOKYMeHTamMu

B Keynote, Numbers, Pages, HanoMunHaHuax n 3ameTkax, a Takxxe obu,eHne yepes
FaceTime u iMessage. [1ng sTux cepBUCOB OpraHmMsaLmm MOryT yKasbiBaTb, pa3peLleHo n
nonb3oBaTtensam obuwatbcs ¢ NobbiMm cobecegHMKaMU NN TObKO C YYETHbIMW 3aMnCsIMK,
CO3[aHHbIM B TOI e opraHusauunm B Apple School Manager, Apple Business Manager
nnn Apple Business Essentials.

Ecnu nameHstoTcsd npaesmia goctyna, UsSMeHeHUs oTpaXKaloTCcs Ha BCeX yCTpoMncTBax,

roe nonb3oBaTesb BbIMOJHMA BXOA CO CBOUM ynpasnsemMbiM Apple ID. Ecnun nsmeHsaiortcsa
TpeboBaHWA K yNpaBisieMOMY CTaTyCy YCTPOMCTBA, Ha BCEX YCTPOMCTBAX, HE COOTBETCTBYIOLLMX
HOBbIM TpeboBaHNAM, aBTOMaTU4YeCKW BbIMOMHSAETCA BbiXxod U3 ynpasngemoro Apple ID.
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KoHTponb ynpaensaembix Apple ID

YnpaBnsemble Apple ID, cospaHHble B Apple School Manager, Takxe noaaepXxunsatoT
OYHKLUNN KOHTPO/IS, YTO NO3BOJIAET OpraHmnsaumnsam cobnogaTb TpeboBaHMa 3aKOHOO4ATENbCTBA
M HOpMaTuBbl B chepe KoHbuaeHuManbHoCcTU. MNonb3oBaTe b C POSbO agMUHUCTPATOPA,
pykoBoguTens nogpasaeneHmnsa Unn pyKkoBoauTens rpynrbl COTPYAHUKOB MOXET
KOHTpONMpoBaTb onpeneneHHble ynpasnsemole Apple ID.

KoHTponupytowme pyKoBOAUTENN MOTYT OTCNEXMBATb TOJIbKO T€ yYeTHbIe 3amnuncH,
KOTOpbIe PACMOIOXEHbI HUXE UX B MEpapXMM OpraHu3aumun. Hanprmep, npenogasaTtenu
MOTYT KOHTPOMMPOBATb YYaLLMXCA, PYKOBOAUTENM MOTYT KOHTPONMPOBAaTb NpenoaaBaTenei
M yyalmxcs, a agMUHUCTPaTOPbl MOTYT KOHTPONMPOBaTb PyKOBOAUTeNen, npenogasaTeneli n
yvalumxcs.

Ecnn yepes Apple School Manager 3anpocuTb y4YeTHble AaHHble 015 KOHTPOJIbHOM
npoBepKku, byoeT co3gaHa cneumranbHas y4eTHas 3anmcb ¢ 4OCTYMNOM TOMIbKO K TOMY
ynpaengemomy Apple ID, ong koToporo 3anpolweHa KOHTpPOibHasa npoBepka. MHcnekTop
MOXeT YMTaTb U UBMEHATb KOHTEHT NoMb30BaTend, XxpaHauwmiica B iCloud nnm npunoxeHmnax
c nogaepxkon CloudKit. Bce 3anpochl Ha nony4YyeHne ayamMTOpPCKOro AocTyrna coxpaHsaoTcs
B XXypHane Apple School Manager. B XxypHanax cogepxuTtca cnegytowas nHdopmaumna:

KTO BblN1 MHCMIEKTOPOM; ynpaBnsemMblin Apple ID, K KOTOPOMY MHCMEKTOP 3anpoCcun A0CTyn;
BpeMs 3anpoca un ¢akT NPOBEeAEHNS MHCMEKLNN.

iCloud

0O630p 6e30onacHocTH iCloud

iCloud xpaHWUT KOHTaKTbl, KaneHgapu, ¢oTorpadum, LOKYMEHTbI U ApYyrve AaHHble Nonb3oBaTeNs
1 aBTOMaTMYeCKUN NoAOePXNBAET UX aKTyaslbHOCTb Ha BCEX YCTPOMCTBaxX nosib3oaTens. Kpome
TOro, NPUIOXEHNA CTOPOHHUX pa3paboTYynKoB MOTyT ncnonbsoBatb iCloud gns xpaHeHusa n
CUHXPOHM3aLLMN LOKYMEHTOB, @ TakXXe 3HaYEHWUIN KtoYvein oas NpUNoXKeHUin B COOTBETCTBUU C
HacTpolikaMu paspaboTtumnka. Onsg HacTpolkn iCloud nonb3oBaTensiM HeEOBXOANMO BbINOMHUTD
Bxopf, co ceouM Apple ID n BbiGpaTb HyXHble cryx6bl. HekoTopble dyHkuum iCloud, Takue kak
iCloud Drive 1 PesepBHoe konupoaHue iCloud, MoryT 6biTb Bbikto4YeHbl N T-agMUHNCTPATOPOM
C nomoupbio Npodunen KoHGUrypauum cuctembl yrpasneHus MobunbHbIMU yeTporicTBamun (MDM).

[ns 3alWMTbl NOSIb30BaTENbCKMX AaHHbIX iICloud NpYMeHSeT HageXXHble MeToAbl 3aLUNTbI U CTPOrne
NonnTUKK. bonblwnHcTBO AaHHbIX iCloud cHavana wWKopytoTca Ha YCTPONCTBE Nosb3oBaTend
C nomolubto kntoden iCloud, creHepMpoBaHHbIX YCTPOMCTBOM, U NMLLIb 3aTEM BbIrpy>KatoTcs
Ha cepBepbl iCloud. ng Tex gaHHbIX, KOTOPble He 3allULLEeHbl CKBO3HbIM WM POBAHMEM,
YCTPONCTBO Nosib30oBaTesna 6e30nacHo Bbirpy>aet aTu ko4m iCloud B annapaTHbie MOAYN
cucTeMbl 6esonacHocTu iCloud, Haxopawmecs B LeHTpax 06paboTku AaHHbIX Apple. 3To
nossonsget Apple nomoraTtb Nosb30BaTENSIM C BOCCTaHOB/IEHMEM AaHHbIX U paclimMdpoBbIBaTb
[JaHHble OT MMEeHU Nnonb3oBaTesnel, korga UM aTo HeobxoauMo (Hanpumep, Npu Bxode Ha HoBoe
YCTPOICTBO, BOCCTAHOBMIEHWM U3 PEe3ePBHOMN KOMUU UMK 0CTYnMe K AaHHbIM iCloud B MHTepHeTe).
[aHHble, nepegaBaemMble Mexay YCTPOMCTBaMK nonb3oBaTens u cepsepamu iCloud, otaenbHo
wndpytoTcs Nnpu nepenade nocpenctsomM TLS, a cepBepsbl iCloud XpaHAT gaHHble
nonb3oBaTesien C AOMNOJIHUTENbHbIM YPOBHEM WIMPPOBAHUSA NPU XPaHEHWUN.
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Kntoun wnopoBaHng, Korga oHM gocTynHbl Apple, HageXHO XpaHATCS B LleHTpax
o6paboTku gaHHbIX Apple. Mpu 06paboTke AaHHbIX, XPaHSLWNXCSA B CTOPOHHEM LLEHTpe
06paboTKM gaHHbIX, 3TU KOYN WNdPOBAHNSA OOCTYMHbI TOMIbKO MPOrpaMMHOMY
obecneyeHunto Apple, 3anyLeHHOMY Ha 3alMLLEHHbIX CepBepax, MPUYeM TOJIbKO

Torpga, Korga BbinonHaetca Tpebyemas obpaboTka. B kayecTBe AONONAHUTENbHON Mepbl
obecnevyeHns KoHOMOEHUMANbHOCTM U Be30nNacHOCTM MHOrne cnyxobl Apple ncnonbsyoT
CKBO3HOe WwndpoBaHue. bnarogaps aToMy A4OCTYN K MOJIb30BATENbCKUM AaHHbIM

iCloud MOXeT Nosy4nTb TOMIbKO CaM MOoJb30BaTesNb M TOMbKO C JOBEPEHHbIX YCTPOMCTB,
Ha KOTOPbIX NMOJb30BaTeNb BbINOMHWUA BXOA co cBouM Apple ID.

Apple Takxe npegnaraeTt nonb3oBaTendaM ABa BapuaHTa WNOPOBaAHUS U 3aUTbl AaHHbIX,
XpaHsaumxca B iCloud.

- CraHpapTHag 3awWwmnTa gaHHbIX (BbiIOpaHa No yMosvaHuio). Nonb3oBaTeNbCkMe gaHHble
iCloud 3awmndpoBaHbl, K4Yn LWNGPOBaAHNS HAOEXHO XPaHATCS B LLeHTpax 06paboTku
OaHHbIX Apple, a Apple MoXeT noMoraTbh C BOCCTaHOB/IEHWEM [aHHbIX U Y4ETHON 3anuncu.
CKBO3HbIM WINPPOBaHNEM 3allULLEHbl NULb HEKOTOpPble AaHHble iCloud — 14 kaTeropumn
JaHHbIX, B TOM Yucne aaHHble 300poBba U naponn B Cesaske kntodel iCloud.

- PacwwupeHHag 3awmTa gaHHbix ang iCloud. Heobg3aTtenbHas HacTponka, KoTopasd
obecneynBaeT HaMBbICLINIA YPOBEHb 3allMTbl 06/1a4YHbIX JaHHbIX, NpeasiaraeMbli
Apple. Ecnu nonb3oBaTtesnb BKOYaeT PacllMpeHHyo 3alMTy JaHHbIX, TO AOCTYN
K KntoYam wndpoBaHus 6onbluenn YacTu aaHHbix iCloud aToro nonb3oBaTtens octaeTcs
TONbKO Y AOBEPEHHbIX YCTPOMCTB NOJib30BaTeNS, MPM 3TOM [AaHHble 3alUULLEHDI
CKBO3HbIM WMdpoBaHmMeM. Korga y nonb3oBaTenen BkitovyeHa PaclumpeHHas 3awmTa
[aHHbIX, CKBO3HbIM LINdPOBaHNEM 3allMLLEHDbI 23 KAaTEropuM UX JaHHbIX, B TOM Yucle
pesepBHble konuu iCloud, ®oTo, 3aMeTKM U Apyrue gaHHble.

KoHKkpeTHble KaTeropumn gaHHbix iCloud, 3aWM,eHHbIX CKBO3HbIM LMPPOBaHUEM, NMepeYncrieHbl
B CTaTbe cny>6bl nogaepxkun Apple O630p cuctembl 3aWmTbl gaHHbIX B iCloud.

LLingpposanme B iCloud

WndposaHne gaHHbix B iCloud TeCcHO CBS3aHO C MOAENbIO 3aLMTbl AAHHbIX, HAYMHas

¢ nporpamMmHbix cpeg CloudKit u nHTepdencos API, KOTOpble NO3BOASIOT NPUIOXKEHUAM
n cuctemHomy MO xpaHUTb Nonb3oBaTenbckue gaHHble B iCloud 1 nogaepxueaTb
aKTya/lbHOCTb BCEX AaHHbIX Ha PasfiMYHbIX YCTPOUCTBAX U B UHTEPHETE.
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WndposaHue B CloudKit

CloudKit — aTo nporpamMmMmHas cpefaa, C MOMOLLbIO KOTOPOM pa3paboTynkm NpUnoxXeHnmn
MOTryT XpaHuTb B iCloud gaHHble TUNa «KOY-3HAYEHUEY», CTPYKTYPUPOBAHHbIE AaHHble

N pecypchbl (KPynHble MAacCUBbI JaHHbIX, XPaHSaLLMeCs OTAENbHO OT 6a3bl JAHHbIX, HanpuMmep
n3obpaxeHust unu suaeo). CloudKit nogaep>XxmBaeT Kak OTKPbITble, TakK U INYHbIe 6a3bl AaHHbIX,
obbeanHEeHHble B KOHTeNHepbl. K nM4YHbIM 6a3aM fgaHHbIX npepocTaBnseTcs rnobanbHbli
LOCTYr, 06bIYHO OHM UCMONb3YIOTCS 0OWMMN pecypcamMn U He WndpytoTcs. B nnMYHbIX
6asax AaHHbIX XpaHaTca gaHHble iCloud Kaxaoro nonb3oBaTens.

CloudKit ucnonbsyet nepapxuto Kto4en, KoTopass COOTBETCTBYET CTPYKTYpPe AaHHbIX.
JInyHag 6as3a gaHHbIX KaXaoro KOHTeNHepa 3almeHa nepapxumen Knyen ¢ KopHeM
B aCCUMETPUYHOM KJIt0Y€e, KOTOPbIN HasbiBaeTCs kK/0YoM ciyx6bl CloudKit. 3Tu kno4m
YHUKanbHbl A8 Ka)xaoro nonb3osatens iCloud n reHepupytoTca Ha UX OBEPEHHbIX
ycTponcTBax. Korga gaHHble 3anucbiBatotcs B CloudKit, kntoum Bcex 3anucen
reHepupyoTCcs Ha LOBEPEHHOM YCTPOWCTBE NOMIb30BaTENA U NPUBA3bIBAOTCS

K COOTBETCTBYIOLLEN NEPAPXUM KITtOYEN Nepen, BbIFrPy3KOi Ntobblx AaHHbIX.

Knioyu Cny>.K5bl 3aludpoBaHHoe
CloudKit none
3alwmnppoBaHHOE
/ none

Knioy 30Hbl @ Koy 3anucn < K104 pecypcop Em—— Pecypchl

MHorue cnyx6bl Apple, nepeuyncneHHble B ctatbe O630p cUCTEMbI 3aLLNTbI JaHHbIX

B iCloud, ncnonb3yT CKBO3HOE WKdpPOBaHME C MOMOLLbIO kKtoYva cnyxobl CloudKit,
KOTOPbI 3alLNLLEH aHAIOTMYHO CUHXPOHM3aunm Ceasku knyen iCloud. Ona aTux
KoHTelHepoB CloudKit kntoum cny>x6 OOCTYMNHbl TONIbKO Ha JOBEPEHHbIX YCTPOMCTBAX
Nnonb3oBaTeNs U HeJoCTYNHbI Ana Apple n nobbiX TPETbUX CTOPOH. DTU KON
CUMHXPOHU3UPYIOTCS MeXAY YCTPOMCTBaMU Mosb30BaTeNs, Jaxe ecnun noib3oBaTenb pewmnT
He CMHXPOHM3MpPOBATb CBOW Maposn, KoYn BXoAa U Apyrue AaHHble ¢ nomMollbio CBA3KM
kntoyen iCloud. B cny4yae yTepu ycTpoiCTBa Nosib3oBaTellb MOXET BOCCTaHOBUTb AaHHble
cBoelt Ceasku kntoyent iCloud, ncnonbaysa besonacHoe BoccTaHoBneHne Cessku kntoydelt iCloud,
KOHTaKTbl /19 BOCCTAHOBEHNs OOCTYNa UM KoY BOCCTAaHOBMIEHMA YYETHOMN 3aMncCu.
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YnpaBneHue Knwo4vyamu wmndpposaHng

Kntou cnyx6bi

KoHTeliHep
3oHa 1 3oHa 2 30Ha 3
Knto4 30HbI Kntoy 30HbI Kntoy 30HbI
3anucb A (knoy) 3anucb B (knio4) 3anucb C (knioy)
SawndposaHHbie nong 3awmndppoBaHHbIe nons 3awmndpoBaHHbIe Nons
HeszawungpposaHHbIe nons
HesawundpoBaHHbIEe Nons HesawudpoBaHHbie nons

3awmndpoBaHHbIe KNOYN
pecypcoB
CCbINIKW Ha pecypchbl
a

3awndpoBaHHbIA pecypc

BesonacHocTb 3alMLLeHHbIX AaHHbIXx B CloudKit ocHoBaHa Ha HageXHoCTH
COOTBETCTBYOLWMX Kitoyel wndpoeaHus. Knoum cnyxb CloudKit pasgeneHbl Ha aBe
KaTeropuu: 3aluileHHble CKBO3HbIM WIMPPOBAHUEM U OOCTYMHbIe Noc/e ayTeHTUuduKaumm.

Knoun cnyx6, 3awmuieHHble CKBO3HbIM WndpoBaHueM. Ons cnyx6 iCloud,
3alMLULEHHbIX CKBO3HbIM WIMPPOBAHMEM, COOTBETCTBYIOLLME YAaCTHbIe KoUK CryX6
CloudKit HMKorga He cTaHOBATCA AOCTYMNHbI AN cepBepoB Apple. Mapbl knoyen
Cnyx6, B TOM YMChe YacTHble K/I04YM, CO34al0TCs JIOKa/IbHO Ha JOBEPEHHOM
YCTPONCTBE MOMb30BaTENS U NepefatrTcsa Ha Apyrne ycTponcTea nosb3oBaTtens

B COOTBETCTBMW C HOpMaMu 6e3onacHocTn CBA3kM kntoden iCloud. BoccTtaHoBneHue
CBsa3ku kntoyen iCloud n npoLeccbl CUHXPOHM3ALUMKN BbIMOMHAOTCS Yepe3 cepBepbl
Apple, oaHaKo aTK cepBepbl HE MOTYT NONYYUTb AOCTYN K Nt0ObIM AaHHbIM B CBA3Ke
K/toYen nonbsoBaTens 6narogaps ee wWMdpoBaHuUio. B HauxyalweM cueHapum notepu
noctyna Kk Ceaske kntoden iCloud n Bcem MexaHMU3MaM ee BOCCTaHOBNIEHMSA AaHHble
B CloudKit, 3awuuieHHble CKBO3HbIM LN POBaAHNEM, OKaXyTca notepsaHbl. Apple

He MOXeT NOMOYb B BOCCTAaHOBJ/IEHUN 3TUX OaHHbIX.

Kntoun cnyx6, poctynHble nocie ayteHTudukauun. na gpyrux cnyxo6, Takux kak
®oTo U iCloud Drive, kntoun cny>X6 xpaHAaTca B annapaTHbIX MOAYI9X CUCTEMDI
6esonacHocTu iCloud, HaxoasaLWMXCa B LLeHTpax 06paboTku gaHHbIX Apple, U K HUM
MOTYT NoJly4aTb AOCTYN HeKoTopblie cnyX6bl Apple. Korga nonb3oBaTenb BXoAUT

B iCloud Ha HOBOM yCTpOINCTBE N ayTeHTUdULMNpPYeT cBoil Apple ID, cepBepbl

Apple MoryT nony4yaTtb OCTYN K 3TUM KJlto4aM 6e3 ganbHenwmx oencTemni
nonb3oBaTtensa. Hanpumep, nocne Bxoaa Ha canT iCloud.com nonb3oBaTesib MOXeT
cpasy npocMaTpuBaTb CBOM GOTO OHMANH. DTU KIOUYN CNYXO ABASOTCA Klo4aMu,
[OCTYMHbIMM 0C/Ie ayTeHTUGUKaLumum.
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PacwmnpeHHas 3aumTa gaHHbix gng iCloud

PaclmnpeHHas 3awmTa gaHHbix ong iCloud — aTto Heob6s3aTenbHas HacTpoOMKa, KoTopas
obecneyrBaeT HaMBbICLINI YPOBEHb 3allMTbl 061a4YHbIX JaHHbIX, Npeanaraembiin Apple.
Korga nonb3oBaTesib BKAOYAeT PaCclWIMPEeHHYO 3alnTy OaHHbIX, 4OCTYN K KJlloYaM
wnoposaHns 6onbluelt YyacTn gaHHbix iCloud aToro nonb3oBaTens ocTaeTca TONbKO

y OOBEPEHHbIX YCTPONCTB Nofb3oBaTeNs, NPy 3TOM JaHHble 3allnLLeHbl CKBO3HbIM
wugpoBaHmemM. Y nonb3oBaTenem, BKAKYNBLIMX PacluMpeHHYo 3aWnTy AaHHbIX,
CKBO3HbIM WKdpOoBaHMEM 3allMLLEHbl He 14, a 23 KaTeropun gaHHbIX, B TOM Yyncne
pe3epBHble konuu iCloud, ®oTo, 3aMeTKkn 1 apyrme gaHHble.

MpumedaHme. ITa GYHKLNSA MOXKeT 6bITb 4OCTYMHA HEe BO BCEX CTpaHax U pernoHax.

KoHuenums PaclimpeHHOoM 3almnTbl AaHHbix npocTta. Bece kntoun cnyx6 CloudKit,
KOTOopble OblIM CreHepMpoBaHbl Ha YCTPOICTBE U 3aTEM BbIrPYXEHbl B JOCTYMHbIE

nocse ayTeHTuumKaymm annapaTHbie MOAYN cuctembl 6esonacHocTtn (HSM) iCloud,
Haxopdwmecs B ueHTpax o6paboTkm gaHHbIx Apple, yoandioTcs ns atux HSM un octatoTcs
TONbKO B OMeHe 3awmnTbl CBsA3ku kntoyen iCloud gaHHoOM yyeTHOM 3anucu. OHu
obpabaTbiBaloTCA Tak Xe, Kak UMeloLLMecs Ktouun cnyx0, 3awmiujeHHbIe CKBO3HbIM
wngpoBaHmemM. ITo 03HaYaeT, 4To Apple 6onbllie He MOXET noslyvyaTb AOCTYMN K 3TUM
K/to4aMm.

PacwupeHHas 3awmTa gaHHbIX TakxXe aBToMaTu4vecku 3awmwaeT nons CloudKit, koTopble
OTMeuYeHbl Kak 3alndpoBaHHble CTOPOHHUMU pa3paboTunkamu, u Bce pecypchl CloudKit.

BkntoyeHne PaclumMpeHHON 3aLlnTbl AaHHbIX

Korga nonb3oBaTesb BKAOYaeT PacluMpeHHYo 3alLUTy OaHHbIX, AOBepeHHada nnatdopma
3TOro Nofb3oBaTend BbIMONHAET ABa AencTeusa. CHa4yana oHa nepegaeT HaMepeHue
nonb3oBaTens BKAOYNTb PaclUMpPEeHHYI0 3aWnTy JaHHbIX ONS OPYINX YCTPOMUCTB 9TOro
rnosib3oBaTens, 3alMLEHHbIX CKBO3HbIM WNdPpPOoBaHNeM. [1ng aTOro oHa 3anucbiBaeT HOBOe
3HayeHue, NoanMcaHHoe NoKaNbHbIMU Klo4aMUn YCTPONCTB, B MeTaaHHble YCTPONCTB

B CBa3zke kntoyent iCloud. CepBepbl Apple He MOryT yaanuTb UK U3MEHUTb 3Ty MHdOPMaLMIO,
M OHa CUHXPOHU3MPYETCH C APYrMMKN YCTPONCTBAMK NMOb30BaTENS.

3aTeM yCTPONCTBO 3anycKaeT yaaneHune knto4den cnyxb6, 4OCTYnHbIX nocse ayTeHTugukaumm,
M3 LLeHTPOoB 06paboTku AaHHbIX Apple. MockonbKy 3Th Kntoumn 3awmuieHbl HSM iCloud, oHum
ynoansaiTcs HeMefnJ/leHHO, HaBceraa n 6e3 BOSMOXHOCTW BOCCTaHOBNeHUs. [ocne yganeHus
3TuX Kntoyeln Apple 6onblue He MOXET MOJTYYUTb AOCTYN K /IH06bIM OAAHHBIM, 3aUULLEHHBIM
KntoYamMu cnyx6 nonb3osaTtens. B 3TOT MOMEHT YCTPOMCTBO HauyMHaET npoLenypy aCUHXPOHHON
poTaLuK KNoYel, B X0[e KOTOPOM co30aeTcsl HOBbIM KoY CNyXX6bl AN KaXaolh U3 cnyx6, Knoyum
KOTOpPbIX paHee 6binn OOCTYMNHbI AN cepBepoB Apple. ECnm BbINONHMUTbL poTaLNUto KoYen
He ynaeTcs ns-3a cbos CeTeBOro coeguHeHnNs Unn Apyrom owmbkn, ycTponcTBo noBTopseT
NonbITKM pOTaLMK KJtloYen A0 ee YyCNeLwWHOro BbiNoIHEHMS.

Mocne ycnewHon poTaumm Knto4el cny6 HoBble JaHHble, 3anucaHHbie B CNy>0y, CTaHOBUTCA

HEBO3MOXHO paclnPpoBaTh C MOMOLLbIO CTAPOro Kto4va cnyX6bl. DTN gaHHble 3alULLEHbI
HOBbIM KJ1I04OM, KOTOPbI YNpaBnseTcs TO/bKO A0BEPEHHbIMU YCTPOMCTBAMM NOJIb30BaTENS
M HMKOraa He 6bin gocTyneH ans Apple.
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besonacHocTb nnatdopmbl Apple

PacwmnpeHHas 3alimuTa aaHHbIX U Be6-aocTtyn K iCloud.com

Korpa nonb3oBaTenb BNepBble BKAOYaeT PaclumpeHHyto 3alumnTy aaHHbiX, Beb6-goctyn

K [aHHbIM 3Toro nofb3oBaTens Ha iCloud.com aBToMaTuYecku BbiktoYaeTcs. NMpUIYnNHoOm
aBnsgeTcs 170, YTO y Be6-cepBepoB iCloud 6onblwe HeT gocTyna K kKato4amM, Heo6xoaMMbIM
ans pacwnodpoBkM N oTobpaxkeHnst AaHHbIX Nonb3oBaTtend. [pu xenaHun Nonb3oBaTeNb
MOXET CHOBa BKJII0UYMTb BEO-A0CTYN M UCMOIb30BaTb CBOE JOBEPEHHOE YCTPOMCTBO
AN [oCcTyna K CBOMM 3alndpoBaHHbIM AaHHbIM iCloud Yepes MHTepHeT.

Mocne BkNtoYeHMs Be6-40CTyNa Nofb3oBaTeNb A0/IKEH aBTOPMU30BaTb OHNaNH-BXOL,

B CUCTEMY Ha OHOM N3 CBOMX JOBEPEHHbIX YCTPOUCTB NPU KaXKa0M NMOCEeLLeHNM caliTa
iCloud.com. Takas aBTopu3auns gaeT yCTPOMUCTBY NpaBo Ha Beb6-gocTyn. B TeyeHune
CnefyLLero Yyaca aTo yCTPOMUCTBO NPUHMMAET OT ONpefeNieHHbIx cepBepoB Apple
3anpochbl Ha 3arpy3ky OTAEsNbHbIX K/toYen cnyx6, HO TONbKO TeX, KOTOpble COOTBETCTBYIOT
CMUCKY pa3peLleHHbIX cry»6, 06bl4HO A0CTYMNHbIX Ha iCloud.com. MHbIMK cnoBamu, gaxe
nocne Toro, kak nosib3oBaTeslb aBTOPUBYET OHNANH-BXOM, B CUCTEMY, 3anpoc cepBepa

HEe CMOXEeT BbIHYAUTb YCTPONCTBO MOMb30BaTENS BbIFPY3UTb KJOYN CNYX6 ANS faHHbIX,
KOTOpble He NpeAHasHa4veHbl Ang npocmoTpa Ha iCloud.com (HanpuMep, AaHHbIX 300POBbS
nnu naponen B Ceaske knwo4yer iCloud). CepBepbl Apple 3anpalimBatoT TONbKO Te KJT0YK
Cnyx6, KoTopble He06XoaANMbI AN pacNGPOBKM KOHKPETHbIX AaHHbIX, K KOTOPbIM
nonb3oBaTesb 3anpallimMBaeT 4OCTYN B MHTepHeTe. MpKn KaXK Ao BbIrpy3ke Kto4va cryxobbl
3TOT KoY WKndpyeTcs C UCNOoMb30BaHMEM KPaTKOBPEMEHHOIO K/to4a, MPMBA3aHHOro

K Be6-ceaHcCy, KOTOPbIi aBTOPU30BaH MOb30BaTENEM, @ Ha YCTPONCTBE NOSib30BaTENS
oTobpaxkaeTcs yBefoMIeHNE C yKasaHneM cnyxo6bl iCloud, gaHHble KOTOPON BPEMEHHO
CTaHOBATCS JOCTYNHbIMK Ong cepBepoB Apple.

CoxpaHeHue Bbi6bopa nosb3oBaTens

HacTpoiikn PacwmpeHHoON 3awnTbl gaHHbix 1 Be6-gocTtyna k iCloud.com mMoryT 6biTb
M3MeHEeHbI TOJIbKO NMoJfib3oBaTeNeM. TN 3HAYEHUS XPAHATCA B MeTaaHHbIX YCTPOUCTBA
B CBa3ke kntoyel iCloud nonb3oBaTens U MOryT 6biTb U3MeEHEHbI TO/IbKO C O4HOr0

13 LOBEPEHHbIX YCTPOMCTB nonb3oBatens. Cepeepbl Apple He MOTyT U3MEHSTb 3TH
HaCTPOMKM OT MMEHM NOoMb30BaTENS U HE MOryT BO3BpalLaTh UX K NpeablayLLMm
KOHOUrypaumnam.
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Bo3MOXHble yrpo3bl Aa 6e3onacHOCTU Npu obuiem gocTyne
N COBMeCTHOI paboTe

B 6onblUMHCTBE CNyYvaes, Korga nonb3oBaTenu LenaTcs KOHTEHTOM A9 COBMECTHOM
paboTbl (HanpuMep, HacTpaneatoT obLiMe 3aMeTKK, oOLLMe HanoMUHaHKs, obuime

nanku B iCloud Drive nnu obuwyto megunateky iCloud) n y Bcex y4acTHMKOB BKJIlOYEHA
PacwunpeHHas 3awmTa gaHHbIX, cepBepbl Apple ncnonb3yoTcs TONbKO A8 HACTPONKMK
obuwero gocTtyna, HO He UMEKT JoCTyna K KntoYamM wndpoBaHus obwmx faHHbiX. KOHTEHT
no-npexHeMy 3allulieH CKBO3HbIM WNPPOBAHNEM U JOCTYMNEH TObKO Ha LOBEPEHHbIX
YyCTPOMNCTBAX Y4aCTHUKOB. Mpu OTKPbITUN 06LLErO AOCTYNa K KaXA0MYy 0ObekTy

Apple MOXeT coxpaHaTb 3aro/ioBOK U MHGOPMATUBHYO MUHMATIOPY 3TOr0 06bekTa

CO CTaHOapTHOM 3alMTON AaHHbIX, YTOObI NPefoCcTaBAaTb NoyYaTensaM BO3MOXHOCTb
npenBapuTenbHOro NpPocMoTpa.

Ecnu npu BkNtovyeHnn obuiero gocTyna nonb3oBaTeNb BbibMpaeT BapMaHT «BCEM, Y KOrO
€CTb CCblJIKa», KOHTEHT CTaHOBUTCS AOCTYMHbIM Ans cepBepoB Apple co cTaHZapTHOM
3alMTOM AaHHbIX, Tak Kak cepBepaM HeobxoaMma BO3MOXHOCTb NPefoCTaBNATb AOCTYN
BCEM, KTO OoTKpbiBaeT URL-cCbIfKY.

DyYHKLUMA coBMeCTHOM paboTbl B iWork n ¢pyHkLmMa «Obume anbboMbl» B MPUNOXKEHUN
«DoTOo» He nogaepXxuBatoT PacluMpeHHyo 3almnTy AaHHbIX. Korga nonb3oBatenu
COBMeCTHO paboTatoT Haf AokyMeHToM iWork nnm oTkpbiBaloT 4okyMeHT iWork 13 obuen
nanku B iCloud Drive, kntouu wndpoBaHMa 3TOro AokymMmeHTa 6e3onacHoO Bbirpy>atoTcs

Ha cepBepbl iWork B LLeHTpax 06paboTku gaHHbix Apple. MpUYMHONM 3TOro 9BNSETCA TO, YTO
npu coBmecTHol paboTe B iWork B pexunme peanbHOro BpeMeHn n3aMeHeHUs foKyMeHTa
CUHXPOHU3MPYIOTCS MeXAy yYyacTHUKamm yepes cepsep. PoTo, fobaBneHHble B GYHKLUIO
«Obume anbboMbl», XPaHATCA CO CTaHAAPTHOWM 3alLMTON AaHHbIX, TaK Kak 3Ta GyHKLUMS
paspeluaeT genatb anbboMbl 06LLELOCTYNHbIMU B UHTEPHETE.

Bbiknio4vyeHue PaCUJMpeHHOVI 3alnTbl AaHHDbIX

Monb3oBaTenb MOXET B Nt0H60e BpeMs BbIK/TIIOUYUTb PacwmnpeHHyto 3aWwnTy gaHHbix. Ecnu
nob30BaTe/lb pelwaeT caenatb 3TO, 3aNyCKalkTCd yKa3aHHble HM>XXe nMpoLeccChbl.

1. YCTpoOICTBO Nonb30oBaTeNs CHavyana 3annucbiBaeT HOBbIA BbIGOP B MeTafaHHble y4acTus
B CBaske kntoyeln iCloud, n aTa HacTpolika 6€30nacHO CUHXPOHU3NPYETCA Ha BCe
yCTpONCTBa Nosib3oBaTens.

2. YCTPOWCTBO Nofib30BaTeNs 6€30MacHO BbIrpy>KaeT Ko4M cryxb ansg Bcex cnyxo,
AOCTyrnHbIx rnocse ayteHTugukauymm, 8 HSM iCloud B LeHTpax o6paboTku gaHHbix Apple.
Mpn 3TOM HUKOTAA HE BbIFrPYXatoTCs KUK cnyX6, 3alMueHHbIX CKBO3HbIM WKdpPOoBaHNEM
CO CTaHOapTHOM 3aWMTON AaHHbIX, Takux Kak CBsizka kntovel iCloud n 3popoBsbe.

YCTPOMCTBO BbIrpyKaeT Kak UCXOAHbIe KoYn CNyX6, creHeprpoBaHHble 00 BKIoYeH s
PaclwunpeHHON 3alMTbl AaHHbIX, Tak U HOBble KJT0UYMN CNYyX6, CreHepupoBaHHble

nocne BKAOYEHUS 3TON GYHKUMK. [pK 3TOM BCe AaHHble B 3TUX CNy>X6ax CTaHOBATCS
OOCTYMHbIMW Noce ayTeHTUbMKaLumMn, a ons y4eTHoON 3anncyn CHoBa HayMHaeT AecTBOBaTb
CTaHOapTHas 3aliMTa AaHHbIX, NPU KOTOpoi Apple MoXeT noMoraTb Nnosib30BaTesnto
BOCCTaHaB/MBaTb GOMbLWIMHCTBO AaHHbIX, EC/IM MOMb30BaTe b NOTEPSAET LOCTYN K CBOEW
YyYEeTHOW 3anncu.

150



besonacHocTb nnatdopmbl Apple

HaHHblie iCloud, ana KoTopbiX He AeACTBYeT PacluMpeHHas 3almra gaHHbIX

M3-3a HE0O6XOANMMOCTM B3aUMOAENCTBUA C rN06aslbHbIMU CUCTEMaMU 3/IEKTPOHHOM
MoYyTbl, KOHTAKTOB U KaneHpapen MoyTa iCloud, KoHTakTbl iCloud u Kanenpaps iCloud
He 3allNLLEeHbl CKBO3HbIM LINGPOBaHNEM.

iCloud xpaHUT HeKoTopble AaHHble 6e3 3alNTbl YHUKaNbHbIX A8 NOMIb30BaTeENs K/04YeNn
cnyx6 CloudKit, naxxe korga BkjitoyeHa PacluMpeHHas 3awmTa gaHHbIiX. YToObl AaHHble
ObinKn 3awmiLeHbl, nons 3anncen CloudKit gonyHbl 6bITb ABHbIM 06Pa30M 06DBAB/EHDI
KaK «3aundpoBaHHble» B CXeMe KOHTENHepa, a 4719 3alMppoBaHHbIX Nonel YTeHns

M 3anucu TpebyeTca Mcrnonb3oBaTb cneuuanbHble APL. [laTa U BpeMsi U3MeHeHM s
dannoB nnm o6beKTOB UCMONb3YOTCA A1 COPTUPOBKUN MHbOPMALIMM NoNb30BaTeNs,

a KOHTPOJIbHble CyMMbl ¢aiioB U gaHHbiXx ¢OTO NoMoratT Apple ycTpaHaTbh ayb6nnposaHune
M ONTUMU3NPOBATb XPaHUNMLLE OaHHbIX Nonb3oBaTena B iCloud 1 Ha ycTpoincTBe,

He nony4yas goctyna kK caMmum ¢annam n ¢oto. MoapobHasa nHbopMaLnsa o TOM, Kak
npumMmeHseTca WndpoBaHne AN KOHKPETHbIX KAaTeropuit AaHHbIX, NpuBeaeHa B cTaTbe
cny>x6bl nogaepxkn Apple O630p cucTemMbl 3alLMTbl aHHbix B iCloud.

Takue peleHns, Kak UCNosib30BaHNE KOHTPOJbHbIX CYMM O/ YCTpaHeHus oyonmpoBaHus
OaHHbIX (LUMPOKO N3BECTHAsA TEXHONOINA KOHBEPreHTHOro Wn@poBaHUs) n3HadanbHO
OblIN BCTPOEHbI B cy>x6bl iCloud B MOMEHT nx 3anycka. 9Tn MeTajaHHble Bceraa
3awWmndpoBaHbl, Ho Apple XpaHUT KYn WNdPOBaAHMUS CO CTAaHQAPTHOM 3alMTON OaHHbIX.
Mpoponyxas paboTy Mo YCUNEHUIO 3aLLNTbl aHHbIX BCeX nonb3oBaTtenei, Apple BHegpseT
CKBO3HOE WNdpOoBaHNE HOBbIX TUMOB AaHHbIX, B TOM YMCe 3TOro TUMna MeTagaHHbIX,

019 nonb3oBaTenen, BKAUYMBLIMX PaclUMPEHHYIO 3alLUUTY OaHHbIX.

Tpeb6oBaHua ong PaclumMpeHHOM 3alWuTbl JaHHbIX

YToObl BKIOUYMUTbL PaclumpeHHyto 3awmTy gaaHHbix gnga iCloud, HeobxogmMmMo cobnogeHume
cnenyouwmx TpeboBaHui.

+  Y4yeTHad 3anucb Nofib3oBaTeNsa 4OJ/HKHa NogaepXuBaTb CKBO3HOE WKbpoBaHue.
[ns ckBOo3HOro wndpoBaHua Tpebyetcs apyxpakTtopHas ayteHTudukaums Apple ID
nosb3oBaTeid, a Ha J0BEPEHHbIX YCTPOMCTBAX No/b30BaTeNa AoXeH 6biTb 3afaH
napofib unmn kop-naposnb. MogpobHee cM. B cTaTbe cnyx6bl nogaepxku Apple
[OByxdakTopHasa ayTeHTubUKauna ons ngeHtudukatopa Apple ID.

- YCTpoNCTBa, Ha KOTOPbIX MOMb30BaTeNb BbIMOMHMUA BX0o4 co cBouM Apple ID gonxHbl
ObITb 06HOB/EHbI A0 i0S 16.2, iPad0OS 16.2, macOS 13.1, tvOS 16.2, watchOS 9.2
WM HoBee, a TakXe A0 HoBelwen Bepcun iCloud gng Windows. 310 Heobxoanmo
019 TOro, YTo6bl UCKIOUYMTb BO3SMOXHOCTb HEMPaBUIbHON 06paboTKMN HOBbIX CO34aHHbIX
kntoyen B i0S, iPadOS, macOS, tvOS nnm watchOS: cucteMa MoXeT NOBTOPHO
BbIrpy3nTb X B HSM, goctynHeie nocse ayTeHTuGuKkaymm, olunboYHO NbiTasiCb
BOCCTAHOBUTb COCTOSIHNE YYETHOWN 3arnncu.

- Tlonb3oBaTesnb JO/I)XEH HACTPOUTb Kak MUHUMYM OAWH anbTepHaTUBHbI cnocob
BOCCTaHOB/IEHUS (OOMH UM HECKONbKO KOHTAKTOB A1 BOCCTAHOBMEHUS 0CTyNa
WA K04 BOCCTAHOBJIEHMS), C MOMOLLbIO KOTOPOro Nosib3oBaTeslb CMOXET
BOCCTaHOBWUTb CBOM AaHHble iCloud, ecnu noTepseT [OCTYN K CBOEM YYETHON 3anncu.

Ecnn cnocobbl BoccTaHOBNEeHUS He cpaboTatoT (HaI'IDVIMep, OaHHble KOHTaKTa
019 BOCCTaHOBJ1IEHMA O0CTYyNa yCTapesnn Uin nonb3oBaTeslb UX Sa6blﬂ), Apple He CMOXXET NoMOoYb
C BOCCTaHOB/1EHMEM MOJIb30BaTENIbCKMX AaHHbIX iC|OUd, 3aMLLEHHbIX CKBO3HbIM LWMPPOBaHUEM.

PacwmnpeHHyto 3awnTy gaHHbix anga iCloud MoXHO BKktoYaTb Tonbko ana Apple ID.
Ynpaensemble Apple ID n geTckue yyeTHble 3anmcu (3aBUCUT OT CTpaHbl UIN PErNOHa)
He noaaep>XuneatTcs.
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Be3onacHocTb pe3epBHOro konmposaHus iCloud

Mcnonb3ys Wi-Fi, iCloud exegHeBHO BbINOMHAET pe3epBHOE KONUpoBaHue
MHbOPMaLMK, BKIIOYA HACTPOMNKKN YCTPONCTBA, AaHHble NPUIoXeHu, ¢oTo

M BUOEO U3 anbboma «DoTonNeHKa» 1u pasroBopbl U3 NPUIOXeHUS «CoobLLEeHns».
PesepBHoe konupoBaHue iCloud BbIMONHAETCA TO/IbKO B TOM Cllyyae, ecnu

YCTPONCTBO 3a6/10KMPOBAHO, MOAK/TIOYEHO K UCTOYHUKY MUTAHUSA U MOAKIIIOYEHO

K nHTepHeTy no Wi-Fi. YunTtbiBas wmdppoBaHme xpaHunmiuia gaHHbix B iOS u iPadOSs,
pe3epBHOe KonupoBaHue iCloud obecrneynBaeT 3aWUTY AaHHbIX U NPU 3TOM NO3BONSET
BbIMNOMHATb UHKPEMEHTHOE Pe3epBHOE KOMMPOBaHME M BOCCTaHOBMIEHMe 6e3 yyacTus
nonb3oBaTtens. o yMon4aHuio B annapaTHbIX MOAyax cucteMsl 6esonacHoctn iCloud
B LeHTpax 06paboTkn gaHHbIX Apple XxpaHUTCS pe3epBHas Konus K4ya cnyxo6bl
pe3epBHOro konmpoeaHus B iCloud. STOT Kt0Y OTHOCUTCA K KaTEroOpUKN AaHHbIX,
OOCTYMHbIX Nocne ayTeHTUdUKaunun. ng nonb3oBaTenei, BKAYMBLWINX PaclumpeHHyto
3aWmMTy gaHHbix ang iCloud, kN4 cny>obl pesepBHOro konnposaHusa B iCloud 3awmieH
CKBO3HbIM WNPOBAHNEM M AOCTYMEH TO/IbKO CaAMUM MOSIb30BaTENIM Ha UX AOBEPEHHbIX
yCcTponcTBax.

Ecnn co3pgaHHble daifibl UMelT TakmMe Knacchl 3alnTbl AaHHbIX, KOTOPble HEAOCTYMHbI
npun 3a610KMPOBAHHOM YCTPOMCTBE, UX K/Tt0UN GannoB WMPpPyYOTCS C UCMONb30BaHMEM
K/loYel KNaccoB M3 XpaHUNuLLa Kftoyel pesepBHoOro konnposaHua B iCloud, a ¢ainbl
BK/tOYatoTCA B pe3epBHble konun iCloud B ncxogHoM (3awimdpoBaHHOM) COCTOssHUU. Bece
dannbl WndpyloTCs BO BpeMs nepeayun, a BO BpeMsi XxpaHeHus Bce dannbl wnopyotcs
C UCNONb30BaHNEM K/OYEN Ha OCHOBE YYeTHbIX 3aMncCen, Kak onMcaHo B pasaene

o wudposaHuum B CloudKit.

XpaHunuie kntoyein pesepBHOro konnposaHua B iCloud cogepXuT acUMMeTpUYHble
knoun (Curve25519) ong Takux KnacCoB 3alMTbl aHHbIX, 4OCTYN K KOTOPbIM
3anpelleH, Korga ycTponcTeo 3abnokmpoBaHo. KOMMIeKT pe3epBHON KOMUN XpaHUTCS
B yyeTHol 3anucu iCloud nonb3oBaTena U COCTOUT U3 KONUK daliioB Nosib3oBaTenNd

M XpaHunuua Knye pesepBHoro konmposaHua B iCloud. XpaHunuiie kio4vein
pe3epBHOro KonmpoBaHus B iCloud 3awmuLeHo criy4YaliHbiM KH0YOM, KOTOPbIA Takxe
CoxpaHsieTcsl B KOMMekTe pe3epBHON konuun. (Monb3oBaTtenbckuin naponb iCloud

He ucnosnb3yeTca ans wndpoBaHUs, NO3TOMy naMmeHeHne napons iCloud He npuBoanT
K aHHYNIMPOBAHMWIO UMEIOLLUXCSA Pe3epPBHbIX KOMWUIA.)

Mpu BOCCTaHOBMIEHMN U3 NOJIb30BaTENbCKOM yYeTHOMN 3anucu iCloud naenekatoTcs
pe3epBHble KONuK Galinios, XpaHuUIuLLLA KloYen pe3epBHOro konnposaHua B iCloud

M KfloYa OT 3TOro XpaHunuuwa kioveit. CHayana ¢ NoMoLLbio TOro K/toYa paclumdpoBbiBaeTcs
XpaHuUuLLLe Kto4yel pesepBHOro konmpoeanusa B iCloud, a 3aTeM ¢ nomoulbto Kto4ven ¢paiinos
M3 XpaHunuiLLa KoYel paclundpoBbiBaloTCa Gaifibl, XpaHUBLIMECS B KOMIIEKTe pe3epBHOM
Konuu. 3TU dalinbl 3anucbiBaoTca B GannoByto CUCTEMY Kak HOBble ¢haifibl, MOSTOMY OHMU
NMOBTOPHO WNGPYIOTCSH B COOTBETCTBUU CO CBOUM KNacCOM 3alUTbl AaHHbIX.
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Mpu pe3epBHOM KonunposaHuy B iCloud cosaatoTcsd pesepBHble KoMK CNeaytolero KoHTeHTa:

+ WHPopMauns o npnuobpeTeHHOo My3bike, dubMax, Tenewoy, NPUNOXEHUIX U KHUrax.
PesepBHas konus iCloud Bkito4YaeT MHGoOpMaLmio 0 NPMOBPETEHHOM KOHTEHTE, KOTOPbIN
HaxoOMTCa Ha NpuHagaexalleM Nnosb3oBaTesto YCTPONCTBE, HO He caM NPUOBpPeTeHHbIN
KOHTeHT. Korga nonb3oBaTesib BOCCTaHaB/IMBaAET AaHHble U3 pe3epBHoM konuu iCloud,
NpPUoOBpPETEHHbIN KOHTEHT aBTOMaTUYeCKM 3arpyxaeTtcsa ua itunes Store, App Store,
npunoxeHunsa Apple TV nnn Apple Books. HekoTopble BUabl KOHTEHTa 3arpyxatTcs
aBTOMaTMYeCKM HE BO BCEX CTpaHax M permoHax. Kpome toro, nokynku MoryT 6biTb
HeLO0CTYMHbI, €C/1 NONb30BaTe/b BEPHY/ 3a HUX YMNavyeHHble CPeACcTBa UMM OHU
60/blle He NpeacTaB/eHbl B COOTBETCTBYOLWEM MarasuHe. MonHas ncTopus nokynok
cBa3aHa ¢ Apple ID nonb3oBaTens.

- @QoTorpadumn 1 BUOEO Ha yCTpoMcTBax nonbsosatens. O6paTute BHUMaHUE, YTO
ecnu nonbsoBaTenb Bko4unn d®oto iCloud B i0S 8.1, iPadOS 13.1 nnb6o OS X 10.10.3
nnn Hoeee, OTO N BMOEO NMonb3oBaTensa yxe xpaHatcsa B iCloud, nosaTomMy oHM
He BKJIl0YeHbl B pe3epBHYto konuto iCloud.

« KoHTakTbl, cobbITUS KaneHAaps, HaNOMUHAHUSA U 3aMeTKM.
- HacTpolku ycTpoiicTea.

«  [aHHble NPUIOXEHUN.

«  9KpaH «[JoMOWN» N MECTOMOJIOXeHNE NPUNOXKEHUN.

- KoHopurypauma HomeKit.

- [aHHble MeaKapTbl.

- [Naponb ronocoBbix 3anucein (ecnm ato Heobxoaumo, TpebyeTca dpusnyeckas
SIM-kapTa, KoTopas UCMoJ/ib30Bassach NPU Pe3epBHOM KOMUPOBaHUM).

- CoobueHus, Apple Messages for Business, TekcToBble coobuieHusa (SMS) n MMS
(ecnu 210 Heobxoanmo, TpebyeTtca pusnyeckasa SIM-kapTa, KoTopasa UCMNOSIb30Banach
npu pe3epBHOM KOMUPOBaHNN).

OyHKUMA «Pe3epBHOe KonnpoBaHue iCloud» TakXxe MCNOMb3yeTcs A9 Pe3epPBHOro
KOMMPOBaHWUS TOKaNbHOW CBA3KW KJtOYel yCcTponcTBa. [1pn 9TOM OHa 3aluuiLeHa Kto4oM
Ha OCHOBe KOpPHEBOro KpunTorpaduyeckoro kntoda UID Secure Enclave yctpoicTea. 9T0T
K04 YHUKaNeH Ans ycTpolicTBa U HemseecTeH Apple. Bnarogaps aToMy BOCCTaHOBUTD
6a3y JaHHbIX MOXHO TOJIbKO Ha TOM YCTPOMCTBE, C KOTOPOrO OHa MOJly4YeHa, N HUKTO APYroMn,
Bk/tovas Apple, He MOXeT ee npounTaTth. NoapobHee cM. B pasgene Secure Enclave.

153



besonacHocTb nnatdopmbl Apple

Coob6weHuqa B iCloud

OyHKuMa «CoobuieHns B iCloud» noapgep>XuBaeT akTyallbHOCTb U AOCTYMNHOCTb BCeN
MCTOPUM COOBLLLEHNI Ha BCEX YCTPONCTBAX Nofb3oBaTens.

Mpu cTaHOapTHOM 3alnTe aaHHbix CoobueHuns B iCloud 3alyuiLeHbl CKBO3HbIM
wndpoBaHneM, korga pesepsHoe konnpoeaHue B iCloud BbikntoveHo. Korga
pe3epBHOe KonupoBaHue iCloud BKIOYEHO, B COCTaB pe3epBHON KONUM BXoaUT

Konusa knoda wnupposaHmsa CoobuieHnii B iCloud, 4yTo nossonget Apple nomoraTtb
Nnosb30BaTeNIIM C BOCCTAHOBJIEHMEM MX COOBLLEHNI Aaxe B clyvyae noTepu goctyna

Kk Cea3ske kntoyel iCloud 1 goBepeHHbIM ycTpoiicTBaM. Ecnm nonb3oBaTenb Bbik/oYaeT
pe3epBHOe KonuposaHue B iCloud, Ha yCTpONCTBE NoONb30BaTENS FreHepPUPYeTCs HOBbIN
KoY A9 3aWmThl 6yayuwmnx coobuieHmin B iCloud. HoBbIN KtOY XPaHUTCA TONMbKO

B CBa3ke kntoyein iCloud 1 gocTyneH ToNbKo NOMIb30BATENIO HA €ro 4OBEPEHHbIX
yCTPONCTBaxX, a HOBble faHHble, 3aNncaHHble B 9TOT KOHTeNHep, 6yaeT HEBO3MOXHO
pacwundpoBaTb CTapbiM KHOYOM KOHTENHepa.

Korpga BkntoveHa PaclwmpeHHas 3awmTta gaHHbix, CoobueHuns B iCloud Bcerga 3alniieHsbl
CKBO3HbIM WndpoBaHmeM. Korga BkntovyeHo pesepBHoe konmpoBaHue B iCloud, CKBO3HbIM
WwndpoBaHNeM 3allMLLEHO BCE COAEPXKMUMOE PE3EePBHON KOMUK, B TOM YUCTIE KoUK
wnedposaHna CoobuieHui B iCloud. Kntoy cnyx6bl pe3epBHoro konuposaHua B iCloud

1 KoY KoHTelHepa CoobueHunin B iCloud cbpacbiBaloTcs, Korga nosb3oBaTesb BKAOYaeT
PaclunpeHHyto 3almUTy AaHHbIX. [ogpobHas nHdopMaLmna npueeneHa B cTaTbe CryX0bl
nognepxkn Apple O630p cucTeMbl 3alLnTbl gaHHbIX B iCloud.

besonacHocTb YacTHoro y3na iCloud

YacTHbilh y3en iCloud He ToNbKO MOMOraeT 3almiaTth Nofb30BaTENS MPU NPOCMOTPE
Beb6-caliToB Safari, HO U copepXnUT BCe 3anpochl Ha pa3peleHne nmeH B DNS.
bnaropmaps aToMy HUKTO, gaxe Apple, He MoXxeT conocTaBuTb IP-agpec nonb3oBaTend

C ero AencTBMSAMU B UHTepHeTe. Takoi pe3ynbTaT JOCTUraeTcs NyTeM UCMNob30BaHuUS
pasHbIX NPOKCK-CEPBEPOB: NPOKCU-CepBepa Bxoasalero tpaduka, ynpasnsemoro Apple,
M MPOKCU-cepBepa ucxopawero tpaduka, ynpaBnsgeMoro nocTaBLMKOM KOHTEHTa. YTobbl
ncrnonb3oBaTb YacTHbin y3en iCloud, TpebyeTcs iOS 15, iPadOS 15 nM6o macOS 12.0.1
NN HOBeeE, a TakXXe Jo/KeH 6biTb BbiNonHeH Bxop, B iCloud+ ¢ nomouwbto Apple ID.

Mocne aToro MoXHo BKIOYNTb YacTHbi y3en iCloud, Bbibpas «HacTpolikmn» > «iCloud»
nnn «CncteMHble HacTponku» > «iCloud».

MonpobHasa MHPopmaLmsa npmuBeaeHa B 063ope YacTtHoro ysna iCloud.

154


https://support.apple.com/102651
https://www.apple.com/privacy/docs/iCloud_Private_Relay_Overview_Dec2021.PDF

besonacHocTb nnatdopmbl Apple

ObecneyeHne 6e30MaCHOCTU U KOHTaAKTbI
0N BOCCTAHOB/IEHUA AocTyna

Monb3oBaTenn MoryT o6aBnaTh 40 NATU Nto4eN, KOTOPbIM OHM 00BEPSIOT, B KayecTse
KOHTaKTOB OJ14 BOCCTaHOBNEHUA O0CTYyNa. 9T KOHTaKTbI NMOMOTyT BOCCTaHOBUTb A0CTYynN
K YYETHOM 3anmcu 1 gaHHbiM iCloud, B TOM 4YuMcnie BCEM AaHHbIM, KOTOPbIE 3alLULLEHDI
CKBO3HbIM WNdPOBAHNEM, HE3AaBMCMMO OT TOrO, BKJIlOYEHa Nu PaclunpeHHas 3awmTta
OaHHbIX. Hn Apple, HM KOHTaKT O/19 BOCCTAHOBJIEHUS AOCTyna camMu no cebe He obnagatoT
MHbopMaLmen, Heo6xoanMMol Ans BOCCTaHOBMNEHUS MOMb30BaTeNbCKMX AaHHbIX iCloud,
3alMULEHHbIX CKBO3HbIM LNGPOBAHNEM.

DYHKLUNOHUPOBaAHME KOHTAKTOB /19 BOCCTAHOBEHUS [OCTYyNa obecrneymBaeT NosHyto
KOHOUOEHUMANbHOCTb AaHHbIX. Apple He 3HaeT, KOro Nnosib3oBaTe b Ha3HaYM1 KOHTAaKTaMu
LN BOCCTaHoBMeHMa focTtyna. Cepsepbl Apple nonyyaoT MHPOPMALMIO O KOHTAKTe

L7191 BOCCTaAHOB/IeHMs O,0CTyNa TOJIbKO B XO4e MOMbITKM BOCCTAHOBIEHUS, NOC/e TOro

Kak nosb3oBaTeslb 3aMpoCKT MOMOLLb Y COOTBETCTBYIOLLNIM KOHTAKT HayHeT npoLecc
BOCCTaHoOB/ieHUs. [Toce BOCCTaHOBNEHMS 9Ta MHOPMaL S He coxpaHaeTcs.

Mpouecc ob6ecnevyeHns 6e30NaCHOCTUN C MOMOLLbIO KOHTAKTOB
Ang BoCCTaHOBJ/IeHUd gocTtyna

Korpa nonb3oBaTenb HaCcTpanBaeT KOHTAKT OJ/19 BOCCTAHOB/IEHMUS OOCTYNa, reHepupyeTcs
KJ10Y, CBSI3aHHbIM C KOHTAKTOM. DTOT K/toY o6ecneymBaeT 3awWmTy A4 goctyna

K Nofib3oBaTeNbCkMM AaHHbIM iCloud, B ToM uncne gaHHbIM CloudKit, koTopble 3alunLLLEHbI
CKBO3HbIM WNdpOBaAHMEM. 3aTEM reHepupyeTcs crydYanHblii 256-6UTHbIN Kntoy AES,
KOTOPbIN ncrnonb3ayetcs Ans wWndpoBaHMs KtoYa U co3aaHMa nakeTa KoHTakTa ans
BOCCTaHOBNeHUs gocTyna. 3awndpoBaHHbIN NakeT NpeaoCcTaBnseTcs KOHTaKTy A9
BOCCTAHOB/IEHUS OaHHbIX, a CryYanHbii kntod AES xpaHuTtcsa B Apple. Hu kntoy AES,
HM NakeT Mo OTAEeNbHOCTU HEe NPeaoCTaBNAT HUKaKON MHGOPMaLMKM 0 6a30BOM KJlloYe.
BoccTaHoBNEeHME MCXOOQHOrO Kfto4Ya M AOCTYN K NoNb30oBaTenbCknUM gaHHbIM iCloud
BO3MOXHbl TOJIbKO MOC/Ie TOro, Kak Ha YyCTPOICTBE nonb3oBaTens OyayT ycnewHo
nony4yeHbl n o6begnHeHbl 06e YacTu K/toYa: NnakeT OT KOHTaKTa [4J/19 BOCCTaHOBNeHUd
gocTtyna u kno4 AES ot Apple.

Mpu HacTpolKke KOHTAKTa /19 BOCCTAHOBNEHMUS O40CTyna YCTPONCTBO MNofib30oBaTens
obMeHMBaeTCca AaHHbIMKU ¢ cepBepaMn Apple, 4ToOGbI BbIFrPpy3uUTb Ty YaCTb AaHHbIX
KNtoYa, KoTopasa 6yneT xpaHutbcs y Apple (ynomMsaHyTbin Bbiwe ko4 AES). 3aTem
YCTPOMCTBO CO3AaeT 3allNLLEHHbI CKBO3HbIM WdpoBaHueM KoHTelHep CloudKit

C KOHTaKTOM /19 BOCCTAaHOB/IEHWNS JOCTYMNa U UCMNOMb3YyeT 3TOT KOHTEMHEpP AJs OTNpaBKy
TOW YacTu K/toYa, KoTopasi Heo6xoaMMa KOHTaKTy O/ BOCCTAaHOB/IEHUS OOCTyna
(makeT KOHTaKTa A1 BOCCTaHOBMIEHMS fOCTyna WndpyeTcsa ¢ nomMoLllbio Kntoya AES).
CeKpeTHbIn Kof aBTopuM3aL MK, co3faHHblil Apple, Takxe nepepaeTca KOHTaKTy Aas
BOCCTaHOBJIeHMs gocTyna. Ero MoxHo 6yaeT ncrnonb3oBaTth 411 BOCCTAaHOBIEHUS YYETHOM
3anucu n cbpoca napons yyetHol 3anucu. O6MeH gaHHbIMKU, HE06X0AUMbIN, YTOObI
NPUrNacuTb KOHTaKTbl 419 BOCCTAHOBIEHMS JOCTYMNa U MONy4YnUTb OT HUX ofo0b6peHne
3anpoca, NPoMcxXoanT Yepes3 B3auMHO-ayTeHTUGULMPOBaHHbIN KaHan IDS. KoHTakT
019 BOCCTAaHOBNEHUS 4,0CTyNa aBTOMaTUYECKN COXpaHAeT NnoJjlyYyeHHble JaHHble B CBOEN
Ceaszke kntoyeit iCloud. Apple He MOXeT Nony4YNTb AOCTYM HU K COAEPXMMOMY KOHTeNHepa
CloudKit, HM k CBsizke kntoyelt iCloud, B KOTOPbIX XpaHATCA 3TU AaHHble. MNpn obMeHe
AaHHbIMK cepBepbl Apple MOryT NpoYnTaTh TOIbKO @aHOHUMHbBIA MOEHTUPUKATOP KOHTAKTa
0119 BOCCTaHOBIeHNs focTyna.
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MosnHee, ecnv nonb3oBaTesnto NoTpebyeTcsa BOCCTAaHOBUTL AOCTYM K CBOEN YYETHOM 3anmcu

1 gaHHbIM iCloud, nonb3oBaTesib MOXET 3anNpPOCUTb MOMOLLb Y KOHTaKTa AJ/19 BOCCTaHOB/IEHNS
J0CTyna. B 3TOT MOMEHT Ha YCTPONCTBE KOHTAKTa /19 BOCCTAaHOBEHNS OOCTyMNa reHepupyeTcs
Ko, BOCCTaHOBNeHUS. KOHTaKT O/19 BOCCTAaHOBNEHUS A0OCTYyMa nepegaeT aTOT Kof Nofib3oBaTenNto
He B 3/IeKTPOHHOM BUAe (Hanpumep, coobwaeT NMMYHO Unm no TenedoHy). 3aTeM nosb3oBaTesb
BBOOMT 3TOT KOJ, BOCCTAaHOBJIEHMSA Ha CBOEM YCTPONCTBE, YTOObl YCTaHOBUTb GesonacHoe
coeAVHeHMe MeXay yCTponcTBamum no npotokony SPAKE2+, cogep>XXumoe KOToporo

Apple He MoxeT npounTaTb. 3a OpraHM3aLMio 3TOro NpoLecca oTBeYvatoT cepsepbl Apple,
HO Apple He MoXeT 3anyCTUTb NPOL,ECC BOCCTAHOB/IEHUS.

Mocne ycTaHoBNeHNa 6e30MacHOro CoegMHEeHUsa 1 BbINOJIHEHUSA BCEX HEOOXOAMMbIX
npoeepok 6e30nacHOCTM YCTPOMCTBO KOHTaKTa /19 BOCCTAHOBNEHMS A0CTyna Bo3BpallaeT
CBOI YacCTb AaHHbIX K/loYa U paHee NpeaoCcTaBieHHbI CEKPETHbIN KOA aBTopusaumn
nonb3oBaTeslto, 3anpoCcuBLLIEMY BOCCTaHOBeHMe. [ob3oBaTeNb NepenaeT aTOT CEKPETHbLIN
Ko aBTOpM3aLunmM Ha cepBepbl Apple, KOTopblie pa3peLlaT eMy NosyyYnuTb 4OCTYN

K OaHHbIM K/ltova, xpaHauwmmcs y Apple. MNMpenoctaBuB CeKpeTHbIN Ko A9 aBTopu3aumu,
Tak>XXe MOXHO COPOCUTb Naposib Y4eTHOM 3annucu, YTobbl BOCCTAHOBUTb JOCTYMN K HEN.

HakoHel, yCTPOMCTBO Nosib3oBaTeNsd 06beAUHSET faHHble KJtoYa, NoJyYeHHble
oT Apple 1 OT KOHTaKTa A/ BOCCTaHOBNEHMS [OCTYyNa, a 3aTeM UCMOMb3YeT UX, YTOObI
pacwundpoBaTbh M BOCCTAHOBUTL AaHHble iCloud.

OnpepeneHHble Mepbl 6€30MacHOCTM, B TOM YMC/ie NpOoBepka akTUBHOCTM YyY4E€THON 3anucu
nonb3oBaTens, He NO3BONSAIOT KOHTAKTY A1 BOCCTAaHOBEHMS [OCTyNa 3anycTuTb Npouecc
BOCCTaHOBNEHMd 6e3 cornacus nonb3oBatens. Ecnm yyeTHas 3anmMcb akTUBHA, KOHTaKTY
[J19 BOCCTaHOBNEHMS [OCTyna TakxXe notpebyeTcs ykasaTb HeJaBHUIN KoA-Naponb
ycTpolicTBa unun kog 6esonacHocTu iCloud.
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Ob6ecneyvyeHne 6e3onacHOCTU U UMPpPOBbIE HACNTEOHNKN

B y4yeTHOI 3aNMCcy MOXHO Ha3Ha4YNTb LLMPPOBbLIX HACNEeAHMKOB, YTOObI NepenaTh UM

CBOM JaHHble nocne cMepTu. LlndpoBoi HacnegHUK HasHa4YyaeTcs Tak Xe, Kak

M KOHTaKT 419 BOCCTaHoOBNeHMs goctyna. OgHako K4y umdpoBOro HacnegHuka

He coaepXnT nHodopMauuio, Heobxoanmyto ana pacwmdoposkn Ceasku kntoden iCloud
yMepLliero nonb3osaTens. CTpykTypa K/o4a nMeeT Takol e ¢dopMmaT, Kak y KOHTaKTa

019 BOCCTAHOBMEHNS AOCTyna K Yy4eTHOM 3annucu, 3a UCKJII0YEHMEM TOro, YTO B 9TOM
cnydae B Apple xpaHuTcd 3almndpoBaHHbIN NakeT, a UMOPOBOM HacNeQHUK NosyYaeT KoY
AES. 9T0 No3BONSIET COKPATUTb GparMeHT, KOTOpbI Nony4vyaeT uMbpPoBOM HacnegHUK,

M YNPOCTUTb €ro nevyatb Npn Heob6xogMMoCTN, HO COXPaHUTb HEBO3MOXHOCTb MONYYuTb
MHbOPMaLMI0O O CaMOM KJltoYye as Noboi U3 CTOPOH.

[aHHble KntoYa, KOTOopPbIN nony4YaeT UMPPOBON HAacIeaHNK, B MONb30BaTENbCKOM AOKYMEHTaL MK
HasblBalOTCH KOYOM gocTyna. K4y gocTyna coxpaHgaeTcs Ha Nnoagep>XuBaeMblx
YCTPOMCTBax aBTOMaTM4YeCKM, HO ero MOXHO pacreyaTtaTb U XpaHUTb He B LMGPOBON dopme.
MoapobHee cM. B cTaTbe cnyxbbl nogaep>xku Apple Kak no6aeuTtb unudpoBoro HacnegHnuka
ona ngpeHtuoukatopa Apple ID.

Mocne cMepTu Nonb3oBaTeNs ero LMopPoOBbie HaCIeQHUKM MOTYT 3aNpoCUTb AOCTYM,
BbINMOJIHMB BXO[, Ha caiTe Apple ana saasneHunii. na atoro Tpebyetcs npenocTaBuTb
CBUAETENbCTBO O CMEPTU U BbIMOMHUTb YaCTUYHYIO aBTOPMU3ALLMIO C MOMOLLbIO CEKPETHOIO
Kofda, ynoMaHyTOro B npeabiaylieM pasgene. Nocne Bcex npoBepok 6esonacHocTn Apple
BbldaeT UM Nosib30BaTesNd U Naposib HOBOW YYETHOM 3anncu 1 nepegaet Heob6xoauMble
JaHHble Kto4a LndpoBOMY HacnegHUKY.

[na 6onee ynobHoro BBOAa K/to4a JOCTyna 3TOT KJIt0Y NpefocTaBnseTcs B BUae
OyKBEeHHO-LNGPOBOro Koga co cBg3aHHbIM QR-KogoMm. Mocne BBOAA KtOoYa AOCTYN

K gaHHbIM iCloud ymepliero yenoseka BoCCTaHaBIMBaeTCa. 9TO MOXHO caenaTb

Ha yCTpOMNCTBE U B MHTepHeTe. MNMoapobHaa nHbopMaLusa npueeneHa B cTaTbe CryX6bl
nonnep>xkn Apple 3anpoc gocTyna Kk y4eTHon 3anucu Apple B kayecTBe LMPPOBOro
HacnegHuka.
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besonacHocTb nnatdopmbl Apple

YnpaBneHue Koa-napossMm u naponsamMm

O630p 6e30nacHOCTM Napons

i0S, iPadOS 1 macOS nNo3BoNAKOT NMNOMb30BaTENAM BbINOMHATb 6€30MacHY0 N yOo6HY0
ayTeHTUOUKALMIO B CTOPOHHUX MPUIIOXEHMAX U Ha caiTax C UCMNOJIb30BaHNEM Mapons.
Mpole Bcero ynpasnaTb NapoasiMn, eCNv NCNonb30BaTb OAHY YYETHYIO 3anuch and
BXO/[a B pa3Hble cucTeMbl. Micnonb3ys ¢yHKUMio «Bxog ¢ Apple», nonb3oBaTenn Moryt
BbIMOMIHATb BXOM, B CTOPOHHUX NMPUNOXEHUAX U Ha callTax, He co3faBas AOMOMIHUTENbHbIE
y4yeTHble 3aNncKu 1 He 3anoMMHas Naposun, a NoNb3ysacb ceBomM Apple ID, KOTOpbIA 3aWMLLEH
OBYXbaKTOPHOW ayTeHTUdMKaunen. Ecnm canT He nogaepxmeaeT GyHKUMIO «Bxon,

c Apple», MOXHO BOCMNOb30BaThCa GYHKLNEN aBTOMATUYECKOrO CO34aHMNa HadeXHbIX
naponen. bnarogapa aTon GyHKLMN YCTPONCTBA NO/Ib30BaTENS MOTYT aBTOMaTU4eCKu
co3faBaTb, CUHXPOHU3NPOBATb M BBOAUTb YHMKalbHble HageXHble Naponn Ais CanToB

1 npunoxeHuii. B i0OS 1 iPadOS naponn coxpaHaoTCs B cneuuanbHON CBA3Ke Kitoyel
ABTO3anosiHeHusa naponei. Monb3oBaTelb MOXET YNPaBAATb 3TOM CBA3KOW KJtOYeN

B MPUIOXEHUN «HacTponku» > «lMaponm».

[na ynpaeneHns coxpaHeHHbIMKU Naponsgmu B macOS oTkpoliTe HacTpoiiku B Safari u
BbibepuTe pasgen «Maponm». CUCTEMY CUHXPOHMU3ALMM TakXKe MOXHO MCMOob30BaTb
LN CUHXPOHM3aLMW Naposei, KoTopble BblIY BPYYHYIO CO34aHbl MoSib30BaTENEM.

be3onacHocTb pyHKUUUN «Bxon ¢ Apple»

OyHKUNa «Bxoa ¢ Apple» npeanaraet 60nee KOHGUAEHLMANbHYIO, MPO3PaYHY0 1
yOo6HYy0 anbTepHaTUBY OPYTrMM TEXHONOMMAM eAnHOro Bxoda. MNonb3oBaTtesb NosyyaeT
BO3MOXHOCTb KOHTPO/IMPOBaTb PAaCNpoOCTpaHeHe NMUYHON MHDOoPMaLMU U MOXKET OAHUM
KacaHWeM BbINOMHATb BXO[, B Pa3Hblie CUCTEMBI.

dyHKUMA «Bxog ¢ Apple» no3sonsdeT cos3gaBaTb yYeTHble 3aNMUCU U BXOOUTb B MPUTOXEHUS
M Ha canlTbl ¢ uMeowmmMca Apple ID, npu sToM NpeaocTasBngad Nosb3oBaTesno 60/blle
BO3MOXHOCTEN A9 KOHTPOMA INYHOM nHbopMaumu. NMpu co3gaHnm y4eTHON 3anncu
NPUIOXEHNS MOTYT 3anpalluBaTb TONIbKO UM U afpec 91eKTPOHHOW NoYTbl NoNb3oBaTenNs,
npu aTOM Yy Nofib3oBaTeNns Bceraa ecTb BbI6op. MOXHO COOBLNTL NPUNOXEHUIO CBOMN agpec
3NEKTPOHHOW NOYTbl UIN HE pacKpbiBaTb €ro, a BMECTO 3TOr0 UCMO/b30BaTb HOBYIO CNYXOY
peTpaHCcnAaLMmM YaCcTHbIX NMOYTOBbIX agpecos Apple. 3Ta cnyxba cosgaeT YHUKaNbHbIN
aHOHUMHbI afipec 3/IeKTPOHHOM NOYTbl, MMCbMa C KOTOPOro 6yayT nepeHanpaBnaTbca

Ha NNYHbIV agpec nonb3oBaTend. bnarogaps aToMy nofib3oBaTelb CMOXET MoJlyyaTb
nonesHble cooblieHna oT paspaboTymnka, NpPU 3TOM 3aLLUTUB IMYHOE NMPOCTPAHCTBO U
KOHTPONMpPYS UCNOMb30BaHWeE NepCcoHanbHbIX AaHHbIX.

OyHkuMa «Bxog c Apple» co3paHa gna obecnevyeHus 6e3o0nacHOCTU. Y Kaxaoro
nonb3oBatensd ¢yHKUNM «Bxon ¢ Apple» gonxHa 6biTb BKAOYEHa ABYXPaKTOpHas
ayTeHTuodukaumna ona ero Apple ID. OByxdakTopHas ayTeHTUPUKaLMUS NOMOraeT 3alnuTUTb
He Tonbko Apple ID nonb3oBaTens, HO U yYeTHble 3aNnUCK, KOTOPble NOsib30BaTeNb CO34aeT
B NpunoxeHuax. Kpome Toro, komnaHus Apple paspabotana n BHegpuna B GyHKLUIO
«Bxop c Apple» ocobyto Mepy ang 60pbObl C MOLWEHHNYECTBOM, KOTOpas He HapyllaeT
KOHPMAEHLUMaANbHOCTb NONb30BaTENbCKUX AaHHbIX. Bnarogapa aTon Mepe pa3paboTymkin
MOryT 6bITb YBEPEHbI B TOM, YTO HOBbIE MOMIb30BATENM — 3TO pealibHble Ntoan, a He 60Thbl
WKW ynpaBfisieMble CKPUNTaMKN YyYETHbIE 3anncu.
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ABTOMaTMYyecKoe co3faHne HaaeXXHbIX naposen

Ecnun BkntoyeHa Ceaska kntoyelt iCloud, cuctema iOS, iPadOS nnm macOS aBToMaTU4ecku
co3faeT HafgexHble crlyyaiiHble YHUKasbHble Naponn Npu permctTpaummn nonb3osaTens
W N3MeHeHun napons Ha canTe B Safari. B iOS n iPadOS aBToMaTMyeckoe co3gaHue
HafeXHbIX Naposiei TakxXe AOCTYMNHO B MPUIOXeHMaX. [Tonb3oBaTeNb A0/IKEH 0TKa3aTbCs
OT UCNOJb30BaHNA HadeXHbIX Naponielt, ecnm ato He Tpebyetca. Co3gaHHble Naponun
COXPaHATCS B CBA3KE KJIOYEN U CUHXPOHU3NPYIOTCA MeXAy YCTPOMUCTBaMM C MOMOLLbIO
CBsasku kntoyel iCloud, ecnu oHa BK/tOYEHa.

Mo ymonyaHuto iOS n iPadOS reHepupytoT naponun gnuHon 20 cumeonoB. OHKU cogepXxaT
OOHY unodpy, 0OAMH CUMBOJ B BEPXHEM pernuctpe, ABa gedpumnca n 16 CMMBOSIOB B HUXKHEM
pernctpe. CNoXHOCTb CreHepPUpPOBaHHbIX Naposieit cocTaBnsgeT 71 6UT aHTPONUN, YTO
COOTBETCTBYET BbICOKOMY YPOBHIO HAAEXHOCTH.

Maponu reHepupyrTCs Ha OCHOBE 3BPUCTUYECKON CUCTEMDI, KOTOpaa onpeaenseT, 4To
nonb3oBaTesib o6pallaeTcs K Mo napons g cosgaHms naponsd. ECnim aBpucTrUYecKon
CUCTEME He yJaeTcs onpenenunTh, YTO BbIMOMHAETCA co3faHne napons, paspaboTymku
NPUIOXEHU MOryT YCTaHOBUTb A9 cBoero TekctoBoro nond UITextContentType.
newPassword, a Be6-pa3paboTymki MOryT yCTaHOBUTb O/ 3/IEMEHTOB <input> 3HayeHue
autocomplete= "new—-password”.

MpUnoXeHUsa U caTbl MOryT coobLLaTh NpaBuia, KOTOPbIM AOMXHbI COOTBETCTBOBATH
naponu. 3To nomoraeT obecrneymBaTb COBMECTUMOCTb CreHEePUPOBaHHbIX Nnaponen

C cooTBeTCTBYyLWel cnyx6oii. [lng nepegadm aTux npasun paspaboTUmMKM O0KHbI
ncnonbsoBaTtbh UITextInputPasswordRules unu atpmnbyT passwordrules B anemMeHTax
input. YcTpoiicTBa OyayT reHepmupoBaTbh CaMbli HaAeXHbl Napofib, COOTBETCTBYIOLLNNI
3TUM NpaBuIam.

Be3sonacHoCcTb GYHKLUUU «ABTO3aMno/IHEHME NapoNen»

DyHKUNS «ABTO3aMoIHEHME NMapoig» aBTOMaTU4YeCKMN BBOOUT YYETHble AaHHble, KOTOpble
XpaHATCH B cBA3Ke Kitoyel. MeHeayep naponen Ceasku knoyvel iCloud n ABTo3anonHeHne
napong npefocTaBnaloT chnefytoline BO3MOXHOCTHU:

-+ 3arojiIHeHue y4YeTHbIX AaHHbIX B MPUTIOXEHUAX U Ha calTax;
- reHepupoBaHWe HageXHbIX Naponew;

- coxpaHeHMe naponen B NPUIOXEHNIX U Ha caliTax B Safari;
- 6esonacHasg nepepgava naposeit KOHTaKTaM Nnosnb3oBaTens;

- MpefocTaBneHue naponei HaxoaduieMyca noénmnsocTtn Apple TV, KoTopblit
3anpalunBaeT y4YeTHble JaHHble.

CospaHue 1 coxpaHeHue Naposiei B NpUIoXeHMax, a Takxxe npefocTaBfieHne naponen
Apple TV poctynHo Tonbko B iOS n iPadOS.
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ABTO3anosIHEHME Napons B MPUIOXKEHUNAX

Monb3oBaTtenn iOS 1 iPadOS MoryT BBOAUTb COXPaHEHHbIe MMeHa Nnofib3oBaTenen 1
naponu B Nonax ANns BBOAA YYETHbIX JAaHHbIX B MPUIOXEHMAX aHanorMyHo NCnosib30BaHuIo
dYHKUMN «ABTO3anonHeHne naponsa» B Safari. B iOS n iPadOS nonb3oBaTensaM Hy>HO
KOCHYTbCS KHOMKM C M306paXkeHnem Kitova B naHenn QuickType BUpPTyanbHOW KnaBuaTypbl.
B macOS, B npunoxeHusax, cosgaHHbix ¢ nomMoublo Mac Catalyst, nog nonsmu gna sBeoga
YyYEeTHbIX AaHHbIX, 0oToBparkaeTcs packpbiBatolleecss MeHto «lMaponn».

Ecnu npunoxeHne HafgeXHo CBA3aHO C CAaNTOM, KOTOPbIN MCMOMb3YET TOT Xe MexXaHnusm
CBfA3bIBAHNSA Ha OCHOBE TOro Xe dalina apple-app-site-association, B naHenu QuickType

B iOS 1 iPadOS, a Takxe B packpbiBatoleMcst MeHo macOS oTobpaxatoTcs npegnaraemMble
yYeTHble faHHble MPUNOXEHUS, ECIN OHU COXPaHEHbI B CBA3KE K/toYel ABTO3amnoIHEHNS
napons. 3To gaeT NoAb3oBaTeNssM BO3MOXHOCTb pa3pellaTtb pacKpbiTUe YYETHbIX AaHHbIX,
coxpaHeHHbIx B Safari, npunoXeHnsM ¢ TaKMMK XXe CBOMCTBaMM 6e30MacHOCTU, HO 6e3
BHegpeHus APl B npunoxeHus.

ABTO3anofiHeHne Napons He packpbiBaeT NPUNOXEHWNIO HUKAKMUX CBEAEeHNN 06 YyUYETHbIX
JaHHbIX, Noka Nosb30oBaTe/Nlb He Pas3peLlnT PackpbiBaTb YyUYEeTHbIE AaHHble 3TOMY MPUTOXEHUIO.
CrnCKM yYETHbIX JaHHbIX 0TOBpaXkatoTca 3a npeaenamMm npoLecca npUIoXKeHus.

Ecnu mexay NpunoXeHneM 1 caiToM YCTaHOB/EHbI OTHOLLEHWS [OBEPUS U NONb30BaTeNb BBOAUT
y4yeTHble faHHble B npunoxeHun, iOS n iPadOS mMoryT BbigaTb 3anpoc Ha COXpaHeHMe 3TUX
YYETHbIX AaHHbIX B CBA3KE K/to4Yei ABTO3anoNHEHWs Naposiein Ans fanbHenwero ncrnosib3oBaHus.

JocTyn NpuIoXeHUn K COXpaHeHHbIM Naposiam

Korga nonb3oBaTesib NbiTaeTcs BbIMOMHUTL BXo4, npunoxeHus iOS, iPadOS n macOS moryT
3anpalumBaTb NOMOLLb CBA3KM Ktouelt yepes ASAuthorizationPasswordProvider

n SecAddSharedwebCredential, 4To6bl aBTOMaTMYECKWN 3aNoNHATL Naponn. MapamMeTpbl
nocTaBLiMKa Naposs U ero 3anpoca MOXHO UCMOSIb30BaTb COBMECTHO C GYyHKLMEN

«Bxop c Apple». B pe3aynbTaTe BbI3OB O4HOr0 1 TOoro e APl Nno3BOMNT Nosib30BaTENIO
BOWTU B NPUSIOXKEHWE HE3ABUCUMO OT TOro, Hblf1 I NAapob YYETHON 3anncu 3agaH
nonb3oBaTesieM UK yyeTHasa 3anucb 6bina cosgaHa ¢ nomMollblo GyHKUMK «Bxopg ¢ Apple».

MpunoXeHNsa MOTyT NOJYYUTb OOCTYMN K COXPaHEHHbIM NapofisaM TONbKO B TOM cilyyae,
ecnu paspaboTumK NPUNoXeHUs, adMUHUCTPATOP caliTa U Nofb3oBaTeslb Aanu Ha aTo
cornacue. PaspaboTymKku NpuIoXXeHU BbipaxatT CBOe HaMepeHue UCMob30BaThb
naposin, coxpaHeHHble B Safari, Bk/toyas B CBOe NpUIOXKeHNe COOTBETCTBYOWME NpaBa.
Cnucok npae nNpeacTasnsgeT coboii CNUMCOK NMOMHbIX LOMEHHbIX UMEeH COOTBETCTBYOLLMX
canToB. CailTbl 4OMXKHbI Pa3MeCTUTb HAa CBOEM cepeepe dalian cCo CMUCKOM YHUKAbHbIX
noeHTMONKaATOPOB paspelleHHblX Apple NMpUNoXxeHui.

Mpwn ycTaHoOBKE NpuNoxeHus ¢ npaBoM com.apple.developer.associated-domains
onepaunoHHblie cucTteMbl iIOS 1 iPadOS oTnpaBnalOT KaXXgoMy M3 Nepeynuc/ieHHbIX B Cnmcke
cantoB TLS-3anpoc ogHoro U3 crneaytolmnx ¢annos:

- apple-app-site-association

- .well-known/apple-app-site-association

Ecnu B paiine ykazaH nageHTMdmKaTop ycTaHaBIMBAEMOro NpuUnoxeHus, To iOS n iPadOS
noMeyYatoT, YTO MeXay CalnToOM U NPUNOXKEHNEM CYLLECTBYIOT JOBEPUTENbHbIE OTHOLLEHUS.
ToNbKO NPW HaNMYUN OOBEPUTENbHbIX OTHOLWEHWUM BbI3OBbI 9TUX ABYX APl npmnBoasaT K
oTob6paXKeHuto 3anpoca, B OTBET Ha KOTOPbIN NMOSIb30BaTESb AO/IXKEH COrlacuTbCe Ha

nepenavy naposiei NpuIoXeHnoo, nx 0GHOBNIEHME UK yaaneHue, npexae 4eM naposnu
6yoyT nepenaHbl NPUIOXEHUIO.
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PekoMeHpaumun no 6esonacHoCTy naponen

B cnucke naponert aBTosanonHeHus B i0S, iPadOS n macOS ykasbiBaeTcs, Kakoi

N3 COXPaHEeHHbIX Maposiell Nonb3oBaTeNst HeO4HOKPATHO MCIO/Ib3YETCS Ha Pa3HbiX canTax,
a TakXXe BblAensaTca Naposv, KOTOpble CYNTAIOTCA HEHaAEXHbIMU I KOTOpble 6blan
CKOMMPOMETUPOBaHbl UMK YKPadeHbl B pe3ynbTaTe yTeuku JaHHbIX.

0630p

Mcnonb3oBaHWe 0QHOIO 1 TOTO Xe Napos B HECKObKUX CEpBUCAaX MOXET caenaTb 3Tn
y4eTHble 3anncu ya3BUMbIMU A8 aTaku C UCMONIb30BaHNEM YKPaAeHHbIX YYETHbIX AaHHbIX.
Ecnu oguH 13 cepBncoB ByaeT B3/IOMaH, a Napoaiv NOXULLLEHbI, 3/TOYMbILLITEHHUKU CMOTYT
MCNOJIb30BaTb Te XXe y4YeTHble JaHHble B APYrnx cepBucax angd B3sioMa gOMNOJHUTENIbHbIX
YYeTHbIX 3annucen.

- [laponb nomevaeTcs Kak HeO4HOKPAaTHO MCI'IO/'Ib3OBaHHbIka, eC/in OguH N TOT Xe NnapoJib
MCNnonb3yeTcd B Ka4yeCTBe COXPaHEeHHOro naponagd B pa3HblX JOMeEHaX.

- [Naponun nomMevaroTcsa Kak HeHageXHble, eCNIM OHU MOTYT 6bITb NIErKO yrafaHbl
3noymMbiwneHHMKoM. i0S, iPadOS n macOS pacnosHaloT pacnpocTpaHeHHble WabnoHbl,
ncnonb3yemble g co3faHus Nerko 3anoMmMHaLWMXCs Naposen, Hanpumep,
NCnonb3oBaHWe CIOB N3 CNoBaps, pacnpoCTpaHeHHble NOACTAaHOBKU CMMBOJIOB
(HanpuMep, ncnonb3oBaHmne «pdsswOrd» BMecTo «password»), pacnosioXXeHHble PSA0M
KnaBuwu (Hanpumep, «ql12we34r» Ha knasuatype QWERTY) unn nostopstoumecs
nocnenoBaTenbHOCTU (Hanpumep, «123123»). 3T wabnoHbl YaCcToO UCNOMb3YOTCS ANs
Cc030aHuNsi Naposiei, yaoBNeTBOPSOWMNX MUHUMaNbHble TpeboBaHUs CnyX6, 0fgHaKo OHU
TakXe 4aCTo MCNOJb3YIOTCS 3/10YMbIWAEHHMKaMU, NbITAIOWMUMUCS NOYYUTb Naposb
MeToaoM nepebopa.

Mockonbky MHOrne cny>6bl TpebyloT ncrnonb3oBaHns MeHHO PIN-Koga 13 vyetbipex nnm
wecTtn unbp, 3TM KOPOTKUE KOL-Naposn OLLEHMBAIOTCA NO ApYyrum npasunam. PIN-koabl
CUMTAOTCA HEHAAEXHbIMU, eC/IN OHU COBMajalT € YacTo ncnonb3dyemMbimu PIN-kogamu,
npencTaBnsioT cobol Bo3pacTatoLlyto Unm ybbiBatoLLyo NocnenoBaTeflbHOCTb, Hanpumep
«1234» nnn «8765», unn cnepytoT NoeTopsitowemMycs WwabnoHy, Hanpumep «123123» nnu
«123321».

- Maponu nomeyatroTcs Kak MoXMLieHHbIE, €CNN N0 CBEAEHUAM GYHKLUMU MOHUTOPUHTA
naponer oHu 6biNn HaOeHbl B MacCcuBaXxX AaHHbIX, KOTOpble GblNN YKpaaeHbl B
pesynbTaTe yTeyku AaHHbIX. MoapobHee cM. B pasgene MoHUTOPUHI Naponei.

HeHapexXHble, NOBTOPHO UCMOJ/Ib30BaHHbIE N MOXULLEHHbIE Naponu nMbo nomeyvaroTcs
COOTBETCTBYOWMM 06pa3oM B cnncke naponen (macOS), nmbo ykasbiBatoTca B
COOTBETCTBYIOWEM UHTepdelice pekoMeHpaumin no 6esonacHoctn (iI0S n iPad0S). Ecnn
nonb3oBaTesb BbIMOMHAET BXOA Ha calTe B Safari ¢ ucnonb3oBaHneM paHee COXpPaHEHHOro
naposs, KOTOPbIN ABNSETCSA 0OYEeHb HEHAMEXHbIM UK BblN yKpaaeH B pesybTaTe yTeuku
[LaHHbIX, oTobpakaeTca NnpeaynpexaeHne, B KOTOPOM HaCTOSITENIbHO PEKOMeEHAYeTCs
aBTOMATMYeCKWN CO3[aTb HOBbIM HafeXHbI Naposb.
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MoBblweHne 6e3onacHOCTU oNa ayTeHTudpuKaumm yuyetTHom 3anucu B i0OS
n iPadOS

MprnoXxeHus, KOTOpble UCNOSMb3YIOT pacllMpeHne a9 U3MeHeHUs ayTeHTudurkaumm
y4YeTHOW 3anucu (B NporpaMMHoOM cpefe cnyxX6 ayTeHTudUKaLumnm), Moryt 6bicTpo
MOBbIWATb YPOBEHb 3aLLMUTbI YYETHbIX 3aNMUCEN, 3aLLULLEHHbIX MaposieM, B OAHO KacaHue
KHOMKW. HanpuMep, oHn MOryT npegnaratb ncnonb3oBatb GyHKUMIO «Bxog ¢ Apple»
WY aBTOMaTMyecKkoe co3faHmne HafleXXHOro napons. 9Ta Tovka paclwmpeHns 4oCTynHa
B iOS n iPadOSs.

Ecnu Ha ycTpolCTBE YCTaHOBJIEHO MPUJIOXEHME, B KOTOPOM peann3oBaHa To4ka
paclmnpeHunsa, Nnofnb3oBaTen MoryT BbiGpaTb BapuaHTbl MOBbILEHUS YPOBHSA 6€30MacHOCTU
(OTKprB pekoMeHgauunu no 6930ﬂaCHOCTVI Onga yyYyeTHbIX OaHHbIX, CBA3aHHbIX C MPUIoXeHneMm,

B HacTpolikax MeHeaxxepa naponen Ceasku knoyven iCloud). MoBbllleHNe YPOBHS
6e30MacHOCTM TakXXe npegiaraeTca BoO BpeMs BXofa Nofib30BaTeNs B MPUIOXEHNE

C UCMNOMb30BaHMEM HEHAMEXHbIX YYETHbIX AaHHbIX. [punoxeHns MoryT nepegasaTtb
cucteMe nHPopMaLmio 0 TOM, YTO He cnefyeT npensaratb BapuMaHTbl NOBbILEHUS YPOBHSA
6es3onacHocTK nocne Bxoga B cuctemMy. C nomolubto HoBoro APl AuthenticationServices
MPUNOXEeHNUAa TakXe MOryt CaMoCTOATEe/IbHO Bbi3blBaTb PacClLNpeHNda U NoBbILAaTb YPOBEHb
6e30MacHOCTK, NPennoYTUTENIbHO B HACTPOMKAX YYETHOM 3anncKu Uan Ha aKpaHe
ynpaB/ieHUsa YYETHOM 3annchbio B MPUSTOXKEHUN.

MpunoxeHna MOryT NoAAepPXUBaTb CO34aHMe HadeXHbIX naponein, pyHKUmMo «Bxos

c Apple» nn6o 06e aTn dyHKUUK. MPU NCMONb30BaHUN GYHKLMM CO3AaHUA HAadEeXHbIX
napose cuctema reHepupyerT As nonb3osaTens HafgexXHblid naposb. Mpn Heo6xoaMMOCTH
B MPWJIOXKEHUN MOTYT COAEepPXaTbCs HacTpanBaeMble Npasuia cos3faHuns naponen ans
reHepupoBaHuns HOBbIX Maponeit. Korga nosib3oBaTesb NepektoyaeTcs ¢ UCMNOIb30BaHUS
napona Ha dyHKuuo «Bxon ¢ Apple», cuctema npefocTaBisgeT HOBble YYeTHble AaHHble
«Bxopg ¢ Apple», U pacwnpeHne cBA3bIBaeT UX C 3TON YYETHOWN 3anuncbio. B yyeTHbIX
LaHHbIX He yKasblBaeTCs afpec 3/IeKTPoHHOM noytbl Apple ID nonb3osaTtensd. Mocne
yCreliHoro nepexona Ha ucnonbsoBaHme GbyHKUUN «Bxon c Apple» cucteMa yganser

N3 CBA3KW K/tovel Nonb3oBaTens UCMOMb30BaBLUMIACS paHee Nnaposib, eC/iv OH Gbl1 TaM
CoXpaHeH.

PacluvpeHus ansg naMeHeHus ayTeHTUdGUKaLnMmM y4eTHON 3anmcu MoryT BbINOMHUTb
OOMONIHUTENbHYIO ayTeHTUdUKaLMIO MOoNb30BaTeNs, NPEX/Ae YeM MOoBbIWAaTh YPOBEHb
6esonacHocTU. Ecnu ypoBeHb 6€30MacHOCTM MOBbILLAETCA C NMOMOLLbI0O MeHeaXepa
naponen Unun nocse Bxoaa B NPUIOXeHWe, pacluMpeHme NpeqocTaBnseT MMd nonb3osaTens
M Naposb O yYeTHOM 3anncu, ypoBeHb 6€30MacHOCTU KOTOPOM HYXHO MOBbICUTD.

Mpu NoBbILIEHUN YPOBHSA 6€30MacCHOCTU B MPUIOXEHUN NPeaoCcTaBNdeTCs TO/bKO

MM$ nonb3oBaTend. Ecnu pacwmnpeHunto TpebyeTcsa A0NoNHUTENbHAa ayTeHTUduKauma
nonb3oBaTens, nepep NnoBblleHNeM YPOoBHSA 6€30MacHOCTU OHO MOXET 3anpoCUTb
oToOpa)XkeHne HacTpanBaeMoro nHTepdeinca nosb3oBaTtens. ATo Heob6xoanMMo Ana Toro,
4YTO6bI NONb30BaTENb MPUMEHUN BTOPOIN GaKTOp ayTeHTUdUKALUN U paspeLlnn NoBbllleHne
ypOBHA 6€30MacHOCTU.
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MOHUTOPUHI naponeun

MOHUTOPUHT Naponei — aTo GYHKLMA, KOTOpas CONoCcTaBAgeT Nnaponu, xpaHdaumecsa B
cBA3Ke KJoYell ABTo3anoHeHNs naposei, ¢ NaponsmMm B NOCTOAHHO OGHOBISEMOM CMUCKe
naponem, KoTopble 6biIY NOXULLEHbI Y PA3NIMYHbIX OHNaH-0praHn3aLUuii B pesynbtate
yTeYkun gaHHbIX. Ecnn aTa GyHKLUMS BKIOYEHa, MPOTOKON MOHUTOPUHIa HEMPEpPbIBHO
cornocTaBfgeT naponu B CBA3Ke Kitodelt ABTo3anonHeHUs naposei nonb3osaTtens

C naponamMu B 06HOBNSIEMOM CHUCKeE.

Kak pa6boTtaeT MOHUTOPUHT

YCTPONCTBO MOCTOAHHO MPOBEPSET Napon Nnofb3oBaTens nyTeM LUKANYecKoro
nepebopa, oTNpaBaag 3anpochbl Yepes NHTepBan BpeMeHU, KOTOPbIA He 3aBUCUT

OT Naposieit Nonb3oBaTens UM TOro, Kak UX UCMOJb3yeT MeHeaep naponen. 3T1o
nomMoraeT rapaHTMpPOBaTb akTyallbHOCTb COCTOSAHUI MPOBEPKU B COOTBETCTBUM

C TeKYLINUM OTCNeXMBaeMbIM CMUCKOM MOXULLEHHbIX Naponen. YTobbl cnocob6CTBOBATH
npeoynpexaeHnto yTeuykn MHGopMaLMmn 0 TOM, CKOJIbKO Y NoMb30BaTens YHUKanbHbIX
naponem, 3anpocbl 06begMHAOTCA B NakeTbl U BbIMOMHAOTCS NapannensHo. Bo Bpems
KaXx[,0i NpoBepKun napannienbHo npoeepseTcd GpUKCMpPOBaHHOE KOIMYECTBO Naposen,
N ecnun y nonb3oBaTens MeHblle naposnei, reHepupyoTca cllydaiHble Nnaponu, KoTopble
3aTeM 006aBNAOTCA B 3aMpoChl AN YCTPaHEHUs pas3nnyunii.

Kak conocTtaBngioTca napoau

ConocTaBneHune napofieit BbiNonHaeTcsa B ABa aTana. CaMble pacnpocTpaHeHHble
NoxuiLeHHble Naposnn coaepXaTcsa B TOKaNbHOM CMUCKe Ha YCTPOMCTBE Nofb3oBaTens.
Ecnu naponb nonb3oBaTens MMeeTca B 9TOM CMUCKe, cpasy Xe oTobpaxkaeTca
cooTBeTCTBYlOllee yBegoMeHe 6e3 Kakoro-im6o BHeLWHero B3anmMoaeincTems. dTa
dYHKLMA HanpaBieHa Ha To, YTOBbl UCKIIOYMTb yTeuky MHbopMaLmm 06 UMeloLLMXCs

y Nonb3oBaTensd Naponsx, KoTopble NofABep>KeHbl Hanbonee BbICOKOMY PUCKY M3-3a
nosiBNeHMa B CNNUCKe CKOMMPOMETUPOBAHHbIX Naponen.

Ecnn naponb OTCYTCTBYET B CMUCKE CaMblX PacnpoCTpPaHeHHbIX MOXULEHHbIX naponeﬁ,
OH conocCTaBngeTcd C MeHee pacnpoCTpaHeHHbIMU NOXULWEHHBIMU NaponaMn.

CpaBHeHMe naponeii Nonb3oBaTens c NapoasiMu B OTC/IEXXMBAEMOM CINUCKe

[MpoBepka Hann4vums B OTCNEXNUBAEMOM CMUCKe Naposisl, KOTOPOro HeT B JIOKasibHOM
crnucke, nogpasymeBaeT HEKOToOpoe B3anmMogencTemne ¢ cepesepamum Apple. YTo6bl NoMoYb
npenynpenuTb OTNPAaBKYy HagexXHbIX naponei B Apple, npumeHseTcs nepeceyeHue
3aKpbITbIX HA60POB WNdPOBaAHNSA, KOTOPOE UCMOJb3yeTCca AN CPaBHEHWUS Naposien
nonb3oBaTtesna ¢ 60nbWMM HabOPOM MOXULLEHHbIX Naponei. 3Ta GYyHKLUNA HanpaBiieHa

Ha To, YToGbl NepenaBaTb B KOMMNaHUo Apple He3HauYnTeNbHbIN 06beM UHPOPMaLMN

B OTHOLUEHWW Naposiei, MeHee NoABepPXKEeHHbIX B3noMy. [11s napona nonb3oBaTens

aTa nHpopmMaums orpaHnyeHa 15-6UTHbIM NpedUKCOM Kpuntorpadmnyeckoro xelua.
YoaneHue U3 aToro MHTEPaKTMBHOMO NpoLecca Hanbosnee 4YacTo NOXMLLAEMbIX Naposiein ¢
MCMOIb30BaHMEM JIOKaJIbHOrO CMKUCKa CaMblX PacnpOCTPaHEHHbIX MOXULLEHHbIX NAaposei
NPUBOAUT K CHUXEHMUIO OTHOCUTEIbHOM YacTOThbl, C KOTOPOW Naponun BCTpeyatTcs B
cerMeHTax Beb-cnyx6. bnarogapsa aToMy Ha OCHOBE BbINMO/IHEHHOTO NOMCKa He yaacTcs
cpaenaTtb Kakme-nmbo BbiBOAbl B OTHOLLIEHMW Naponen nonb3oBartens.
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Jlexkxalumnin B oCHOBe NPOTOKOJ pa3fenseT CIUCOK OTCNeXUBAeMbIX Naposei, B KOTOPOM Ha
MOMEHT HanncaHus 4aHHOTro JOKYMeHTa coaepXanocb nopsaaka 1,5 munnnappa naponen,
Ha 2'® pa3nunyHbIx cerMeHToB. CerMeHT, B KOTOPbIA BXOAUT NapoJsib, OCHOBAH Ha MepBblX

15 6uTtax 3HavyeHusa xewa SHA256 napond. KpoMme Toro, Kaxabli MOXULLEHHbI Naposib
(pw) cBsi3aH C TOYKOM 3NIUNTUYECKON KpnBoi Ha kpueol NIST P256: Pow= a-Hg,,(pw), roe
a — 3TO CEKPEeTHbIN CMyYaiHbIN KoY, N3BECTHbIN ToNbko Apple, a H,, — 9To cny4aiHas
dYHKLMS NPOrHO3MPOBaHMS, KOTOpasi COMOCTaBAsSET Naposn C TOYKaMu Ha KPUBOM

no metoay LWenbto — BaH e BycTtellHe — Ynaca. [JaHHOe npeobpasoBaHne NpmMsBaHo
CKPbITb 3HaYeHMa Naposieit NyTeM BblYNCNEHNI 1 NPefoTBPaTUTh 0TOGPaXKeHne HOBbIX
NMOXWULLEHHbIX Maponen Npu NCrnofib3oBaHNM MOHUTOPUHIa Napoen.

YT1OObI