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Abstract—

This article show different introduction to mobile database and its threat along with their security that may be
occurs for mobile database in the real world and gives possible solution to eliminate them and this work, a
case study of a secure mobile database application. In particular, we design, implement and evaluate a mobile
database. The importance of databases in modern businesses and governmental institutions is huge and still
growing. Many mission-critical applications and business processes rely on databases. These databases
contain data of different degree of importance and confidentiality, and are accessed by a wide variety of
users. Integrity violations for a database can have serious impact on business processes; disclosure of
confidential data

in some cases has the same effect. Traditional database security provides techniques and strategies to handle
such problems with respect to database servers in a non-mobile context. We identify a set of security issues
and apply appropriate techniques to satisfy the corresponding security requirements.

Key Terms- Replication, Security, Mobile Databases, Mobile Devices

l. INTRODUCTION

A Mobile devices are gradually becoming commonplace. The computational and networking power
of mobile devices is constantly increasing and new technologies are integrated into them to support new
functionalities and services. On the other hand, the field of databases and more generally data management is
also expanded with new services and applications. Several modern database management systems support small-
footprint databases that can be executed on mobile devices and admit disconnected computing and
synchronization with a central database. We call an application that comprises a server with a central database
and a number of autonomous mobile clients with replicated parts of the database a mobile database application.

One of the most important issues of modern computing systems is the pro-vision of sufficient security
and privacy guarantees for the user data. Security issues of mobile devices are discussed in recent works like [7].
In the field of databases and database management systems, security is a well-studied subject. See for example
[8] and the related chapters in [6, 3, 10]. More recently, issues about privacy in databases are discussed for
example in [1]. However in the case of a mobile database application there are additional security challenges
due to the distributed nature of the application and the hardware constraints of mobile devices. Achieving a
sufficient level of security for such a platform is an important problem which has to be addressed. For example,
data privacy and confidentiality is identified in [2] as one of the critical open issues and research directions in
mobile databases.
Now, Mobile Devices database Management commonly called as Mobile Database' is either a
stationary database that can be connected to by a mobile computing device - such as smart phones or PDAs over
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mobile network, or a database which is actually carried by the mobile device. This could be a list of contacts,
price information, distance travelled, or any other information.[1] Many applications require the ability to
download information from an information repository and operate on this information even when out of range or
disconnected. An example of this is your contacts and calendar on the phone. In this scenario, a user would
require access to update information from files in the home directories on a server or customer records from a
database. This type of access and work load generated by such users is different from the traditional workloads
seen in client-server systems of today.

A mobile database is a database that can be connected to by a mobile computing device over a mobile
network. The client and server have wireless connections. A cache is maintained to hold frequent data and
transactions so that they are not lost due to connection failure. A database is a structured way to organize
information. This could be a list of contacts, price information or distance travelled.

The use of laptops, mobiles and PDAs is increasing and likely to increase in the future with more and more
applications residing in the mobile systems

For many businesses applications are going mobile that means using enterprise data in a mobile
context, thus using a mobile DBMS. With these new developments the business data of an enterprise can be
made available to an even larger number of users and a wider range of applications than before.

To work on business data anytime and anywhere is the major goal pursued by developing mobility
support in database context. The confidentiality of mission- critical data must be ensured, even though most
mobile devices do not provide a secure environment for storage of such data. Security requirements that apply to
a central company database should apply similarly and in an appropriate manner to the parts of the database
replicated on mobile devices in the field. A mobile database security infrastructure is needed to accomplish this
goal. When developing such an infrastructure we can benefit from the results of traditional database security
work. But we also need to adapt the existing techniques and strategies to the mobile context, and we need to
develop new ones that attack certain issues specific to use of database systems in a mobile environment.

A. Concepts and the mobile platform

In this work, we define a mobile database as a small-footprint database that is installed on a
mobile device. Most commonly the local database is a replica of a part of a central database that is installed
at a server computer.
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B. Motivation

In a mobile database application a part or a replica of the database is locally installed on the mobile device. This
is a significant difference compared to a conventional client-server application where all data is centrally stored
in a database server. The approach with a mobile database provides the necessary autonomy to the mobile
device to work independently from the central database. The client application can work with the mobile
database asynchronously, and needs to connect to the central database only when it is necessary to synchronize.
This approach has several advantages compared to a conventional approach where the clients do not use local
storage:

— Flexibility and Reliability: Asynchronous operation makes the application more flexible and tolerant to
network failures.

— Efficiency: Except the synchronization steps, for all other operations the client has immediate access to the
data since it is locally stored on the mobile device.

— Enhanced security: Disconnected computing reduces the total time that the mobile device is exposed to
potential attacks over the network.

— Energy efficiency: The mobile device has to operate its network system, hardware and software, only during
the synchronization operations.

— Reduced fees for network usage: This holds in the case where the usage of the communication link is
charged. If the network link up-time is charged.

1. LITERATURE REVIEW
The process of the research into complex data basically concerned with the revealing of hidden patterns.

A. Review
The introduction provided evidence the demand for both mobile database access and secure database
access, within healthcare, are increasing together. At their intersection is the need for secure mobile databases.
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Yet, the research field for secure mobile database design is newly emerging, and as such, is disjointed. What is
occurring is that research done in secure data access models, and separate research done in optimal mobile
database design, are gradually coming together into emerging research on secure mobile database design.

Thinking of the letter "Y' provides a useful visual (see Figure 1). On the upper left branch is the work
done on secure database design. On the upper right branch is the work done on mobile database design. The
lower central portion of the letter represents their emerging applications. He goes on to further discuss newly
emerging access control schemes, such as role-based access control (RBAC) and the use of metadata
intermediation, but notes these models are neither fully developed nor tested. “The DAC and MAC models lack
capabilities needed to support security requirements of emerging enterprises and Web-based
applications...Newer models have the potential to support emerging applications. However, these security
models are yet to be fully developed and assessed.”

Augmenting the traditional entity relationship (ER) database schema to explicitly address security
concerns is the central focus in both the Pernul (1998) and Myers(2000) papers. Commonly, entity relationship
diagrams are used to provide considerable detail about a database’s entities, attributes, and relationships. Data
access controls are rarely, if ever, acknowledged. Pernul (1998) takes the entities present in a database and
subjects them to varying security classifications ranging from unsecure (U) to total security (TS). These
hybridized entities (original plus security classification) are then re-modeled in the ER diagram. This application
of security classifications at the entity level represents a limited mandatory access control (MAC) approach.
Pernul's argument for adding security classification to the most basic level of database modeling (i.e., entity
classification and modeling) is quite compelling, although limited. He does not, for example, apply security
classification to data users as well.

Myers (2000) takes the approach that decentralized databases

To summarize, a review of the literature reveals that the secure mobile database design is a
developing research field. Moreover, its "parent” research fields (secure database design and mobile database
design) continue to evolve as well. More in-depth understanding is occurring on how to craft more stringent and
usable security methods while, at the same time, knowledge grows on how to design database that work more
effectively in the mobile setting. Secure mobile database design is the joining of these disparate and growing
fields.

I11. PROPOSED WORK

A. SECURITY STRATEGY TO MOBILE DATABASE

To protect the mobile database security, we must prevent leak, change or damage data and should
provide more reliable safety certification. For the mobile database system, safety strategy could better manage
protect and distribute the sensitive and important information of mobile database..

1. Perfecting the Authentication Mechanism

In order to prevent illegal terminal access deceptively and background data may be damaged, it need for identity
authentication, when mobile clients and service database operating synchronous in the mobile database system.
When it needs to connect or disconnect mobile clients, the mobile database needs to carry on identity
verification itself, since the users input their user name and password, so can query, modify the

local caching after verification in mobile clients. But the mobile customer is required to verify identity in the
database server when the mobile client and the database server communicating. The following measures could
be adopted.

* WPKI ( wireless public-key system) can effectively solve the problem of identity authentication
database. WPKI grant issue certificates for users and service providers, users in the transaction process using the
certificate to ensure the confidentiality of the process of data transmission, integrity, and no repudiation, and
complete the authentication of communication.

« Using triple encryption authentication methods of the class of Kerberos verify authentication. Firstly,
in order to verify whether the test data is sent by the authentication server, mobile clients use the public-key of
the authentication servers to verify the encryption data on the server and decrypt, secondly, the decrypted data is
decrypted to obtain the relevant data again, then randomly generated a session keys, then server database once
again receive the data before using the private key to decrypt the data, Session key and then use conventional
methods of encryption and decryption to decrypt that data is issued by the authentication server, finally mobile
database send a confirmation message, to verify the confirmation message is issued by the server-side database,
the first opportunity to use maobile clients, the second opportunity to confirm the private key of the server-side
database is encrypted. When the mobile clients receive confirmation message, they can use the session key
encryption to communicate the server-side database with

« Establish strict user identification system. The operating system user authentication mechanism and
the mobile database system are implemented together with the identity authentication mechanism to form dual
protection. Such a dual user authentication mechanism to some extent to strengthen the confidentiality of the
database system. This ensures the confidentiality of data, in particular, to ensure confidentiality of sensitive data
on access control.
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* Provide mobile users with identity protection. Prevent the information of mobile database users to leak
or track. With the combination of CDMAIX and VPDN, firstly CDMA using spread spectrum technology, the
strong anti-interference ability and confidentiality is also very good. Another CDMA system using fast
switching power control technology, CDMA eavesdropping equipment is difficult to decipher the code, making
it difficult to access mobile data, and ensure data security.

Secondly, the server of CDMAI x network side bind login user name with identification number. It is
validated before access CDMA networks. Lastly the server authentication certificate of user network side can be
achieved on the relevant members of the identity authentication to correctly identify the member user name and
password

B. Further Strengthen Storage Access Control

The access control needs protection data determine to grant and implement authority. To flexible
control database security, database management system should provide dynamic security mechanisms, such as
dynamic authorization. Data processing is conducted by mobile devices, therefore database system allows
database administrator and specific access users selectively dynamically grant access to other users. But if users
need to access the resources of mobile database, it must register to the user assign a password and grant their
visit corresponding system resources rights. Unauthorized arbitrary users could not use the database resource.
To enhance database security, it can always change user password.

C. Strengthen the Encryption of Data

Access control alone is not enough to enhance privacy, and the mobile database system stored data is very
important, Therefore it need to be encrypted to prevent leakage. Firstly it needs to set a password encryption,
according to the functional modules of different database to set different levels of passwords, and password
should be encrypted. Password security can use the method of zero, so that the genuine authorized user of the
password cannot be pretending to copy or damage. Secondly, it can use different encryption methods, such as
the use of elliptic curve cryptography (ECC). It is based on the intractability of the definition of point group in
the elliptic curve discrete logarithm problem, thus increasing the database data security, and now there are no
effective methods of attack break. In addition it can also use triple encryption authentication of the class of
Kerberos or other encryption methods.

D. Taking the Audit trail and Attack Detection into Account

The authentication and access control can effectively guarantee the security of the system, but there
will always be system security vulnerabilities, the audit trail and attack detection is very important. The
operation record of database could be recorded in the audit log automatically when the database is running, thus
to monitor the operation to database of each user. The attack detection system detects the internal or external
attacker attempts based on audit data, to reappear the events caused the system to the status quo, to analyze the
system security vulnerabilities, track down the responsible person, so as to effectively guarantee the safety of
mobile database.

E. To Improve the Backup and Recovery Capabilities of Mobile Database

The data of mobile database are usually very important, therefore the tape backup, hot backup,
manual backup methods have to be used for safety backup of the database to ensure that the system has been
destroyed for various reasons, can be quickly put into use again.

F. The Security of Wireless Communication Path

The safety of mobile database has great relevance with the use of mobile technology, so the relevant
mobile technologies in the implementation should be taken safety measures. Such as Bluetooth technology, use
the authentication mechanism for system encryption to ensure the identity of communications identified.
Effective use of data encryption technology to encrypt the data packet encryption and data encryption in the
middle of the process, prevent the system from being attacked or data theft. The Mobile IP technology uses a
tunneling technology, data encryption, authentication and many other safety measures to ensure reliable
communication.

B.SECURITY RELATED TECHNIQUES

1. Secure network connection

The mobile database and the central database have to be synchronized at specific times. The
synchronization is implemented in the system software of the mobile database and is performed over the http
protocol. Using http has the significant advantage of using a widely available protocol and possibly the
disadvantage that its performance may be lower than a proprietary protocol for the database synchronization
operation. We have selected the secure http protocol (https) to perform the necessary synchronization operations
between the mobile and the central database. More precisely we use https with server and client authentication.
This choice assures:

- Confidentiality of the data that is transferred.
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- Authentication of the server computer.

- Authentication of the client computer.
Even though client authentication worked on the mobile platform we did not manage to apply it within the
synchronization process of the mobile database. We believe that this is due to a shortage of the current system
software and that will be overcome in the forthcoming versions.

2. Encrypted local database

The local database on the mobile device is encrypted and each time the user opens the mobile database,
he has to enter his password. In case the mobile device is stolen or violated by an intruder, the data that is stored
on the local database is not readable. The encryption algorithm is part of SQL Server Mobile
Edition and unfortunately we were not able to find documentation for the specific algorithm. We assume that the
vendor does not simply rely on obscurity and that the encryption is based on one of the established symmetric
key encryption algorithms. If the build-in encryption algorithm of the mobile database is considered insufficient,
it is of course possible to implement this feature within the client application.

3. User authentication at the database server

The synchronization of the small-footprint database that is installed on the mobile device with the
central database is performed with database replication technology. For this purpose, there is an appropriate
publication at the database server. A publication is the meta-data package of information about which data is
replicated. The mobile database uses the publication of the database server for the synchronization operation. In
order to connect to the publication an appropriate user account on the database server has to be used. This means
that the application user has to be authenticated at the database server.

4. Authentication at the web server

As already noted, the communication between the mobile database and the central database is
performed over https. At the server side the communication link is handled by a web server. Hence, it is possible
to take advantage of standard web server authentication and require the user to authenticate at the web interface
level. This requirement is very important since it provides protection for the mobile database agent that is
executed at the server side within the web server. Without web server authentication every network user would
be able to contact the server-side agent by simply using the appropriate URL.

5. Server-side mobile agent account

Both endpoints of the communication link are handled by mobile database agents. During a
synchronization process, the agent operations on the server-side can either be executed by the default agent
account of the server’s operating system or in the context of a dedicated account of the server’s operating
system. We use a dedicated operating system account for the execution of the agent service.
The account has been granted the minimum permissions that are necessary for its role. This decision satisfies the
common security rule of granting minimum sufficient permissions.

6. Separate user accounts for the authoring and the read-only application

In case a user has to use the application both as an author of announcements and as a reader of all
announcements we can either assign two accounts to the user, an authoring account and a read-only account, or
grant both functionalities to a unique user account.
Even though the security of the application would not be lowered by using a unique account, we preferred to use
two separate, dedicated accounts. This approach reflects in a more natural way the structure of the application.

7. Application provided security

For authoring operations, each user has access only to his own data. A set of database triggers
implemented in the database server, check that the data manipulation operations of the user are valid. This check
prevents all users from accidental or malicious modifications of data for which they have no authorization. More
precisely, an author

— can create new announcements that are signed with his name,

— can delete or update announcements that are signed with his name, and

— has no access to announcements created/signed by other users.
The above functionality resembles in a loose sense the virtual private database technology (VPD) of Oracle [9].

8. The read-only client

The read-only part of the MDA is implemented as a separate client application. The read-only client
provides access for viewing all announcements. We apply certain techniques to assure the security of the central
database:
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— The publisher of the database server that is used for the synchronization of the read-only application
is defined to be read-only. Consequently it is not possible to apply any modification to the central database from
the read-only application.

— Read-only clients have no access to the main table of the central database. Instead the read-only
clients read the announcements from a replicated instance of the main table. A set of database triggers
implemented in the database server keeps the replicated table always updated. In case an accidental or malicious
modification of the data in the replicated table would occur, it would have no effect on the main table of the
application.

9. Communication between the servers

The announcements are also available over http as a web page. A dynamic web page with aspx code
gives a list of the announcements. The web server must have access to the database in order to read the data. For
this reason we have to deal with a common security issue in database-driven web sites: Choosing the appropriate
database account that the web server is using to access the database. We created a specific account in the
database that has only one permission: To perform a select on the replicated announcements table. This decision
too, applies the principle of granting the minimum sufficient permissions.

10. Client-side data encryption

We also tested a common but very important feature, that of encrypting the user data in the database.
Even though this feature is not directly relevant to the announcements application, we consider it very important
for secure mobile database applications and more generally for secure database applications. The user gives a
password to the client application and all his critical data is encrypted at the client-side before it is permanently
stored in the database. This encryption guarantees the confidentiality of the data against any database user
including the local database administrators.

The approach is very simple:

The client application applies a symmetric key encryption algorithm, for example AES, and stores the encrypted
data into the database. When the user reads the data, he provides his password and the data is decrypted. We
verified this approach and it works transparently as soon as the user has given his password.
A shortage of the current mobile platform was that some library functions, like for example the function
”PasswordDeriveBytes”, were not provided by .NET
Compact Framework v2.0.We overcame this problem by providing a hand-coded implementation of the required
function that was absent.

C. Major issues in multilevel security on Distributed Security Manager

Authentication
Data confidentiality
Identification and
Enforcing appropriate access controls.

1) Authentication

User authentication is the primary line of defence for mobile and handheld devices such as Personal
Digital Assistants (PDAs). Authentication determines and verifies the identity of a user in the system, i.e.,
providing an answer to the question: “Who is the user?” Traditional authentication mechanisms rely on
maintaining a centralized database of user identities, making it difficult to authenticate users in a different
administrative domain as depicted. This mechanism for providing security in mobile device is a difficulty for
every system providing safe access to precious, private information, or personalized services. Issue here is the
authentication mechanism should be distributed, and the various components of the authenticator need to
communicate with each other to authenticate a user. In centralized environment, the authenticator needs to have
information about all of the users of the system.

There are three basic authentication means by which an individual may authenticate his identity.

a) Something an individual data (e.g., a password,Personal ID Number (PIN), the combination to a
lock, a set of facts from a person's background).

b) Something an individual POSSESSES (e.qg., a token or card, a physical key to a lock).

c¢) Something an individual IS (Intermediate System) (e.g., personal characteristics or "biometrics" such
as a fingerprint or voice pattern), this technique works on the Fingerprint basis whereby the phone can be
accessed when it identifies the Fingerprint of the user(s). Mobile device user need only authenticate him to the
first device he logs into and that device passes the authentication data to each of the other devices then the user
can to access. This scheme requires that all of the devices on the network are capable of reliably handling this
authentication data. Standardization efforts such as Open System Environment(OSE), Portable Operating
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System Interface (POSIX) and Government Open Systems Interconnection Profile (GOSIP) can contribute to
this goal of transparent authentication across networks.

By notation to three basic authentication means that we describe, PIN based authentication is a method for
verifying the identity of actual device users, but this method have considerable drawbacks, because pick PIN or
passwords can be easily guessed. For prevent guess a password, user have to defines a complex password, then
it is often hard to remember. To address this problem in handheld devices, have developed comparatively more
secure, affordable and memorable authentication schemes based on graphical assistance or Biometric
authentication, such as fingerprints, voice recognition, iris scans, and facial recognition are not yet widely
adopted. The major drawback of this approach is that such systems can be expensive, and the identification
process can be slow and often unreliable.

2) Data confidentiality

Typically, the increasing connection of travelling users to corporate databases to make personal data
available to mobile users introduce new threats on data privacy and confidentiality. Nowadays, one solution is
considered that called C-SDA (Chip- Secured Data Access), which allows querying encrypted data while
controlling personal privileges. C-SDA is a client-based security component acting as an incorruptible mediator
between a client (potentially mobile) and an encrypted database. This component is embedded into a smart card
to prevent any tampering to occur on the client side. It is better to embed the user's confidential data into her
own mobile device (e.g., a PDA). Apart from their limitation in terms of storage capacity, even these
devices cannot be fully trusted because they can be stolen, lost or destroyed (thus a copy of the data they host
has to be maintained in the network to guarantee data resiliency) Another way to provide confidentiality is
through encryption, either using the public key of the receiving principal or using a combined symmetric key
and public key method. For instance, the agent can be encrypted using a symmetric key and the symmetric key
protected using the public key of the receiving principal. Encryption often used to protect data on insecure
networks or storage devices.

3) Identification

The process of verifying a user's identity is typically referred to as user identification and
authentication. Passwords are the common method used for authenticating computer users, but information as
name (e.g. First or last) or a Passwords, email address provides no assurance of identity, in preventing
unauthorized access to computer resources when used as the sole means of authentication, so some users are
beginning to use biometrics as methods of user identification. If we want use from passwords as security means
so have to management use of passwords by Periodic changing of passwords that it depends on the sensitivity of
the data, or use of deliberately misspelling words, combining two or more words together, or including numbers
and punctuation in a password, so that prevent the guess of passwords. The identity must be unique so that the
system can distinguish among different users. The identity should also be non-forgeable so that one person
cannot impersonate another. An important distinction between identification and authentication is that identities
are public whereas authentication information is kept secret and thus becomes the means by which an individual
proves that he actually is who he claims to be. In addition, identification and authentication provides the basis
for future access control.

4) Access control

Access control protects data integrity by limiting who can alter data. The access control rules enforced
in a distributed environment may be distributed, centralized or replicated. If the rules are centralized, then the
central server needs to check all accesses to the database. If the rules are distributed, then appropriate rules need
to be located and enforced for a particular access. Often the rules associated with a particular database may also
be stored at the same site. If the rules are replicated, then each node can carry out the access control checks for
the data that it manages Relational database systems implement access control in the SQL language, using the
GRANT and REVOKE commands. The GRANT command is used to give privileges to users.

IV. TECHNIQUES AND TECHNOLOGY

Solution for Securing of Mobile Network
For mobile operators, the first step in defeating attacks on their networks is to recognize their newfound role as
an ISP. This means implementing a layered defense for their network that:

_ Changes security policies and practices to better reflect the new threats

_ Concentrates, whenever possible, wireless data services into a smaller number of data centers. Many
mobile operators in Europe have already taken these types of steps to protect their core networks

_ Protects end users by implementing technology on their devices and in the network — e.g., anti-virus,
firewalls, content scanning — that provides file-level security

_ Deploys security products such as firewalls, virtual private networks (VPNSs) and intrusion detection
and prevention (IDP) systems at appropriate points in the network, which
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_ provides packet level, session level and application level protection securing the Mobile Network

V. CONCLUSION

This paper with the continuous promotion of mobile computing technology and use of mobile
database technology, the data security becomes an issue. The security policy of mobile database described in
this article can guarantee the safety in practical application, but security strategy also requires a specific
treatment based on the actual issues. So it's important to continue to explore the security issues of database
system in the mobile environment The emerging trend is to make all service providing disciplines, such as web,
E-commerce, workflow systems, etc., fully mobile and secure so that any service can be provided from any
place. Customer can surf the information space from any location at any time and do their shopping, make flight
reservation, open bank account, attend lectures, and so on.

* Trust assumptions are different in the Internet

» Enhanced levels of security services may be necessary

* Public-key cryptography can provide effective solutions

* Try not to preclude future provision of improved security services
Finally, an important issue is the lack of appropriate documentation for certain encryption algorithms that are
used within the system software of mobile platforms.
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