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AIMS AND METHODS OF NUCLEAR MATERIALS MANAGEMENT

by D. Leven and H. Schier

1.  Introduction

Appropriate measures are being taken in the national and internafiona]
sphere to counter the danger of the use of fissionable material for non-
peaceful purposes.

The international safeguarding of fissionable materials against abuse
is discussed widely, but public opinion so far has paid little attention
to safeguards within state boundaries. A1l countries using nuclear energy
for peaceful purposes have laid down appropriate regulations. In the
Federal Republic of Germany such safeguards are required, e.g. by the
Atomic Act, and are therefore a prerequisite for licensing. The national
safeguarding situation differs from the international scene, e.g. in the
possibility of employing security forces in case of a breach, so it is
necessary and meaningful to be able +o detect breaches in a short time.

On the other hand, the state itself, and the utility organisation operating
a plant, are to be considered above suspicion.

The legal bases, aims and applications of international safeguards have
already been described and discussed in numerous publications, e.g. Refs (1),
(2) and (3). Extensive overviews are given in Refs. (4) and (5). The view-
points on international nuclear materials management expressed in these references
will be compared and contrasted in the following pages with the bases, aims
and methods, of national nuclear materials management from the point of view
of expert opinion in this field in the Federal Republic.

2. Basis and Aims of National Safeguards

The Atomic Act requires that the necessary safeguards be guaranteed against
'disturbances and other actions by third parties' - which includes theft of
fissionable material for misuse. Hence this aspect forms part of the licensing
conditions, and is the basis of the usual appraisal in the licensing process.

This appraisal is carried out centrally by the 'Gesellschaft fuer Reaktorsicherheit
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(GRS) m.b.H.' (Reactor Safety Company Ltd.)

Contrary to the assumptions made in international nuclear materials
management, the State itself and the utility company are considered to be
trustworthy. They must jointly guarantee to total protection of the object.

This is'a definite difference from the international problem situation, in

which the states themselves are seen as potentially capable of misappropriating
materials, and therefore in this case the threat of political sanctions after
detection of a breach can be employed as an effective deterrent. The threat

of séttions after detection is ineffective against perpetrators who are national
subjects. Against such perpetrators it is necessary to take measures which
either prevent the breach taking place, or ensure that the breach will be
detected in time for the utility company's and the state's security organisations
to take effective countermeasures. It depends on the type and quality of the
planned countermeasures how much time can be allowed to pass between the beginning
of the breach and its detection.

In the national situation the allowable detection times must be in the range
of hours in each instance. This, is considerably shorter than the detection
times required and achieved in international control measures. It must be noted
however that in the national situation detection time is to be understood as
beginning at the time the utility organisa“ion or police is notified of an
alarm, while in the international situation the detection time begins only
when detection is made by the international control agency. This distinction
is meaningful and permissible, because an immediate reaction by security forces
against attempted removal is possible and necessary only in the national situation.

3. Possible Control Methods

The control measures for nuclear materials in a national situation can be
sumarised in three groups according to their aims. The essential characteristics
of these methods and their suitability as security measures are briefly described
and analysed. Typical differences from their application in the interrational

situation are pointed out.




3.1 Barrier and Contaimnment Measures

Measures against forced entry, i.e. barriers which prevent physical
access to the material or make it more difficult - can be taken without any
real technical difficulties and have long been in wide use in the framework
of national countermeasures. This impertant tool for the safequarding of
fissionable materials within state boundaries cannot be used in the inter-
national situation, since such measures cannot be applied against a state
within its own boundaries.

At first glance this observation appears to be contradicted by the
IAEA practice of listing barrier measures, e.g. in Ref. 6. This is however
not the case. In its readiness to support states in carrying out their
tasks(7), the IAEA lists recommendations. These are not measures which the
IAEA, in its international control function, can take for itself or which can
be taken on its behalf.

Barrier measures are not effective against secret attempt; at removal,
e.g. by employees. It is therefore necessary to create a boundary (containment)
around the fissionable material and to monitor personnel and material traffic
across this boundary. This task is accomplished by special personnel of the
utility company equipped with suitable monitoring apparatus, or by the
installation of an automatic detection system. These measures resemble measures
in the international situation, but are easier to carry out, because there
is no need to provide for the verification of containment monitoring at a later
date.

3.2 Control of work in progress

The handling of fissionable material by personnel in certain stages of the
work process imposes special reguirements on the control measures, because
of the possibility of direct contact. Exact specifications for the carrying
out of the separate handling stages and controls on the adherence to these
specifications can considerably reduce the possibility of unauthorised removal

during this phase. In principle the handling of fissionable material by

i
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urauthorised persons and unspecified manipulations ecan be prevented or
detected in time. The utility organisation can ensure, by appropriate
administrative and technical measures, that deviation from the specified
handling procedure by single operators leads to the immediate alert and
intervention by company - and if necessary - also state security forces.
This can be achieved without necessarily involving extra staff or equipment.
In the design the operating company can make use of control measures which
are being taken on the grounds of quality control, radiation protection and
criticality safety. An important prerequisite for the effective monitoring
of the work process without unnecessary interference in the operation of
the plant and in production, is that it is carefully planned in the
conceptual design of the plant.

Thus the operating company carries out a permanent, continuous control
which is considerably more effective than the random sampling control methods,
e.g. by automatic cameras, for international control. It is justified
because of the stringent requirements on detection time in the national
situation. The more persci-oriented control makes many of the technical-
recording measures of the international design superfluous, e.g. control of
the driving mechanism of fuel element loading machines and of transfer
equipment.

3.3 Nuclear material balancing

Balancing fissionable materials in separate zones within a plant basically
allows continuous comparison to be made between changes in balance between
adjacent zones, and thus raises the quality of the controls. The various
techniques and the considerable problems which occur in practice 2.e adequately
described in the literature so that we only need to treat this in a keyword
fashion here.

In each instance it is necessary to investigate whether an automatic
balancirg system for the whole or part of a plant can achieve the necessarily

short balance time intervals with sufficient accuracy. The main difficulties
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occur when the fissionable material is not present in easily countable
(preferably equal) unit pieces, and it becomes necessary to record details
of the kind and mass of material, which must be correlated in time.

If, as in the cases discussed here, it is assumed that the operating
company's personnel is trustworthy, tﬁen these technical difficulties can
be reduced by entering the data partly by hand. and thus the area of
application of the balancing system can be broadened.

4. Realisation in Practice

The experts of the 'Gesellschaft fur Reaktorsicherheit (Reactor
Safety Company) have discovered that the application of the three elements
described here, 'Barriers and Contaimment', 'Control of Work in Progress'
and 'Balancing' can be brought together successfully in a total design for
the safeguarding of fissionable materials against perpetrators within
national boundaries. Above all, there is an advantage for the operating
company in the fact that his organisation is held to be above suspicion
and can therefore also include the instrumeaitation which is required for
operational purposes in the control design.

This shows up very clearly in the practical realisation of measures
for the control and safeguarding of fissionable material within state
boundaries.

It has been found that the requirements for national security of nuclear
power stations are very small, and are met largely already by the controls
and barriers necessary for general protection. For LWR power stations (for
which the technically applicable control systems in the international sphere
are discussed in Ref. 1) no special security measures are taken in the national
situation, beyond those necessary for nommal plant security.

It is especially important here that the operating company is not required to
demonstrate that it is not putting irradiated fuel rods aside in order to
obtain the plutonium in them, but that this action is made impossible to third

parties acting in secret.
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By the same reasoning, even in nuclear power stations in which unirradiated
plutonium is used, only a few control measures are required beyond those
necessary for normal plant safety in the national situation, while considerable
expense must be incurred in the international control situation(3).

Greater expenditure is required in plénté in which the fissionable
material is present in a form where it can be handled by single persons. In
recent years national control designs have been drawn up for such plants -
partly in cooperative efforts between experts and operating companies - in
which use is made of all three of the above mentioned elements of material
management. For obvious reasons it is not possible to go into the specific
measures being taken at particular plants. An indication can be obtained
from the model of a national control system described in Ref. 8 for a fictitious
2<% power research reactor with a large plutonium inventory.

5. Summary

In order to meet the requirements of the Atomic Act for protection
against 'disturbances and other such acts by third parties' the licencing
process requires the operating company to take precautions and control measures
for the national protection of fissionable material,

The ultimate aim of these measures is to prevent the abuse of nuclear
material. The difference from the international control situation is in the
assumptions concerning potential suspects. In the national situation, neither
the state nor the plant operator are counted among poten- ial suspects.

In plants in which the nuclear materials are present only in forms which
can not be handled by a single person, this leads to considerable advantages
in the practical realisation., Gieater expenditure is required in plants where
the material can be handled by a single person. But in this case also acceptable

solutions for both operating company and for the authorities are available.
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Von D. Leven, Kdin, und
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3. Einsetzbare Kontrolimethoden
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<enne Organisation selbst nicht als abzweiqung<verdhch-
v endt und ot ddaher auch das ans betrieblichen Griinden
sandene Instmmentarivum in das Uberwachingskon-
oo esaheziehen Kann.

~i ot praktischen Venwirklichung der Mafinahmen
<o smtaatiichen Kontrolle und Sicherung spaltbaren
. #rigt sich das sehr dentlich,
~ich herausgestellt, dafl fiir Leistungskraltwerke

Arlordermingen zur innerstaatlichen Kontrolle sehr
o sng =ind und zu einem qrofien Teil bereits durch die fir
Sen ailaemeinen Objektschitz notwendigen Kontroll-
~oi Barrietemalinahmen abgedeckt werden. Bei LWR-

s tupegskreftwerken, hei denen fiir die internationalen
sereiche techmiach aufwendige UberwachungsmaBnah-
inen [T diskutiet werden, werden aus nationalen Ge-
Gehtspinkten keine ither den normalen Objektschutz
inansachenden Manahmen 2ur Spaltmaterial-Uberwa-
rimner cefordert,

flier wird hesonders «wiehtiq. daf der Betreiber nicht
“rrenfhun siberpradt weeden muf, ob er bestrahite Brenn-

anente zur Erlangung des darin enthaitenen Pluto-
ramea von der vorgesehenen Verwendung abzweint, son-
“oradat nnr stchergedtelit werden muB, dof heimlichen

“zeltatern eine solche Aktion nnmdénglich ist,

\us ecem gleichen Gronde sind selbst bei Leistungs-
Fraflwerken, in denen unbestrahlites Phitonium eingesetzt
wird, uber die normale Anlagensicheruna hinausaehend
ror erngfiigige MaBnahmen znr inne:ctaatlichen Kon-
Lol ey spaitbaren Materials notwendig, wahrend fir

dieinternationale Konteolls yier cin erhehliche: Avfacaned
getnieben werden mui {3

Mehr Aunfwapd wird nocig bei Anlaaen. on deoen
Spaltmatenal in einer derotigen Form vorheat o
von Einzelperconen achandhal werden kann 7o <o
Anlagen <ned besonders i letter Zert - b lwerae in
Weehselwirkung zwischon Captachtor und Botioaber
Konzepte zur innerstaathchen Kontrolle epcteld!t worden,
the von atten drei ohen anfaefuhrten Flementen oy
Materialkontroile Gebraneh machen Zwar soli hyer ois
nahehieagnden Griinden ol anf die sperelfen Nt
men cinselner Anlagen enaeaqangen werden, o b e
als aussagefabiges Berspret das in [B] beschriebe o A
rdell siner ynnerstaathiehen Fontralle fir einen Sy
Nulleneragie-Forsehunegereaksor mat gqroRerem Plitoe
invent o1 apriecoben

IRITE

5. Zusammentassung

Zur Erhitliung der AtG-Fooderung nach Schuts geen
LStormafinahmen une snnstigqe Eynwirkanagen e
werden im Genehmigunagsverfahren innerstaathobn com
Betreiher suerhringende Malnahmen und Vorkehronigen
zur Kontrolle spaltbaren Matenats aofordert

Diece Mafinahmen haben ohopca wie din internation.
len Kontrollmafnahmen Ietsthirh das Ziel, den S fi0be v
von Spaltmaterial zu verhinrdern

Unter-~hiedlich sind jedoch die Annahmen uber o
potentiell Verdachtigen, zu rdenen un innerstaat’chon
Sinne weder der Aniagenbetieiber norh der Sraa
aehoren.

Dies fithrt hei der praktischen Verwirklichuro 2 or-
heblichen Vortejlen bei solchen Anlagen, in deren rlas
Spaltmaterial nur in fir Einzelpereonen unhanidhchen
Formen verwendet wird. Mrhr Anfwaned 15t novwonetin
wenn die Erscheinungsform rins Materials die Flandba.
bung durch Finzelpeisonen zulaft, jednch hieren anch
hier hereits fiir Botreither unet Girtachter akzeptable [
sungen vor.
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