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-S-jL ĵ ^ (coverage)

Ziofl tfltb

- 30 -



(circuit-level)^

-. Error detecting codes for memories, parity bits for data buses,

self-checking circuits -W-̂ l SjS. ^ § s ] 7 l ^ # ^ <%o]^t Capability-based

addressing, watchdog timers, fault-tolerant data structures, use of replication

(N-version programming ^ H ^ l i E j ^ 3 } ^ l^ l -^) ^l^cj-. ^. $_JT.^ oflX\

i-o} 4.

-g-°l7]- $o] Aj-g-^4. n s ]2 .S . ig*1 watchdog^ 21-^

watchdog^] 4 . Watchdog^

Programmable logic controller (PLC) %£\ ^ - f i ^ l f e watchdog^
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zvô  tf.g. component7V Xi^ ^ ^ ^ 7}^*f^ BDD» ^ - ^ ^ J i , ^

component^ s| sj boolean ^^> ^-f«^ ^sB^ife 1 S S . ^e)«l-^o> ttcf. o]

stated ^ # a.7fl

. tb^, Gokhale ̂ ° ]

2 ^ BDD1- °l

Zang ^ ^ 4 2 = 2 . 1 ^
u)^Aj2}o.s s t a t e ^ ^ 7 | . ̂ o]ufjL 7\

l ^ ^S] Hl-a-g-^^l 4 H f \ + 4 ^ ^ 7fl ̂ «V

71 ^«B Binary decision diagram (BDD)t- °l-§-«Vfe U"^^-^ ^1^>«>^4. [40].

- 49 -



BDDfe Shannon^ decomposition-i: °1-§-?]: directed acyclic graph (DAG) ̂ 4

. Shannon decomposition0! fir, boolean expression-*-. fir
o)

X

7J- phased

BDD1:

component

Boolean algebra

component7l- 9X^

Ha Hb He Hd La Lb

Phase 1: Launch

Ha Hb

Phase 4' Hibern 2

Ha Hb

Phase 2: Hibern 1

Ha Hb He Hd Ca Cb

Phase 5: Comet

rt
Ha Hb He Hd Aa Ab

Phase 3: Asteroid

4-1 (a)> configuration [40]

- 50 -



4-l> (a)^f (b)fe %vi ^ [40]s] -S-̂ -Sd (space application)^!

• ^ l t - 4 3 - ^ 5io14. ^ - ^ ^ - ^ Launch, Asteroid, Comet, Hibernation!,

Hibernation2^ $7\A operational phase!- 7\^L^\. SEt!: La, Lb, Aa, Ab, Ca,

Cb, Ha, Hb, He, Hd^ K)7fl equipmentl- 7f^lcf. < ^ . ^ 4-1 (a)>6fl

o], 3.^ operational phased^ Ha4 Hb7> A

BDD1- °l^-*l^ 2 . ^ ^ * 1 - ^ <^-^ 4-1

4-1 (b)> BDD1- «> [40]

- 51 -



Zang ^ BDD

7l(state-space)7]-
|- £ f 2 ] Als]£ ^3}.uf A ^ ^ > ^ 4 ^ ? } : ^ ^-Ir l ^

Gokhale f-^1 ^
o.S S - I ^ ^ $14 [36], [37].

. Gokhale ^

Gokhale f-̂  ^ ^ ^ i m H H ^ ^ ^ s ] ^ Xl-5-4, *>H

-, A 2.^e\ failure profile ^-§- *HJ-f->H ^ ^ ^ ^r i l 4 . *>H

^«}«^ state 1°1H ^14*H state 10̂ 1 ̂ i ^ 4 f e terminating

application^ ofl^ll- 4i7fltb4 [36].

-2>fe control-flow graph°l^,

- 52 -



simulations^

4-2> : terminating application^

control-flow graph [36].

- 53 -



-2- l

#*fl f ^-g- tl-H

.S ^-3 7)7)7]- ^ ^ ^ 1 ^ ^ 71 ̂ -fr ^

^]i^(phased-mission system)^- ^-f 5)

7)7).fil ^ - ^ ^ ^ t ufl^H- voting

7}7}o\]

37HS ,

tolerance)

P S A
 Hov

=L JL^- -B-^(failure

- 54 -



^ -£31 ^ a ^ ^ ( d e s i g n failure & coding error)

7}

DJ:,

N-version i S M

fe^l 7}

BDD

7\A

71

SI4 [41].

- 55 -



- 56 -



[I] S.K. Khobare, S.V. Shrikhande, U. Chandra & G. Govindarajan, "Reliability

analysis of microcomputer circuit modules and computer based control

systems important to safety of nuclear power plants," RESS, vol 59, p.

253-258, 1998.

[2] # 0 } ^ , s ^ ; ^ ^ f l t -3*11} 71 aj 3]#*lH 7j|^.^

a>3}^S] ^ M l ^ M S l fcS-^, 1999.

[3] £ € ^ , & M , "MIL-HDBK-217 ^ ^ H ^*t Q*}S. £.$.

7>," ^ W ^ ^ ^ « # M s l fe^-^, 1999.

[4] MIL-HDBK-217F, Military handbook reliability prediction of electronic

equipment, United States Department of Defence, 1987.

[5] Bellcore Standard TR-332, Issue 5, Reliability prediction procedure for

electronic equipment, 1997.

[6] NEA/CSNI/R(97)23, Operating and maintenance experience with computer-

based systems in nuclear power plants, 1998.

[7] W. Bastl & H.W. Bock, "German qualification and assessment of Digital

I&C systems important to safety," RESS, vol 59, p. 163-170, 1998.

[8] Denson et. al., A new system - reliability assessment methodology

[9] J.G. Choi & P.H. Seong, "Dependability Estimation of Digital system by

Operational Profile Based fault Injection," PSA-99, p. 499-506,

Washington DC, August 22-26, 1999

[10] M. Hecht, D. Tang and H. Hecht, "Quantitative reliability and availability

assessment for critical systems including software," Proceedings of the

12th Annual Conference on Computer Assurance, Maryland, USA, June

16-30, 1997.

[II] D. Tang, M. Hecht, X. An & R. Brill, "MEADEP and its application in

dependability analysis for a nuclear power plant safety system," IEEE

Tr. on Nuclear Science, Vol., 45, No. 3, p. 1014-1021, June 1998.

[12] D. Tang, M. Hecht, A. Rosin & J. Handal, "Experience in using

MEADEP," Proceedings of Annual Reliability and Maintainability

Symposium, IEEE, 1999.

- 57 -



[13] S.R. Welke, B.W. Johnson & J.H. Aylor, "Reliability modeling of

hardware/software systems," IEEE Transactions on Reliability, Vol. 44,

No. 3, p. 413-418, 1995.

[14] K.K. Vemuri & J.B. Dugan, "Reliability analysis of complex

hardware-software systems," Proceedings of the Annual of Reliability

and Maintainability, p. 178-182, 1999.

[15] J.M. Kaufamn, J.B Dugan, R. Manian & K.K. Vemuri, "system Reliability

Analysis of an Embedded Hardware/Software system using fault Trees,"

Proceedings of the Annual Reliability and Maintainability, p. 135-141,

1999.

[16] M. Bouissou, F. Martin & A. Ourghanlian, "Assessment of a

safety-critical system including software: A Bayesian belief network for

evidence sources," Proceedings of Annual Reliability and Maintainability

Symposium, IEEE, 1999.

[17] D.M. Karydas & A.C. Brombacher, "Reliability certification of

programmable electronic systems," RESS, Vol. 66, p. 103-107, 1999.

[18] A.C. Brombacher, "Maturity index on reliability: covering non-technical

aspects of IEC61508 reliability certification," RESS, Vol. 66, p. 109-120,

1999.

[19] J.L. Rouvroye & A.C. Brombacher, "New quantitative safety standards:

different techniques, different results?," RESS, Vol. 66, p. 121-125, 1999.

[20] J.C. Laplace & M. Brun, "Critical software for nuclear reactors: 11 years

of field experience analysis," Proceedings of the 9th international

symposium on software reliability engineering, p.364-368, 1998.

[21] KAERI/AR-565/00, i = I^«>l 4 1 3 H ^ 3 ^ 3 H?\ ? l i H « 31-fi- ^

<& £ ^ , 2000.

[22] KAERI-CM-110/96, Development of dynamic alarm processing system

algorithm and evaluation of alarm system reliability, 1996.

[23] COOPRA working document, What PRA needs from a digital I&C

systems analysis: An opinion, www.coopra.org, 1999.

[24] Poore, Mills & Mutchler, "Planning and certifying software system

reliability," IEEE Software, p. 88-99, January 1993.

- 58 -



[25] F. Redmill, "IEC 61508: Principles and use in the management of safety,"

Computing & Control Engineering Journal, p. 205-13, October 1998.

[26] NUREG-0800:HICB-BTP17, "Guidance on Self-Test and Surveillance

Test Provisions."

[27] H. Choi, W. Wang & K.S. Trivedi, "Analysis of conditional MTTF of

fault-tolerant systems," Microelectronics & Reliability, Vol. 38, No. 3,

1998.

[28] M. Imaizumi, K. Yasui & T. Nakagawa, "Reliability evaluations of a

fault-tolerant system with N watchdog processors," Transactions of

Information Processing Society of Japan , V.36 N.12, 1995.

[29] Z. Hocenski & G. Martinovic, "Influence of Software on fault - Tolerant

Microprocessor Control system Dependability," Proceedings of the IEEE

International Symposium on Industrial Electronics, Vol. 3, p. 1193-1197,

1999.

[30] D. Lantrip & L. Bruner, "General Purpose Watchdog Timer Component

for a Multitasking system," Embedded systems Journal , Vol. 10, No.4 ,

1997.

[31] NUREG/CR-6463, Rev. 1, "Review Guidelines on Software Languages for

Use in Nuclear Power Plant Safety systems."

[32] A. Mahmood & EJ. MacCluskey, "Concurrent error detection using

watchdog processors -A survey," IEEE Tr. on Computers, p. 160-174,

Vol. 37, No. 2, February 1988.

[33] M.R. Lyu & V.B. Mendiratta, "Software fault tolerance in a clustered

architecture: Techniques and reliability modeling," Proceedings of the

IEEE Aerospace conference, p. 141-150, 1999.

[34] J. Wu, E.B. Fernandez & M. Zhang, "Design and modeling of hybrid

fault-tolerant software with cost constraints," J. of systems Software,

vol. 35, p. 141-149, 1996.

[35] R.K. Scott & D.F. McAllister, "Cost modeling of N-version fault-tolerant

software systems for large N," IEEE Transactions on Reliability, Vol. 45,

No. 2, p. 297-302, 1996.

[36] S.S. Gokhale, M.R. Lyu & K.S. Trivedi, "Reliability Simulation of

- 59 -



Component-Based Software systems," Proceedings of the 9th

International Symposium on Software Reliability Engineering, p. 192-201,

1998.

[37] S.S. Gokhale, M.R. Lyu & K.S. Trivedi, "Reliability Simulation of

fault-Tolerant Software and systems," Proceedings of Pacific Rim

International Symposium on fault-tolerant systems, p. 167-173, 1997.

[38] Z. Tan, "Reliability and availability analysis of two-unit warm standby

microcomputer systems with self-reset function and repair facility,"

Microelectronics & Reliability, Vol. 37, No. 8, p. 1251-1253, 1997.

[39] P.M. Anderson, G.M. Chintaluri, S.M. Magbuhat & R.F. Ghajar, "An

improved reliability model for redundant protective systems - Markov

models," IEEE Tr. on Power systems, Vol. 12, No. 2, p. 573-578, 1997.

[40] X.Y. Zang, H.R. Sun & T.S. Trivedi, "A BDD-based algorithm for

reliability analysis of phased-mission systems," IEEE Transactions on

Reliability, Vol. 48, No. 1, p. 50-60, 1999.

[41] IEC 61838 TR, Ed. l: Nuclear power plants - Use of probabilistic safety

assessment for the classification of instrumentation and control function

- 60 -



A COOPRA Digital I&C

Working Document

What PRA Needs From

A Digital I&C Systems Analysis- An Opinion

A

O A J ^

mode)

PRA^I framework^ 1̂

tree)', ' 7 ] ^

- 61 -



tree)'£]

3 *1 ^ ^ ^ 2

(Qualitative modeling requirements)

PRA°11
^^fl^ ^ j ^ P R A

*H(compatibility), 1-̂ flfe ZL ^ 5 7 } PRA* 7lti>

t!:4(internal model structure)

o Compatibility: 31

^(time-dependent)*>

£ £ M , ^*S ^ ¥ 1 ^ j ^ ?3 :^^ ̂ l ^ ^ S ] ojAf Aj-Hfl(discrete system

state)!- t ^ ^ S 4 ? « H ^ ?t4.

o Internal model structure: JE^si ^ 4 ^H(level of detail)7r

7) A>^^.^ 3"-8-*>fe ^-fsq- <?>̂ i 7)^(safety function)^-

71 ^o,l < ^ § ^ D | ^ 1 ^ ^ ^ # ^ ^ -

7 H S 7 l ^ ^«3 ^3fl(loss of function)^ ^

(spurious operation)^ ^-f-f- ^ ^ - 1 : ^ 5^0) :

4 ^ ^ 1
(Quantitative modeling requirements)

- 62 -



i f l i f ^ ^ ^(uncer ta inty level)-!- ^ ^ t t : nr 9X°]C1F

o ^^-^(accuracy): PRA S . € ^

^(failure event)!: t>^ # # ^ i ^ t b ^2 ] UJ-^I4 PRA

J!^(common cause failure)^ ^"Ir-i: fe^^<H°> * H ,

- Decision maker^ ^^^ ^l^«fl«> W f e PRA^I

a SSC71- 5^-51 c j ^ ^ ^ - ^ Fussel-Vesely

b. SSC7}-

c. SSC7> i ^ - ^ Ali+e)5.S] ^ * l 7 f 7)7l7>

c}]«]- ai^*!: ^ ^s^(careful attention to the quantification)7}

SSC°1] tflt

- 63 -



o Al Si ̂ (credibility):

- Commercial off-the-shelf «}S.3l<H<4 ^ ^ ^ ^ ^ 1 ] ^ Ej-

^ (basis for assuming that the data

are applicable)^

o 1:^"^^(uncertainty):

ZL 7>^#

0]$]

- 64 -



o i m ^ 5L%%(Software failure rate):

Hr 3 6fl *1 X\^s\^

^(aleatory modeDS.
(epistemic

£ | s ] ^ demand rate A # 7^1

demand rate ^ 1- 7> l̂fe- A | i | A i-

71 ̂ - i -

1 : ^ SS14.

o ii^Eoflo^ 3L̂ > 7.J-S.31 ^-^(Applicability of software failure

H likelihood

function for the datat

- 65 -



- 66 -



B National Research Council^!

I&C

Digital Instrumentation and Control Systems in

Nuclear Power Plant- Safety and Reliability Issues

Chapter 6. Safety and Reliability Assessment Methods

(trade-off)"^

o>

2.

- 67 -



(design basis accident analysis)-^

3J7KPRA 5Efe 51-1-S-^j o ] - ^ ^ 3j7>; p S A ) HoV^^ A l ^

tfl7fl

. ^1» 1 ^ USNRC
-9 ^Aov 4 £ ^-l-0] ^ ^ > S 71-^- ^ ^ id (year) # 10"5^r ^

PRA7> ^ ^

7l^(behavior)^^4 4^- ^lM-eli^ ^ ^ tb 7l^(document)^r

- S.^^. Boolean cfl^sf ^ 1 - ^ 7l^-^el# o]

Boolean feel ]

7]

- 68 -



3 ^31*1 (point estimate)

^(variability)# M - H } ^ ^ . ^

^-^(distribution)ir

71-& 7fl^^ ^^^^-^(event probability)^ S i 4

Al£(trial; T) ^ ° ) 1 tfltt ^ : # A>^(observed event; OE)^ ^

^ ^ f Apostolakis (1990)^- " ^ t - £ ^-^1 (belief)^]

Si4. 3-#

lfe^l Baysian £M

014. o l ^ t t fb^I iS . l-^Sl-al, 5)^ ApcKrare event)^

- 69 -



£-7}-#Sl # # # °l-g-$ ^Sfl£ «-A^ ^ c ] £ 5 0 o ^ ^o> J

slStfi-^ tfl*l| ^(alternative approaches. <ys] ^l^M(random test)

3.

71

.2.3.

711- ^ s $14. ofll- l-oi, Finelli(1991)fe ^

*f̂  ^ ^ ^#fi} ^ ^ # "error crystal"^ ^

"e r r o r crystal''^ ^°^ ^

- 70 -



i5_H4H^(safety-critical software)7> Efl^E.1: f-^*V^l

Bertoino^ Strigini(1996)fe failure-free ^ i l ^r'5^] a i ^

^|*> ^ - 1 : ^ ^ l ^ f ^ A ^ , Parnas(1990)

^>fl(upper bound)St i4 4 ^ - ^ g.o]7] ^sfl, ̂ * J E )

. °lfe NUREG/CR-61134

]S^ ^o]( t rans i t ion)^^^

31iM(random test)

aov^^(formal methods) Sfe

7]-^(assumption)!-

- 71 -



Paula(1993H
. ylAov ^ x l 31 ̂ (Emergency Shutdown System; ESS)^ PLC j

^ Mitchell^ William(1993H «̂1) a.JL5]&jL; Jl^-tfl^-^^: 7}*lfe tq^l

o] A l i t ^ ] ^ j i ^ - ^ Paula(1993H $m ^ ^ 5 ] ^ 4 . £ tb Paulafe 7

95)fe. i £ E .

4 2 ^ €^H^1 US NRC

USNRCS] A } ^ ̂ o ] ^ ^ ^ . a § H ^ ^ ^ U ] ^ ^ o ^ ^ _ ^ ^ 1 0 C F R 5 0 5 9

si

USNRCfe '

PRAs]

€ ^ USNRC^ ^ ^ ] ^^-ol T^JI§} ^-^s]xl ^gbq-. 1995^

USNRCfe ] a^fl ]^ # H ] ^ 1

7] ̂ t>] Lawrence Livermore National Laboratory^

NUREG #^#°n i

cfjL °3o]^^ &fe4"fe ^J^14. 1996V4 4€°11 °H1 W £^7> tj-Al 01 oi _o

M-, USNRCfe 10 CFR 50.59̂ 1

- 72 -



X| 3

. Paula(1993)7r

^ 4 V&V ^-^^" i - ol-8-s}^ *fWl-$!4. ^-&m Westinghouse

S l-7>-8-Hl- 1.2 X1(T6 failure/demand^, ^ ^ ^ .

-S. 1-71-g-Hl- 1.1 X10"5 failure/demands.

^ € ^ 1 (Canadian Atomic Energy Control Board;

SI4. AECB^ i ^ ^

Nuclear Electric4fe Sizewell-B

3:, Nuclear Electric^fe

^ 1 ^ ^*3*}JI SI4.

XI 5 ^ 4 ^

- 73 -



DO-178B S.&-&

£l^(Pe t r i net, VHDL v\3.E.

K v&v 4^-^ A

6

A] i

$14.

*14*17fl EfiEf fjfl

o!4. nj-

- 74 -



©it}-,

c o v e r a g e failure^]

4 . Coverage failure^ J L ^ H ^ 1 ^

5. iL^14. ^ef^ coverage failure*

fe PLC

7

03 ̂ . g . 3J7HV71 ^ * t PRA

m PRA ^

SI 4.

- 75 -



7l7l(commercial off-the-shelf; COTS)

, 7171

-8-8- 4sfl7> o]5}

C0TS1- l - ^ PRA

USNRC4

- 76 -



USNRCfe

- 77 -



INIS

KAERI/ - /

1 f- JL-fi-

KAERI 2000.2.

78 p. S. SIM O ), 8il-8-( ) 3- 7) 21 X 29.7cm

O

4

3g7>j iSEt lo ] ,



BIBLIOGRAPHIC INFORMATION SHEET

Performing Org.

Report No.

Sponsoring Org.

Report No.
Standard Report No. INIS Subject Code

KAERI/

Title / Subtitle A Technical Survey on Issues of the PSA of Digital I&C Systems

Project Manager

and Department
H.G. Kang (Integrated Safety Assessment team)

Researcher and

Department

T.Y. Sung (ISA team), H.S. Eom (ISA team), H.S. Jeong (Hanaro)

J.H. Park (ISA team), J.K. Park (ISA team),

K.Y. Lee (ARTD team), and J.K. Park (ARTD team)

Publication

Place
Taejon Publisher KAERI

Publication

Date
2000.2.

Page 78 p. 111. & Tab. Yes( O ), No ( ) Size
21X

29.7cm

Note

Classified Open( O ), Restricted(

Class Document
Report Type Analysis Report

Sponsoring Org. Contract No.

Abstract (15-20 Lines)

This report describes the review results of the safety assessment and reliability analysis

techniques of digital instrumentation and control (I&C) systems. The techniques are far

from that of analog I&C systems because of the characteristics of digital systems. This

report categorizes the current issues related to the safety assessment of digital I&C

systems into three groups as follows:

1. The methodologies which could integrate the characteristics of hardware and that of

software

2. The methodologies which effectively represent safety improvement due to the

fault-tolerant mechanisms embeded in digital I&C systems

3. The methodologies which could effectively represent the phased-mission systems

Subject Keywords

(About 10 words)

Digital system reliability, Probabilistic safety assessment, Software

Fault-tolerance


