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SUMMARY

Measures and methodologies applicable to quantitative reliability

assessment of safety critical software were surveyed for the research of "

Probabilistic Safety Assessment of safety grade digital systems used in

Nuclear Power Plants". It is inevitable for the PSA of digital system to

consider the reliability of software included in it. Among the techniques

proposed in the literature we selected those which are in use widely and

investigated their limitations in assessing the reliability of safety

critical software. Surveyed techniques are (1) Direct methods including

test based and reliability growth based ones, (2) Indirect methods

including the ones based on process quality, design diversity, and formal

verification, (3)evaluating method using multiple evidence sources. One

promising methodology from the survey is Bayesian Belief Nets (BBN) which

has a formalism and can combine various disparate evidences relevant to

reliability into final decision under uncertainty. Thus we analyzed BBN

and its application cases in digital systems assessment area and finally

studied the possibility of its application to the quantitative reliability

assessment of safety critical software.

Surveyed techniques mostly have limitations in assessing the reliability

of safety critical software at this time. And BBN method has a promise

with its features that could formalize expert's judgement process and

could combine multiple evidences which are relevant to the reliability of

software into its model. But BBN method has some difficulties in applying

it to the real problem solving and it seems to take some time for its

solutions. But it is also pointed out that the process of solving such

difficulties could facilitate discussions between experts!including

developers, assessment experts, and regulators) because it makes explicit

those assumptions that were previously hidden, which leads to visibility

and auditability in the decision making process.
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o BAYES

: wuarchive.wustl.edu:/mirrors/msdos/neural-nets/bayes.zip

o BELIEF 1.2 (and version 1.1)

: http://www.cs.emu.edu/afs/cs/project/ai-repository/ai/areas/reasonng

/probabl/belief

o IDEAL : Request (ideal-requestirpal. rockwell. com)

o MacEvidence : Prakash P. Shenoy, School of Business University of

Kansas Summerfield Hall Lawrence, KS 66045-2003 USA

o + MSBN32 : http://www.research.microsoft.com/research/dtg/msbn/

o Pulcinella : http://iridia.ulb.ac.be/pulcinella/Welcome.html

o SPI : http://www.spaces.uci.edu/thiery/elimbel/elimbel.scm

o TresBel : ftp://iridia. ulb. ac.be/pub/hongxu/software/TresBel.tar.Z

o XBaies : ftp://egon.stats.ucl.ac.uk/xbaies.zip
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o Constant values

o Discrete distribution functions

o Continuous distribution functions

o Arithmetic functions

o Boolean functions

o Comparison operators

o If-then-else function
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5 Node Type;
Standard
Distributions

BBN Calculation Engine

Domain Specific
User Interface

with links to
Safety Analysis

Tools,
Spreadsheets

etc.

Sensitivity
Analysis

Modular BBN

ActiveX Server

I
Graphical User Interface

Net constzuctianand editing
-use of idioms to stnicture BBN
-NFTentty
- equation editor

Netuse - probability propagation
- sensitivity" analysis
-joint proabilities

Tutorials,
Help Files

BBNIdioms&
Templates

Printing of
Results

[ZLQ. 4 .6 SERENE

Construct ion

system properties
to be predicted

input node
attributes

causal link and
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Use
metric or
assessment data

sensitivity
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•

—

SERENE Tool

Tutorial

Idioms
measurement

historical experience

definitional

process-product

Templates
measurement

historical experience

definitional

process-product

Help Files

BBN Safety
Argument

Safety
Predictions

Sensitivity
Results
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[S. 4.1 NPT for verification by Edf is appropriate(for Development)]

Verif. by EDF is

appropriate

(for Deve1opment)

This verification assesses some key properties of the

Dev:

o Is complexity of developed components mastered and

justified(checked by static analysis of the source

code?)

o Will it lead to a maintainable system?

3)

HUGIN

BBN

.M 4

4.2 7J1<£

Svstem reauirements
SDecifications are
suitable
Specification is suitable

Design is suitable

Development is suitable

System confirms to SRS
Svstem can ensure
safetv(Svstem confirms to
real needs)

1

.576

.419

.265

.173

.138

.112

2

.9999907

.9999483

.9996823

.9979557

.9952124

.9670761

3

0

0

0

0

.113

.138

4

1

1

1

.9999598

.9983177

.9822346

5

0

0

0

0

.243

.279

2 :

3 :

4 :

5 :

Edf
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4)

Edf <*J ^ 7 f e

o

o

o =

*>7l fe ?i^r A^(calibration)

BBN (ii) 5

BBN

[28][29].

- 42 -



Ef ^ ^ ^ o f l HI*H ^ ^ ufEf^t;}. o] ^oftS. ( i )

Hei)H£f NPT# ^ * M ^ A | ^ O } 3 . o |

( i i ) 7 ] ^ ^ ^fcSH

^ * . ^ ( ( i i i )

Af-g-o] 7Hr6rj-o}, ( iv)

2.

irfl JE.

A BBN BBN

7>. O-efl^

ttfl-g-ofl - B - 4 ^ <§

-?- 7}o}j=7f

fe ^ - ^ ^ BBN 5)
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AS 4 o] <Sl*fl
f. SERENE

BBN n

BBN

H ^ NPT

SERENE 2 f 4 ° < I ^ ^ - °1

NPT fe A]

^ NPT

SERENE

HUGIN

4 * BBN

7i|« ^ f - S -
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c}[12][21][22][27].

f. BBN

(i)

(ii) i

(iii)

BBN

BBN#

fe^t SERENE

BBN

fe BBN 7]

BBN
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5 g-

7]JL«> fault tolerance

JL

BBN

K [26-30]

>. BBNo)

ocess)3f ^|-#-(product)

1 *}7l

safe
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o

o

o

^-(semantics)^- 7}*]3.

7H
;§.).§-

NPT

4
AS 71

( i i ) COTS

^ A t ^ ( i )

( ( i i i )

-§-, ( i v ) , (v)

BBN

(1

<Ufe
o]

(2)

(fault tree) ^ - ^ ^ ^ m RBD(Reliability Block Diagram)£f
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11. -<N 3E BBN

BBN x ] - s#

1. 4iSS^I<H -g-^(Quality) S.^ - from HALDEN project

1.1 i^B

H^l "system acceptance"^

^ ^ ^ ^ r -S-<y(°Fefl a ^ 5 ] "other c r i t e r i a " ) ^

em safety)o] 7}^

reliability, fault tolerance, possible consequences^ ?>7\

, 3. n^g-

BBN nef lS

(Quality)^

o]

1.2 H2l|^(graph, topology)

svstem
acceptance

nossihle
consequences

3,7) BBN]
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[BBN for Reliability]

confirlencp in
cnmnnteri
MTTF

confirlpnrp in
no faults in

program

testinplt.est
haserl J

onfidence)

specification7

[BBN for Testing]
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/'module-1 \
Complexity

/'mnrlnle-n \
^complexity

annliration
nnwram \

comnlpxitv/
tetrics

etc )

/annlir.ation
( nrncrram

COTS
\ nropram

modnle-1
comnlexifv

metics ' complexity

s nropram
in no

vof linesOf
innnt.
space

no. nf .
operafinn J

modes '

no. nf
potential

faults
^complexity no.nf \

decisions

nrnhlem
mplexity svstem

arr.hitert.ner
omplexity

exnert
judgement

lntfrnint \
driven S

use nf
orierafinn
system

[BBN for System Complexity]

certifiration
of COTS

nn. of N
nstallations

user N

exnerienre
hased

^reliability
)

[BBN for reliability assessment based on user experience]
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/producer s \
Vpedigre~

/Failiires m
( othpr
Vnroducts

easures

[BBN for System Quality]
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1.3 icJEl

1) <tfEfl(states)

Node variables
Quality-control-documents
QA-standards
Failure-in - other-products
Number-of-products
Usage-time
Documentation
Quality -measures
Quality-control
QA-policy
Producer' s-pedigree
System-quality
Development-quality
User-experience
Producer-quality

States of variables
none
none
>50%
<10

100 h
bad
<0.1
strict
bad
low
low
low
low
low

partly
generic

10% - 50%
10 - 100

100 - 10000 h
acceptable
0.1 - 0.8

lousy
acceptable
medium
medium
medium
medium
medium

completed
detailed
<10%
MOO

>10000 h
excellent

>0.8

excellent
high
high
high
high
high

2) A prior

Producer Quality

Low

Medium

High

0.25

0.5

0.25

User Experience

Low

Medium

High

0.3

0.4

0.3

Producer Pedigree given the Producer Quality

low
medium
high

Producer Quality
low

0.9
0.1
0.0

medium
0.2
0.6
0.2

high
0.0910
0.1818
0.7272

Development Quality given the Producer Quality

low
medium
high

Producer Quality
low

0.9
0.1
0.0

medium
0.2
0.6
0.2

high
0.0910
0.1818
0.7272
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QA policy given the Producer Quality

low
medium
high

Producer Quality
low

0.9
0.1
0.0

medium
0.2
0.6
0.2

high
0.0910
0.1818
0.7272

System Quality given the Producer Ouality and the Development
Quality

low

medium

high

Producer Quality

low medium high

Development Quality

low

1.0

0.0

0.0

medium

0.9

0.1

0.0

high

0.7

0.2

0.1

low

0.9

0.1

0.0

medium

0.2

0.6

0.2

high

0.1

0.2

0.7

low

0.7

0.2

0.1

medium

0.2

0.6

0.2

high

0.0

0.1

0.9

Usage Time given the User experience

<100 h
100-lOOOOh
<10000 h

User Experience
low

0.8
0.1
0.1

medium
0.1
0.8
0.1

high
0.1
0.1
0.8

Number of Products given the User experience

<100 h
100-lOOOOh
<10000 h

User Experience
low

0.8
0.1
0.1

medium
0.1
0.8
0.1

high
0.1
0.1
0.8
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Failures in other Products cn'ven the Producer's Pedigree and the
Use Experience

low

medium
high

Producer's Pedigree

low medium high

User Experience
low

0.3
0.4

0.3

medium

0.2
0.2

0.6

high

0.0
0.1

0.9

low

0.9
0.1
0.0

medium

0.2
0.6
0.2

high

0.1
0.2

0.7

low

0.9
0.1

0.0

medium

0.2
0.6
0.2

high

0.0
0.1

0.9

Quality measures given the System Quality

< 0.1
0.1 - 0.8
> 0.8

System Quality
low

0.8
0.1
0.1

medium
0.1
0.8
0.1

high
0.1
0.1
0.8

Documentation given the Development Quality

bad
acceptable
excellent

Development Quality
low

0.9
0.1
0.0

medium
0.2
0.6
0.2

high
0.0910
0.1818
0.7272

Quality Control given the QA Policy

strict
lousy

QA Policy
low

0.1
0.9

medium
0.5
0.5

high
0.8
0.2

Quality Control Document given the Quality

control

none
partly
completed

Quality Control
low

0.0
0.2
0.8

lousy
0.5
0.5
0.5
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QA Standards given the QA Policy

none
generic
detailed

QA Policy
bad

0.5
0.3
0.2

acceptable
0.3
0.5
0.2

excellent
0.1
0.2
0.7

- 59 -



2. Design Process Performance 5-1! - from Deva project

2.1 i^(variable)

(1) Quality of requirements

(2) Design process performance

(3) Adequacy of computer systems specification(goal node)

37fl5] ^ « . H e f ^

1) Requirement document sub-graph

o Quality of requirements (Poor, OK, Good)

o Anticipation of plant & system failure mode & hazards

(Sketchy, Satisfactory, Detailed)

o Independent hazard analysis report (Superficial, Average, Thorough)

o Adequacy with respect to application safety requirements

(Unsatisfactory, Satisfactory)

o Plant Experts' safety assessment report

(Superficial, Average, Thorough)

o Completeness & Correctness (No, Yes)

o Licensee Verification Thoroughness (Superficial, Average, Thorough)

o Understandability by manufacturer - Absence of ambiguity

(Inadequate, Satisfactory, Good)

o Manufacturer Verification report (Superficial, Average, Thorough)

2) Design Process sub-graph

o Design process performance (Unsatisfactory, OK, Good)

o Actual advantage achieved by design guidelines (No, Yes)

o Prescriptiveness & Inherent value of design guidelines(Lo\v, Good)

o Adherence to design guidelines (No, Yes)
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o Problem complexity(manufacturer)

(Complex/difficult, Moderate, Simple/Easy)

o Past competence of designers (Low, Average, Good)

o Previous experience of designers

(0 Similar systems licensed, 1 Similar system licensed,

>1 Similar system licensed)

o Reputation of designers(Doubtful, Average, Good)

o Resource impact(Inadequate, Adequate)

o Commercial pressure(High, Low)

o Reported resources(Inadequate, Adequate, More than adequate)

3) Computer system specification sub-graph

o Adequacy of computer system specification

(Awful, Unsatisfactory, OK, Good, Wonderful)

- Awful: igAfl^H

- Unsatisfactory:

- OK:

- Good:

- Wonderful:

o Manufacturer verification coverage & quality

(Unsatisfactory, OK, Good)

o Manufacturer verification apparent coverage & quality

(Unsatisfactory, OK, Good)

o License verification results (0 issues, A few issues, Many issues)

o License verification quality (Low, OK, high)

o Independent hazard analysis (No unresolved issues, Minor unresolved

issues, Serious unresolved issues)
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2.2 S (Structure of the network topology)

Independent hazardManufacturer verification apparent

coverage &
verification

quality

Manufacturer verification
coverage & quality

icensee verification
results

Adequacy of computer
system

•Actual advantage achieved
by design guidelines Past competence of

designers
sign process performance

•escriptive & inherent value
of design guidelines

^"Reputation of
designersAdherence to design

guidelines

/Previous experience of
designers

Reported resources )

Commercial pressure
Problem complexity

(manufacturer)

Nuclear safety
application specific? Problem

complexity (licensee) verification reptjrt /

Lnderstandabihty by
manufacturer-absence

of ambiguity

Anticip. of plant & system
failure modes & hazards

Adequacy wrt. application
safety reqmt

Independent hazard
analysis report

/Completeness & ^
coirectness

Plant experts' safety
assessment report

^Licensee verification
thoroughness
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2.3 i i S

"Licensee Verification Results" ±E.$] NPT

Licensee verification

quality
Adequacy of comp.

svstem spec.

Licensee

verification

results

0 issues

A few

issues
Many

issues

Low

Awful

0.1

0.2

0.7

Unsatisfact.

0.22

0.182

0.598

OK

0.9

0.08

0.02

Good

0.9425

0.046

0.015

Wandeful

0.95

0.04

0.01

Licensee verification

quality
Adequacy

svstem spec

Licensee

verification

results

of comp.

0 issues

A few

issues
Many

issues

OK

Awful

0.05

0.15

0.8

Unsatisfact.

0.065

0.2475

0.6875

OK

0.15

0.8

0.05

Good

0.7875

0.1965

0.016

Wandeful

0.9

0.09

0.01

Licensee verification

quality
Adequacy of comp.

svstem spec.

Licensee

verification

results

0 issues

A few

issues
Many

issues

High

Awful

0.02

0.08

0.9

Unsatisfact.

0.0245

0.203

0.7725

OK

0.05

0.9

0.05

Good

0.6875

0.2965

0.016

Wandeful

0.8

0.19

0.01
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3. SERENE instantiation of idiom/tempiates

number nf ^
-.discovered defects

mlimber nf •
.discovered defects

rmmhpr of ~~̂
-.discovered defects

^^(Instantiation) :
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est nnalitv from
process-nrorluct )

model

xtest nnalitv form,
Vsynthesis model '

BBN

4^(Severity)

- 65 -



- 66 -



4. 7i[*lk M^^ *%7\ from Edf Project

4.1 JtH.

Xode: "Verif. by EDF is appropriate(for Dev)

Verif. by EDF is

appropriate

(for Dev)

This verification assesses some key properties of the Dev.'

o Is complexity 01 developed components mastered and

justified (checked by static analysis of the source code?)

o Will it lead to a maintainable system?

Dev: Development

Node: "Verif. by supplier is appropriate(for Dev)

Verif. by supplier

is appropriate

(for Dev)

This verification assesses some key properties of the Dev.'
o Is complexity of developed components mastered and

justified(checked by static analysis of the source code?)
o Will it lead to a maintainable system?
o Are the programming rules respected?

^(ver i f icat ion)^

resources)^

4.2 2cH

: good or poor, acceptable or not acceptable, yes or no etc

o JS.-S i n S ^ "object x is y'Af ̂ ^ £-#2f ̂ ^l

: (<H]) Requirements specification is suitable

o i^H ĵ-Eflofl ^ - c ^ ^ SJ-1- ̂ ^ {0, 0.25, 0.5, 0.75,

{impossible, improbable, probable, quite probable, certain}
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4.3 ZLefl^

snnniier
has annr.
•xperience'Snenfication

is suitable

Dpvplnnmpnt
is suitable

/system ran,
( ensure )

safety y

svstem
I confirms to]
Veal needs '

svstpm
confirms to ,

SRS /

[Global s t ructure of the BBN]

SRS: System Requirement Specification

I-Sv.sfpm
Desicm is
suitable /J-Svstem DPV

J s suitabL

Dev prarfices
are

rjpropriat

EDF on. on
Dev nrari.ir.es )

is good

mpfhods
f)rp

propriate

F.DF on. on
Dev vprif. hy

supplier

psnlts of
Simnlier vprif.

of DPV are
good

esnlts of
FDF verif. of

MDev are good'

/Verif hv FDFN
appropriate

J-Snnnlipr has
. annrnnriatp
\experience

/Sunnlipr vprif. N
exnerts arp
^competent

hv
snnnlipr is

ipropriate

RDF
rpsonrres arp

propriate
•EDF mpthods.

are
appropriate

RDF vprif.
evnprts are j
-competent '

[Sub-net "Development is sui table"]

J - : Global structure A
OH| $1^ z}^ sub-net

EDF op. on x : EDF opinion on x
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2. BBN ^gm

NPT^ 4 ^

0} 3.^6)} A] ^7}$] . H e f l ^ 4 ^ JjL

ZLB13. 4

71 E>

^ BBN5]

BBN oj

SERENE

}. z i e ^ SERENE^

o BBN£] ^I^(topology, ZLefl^)

^#*fe >̂̂ 1
o 4 i ^ H ^ NPT#

^ BBN-i- 4
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O ~L

(structure)^

o J5L<g ^

o ^m ^-&£
o q
o 3-g-7}vSl -f^g-ol ^ # £ } ^ tfl1^ £H(response mode)

o ^

o ^

o ^

O ZL

o Delphi

o) ufl-g-# «]»g «.S CM 4

<im&, ^ ^ Bl^S, A}̂ 1 ^ olBi-H-, interruption -g-^j,

H S S f £*J, laddered grids a
o ^ , 7fl̂  ^-^- ^^o ] oit:}.

7||^ el^^1, ^ -̂21711 ^ ^ - ^ , S4(transcription) ^1:?-^, chapter

listing -1H l }

- 70 -



(l) £

(2) *I

(3) ^

(4) #•

(5)

(6)

(7)

^#(components, or building blocks)^)

^^^(niotivational bias)

^^(cognitive bias)

«>t:>.

BBN

o tfl.S'̂  (Representativeness)

o #%^^-^l -r-^ (Denial of uncertainty)

o -%-£.*£(Availability)
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o 3 L ^ Q J!-T"(Adjustment and Anchoring)

o 2|^- ̂.-^-(Conjunction fallacy)

o Hindsight bias

o =g*h ^ t f , A
o ^ ^ # ^7f^ nflS| ^ ^ ( D i f f i c u l t i e s in assessing

variance, covariance and correlation)

o Ji^-S} ;§%*(Conservatism)

o sf'tl(Overconfidence)

2 ^ # ^ #

> ̂  ^ ^ % # ^§7}^ -frjL^(goodness)

o

o Hi-
o Hjc.

i)

(frequency)

2) <a^
o)
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3) k))^ £H(response mode)

4) 5|^H

5) ̂ -̂ g ^^(measurement scale)

(logarithmic) -g-o]<j}7|]

o 3.°]$. ^r^(distr ibution)

(consensus)S\

IE Al^#

71 ̂

(shared bias)"©] ^
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J£^(calibration) 4

D S|H
(outcome feedback)^-

(resolution)

o ^jMKsubjects)£) ̂ -7}

o 4<a^
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3. %# \

^Mfe cf#5| 3 r

^^(deterministic phase)

^ 7 } ^^(probabilistic phase)

^^(informational phase)

(1) P-method :

°fl= A ̂ ^-^ i.fl\iS. nfi# 7 ^ 7 } 20007H
(2) V-method :

A

(3) PV-method : #

o cj|̂ }-(response) JS.-E.

(1) ^ i ^ JZJ= : ^

(2)

o P-method/ 3 ] ^ JS.H

o P-method/^V^ £ H

o V-method/2]^ S.H

o V-method/ Q^ S £

o PV-method/2]^ JS.̂ -
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