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A Guide on the Elicitation of Expert Knowledge in
Constructing BBN for Quantitative Safety Assessment of
Safety—Critical Software
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SUMMARY

This report describes the methodology which could elicit probabilistic

representation from the experts’ knowledge or qualitative data

It is necessary to elicit expert’'s knowledge while we quantitatively assess the
reliability of safety critical software using DBayesian DBelief Nets(BBNs).
Especially in composing the node probability table and in making out the input
data for BBN model, experts’ qualitative judgment or qualitative data should be
converted into probabilistic representation. This conversion process is vulnerable
to bias or error. The purpose of the report is to provide the guideline to avoid
the occurrence of this kinds of bias/error or to eliminate them which is included

in the existing data prepared by experts.
The contents of the report are:

o The types and the explanation of bias and error
The types of bias and error which might be occur in the process of
eliciting the expert’s knowledge.

o The procedure of expert’s judgment elicitation.
The process and techniques to avoid bias and error in eliciting the expert’s
judgments.

o The examples of expert’s knowledge appeared in the BBNs
The examples of expert’s knowledge (probability values) appeared in the

BBNs for assessing the safety of digital systems
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Others
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Denial of certainty
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p(Cl+)
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p(+IC) = 0.9,
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[2Abel 434 A¥E Aol A3 55 2hde] 4]

Completely related, approximately 80% related

3

2 — Significantly related

1 - Slightly related, approximately less than 20%
0

- Not at all related

A0l 593 555 A2 g2/ AT 7hsAdS Fol7] 98l Sherman

¥ 6. Sheman Kent® 55 2%

Order of Likelihood Synonyms C}ilr?nlcoe S | Percent
Virtually certain 99

/ We are convinced 9

Nearly Certain )
Highly probable
Highly likely 8 80
Likely
We believe

Probable We estimate 7
Chances are good
It is probable 6 60
Chances slightly better than even

Even Chance Chances about even
Chances slightly less than even 4 40
Probably not

Improbable Unlikely 3
We believe not 2 20
Almost impossible

Nearly Impossible | Only a slight chance 1
Highly doubtful 10

A E 2 T(E2)70 ol Ae el Adst=d o Es =zvMiller, 1956).
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Node variables

States of variables

Quality—control-documents none partly completed
QA-standards none generic detailed
Failure—-in—-other—-products >50% 10% - 50% <10%
Number-of-products <10 10 - 100 >100
Usage-time 100 h 100 -10000 h| >10000 h
Documentation bad acceptable excellent
Quality—measures <0.1 01 - 08 >0.8
Quality—control strict lousy

QA-policy bad acceptable excellent
Producer’s—pedigree low medium high
System—quality low medium high
Development—quality low medium high
User—experience low medium high
Producer—quality low medium high

(2) 2t == 9 prior #

Producer Quality

User Experience

Low 0.25 Low 0.3
Medium 0.5 Medium 0.4
High 0.25 High 0.3

Producer Pedigree given the Producer Quality

Producer Quality
low medium high
low 0.9 0.2 0.0910
medium  |0.1 0.6 0.1818
high 0.0 0.2 0.7272

Development Quality given the Producer Quality

Producer Quality

low medium high
low 09 0.2 0.0910
medium 0.1 0.6 0.1818
high 0.0 0.2 0.7272
QA policy given the Producer Quality
Producer Quality
low medium high
low 09 0.2 0.0910
medium 0.1 0.6 0.1818
high 0.0 0.2 0.7272
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System Quality given the Producer Quality and the Development

Quality
Producer Quality
low | medium | high
Development Quality
low |medium| high | low |medium| high | low |medium| high

low 1.0 (0.9 07 109 0.2 01 |07 0.2 0.0
medium|0.0 |0.1 0.2 101 |06 0.2 102 (0.6 0.1
high 0.0 10.0 0.1 ]0.0 0.2 07 101 0.2 0.9

Usage Time given the User experience

User Experience

low medium high
<100 h 0.8 0.1 0.1
100-10000h|0.1 0.8 0.1
<10000 h (0.1 0.1 0.8

Number of Products given the User experience

User Experience

low medium high
<100 h 0.8 0.1 0.1
100-10000h (0.1 0.8 0.1
<10000 h 0.1 0.1 0.8

Failures in other Products given the Producer’s Pedigree and the
Use Experience

Producer’s Pedigree
low | medium | high
User Experience
low |medium| high | low |medium| high | low |medium| high
low 0.3 (0.2 0.0 (09 (0.2 01 (09 (0.2 0.0
medium|0.4 |0.2 0.1 0.1 |06 0.2 101 0.6 0.1
high 03 (0.6 09 (0.0 (0.2 0.7 10.0 (0.2 0.9

Quality measures given the System Quality

System Quality

low medium high
<01 0.8 0.1 0.1
01 -08 0.1 0.8 0.1
> 0.8 0.1 0.1 0.8
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Documentation given the Development Quality

Development Quality

low medium high
bad 09 0.2 0.0910
acceptable |0.1 0.6 0.1818
excellent 0.0 0.2 0.7272

Quality Control given the QA Policy

QA Policy
low medium high
strict 0.1 05 0.8
lousy 0.9 0.5 0.2
Quality Control Document given the Quality control
Quality Control
low lousy
none 0.0 0.5
partly 0.2 0.5
completed (0.8 0.5
QA Standards given the QA Policy
QA Policy
bad acceptable | excellent
none 05 0.3 0.1
generic 0.3 0.5 0.2
detailed 0.2 0.2 0.7

Quality of producer (Quality_Producer)(Labelled Chance Node)

5good .06
4 44
3 45
2 05
1bad 01

Problem complexity (Problem_complexity)(Labelled Chance Node)

low 167
medium 5
high .333
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Consequences and Usage (Conce_Usage) (Labelled Chance Node)

] High 1 | 1
Level of confidence (c) (Interval Chance Node)
<0, 9] 167
<9, 92] 167
<.92, 94] 167
<94, .96] 167
<.96, 98] 167
<98, 1] 167
(4)The higher-level network
Quality of producer 5 good 4 3 2 1 bad
Quality of |good 9 8 D 1 .05
process bad 1 2 5 9 95
Problem complexity [low medium high
Quality of process |good bad good bad good bad
Quality of |good |9 3 .6 A4 3 1
product bad d i A4 6 i 9
Solution complexity |low medium high
Quality of producer |good |4 |3 |2 |bad|good |4 |3 |2 |bad|good|4 |3 |2 |bad
Quality oflgood |99 19519 |.7 |3 195 |9 [.7]3 |1 |8 71513 |1
analyses bad (01 |.05|.1 |3 |7 [05 |1 [3|7 19 |2 315 1719
Problem complexity low medium high
Quality of process good bad good bad good bad
Solution low 9 Vi Nl Nl .01 0

) medium |.1 2 8 6 19 .05
complexity  |high 0 1 1 3 3 95
P(system in failure state) (Failure_rate) (Interval Chance Node)
Quality of product| good bad
SOhlthl’l' low medium| high |low medium |high
complexity
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Quality of good| bad|good| bad|good| bad|good| bad|good| bad|good| bad
analyses

<0, .000001] 01 01| O 0 0 0 0 0 0 0 0 0

<.000001, .00001] g1 51 01] 01] O 0 0 0 0 0 0 0

<.00001, .0001] 25 4] 71 5| 01| 01| 01| 01 O 0 0 0

<.0001, .001] 0410925 4| 7 5| 7] 5| 01] 01] O 0

<.001, .01] 0 0 04 09| 25| 4| 25| 4| 7| b5 1] 0

<.01, 1] 0 0 0 0 04| 09| 04| 09| 25| A4 81 .1

<1, 1] 010 0 0 0 0 0 0 04| .09 11 9

N (N) (Interval Chance Node)

[Expression max (0, log (1 - ¢) / log (1 - Failure_rate) - 1)

N has the states:

[0, 10]

<10, 100]

<100, 1000]
<1000, 10000]
<10000, 100000]
<100000, 1000000]
<1000000, Inf>

True failure rate p: <q, g + dgl (true_failure_rate) (Interval Chance Node)

’Expression Beta (1, N + 2)

The node has the states:

[0, .000001]
<.000001, .00001]
<.00001, .0001]
<.0001, .001]
<.001, .01]

<01, .1]

<1, 1]

New failure free tests (New_tests) (Interval Chance Node)

[Expression Exponential (1 / true_failure_rate)

The node has the states:
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[0, 10]

<10, 100]

<100, 1000]
<1000, 10000]
<10000, 100000]
<100000, 1000000]
<1000000, Inf>

System safety (System_safety) (Labelled Chance Node)

Consequences and High 1
Usage
True failure rate p |[[0,.00000 [<.000001{<.00001,[<.0001, [<.001,. |<.01, <J,
- <q, q + dql 1] , .00001]|.0001] [.001] 01] 1] 1]
levl 1 1 1 1 1 1 1
(5) The lower—level network, the quality of the producer
Quality of producer 5 good |4 3 2 1 bad
sw plann good 95 9 D 1 .05
pranning bad 05 1 5 9 %5
Qproducer_Al - sw planning good bad
ves 8 2
sw req. standards o B 3
Qproducer_Al - sw planning good bad
) ves 9 1
sw design standards i 1 9
Qproducer_Al - sw planning good bad
ves .95 .05
sw code standards o 05 o5
Quality of producer 5 good | 4 3 2 1 bad
w develobment Bro good 99 .95 ) .05 .01
SW CEVEIODMENE Process 4 01 05 5 95 99
Qproducer_A2Z - sw development process good bad
Are other products made by the producer ves .95 d
reliable and of high quality no .05 9
Qproducer_A2 - sw development process good bad
roducer experience yes 9 2
p b no A 8
|Quality of producer | 5 good | 4 | 3 | 2 | 1 bad |
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vv of sw re rocess good 9 8 S 2 1
4P bad 1 2 5 3 9
Quality of producer 5 good | 4 3 2 1 bad
vv of sw design good 9 8 D 2 1
Quality of producer 5 good | 4 3 2 1 bad
vv of sw coding & good .95 9 D d .05
integration process bad 05 1 O 9 95
Quality of producer 5 good|4 3 2 1 bad
vv of verification process results good 99 95 = 05 01
b bad 0l |05 |5 95 | .99
Qproducer_A7 - vv of verification process results good | bad
Has the producer sufficient and qualified resources for yves 9 d
V&V? no 1 9
Qproducer_A7 - vv of verification process results good | bad
Has the producer an acceptable V&V philosophy? ns;es 519 ?
Qproducer_A7 - vv of verification process results good |bad
Has the producer long practice in software V&V ves 9 3
activities? no 1 7
Quality of producer 5 good| 4 3 2 1 bad
good | .99 95 b 2 Bl
sw CMP bad |0l |05 |5 |8 |9
Quality of producer 5 good|4 3 2 1 bad
good 99 95 D 2 Bl
SQA Process bad | .01 |05 |5 3 9
Quality of producer 5 good|4 3 2 1 bad
e .. good | .9 8 D 2 d
certification liaison process had 1 B = B 9
(6) The lower-level network, the quality of the process
Quality of process good |bad
sw plannin good | 95 3
P & bad |05 7
Qprocess_Al - sw planning good |bad
o yes v 3
Is the sw development plan complete? o 3 7
]Qprocess_Al - sw planning |good |bad
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e yes 8 2
Is th f 1 lete?
s the sw verification plan complete o B 3
Qprocess_Al - sw planning good | bad
Are there acceptable configuration management plans ves 9 1
for all phases? no 1 9
Qprocess_Al - sw planning good bad
) A4
SQA-Records yes 6
no 4 .6
Quality of process good | bad
sw development process good .99 1
P P bad 0 |9
Qprocess_A2Z - sw development process good bad
Are all system functional requirements, safety ves 9 05
requirements and auxiliary requirements specified in
the software specification? 1o 1 95
Qprocess_A2 - sw development process good bad
. e ves 8 1
design description o B 9
Quality of process good |bad
vv of sw re rocess good 9 1
q P bad 1 9
Qprocess_A3 - vv of sw req. process good | bad
Are the high level requirement specifications correct ves .99 2
unique and consistent? no 01 8
Qprocess_A3 - vv of sSw req. process good |bad
Is tracability between the high level requirement and ves 9 d
the final product facilitated? no 1 9
Quality of process good |bad
vv of sw design process good 9 3
sn b bad 1 7
Qprocess_A4- vv of sw design process good |bad
Are the design documents a correct and consistent yes .99 2
refinement of the high level requirements? no 01 8
Qprocess_A4- vv of sw design process good | bad
Is it a clear correspondence between each item of the |yes 9 1
high level requirements and corresponding elements of o 1 9
the design? ' '
Qprocess_A4- vv of sw design process good bad
Has an analysis shown that the software architecture ves 95 d
does not contain any internal inconsistencies? no .05 9
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Quality of process good | bad
. . . good |.8 2
vv of sw coding & integration process bad B 3
Qprocess_Ab- vv of sw coding & integration process good |bad
Is there a clear correspondence between each element |yes .99 2
of the design and corresponding code modules? no .01 8
Qprocess_A5- vv of sw coding & integration process good |bad
Is the code a correct and consistent refinement of the | yes 9 1
low-level requirements given in design documents? no d 9
Quality of process good |bad
. . . good [.99 2
testing integration process bad 01 3
Qprocess_A6 - testing integration process good |bad
sw verification cases and procedures Yyes 9 1
no = 9
Qprocess_A6 - testing integration process good |bad
sw verification results yes 99 2
no .01 .8
Quality of process good |bad
good |.9 1
sw CMP good bad 1 9
Qprocess_A8 - sw CMP good |bad
Are all tools used to produce the software, in all life yes 9 Nl
cycle phases, identified, controlled and retrievable? no 1 9
Qprocess_A8 - sw CMP good | bad
Is a software product baseline established and placed ves 9 d
in a Software Configuration Index? no d 9
Quality of process good bad
good T .05
SQA Process bad 3 o5
Qprocess_A9 - SQA Process good |bad
Is the software quality assurance process properly ves 95 .05
performed and recorded? no .05 .95
Quality of process good | bad
e .. good |9 d
certification liaison process bad 1 9
(7) The lower-level network, the quality of the product
Quality of product good bad
sw planning | good |75 2
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] lbad [25 | 8

Qproduct_Al - sw planning good bad
Is the system made according to a plan which includes| vyes [.7 3
software certification aspects? no 3 7
Qproduct_Al - sw planning good |bad
Is the system made according to a plan which includes| yes 9 d
software verification aspects? no 1 9
Quality of product good |bad
sw development process ﬁzgd ; g
Qproduct_A2 - sw development process good |bad
Does the source code possess the following properties? n}(f)es (1) (1)
Qproduct_A2 - sw development process good |bad
Is the executable object code correct? EES 10 01
Quality of product good bad

good .85 .05

vv of sw req. process bad 15 5

Qproduct_A3 - vv of sw req. process good bad
Do the software high level requirements comply with |yes 99 .01
system requirements? no 01 99
Qproduct_A3 - vv of sw req. process good |bad
Is the high-level requirement specification correct, ves 95 .05
unique and consistent? no 05 95
Qproduct_A3 - vv of sw req. process good |bad
Has the executable code been verified on the target ves .99 .01
Quality of product good |bad
vv of sw design process good 9 05
sn b bad 1 95
Qproduct_A4- vv of sw design process good |bad
Does the low-level requirements (design documents) yes 99 01
comply with the high level requirements? no 01 99
Qproduct_A4 - vv of sw design process good bad
Are the low-level requirements accurate and ves .95 .05
consistent? no 05 95
]Qproduct_AZl - vv of sw design process |good |bad
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Are there no conflicts between the low-level

‘ ves .99 .01
requirements and the hardware/software features of the
target computer? no 01 99
Qproduct_A4 - vv of sw design process good | bad
Have all algorithms used in the program been verified | yes .95 .05
with respect to accuracy and correctness? no .05 .95
Qproduct_A4 - vv of sw design process good |bad
Is the software architecture compatible with high level |yes 9 1
requirements? no 1 9
Qproduct_A4 - vv of sw design process good |bad
Has an analysis shown that the software architecture | yes 9 Nl
does not contain any internal inconsistencies? no 1 9
Qproduct_A4 - vv of sw design process good |bad
Is the software partitioning integrity confirmed? igs 519 é
Quality of product good |bad
) ) . good |.95 .05
vv of sw coding & integration process bad 05 o5
Qproduct_A5 - vv of sw coding & integration process good |bad
Is the code a correct and consistent refinement of the |yes 99 .01
lowlevel requirements given in design documents? no 01 99
Qproduct_A5- vv of sw coding & integration process good |bad
Does the source code match the data— and control flow| yes 8 4
defined in the software architecture? no 2 6
Qproduct_Ab- vv of sw coding & integration process good |bad
Is there a clear correspondence between each element | yes - 4
of the design and corresponding code modules? no 3 6
Qproduct_Ab- vv of sw coding & integration process good bad
Is it verified that the code is accurate and consistent, |yes 95 .05
also including the attributes no 05 95
Quality of product good bad
testing integration process %ng 8? 85
Qproduct_A6 - testing integration process good |bad
sw verification results yes 9 1
no 1 9
Quality of product good |bad
g good 99 .01
vv of verification process results bad 01 99

C
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Qproduct_A7 - vv of verification process results good |bad
ves 9 2
()
Is the test performed correctly? o 1 3
Qproduct_A7 — vv of verification process results good bad
Are all test results correct, or if not, are the yes 9 55!
discrepancies explained? no 1 O
Qproduct_A7 - vv of verification process results good |bad
Does the test cover high— and low level requirements, | yes 9 1
and all software structures, decisions and branches no 1 9
Qproduct_A7 - vv of verification process results good |bad
Have all specified functions and safety actions been yes 9 01
tested, and has fault injection been used to test the
robustness of the system? no 1 99
Quality of product good |bad
good | .8 D
sw CMP bad 2 5
Qproduct_A8 - sw CMP good |bad
Are all software configuration management activities ves 9 1
recorded in the Software Configuration Records? no 1 9
Quality of product good |bad
good v .05
SQA Process bad 3 5
Qproduct_A9 - SQA Process good | bad
Is the software quality assurance process properly ves 9 1
performed and recorded? no d 9
Qproduct_A9 - SQA Process good |bad
Does the software development conform to the SQA yes 9 Nl
requirements? no Bl 9
Quality of product good bad
e .. good 9 1
certification liaison process bad 1 9
Quality of product good |bad
. good 9 1
quality of COTS bad 1 9
Quality of product good bad
mmi_aspects good |9 2
—sp bad |1 3

(8) The lower-level network, the quality of the analysis
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Quality of analyses good |bad
sw plannin good |6 9
P & bad 4 5
Qanalysis_Al - sw planning good |bad
Does overall software quality assurance plans exist for |yes .6 4
all phases? no 4 6
Al-11.5 Do overall software quality assurance plans exist for
yes no
all phases?
Qualification routines for software systems n};es 1'9 é
Al-11.5 Do overall software quality assurance plans exist for
yes no
all phases?
. . ves 9 A
QA document for managing software projects o 1 9
Al1-115 Do overall software quality assurance plans exist for
yes  |no
all phases?
Qualification of vendors? yes 9 1
no d 9
Al-115 Do overall software quality assurance plans exist for
yes no
all phases?
. . ves 9 d
(?
QA In project management? o 1 9
Qanalysis_Al - sw planning good bad
e L ) ) 2
Is the software verification plan satisfactory? noyes 28 3
Qanalysis_Al - sw planning good bad
Is the recording of all software verification activities ves 9 1
complete? no 1 9
Qanalysis_Al - sw planning good bad
Is the recording of all software quality assurance yves 9 1
activities complete? no 1 9
Quality of analysis good |bad
good | .6 5
sw development process bad 1 =
Qanalysis_A2 - sw development process good |bad
Is tracability between the high level requirement and yes 9 .05
the final product facilitated? no 1 90
Qanalysis_A2 - sw development process good | bad
Does the source code possess the following properties?: nzes 10 Ol
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A?2-11.11 Does the source code possess the following

ves no
properties?:
) ) ) ) Bl
Correct implementation of all low-level requirements? n}ges 19 9
A?2-11.11 Does the source code possess the following
yves no
properties?:

. ves 9 1
Consistency o 1 9
A2-11.11 Does the source code possess the following

yes  |no
properties?:

e 1 s yes 9 1
Verifiability o 1 9
A2-11.11 Does the source code possess the following os o
properties?: Y

- ves 9 1
Tracability o 1 9
Qanalysis_AZ2 - sw development process good bad

) 1
Is the executable object code correct? yes 0
no 0 1
A2-11.12 Is the executable object code correct? yes no
Is the translation of the source code into executable yes 9 1
code made in a trustworthy way? no 1 9
A?2-11.12 Is the executable object code correct? yes no
Is the high-level requirement specification correct, ves 9 1
unique and consistent? no 1 9
Quality of analysis good bad
vv of sw re rocess good 9 1
4P bad |1 9
Qanalysis_A3 - vv of sw req. process good |bad
Is the hl req. accurate and consistent yes 9 1
no 1 9
Qanalysis_A3 - vv of sw req. process good |bad
L . e ves .99 1
Is the high-level requirement verifiable o 01 9
Quality of analysis good |bad
vv of sw design process good |.9 1
bad 1 9
Qanalysis_A4 - vv of sw design process good bad
Are the low-level requirements accurate and yes 9 05
no .05 95

_98_




lconsistent?

Qanalysis _A4 - vv of sw design process good | bad
Are there no conflicts between the low-level yes 95 .05
requirements and the hardware/software features of the
no .05 .95
target computer?
Qanalysis_A4 - vv of sw design process good |bad
. . . ves .99 1
Is the high-level requirement verifiable o 1 9
Qanalysis_A4 - vv of sw design process good |bad
Is the software architecture compatible with high level | yes 9.1
requirements? no 1 9
Qanalysis_A4 - vv of sw design process good | bad
Has an analysis shown that the software architecture ves .95 .05
does not contain any internal inconsistencies? no 05 95
Qanalysis_A4 - vv of sw design process good | bad
Are there any conflicts between the software ves 95 05
architecture and the hardware/software features of the
target computer? no 05 95
Qanalysis_A4 - vv of sw design process good |bad
Is the software architecture verifiable? yeS 9 05
no .05 95
Quality of analyses good bad
vv of sw coding & integration process biZOd '?1 é
Qanalysis_A5 - vv of sw coding & integration process good |bad
Does the source code match the data— and control flow| yes .95 .05
defined in the software architecture? no 05 95
Qanalysis_Ab5 - vv of sw coding & integration process good |bad
Is the source code verifiable? yes 99 01
no 01 .99
Qanalysis_AS5 - vv of sw coding & integration process good |bad
. ) 1
Does the code conform to the coding standard? n}(f)es 19 9
Qanalysis_A5 - vv of sw coding & integration process good |bad
Is there a clear correspondence between each element |yes .95 .05
of the design and corresponding code modules? no .05 .95
Quality of analyses good |bad
testing integration process good 99 1
b 1es b bad 0 |9
]Qanalysis_A6 - testing integration process | good | bad
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Which types of tests have been performed on the ves 9 Nl
system? no d 9
Quality of analyses good bad
oL good |.99 1
vv of verification process results bad 01 9
Qanalysis_A7 - vv of verification process results good bad
ves |.9 2
()
Is the test performed correctly? o 1 3
Qanalysis_A7 — vv of verification process results good bad
Are all test results correct, or if not, are the yes 9 55!
discrepancies explained? no 1 D
Qanalysis_A7 - vv of verification
good bad
process results
Does the test cover High and low-level requirements, yes 9 1
software structures, decisions and branches? no Bl 9
Qanalysis_A7 - vv of verification process results good |bad
Have all specified functions and safety actions been ves 9 01
tested, and has fault injection been used to test the
robustness of the system no 1 99
Quality of analyses good bad
good |.7 .05
sw CMP bad 3 95
Qanalysis_A8 - sw CMP good bad
Are all problems revealed during the software yes 9 .05
development reported? no 1 95
Quality of analyses good |bad
good |7 .05
SQA Process bad 3 o5
Qanalysis_A9 - SQA Process good  |bad
Is the software quality assurance process properly yves A .05
performed and recorded? no 3 95
Quality of analyses good |bad
Has the development been made in co-ordination with, | yes i 1
and with feedback from, the certification authorities? no 3 9
Quality of analyses good |bad
Have Human-System Interaction aspects been properly | good 9 Nl
considered during the development of the system? bad 1 9
’Quality of analyses |good |bad
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. good .95 q
How good 1s the analyses team performance? bad 05 9
(9) Observations on the Quality of the Producer: "yes” and "no”
Al1-11.6 sw req. standards 9 Nl
Al1-11.7 sw design standards 95 .05
Al1-11.8 sw code standards .95 .05
A2 Are other products made by the producer reliable and of
) . . 1 0
high quality (pedigree_obs)
A2 producer experience (experience_obs) D D
A3_5_obs Qproducer_A3 - vv of sw req. process 9 Bl
A4 12_obs Qproducer_A4 - vv of sw design process 9 Bl
A5_5 obs Qproducer_A5- vv of sw coding & integration 7 3
process
A7_resources_obs A7: Has the producer sufficient and qualified
9 Bl
resources for V&V?
A’7_philophy_obs A7: Has the producer an acceptable V&V 9 1
philosophy? ' '
A7_practice_obs A7: Has the producer long practice in software 95 05
V&V activities? X '
Qproducer_A8 - sw CMP (A8 Are all software configuration
management activities recorded in the Software Configuration 1 0
Records?)
Qproducer_A9 - SQA Process A9 Is the software quality
95 05
assurance process properly performed and recorded?
Qproducer_A10 - certification liaison process Al0 cert_feed_obs
9 Bl
(A10_obs)
Observations on the Quality of the Development Process yes no
Al-11.2 Is the sw development plan complete? 1 0
Al-11.3 Is the sw verification plan complete? ¥ 3
Al-11.4 Are there acceptable configuration management plans 1 0
for all phases?
Al-115 SQA-Records i 3
A2-11.10 design description 8 2
A2-119 Are all system functional requirements, safety
requirements and auxiliary requirements
specified in the software specification? 6 4
A3-2 Are the high-level requirement specification correct, 9 1
unique and consistent? ] ]
A3-6 Is traceability between the high level requirement and the 35 15

final product facilitated?

- 101 -




A4 -2 Is the design documents a correct and consistent

refinement of the high level requirements? 9 1
A4 -6 Is there a clear correspondence between each item of
the high level requirements and corresponding elements of the | .8 2
design?
A4 -9 Has an analysis shown that the software architecture 85 15
does not contain any internal inconsistencies? ) )
A5-1 Is the code a correct and consistent refinement of the 9 1
low-level requirements given in design documents? ’ ’
A5-5 Is there a clear correspondence between each element of
i . 95 .05
the design and corresponding code modules?
A6 11-13 sw verification cases and procedures 95 05
A6 11-14 sw verification results 95 .05
A8 11-16 Is a software product baseline established and placed
) . . 99 01
n a Software Configuration Index?
A8 11-15 Are all tools used to produce the software, in all life 99 01
cycle phases, identified, controlled and retrievable? ' '
A9 SQA_obs Is the software quality assurance process properly
8 2
performed and recorded?
Qprocess_A10 - certification liaison process Al0 Has the
development been made in coordination with, and with feedback |1l 0
from, the certification authorities?
Observations on the Quality of the Product ves no
Al-11.1 Is the system made according to a plan which ; 3
includes software certification aspects? ’ ’
Al1-11.3 Is the system made according to a plan which 3 9
includes software verification aspects? ' '
A?2-11.11 Does the source code possess the following 7 3
properties? ’ ’
A2 11-12 Is the executable object code correct? 9 Bl
A3-1 Do the software high level requirements comply with 1 0
system requirements?
A3-2 Is the high-level requirement specification correct, unique 1 0
and consistent?
A3-3 Has the executable code been verified on the target 1 0
computer?
A3-7 Have all algorithms used in the program been verified
. 95 .05
with respect to accuracy and correctness?
A4-1 Do the low-level requirements (design documents) 5 5
comply with the high level requirements? ' '
A4-2 Are the low-level requirements accurate and consistent? |[.8 2
A4-3 Are there no conflict between the low-level requirements 0
and the hardware/software features of the target computer?
A4-7 Have all algorithms used in the program been verified .95 .05
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with respect to accuracy and correctness?

A4-8 Is the software architecture compatible with high level

. .85 15
requirements?
A4-9 Has an analysis shown that the software architecture 1 0
does not contain any internal inconsistencies?
A4-13 Is the software partitioning integrity confirmed? 0 1
A5-1 Is the code a correct and consistent refinement of the 9 1
low-level requirements given in design documents? ' ’
Ab-2 Does the source code match the data- and control flow 9 1
defined in the software architecture? ' '
Ab5-5 Is there a clear correspondence between each element of
i ) 95 .05
the design and corresponding code modules?
A5-6 Is there verified that the code is accurate and consistent? | .9 d
A6 11-14 sw verification results 95 .05
A7_1_obs Is the test performed correctly? 1 0
A7_2_obs Are all test results correct, or if not, are the
) . . 95 .05
discrepancies explained?
A’7_3_obs Test completeness: Have all specified functions been
tested? safety actions been tested? fault injection been used to 85 15
test the robustness of the system sw verification cases and ’ ’
procedures?
A’7_4_obs Does the test cover . .85 15
A8 C11-18 Are all software configuration management 1 0
activities recorded in the Software Configuration Records?
A9_obs_1 Does the software development conform to the SQA 95 05
requirements? ; '
A9_obs_2 Is the software quality assurance process properly
6 A4
performed and recorded?
Qproduct_A10 - Has the development been made in
co-ordination with, and with feedback from, the certification D D
authorities?
cots_obs Qproduct: If the quality of all COTS used in the 1 0
system has been evaluated, what is the result?
hsi_obs Have Human-System Interaction aspects been properly 1 0
considered during the development of the system?
Observations on the Quality of the Analysis ves no
Al-11.3 Is the software verification plan satisfactory? T 3
all_5_qgl_obs Qualification routines for software systems 9 A
all_5_gZ2_obs QA document for managing software projects 1 0
all_5_g3_obs Qualification of vendors 9 Nl
all_5_g4_obs QA in project management 9 Bl
All1_11_gl_obs Correct implementation of all low-level 08 02
requirements ’ ’
All_11_g2_obs Consistency 98 .02
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Al1_11_g3_obs Verifiability 1 0
All1_11_qg4_obs Traceability 95 .05
Al1_12_qgl_obs Is the translation of the source code into 1 0
executable code made in a trustworthy way?
All_12_g2_obs Is the high-level requirement specification 1 0
correct unique and consistent?
Al1-11.14 Is the recording of all software verification activities 1 0
complete
Al1-11.19 Is the recording of all software quality assurance 1 0
activities complete?
A2-119 Is tracability between the high level requirement and 1 0
the final product facilitated?
A3-2 Is the high-level req. accurate and consistent 98 .02
A3-4 Is the high-level requirement verifiable 1 0
A4-2 Are the low-level requirements accurate and consistent? | .95 .05
A4-3 Are there no conflicts between the low-level
requirements and the hardware/software features of the target |1 0
computer?
A4-4 Is the high-level requirement verifiable 1 0
A4-8 Is the software architecture compatible with high level 98 02
requirements? / ’
A4-9 Has an analysis shown that the software architecture 3 9
does not contain any internal inconsistencies? ' '
A4-10 Are there any conflicts between the software
architecture and the hardware/software features of the target 1 0
computer?
A4-11 Is the software architecture verifiable? 1 0
A5-2 Does the source code match the data- and control flow 9 1
defined in the software architecture? ' '
A5-3 Is the source code verifiable? 1 0
A5-4 Does the code conform to the coding standard? 1 0
Ab5-5 Is there a clear correspondence between each element of
i ) 9 1

the design and corresponding code modules?
A6 11-13 All types of tests have been performed on the 95 05
system? ' '
A7: Have all specified functions been tested? Have all specified
safety actions been tested? Has fault injection been used to 85 15
test the robustness of the system sw verification cases and ) )
procedures?
A7_1: Is the test performed correctly? 1 0
A7_2: Are all test results correct, or if not, are the

) . . 95 .05
discrepancies explained?
A7 3-8: Does the test cover all requirements and structural 35 15
attributes? ' '
A8 11-17 Are all problems revealed during the software 1 0

development reported?
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Is the software quality assurance process properly performed

and recorded? 9 05
A1l10 Has the development been made in co-ordination with, and 9 1
with feedback from, the certification authorities? ' '
HMI_obs Have Human-System Interaction aspects been 1 0
properly considered during the development of the system?

Analyses_team_obs How good is the analyses team 9 1

performance?
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4.2 Review of software design document using BBN[13]
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a9 249 YElY BBNO w=3EgHolEe o )
(1) Requirements Phase Model

Name: System Requirements Safety

Correct 0.99
Incorrect 0.01

Name: Requirements Safety

System Requirements Safety Correct Incorrect

Final Requirements Good Poor Good Poor
Safe 1 0 0 0
Not Safe 0 0 0 0

Name: Initial Requirements

Development Process Good Poor
Good 0.99 09
Poor 0.01 0.1

Name: Development Process R

Good 0.9

Poor 0.1

Name: CMM Level R

V&V Good Poor

Development Process Good Poor Good Poor
< Level 3 0.01 0.95 0.95 0.99
Level 3 0.99 0.05 0.05 0.01

Name: V&V R

Good 0.9

Poor 0.1

Name: Final Requirements
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Initial Requirements Good Poor
Development Process |Good Poor Good Poor
V&V Good [Poor |Good |Poor |Good |Poor |Good [Poor
Good 098 [0.89 1069 1049 (089 |0.81 |0.63 ]0.45
Poor 0.02 10.11 ]031 (051 (011 1019 |0.37 ]0.55
(2) Architectural Design Phase Model
Name: Initial Architecture
Development Process Good Poor
Good 0.99 0.9
Poor 0.01 0.1
Name: Development Process A
Good 0.9
Poor 0.1
Name: CMM Level A
V&V Good Poor
Development Process |Good Poor Good Poor
< Level 3 0.01 0.95 0.95 0.99
Level 3 0.99 0.05 0.05 0.01
Name: V&V A
Good 0.9
Poor 0.1
Name: Final Architecture
Initial Architecture Good Poor
Development Process |Good Poor Good Poor
V&V Good |Poor |Good |Poor |Good |Poor |[Good |Poor
Good 0.98 1089 10.69 1049 10.89 ]0.81 0.63 10.45
Poor 0.02 ]0.11 1031 051 |0.11 ]0.19 |0.37 |0.55

Name: Complexity A
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Low

0.33

Medium

0.33

High

0.33

Name: Architecture Safety

Requirements Safety

Correct

Incorrect

Final Architecture

Good

Poor

Good

Poor

Safe

0

Not Safe

0

(3) Detailed Design Phase Model

Name: Initial Design

Development Process

Good

Poor

Good

0.99

0.9

Poor

0.01

0.1

Name: Development Process D

Good

0.9

Poor

0.1

Name: CMM Level D

V&V

Good

Poor

Development Process

Good

Poor

Good

Poor

< Level 3

0.01

0.95

0.95

0.99

Level 3

0.99

0.05

0.05

0.01

Name: V&V D

Good

0.9

Poor

0.1

Name: Final Design

Initial Design

Good

Poor

Development Process

Good

Poor

Good

Poor
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V&V Good |Poor |Good [Poor |Good |Poor |Good |Poor
Good 0.98 1089 1069 (049 (089 0.81 [0.63 |0.45
Poor 0.02 1011 (031 (051 (011 019 |0.37 055
Name: Complexity D
Low 0.33
Medium 0.33
High 0.33
Name: Design Safety
Architecture Safety Correct Incorrect
Final Design Good Poor Good Poor
Safe 1 0 00
Not Safe 0 0 00
(4) Implementation Phase Model
Name: Initial Code
Development Process Good Poor
Good 0.99 0.9
Poor 0.01 0.1
Name: Development Process C
Good 0.9
Poor 0.1
Name: CMM Level C
V&V Good Poor
Development Process Good Poor Good Poor
< Level 3 0.01 0.95 0.95 0.99
Level 3 0.99 0.05 0.05 0.01
Name: V&V C
(Good 0.9
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]Poor

Name: Final Code

Initial Architecture Good Poor

Development Process Good Poor Good Poor

V&V Good [Poor |Good |Poor |Good [Poor |Good |Poor
Good 098 1089 069 (049 [0.89 |0.81 0.63 (0.45
Poor 0.02 (011 031 051 (011 (019 |0.37 |0.55
Name: Complexity C

Low 0.33

Medium 0.33

High 0.33

Name: Code Safety

Requirements Safety Correct Incorrect

Final Architecture Good Poor Good Poor
Safe 1 0 00

Not Safe 0 0 00

B) Anomaly Resolution Model

Name: Initial Revisions

Development Process Good Poor

Good 0.99 0.9

Poor 0.01 0.1

Name: Development Process AR

Good 0.9

Poor 0.1

Name: CMM Level AR

V&V Good Poor

Development Process Good Poor Good Poor
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< Level 3 0.01 0.95 0.95 0.99

Level 3 0.99 0.05 0.050.01 0.01
Name: V&V AR

Good 0.9

Poor 0.1

Name: Final Revisions

Initial Revisions Good Poor

Development Process |Good Good Good Poor

V&V Good |Poor |Good |Poor |Good |[Poor |Good |Poor
Good 0.98 10.89 (069 1049 10.89 ]0.81 |0.63 ]0.45
Poor 0.02 1011 (031 (051 011 |0.19 |0.37 |0.55
Name: Complexity AR

Low 0.33

Medium 0.33

High 0.33

Name: Anomaly Resolution

Testing Correct Incorrect

Final Revisions |Good Poor Good Poor

Good 1 0 0 0

Poor 0 0 0 0

(6) Validation Testing Model

Name: Testing

Good 0.9

Poor 0.1

(7) Final Product Model

Name: Validated Software Safety

|

|
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Code Safety Safe Not Safe

Anomaly Resolution Good Poor Good Poor
Safe 1 1 0.9 0
Not Safe 0 0 0.1 1

Name: Reliability

Validated Software Safety |Safe Not Safe
< 0.99 0.05 0.5

0.99 0.999 0.15 0.3

0.999 0.9999 0.5 0.15

> 0.9999 0.3 0.05

4.3 71E} BBN9] =325 H o] & (node probability table)

431 915 E ASA Al="e |7 BBN[14]

Edf W& #H7F dw71E0] o FoA add AlSAo] Al~"S Hrlsta 521s17]
?1ste] BBNS A5t o] BBN9 ==& H o] E(node probability table)x Tk
S e e AU

0 BE == "object x is y"¢F & Ay AX A 71T}

(of]) Requirements specification is suitable

o =& A" Fo3 &5 k2 {0, 0.25 0.5, 0.75, 112 FstelAl A&}, o] f
Eoolnth o FAE gl e APt ofegly] WRolth £H o] E e e
3o ZAA B A1Ee BAB

{impossible, improbable, probable, quite probable, certain}
432 AFH A" HA A9 otz H7H8 BBNI[15]
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