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ABSTRACT Software Deffned Network (SDN) is a novel way of network management. In SDN, control plane and
data plane are separated and the incoming traffic is controlled by control plane. Incoming data packets are not handled
by the network switches, if there is no matching entry in the forwarding tables, the inbound packet is routed to the
controller, the SDN’s operating system, for further processing. However, due to this SDN becomes prime target of
Distributed denial of services (DDoS) attack. Due to DDoS attack the services of SDN becomes unavailable to its users.
Hence, the purpose of this study is to analysis of machine learning based DDoS attack detection techniques in Software
defined network (SDN). We analysis the Scopes indexed papers in this study and present a comparative analysis from

them.
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I. INTRODUCTION
SDN is the latest network virtualization technique, which
separates the data plane from the control plane. Before
software-defined networking (SDN), network-based algo-
rithms were often implemented on the hardware to gov-
ern and monitor data flow in the network, manage routing
patterns, and determine how various devices are coupled.
These routing rules and algorithms are often implemented on
special hardware. But this hardware implementation makes
an alteration of the rotting algorithm a difficult task. Because,
to change the routing rules, one has to change the hardware
of the switch [1]. This problem is solved by the introduction
of SDN, as in SDN the data plane and control plane are
separated. All control planes are centrally controlled; hence,
it is possible to change the network traffic rules of any switch
at any time.

The basic architecture of SDN is presented in Figure 1.
SDN has two layers or planes [2]:

— Infrastructure Layer: This layer consists of all the phys-
ical devices such as router and switches.

— Control Layer: This layer is used to control the in-
frastructure layer. This layer consists of a flow table
that has all the routing rules. The traffic through the
infrastructure layer is controlled by the flow tables.

However, single-point control makes the SDN vulnerable to
different types of security attacks [3]-[5] such as distributed
denial-of-services attacks (DDoS) [6], [7]. DDoS attacks
[8], [9] are decade-old cyber-attacks in which attacker flood
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the victims system with many compromised devices. The
basic operation of DDoS attack is presented in Figure 2. As
represented in the Figure 2 the attacker traffic consumes all
the resources of the victim; hence, it is not available for the
legitimate users [10]. In this context, we analysis different
DDoS attack detection strategies related to SDN, in this

paper.
TABLE 1: Main Information

Description Results
Time Duration 2018:2022
Sources Information | 67
Published Articles 102

Total References 3853
Total Keywords 275
Unique Authors 343

Il. LITERATURE REVIEW

Researchers have proposed many techniques for the detection
of DDoS attacks [11]-[13] for different enviroments such
as cloud [14]-[17], [17]-[19], IoT [20]-[23], SDN, VANET
[24]-[26] and healthcare [27]-[31]. The author in [32] pro-
posed a DDoS attack detection technique based on game
theory. In other work, author [33] proposed DOM-based
attack detection ttechniqie. The authors in [34] proposed
DNS based bot net detection technique. Authors in [35]
explains different security issues and mitigation techniques
for social media. Authors in [36], [37] different encryption
and decryption techniques for attack detection. Author in [38]
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FIGURE 2: DDoS Attack Structure

proposed statistical techniques for DDoS attack detection.
The RFID based security measures are propsed by author in
[39], [40]. Authors in [41] proposed DDoS attack detection
technique for the MEANET environment. Authors in [42]
proposed an attack detection technique using 3D technology.
Authors in [43] proposed packet filtering methods for DDoS
detection. Authors in [44] proposed a SIP based technique
for DDoS attack detection. Authos in [45] presents different
testbeds for attack detection. Author in [46] proposed a URL-
based attack detection technique. The author in [47] presents
a risk assessment technique. A cooperative attack detection
technique is presented by the author in [48]. Authors in
[49] DDoS attack detection technique in healthcare systems.
Author in [50] proposed a identity based attack detection
technique for maritime environment.

The authors in [51] proposed a machine learning-based at-
tack detection technique. The author in [27] proposed a deep
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learning-based attack detection technique. In other work, the
authors [20] proposed a deep learning-based attack detection
technique for cloud computing. The author in [52] proposed
an attack detection technique using the fuzzy technique.
Author in [53] proposed attack detection technique for smart
homes. Author in [11] the big-data-based attack detection
technique. Author in [54] proposed reinforcement machine
learning based technique for attack detection. Author in [55]
proposed an attack detection technique using the search en-
gine technique. The author presented the review of smart card
security in [56]. The authors in [57] presented a review of dif-
ferent attack detection technique. The author in [58] present a
neural network based technique for attack detection. Author
in [59] presents a matching technique for attack detection.
The author in [60] proposed a feature detection technique.
Author in [61] proposed an attack detection technique based
on graph technique.

lll. RESEARCH METHODOLOGY

In this paper, we try to analysis the machine learning based
techniques for DDoS attack detection for SDN environment.
We selected the Scopus database for our study; as it include
papers from majority of the journals.

A. SELECTION CRITERIA

We include all the journal papers publish in-between 2018
to 2022 in English language. Few papers were disqualified
because they were irrelevant to the study’s fundamental ob-
jectives. Our study, for instance, is limited to the field of
computer science.

B. DATA SOURCE
The information was collected in October of 2022 using the
Scopus database. The search strategy used to address the
study topic used the following key phrases.

- SDN

— Software defined network

— DDoS
Distributed denial of services
Machine learning

C. SEARCH QUERY SELECTION
We used different queries to get required information form
the Scopus database.
— Stage 1:
"(TITLE-ABS-KEY(SDN OR "software defined
network") AND TITLE-ABS-KEY("distributed
network" OR ddos))AND TITLE-ABS-KEY ("machine
learning")) AND ( LIMIT-TO (
LANGUAGE,"English" ) )"
— Stage 2 :
(TITLE-ABS-KEY(SDN OR "software defined
network") AND TITLE-ABS-KEY ("distributed
network" OR ddos))AND TITLE-ABS-KEY ("machine
learning")) AND ( LIMIT-TO (
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LANGUAGE,"English" ) ) AND LIMIT-TO (
DOCTYPE, "ar" ) )

IV. THEORETICAL AND PRACTICAL IMPLICATIONS

We used the Scopus database in this research. As Scopus
database contains majority of papers, we get the latest de-
velopment related to the research topic. The development in
the field of detection of DDoS attacks in the SDN network
using the machine learning method is presented by Figure 3a.
The details of selected paper for this research is presented in
Table 1. From Figure 3a, it is clear that the annual growth rate
is 78.93% for the papers.

We then examine the most recent trends and developments
in the field of study. To kick off the investigation, we check at
how the paper’s keywords are laid together. The keywords in
a document are a shorthand for the paper’s central argument.
Figure 3b represents the important keywords; the size of
the keyword in Figure 3b depends on its occurrence in the
literature.

We look at how the sources are broken up as well. The
quantity of papers produced by a source is used to rank
the sources in order of their productivity and influence. The
ranking of the sources are represented in Figure 3c. We also
try to find out the most popular authors. One method to
find the most popular author is according to the number of
published documents. The author statistics is presented in
Figure 3d. The details of most cited papers are presented in
Table 2. In Table 2, the documents are represented according
to the citation.

V. CONCLUSION

SDN, or software-defined networking, is a method of de-
signing networks that makes it possible to deploy software
programs for centralized, high-level network administration
and scheduling. Its adaptability, agility, and scalability are
the driving force behind its increasing appeal. By moving
the control layer to the data layer, SDN increases network
programmability and speeds up network variation. However,
SDN is vulnerable to different types of cyber-attacks such
as DDoS attack. In this Research Paper, we review some of
the important DDoS attack detection techniques. We analyze
only the papers included in the Scopus database in the future,
we include the papers from the ore database.
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