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Abstract

The article provides an automated method that makes use of machine learning-based categorization
approaches to stop fake jobs from appearing online. To find the optimum model for job fraud detection,
fraudulent communications on the Internet are analyzed using several categories, and the results are
compared. It is useful for spotting phony job posts among a big volume of postings. To identify
fraudulent works, two primary classifier types are used: individual classifiers and group classifiers.
Nonetheless, the outcomes of the experiment indicate that group classifications work best for detecting
fraud in a single class. In this project, we do a comparative study using logistic regression, random
forest, SVM, and Naviebayes classifiers.

Keywords
e Ensemble Classifiers
e Machine Learning
e Fraudulent Job
e Fraud Detection

Introduction

Today, job searchers have a ton of options for new, flexible careers because to the advancement of
business and technology. Through these positions, job searchers investigate options according to
their availability, skills, background, aptitude, etc. These days, the power of social media and the
internet affects the hiring process. Social media has a significant impact on recruiting as it is a
publicity-driven process that determines its success. Advertisements in electronic and social media
media have opened up ever-new avenues for the dissemination of employment information.
However, the number of job searchers who are harassed by scammers has surged due to the quick
expansion of job sharing chances. Because they preserve the security and continuity of their
personal, intellectual, and professional information, individuals do not express desire in taking on
new employment. Therefore, the true motivation behind qualifying job postings sent via electronic
and social media is a very challenging task: winning people over to your legitimacy and trust. The
technology we use every day make life simpler and more advanced, but they do not produce a
dangerous workplace. Hiring more people will advance significantly if occupations can be accurately
vetted and predicted to be incorrect. False employment is a major time waster and makes it difficult
for job seekers to get the position they desire. An automated technology that detects fraudulent
employment creates a new avenue for HR issues.

A. Fake Job Posting:

Workplace Fraud Job scams are fraudulent online job advertising that often aim to get personal and
professional information from job seekers rather than match them with a position. Scammers
sometimes attempt to get money from job seekers unlawfully. More than 67% of individuals are at
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high risk of searching for employment via internet ads, yet they are ignorant of phony jobs or job
scams, according to a new survey conducted by Action Fraud in the UK. Nearly 700,000 job
searchers in the UK reported losing over $500Kk as a result of falling for a scam. According to the
survey, there has been an almost 300% rise in the UK over the last two years. Since they are often
looking for a permanent job for which they are ready to spend additional money, students and new
graduates are the ones that fall victim to scams the most. Techniques for preventing or protecting
against cybercrime won't stop it since thieves often alter their methods of operation.

B. Common Types of Job Scams:

Fraudsters fabricate occupations in order to get personal information belonging to other individuals,
including date of birth, 1D, bank account, insurance, and income tax information. Advance payment
scams happen when con artists demand money and provide excuses such expenses for security audits,
administrative expenses, etc. Fraudsters may take on the role of employers and request documents such
as driver's licenses, bank records, and passports before hiring someone. Verify. Scams involving illegal
withdrawals happen when they deceive students into making payments into their accounts and then
taking them out. Working with cash is tax-free thanks to this "cash" approach. To fool job searchers,
fraudsters often fabricate official papers, bank websites, and corporate websites. Most employment
scams attempt to deceive victims using email rather than in-person interactions. Typically, they aim to
position themselves as headhunters or recruiting agency on social networking platforms such as
LinkedIn. Usually, they make an effort to provide the job seeker the most accurate representation of
the firm profile or websites. The job seeker is always aiming for a trap, obtaining information and
benefits whether or not to earn money, regardless of the kind of employment scams they use..

Literature Survey

A collection of writings intended to analyze important facets of the state of the art and/or
methodological stances on a certain subject is called a literature review. It is a kind of secondary
source that deals with material that has been published on a certain topic and sometimes information
that has been collected over time on a particular subject. Its ultimate goal is to keep the reader
informed about the most recent research on the topic and to provide a foundation for future, perhaps
justifiable study in the area that predates the research proposal. concise synopsis. from the original
sources. It often follows an organized format and include both synthesis and summary. A synthesis is
an informational rearrangement, while a summary is a summary of significant information from a
source. It might provide a fresh perspective on antiquated information, fuse a modern and historical
view, or chart significant debates and other intellectual advancements in the topic. A literature
review may assess sources and advise the reader on the most pertinent or relevant sources, depending
on the circumstances.

Review of Literature Survey

Title : Predicting of Job Failure in Compute Cloud Based on Online Extreme
Learning Machine: A Comparative Study

Author: CHUNHONG LIU1, 2. JINGJING HAN2 , YANLEI SHANG1 ,
CHUANCHANG LIU1, BO CHENG1 ,AND JUNLIANG CHEN1

Year: 2017

Encouraging operational breakdowns ahead of time and taking targeted efforts to eliminate them
may greatly increase resource use efficiency. The offline operational model that is often utilized by
current machine learning-based forecasting techniques is unsuitable for live forecasting in real-world
scenarios where data comes sequentially. This study suggests a novel approach to forecast the end
state of a network task, based on Network Sequential Extreme Learning Machine (OS-ELM)
technology, in order to address this issue. Using this approach, real-time data is gathered based on
the arrival sequence of the works, allowing for the prediction of the work's status and the updating of
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the operational model. The incremental learning technique combined with the onlinear method
allows for quick learning and strong generalization. When the model is updated in 0.01 seconds, the
suggested strategy has a 93% prediction accuracy, according to a comparison study conducted using
Google tracking data. The method developed in this paper has many advantages over some state-of-
the-art methods, including better false negative performance, less time-consuming model generation
and updating, and higher prediction accuracy and precision compared to Extreme Learning Machine
(ELM), Network Sequence Support Vector Machine (OS-SVM), and Support Vector Machine
(SVM).

Title: Machine Learning and Job Posting Classification: A Comparative Study

Author: Ibrahim M. Nasserl and Amjad H. Alzaanin2
Year: 2020

For the text classification issue, we examine a number of machine learning classifiers in this study,
including Multinomial Naive Bayes, Support Vector Machine, Decision Tree, K Nearest Neighbors,
and Random Forest. Right and bad jobs are included in the information we utilize. After cleaning and
preprocessing our data, we extracted features using TF-IDF. We trained and assessed the classifiers
once they were deployed. The precision, recall, f-measure, and precision are evaluation metrics. Every
classifier's output was compiled and contrasted with the others.

Conclusion

These days, detecting labor fraud is a big problem all over the globe. In this piece, we examined the
effects of work fraud, which is a fruitful field of study even though it may be difficult to spot fake
employment. We examined the EMSCAD dataset, which included actual fraudulent job postings. In
this paper, we evaluated a deep learning model (Deep Neural Network) as well as many machine
learning methods (SVM, KNN, Naive Bayes, Random Forest, and MLP). In this paper, classifiers
based on deep learning and conventional machine learning are compared and evaluated. We
discovered that the Random Forest Classifier has the best classification performance among
traditional machine learning techniques, with 99% accuracy (time 9) for DNNs and 97.7% average
for deep neural networks.
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