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/bin/whoami

● DevSecOps Consultant/Trainer
● Lecturer for Security in Web Applications at 

different Universities
● Open Source / Open Knowledge Enthusiast
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SAMM and DSOMM
● “Standard”

-> High level overview
● Management topics like compliance and governance
● Planning of high level targets
● Mapping to ISO in the future

● Emerging
-> Low level overview

● Only DevSecOps topics
● Planning of concrete targets
● Mapping to ISO/SAMM
● ISMS: documentation in DSOMM
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Timo PagelOWASP Security Champions Playbook: https://github.com/c0rdis/security-champions-playbook
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Knowledge Through Training

OWASP Juice Shop is probably the most modern 
and sophisticated insecure web application!

OWASP Juice Shop, https://github.com/bkimminich/juice-shop
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“OWASP Top 10 2017 German”

German OWASP Top Ten 2017
Great for an initial training plan

OWASP Top 10 2017, German, https://wiki.owasp.org/images/9/90/OWASP_Top_10-2017_de_V1.0.pdf
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Pro/Con Pins

● Reminder
● Fast achievements
● Gamification: “We want to collect all pins”
● Transforms non touchable security into 

touchable security

OWASP Pins Project: https://owasp.org/www-project-security-pins/
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Pro/Con Pins

● Reminder
● Fast achievements
● Gamification: “We want to collect all pins”
● Transforms non touchable security into 

touchable security

● Needs to be designed and produced

OWASP Pins Project: https://owasp.org/www-project-security-pins/
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Implementation

OWASP Pins Project: https://owasp.org/www-project-security-pins/
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Implementation

OWASP Pins Project: https://owasp.org/www-project-security-pins/
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Virtual COVID-19 way: Backstage at SDA SE
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Training Rewards

OWASP Pins Project: https://owasp.org/www-project-security-pins/
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Nudging (Reminder)

● “Steer people in particular directions”
● E.g. road signs

-> Security pins on a hat
● Reminder of topics

Based on: Nudging: A Very Short Guide, https://dash.harvard.edu/bitstream/handle/1/16205305/shortguide9_22.pdf?sequence=4
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Nudging Advanced
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Threat Modeling

● What are we building?
● What can go wrong?
● What are we going to do about that?
● Did we do a good enough job?



Timo PagelOWASP Threat Modeling Playbook, https://github.com/Toreon/threat-model-playbook



Timo Pagel

Threat Modeling: What can go wrong?

● Card Games (e.g. OWASP Cornucopia)
● Remote:

● Online Cue Cards
● Hybrid

-> Send out card games before
-> Send out hand before
-> Participants might look at it beforehand

Free Cards for German OWASP Members: 
Request robert.seedorff@iteratec.com

Source: Simon Gibbs, 2020, https://agilestationery.co.uk/blogs/pp/how-to-play-eop-and-cornucopia-remotely, Picture/Project Source https://owasp.org/www-project-cornucopia/
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DevSecOps Dimensions

● Build and Deployment

● Culture and Organisation

● Information Gathering

● Hardening

● Test and Verification
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Dynamic depth for applications
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Simple Scan

Coverage of client side dynamic components

Coverage of sequential operations

Usage of multiple scanners

Usage of different roles

Coverage of hidden paths
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OWASP Amaas

pagel.pro

y.pagel.pro
x.pagel.pro
z.a.pagel.pro

Web Security Testing of (an unknown) 
Enterprise World

y.pagel.pro:8080
x.pagel.pro:443
z.a.pagel.pro:80

OWASP ZAP
OWASP Amaas https://github.com/OWASP/Amass
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OWASP               : New Way

OWASP secureCodeBox https://github.com/secureCodeBox/secureCodeBox



Timo Pagel

Vulnerability Management System:
Deduplication

● Handle Findings

● Deduplicate Findings to detect handled findings

Screenshot OWASP DefectDojo “Add Risk Acceptance”, v 1.13.2, OWASP DefectDojo: https://github.com/DefectDojo/django-DefectDojo
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SDA SE ClusterScanner in DSOMM

A patch policy is defined (indirect)

Automated PRs for patches (indirect)

Nightly build of images (indirect)

Usage of a maximum lifetime for images (indirect)

Usage of a maximum lifetime for 
images (indirect)

Test of server side components 
with known vulnerabilities

Test of virtualized environments (e.g. root, distroless)

Test for Malware
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SDA SE ClusterScanner Overview

Kubernetes Cluster 1

Image Collector
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SDA SE ClusterScanner Overview

Kubernetes Cluster 1

Image Collector

Container A, 
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Kubernetes Cluster n
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Cluster Scanner
+
DefectDojo



Kubernetes Cluster 1
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Image Collector

Container A, 
Image B

Kubernetes Cluster n

Orchestrator

Scan A

Kubernetes Cluster 2

Image Collector

Container X, 
Image Y

DefectDojo EMail/Messenger

SDA SE ClusterScanner Overview

Image 
Registry

Scan B e.g.
Image Lifetime

Dev/Ops
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DevSecOps Dimensions

● Build and Deployment

● Culture and Organisation

● Information Gathering

● Hardening

● Test and Verification
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OWASP AppSensor: What/When

OWASP AppSensor http://www.appsensor.org/, https://www.linuxsecrets.com/owasp-wiki/images/0/02/Owasp-appsensor-guide-v2.pdf
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OWASP AppSensor: Detection Points

OWASP AppSensor http://www.appsensor.org/, https://www.linuxsecrets.com/owasp-wiki/images/0/02/Owasp-appsensor-guide-v2.pdf
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Conclusion

● Open Source/Knowledge is startup and 
enterprise ready

-> Even for security
●                      provides a lot of useful projects
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Questions?

OWASP: timo.pagel@owasp.org
Business: owasp21@pagel.pro

OWASP Amaas


