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Who am I Johannes Schönborn

Penetration Testing since 2006
2016 Founded Exploit Labs
@johnny_sec, @xpltlabs

OWASP Frankfurt

ENISA’s Ad-Hoc Working Group on Cyber 
Threat Landscapes

johannes@exploitlabs.de
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Subtitle in sentence case

Who we are

APT “Happy Turtle”

• Targets Power Plants PP
• Wants to disrupt
• Knows Robby is an OT Op
• Knows PP uses certain tech
• Knows PP uses cool WebApp OT
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Agenda

1.  How We Attack: MITRE ATT&CK
2.  How Enterprises Can Defend: MITRE Engage
3.  Adjusted Red Team Attack Playbooks
4.  Key Takeaways
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1. How We Attack: MITRE ATT&CK
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1. How We Attack: MITRE ATT&CK

https://attack.mitre.org/groups/G0007/
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1. How We Attack: MITRE ATT&CK
Browser bookmarks 
may also highlight 

additional targets after 
an adversary has 
access to valid 

credentials, 
especially Credentials 

In Files associated 
with logins cached by 

a browser.
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1. How We Attack: MITRE ATT&CK
Playbook T1217 Browser Bookmark Discovery

Goal 1. Enumerate local browsers
2. Extract history
3. Extract passwords from browser
4. Identify often used OT control interfaces
5. Identify how the operator authenticates i.e. via SSO or local credentials

Method SharpWeb, Browserloot.ps1 
Metasploit: post/multi/gather/firefox_creds

ATT&CK 
Defense

“This type of attack technique cannot be easily mitigated with preventive controls since it is 
based on the abuse of system features.”
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1. How We Attack: MITRE ATT&CK

Heatingcontrols.kplant
History:

Browser Credentials:
XN5896 / Nioij()/&*
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2. How Enterprises Can Defend: MITRE Engage
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2. How Enterprises Can Defend: MITRE Engage

https://attack.mitre.org/groups/G0007/
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2. How Enterprises Can Defend: MITRE Engage

Decoy artifacts can take 
a variety of forms 

including credentials, 
accounts, 

files/directories, 
browser 

extensions/bookmarks, 
system processes, etc. 
Decoy systems can be 

real, virtual, or 
simulated.
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3. Adjusted Red Team Attack Playbooks
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3. Adjusted Red Team Attack Playbooks

https://encrypted-tbn0.gstatic.com/images?q=tbn:ANd9GcQtks9MCB6oj3vdueBR1fPGOUj6D00yAFqjnQ&usqp=CAU
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3. Adjusted Red Team Attack Playbooks

What do we need to prepare against?
What do we want to benchmark for?
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3. Adjusted Red Team Attack Playbooks
Playbook T1217 Browser Bookmark Discovery

Goal 1. Enumerate local browsers
2. Extract history
3. Extract passwords from browser
4. Identify often used OT control interfaces
5. Identify how the operator authenticates i.e. via SSO or local credentials

Do not engage before:
Compare browsing history between browsers to identify honeypot URLs, i.e. a browser that 
only surfs to two, three high impact websites is suspicious
Compare credentials from browsers against standard credentials: If they seem very different it 
could be a honeypot

Method SharpWeb, Browserloot.ps1 
Metasploit: post/multi/gather/firefox_creds

ATT&CK 
Defense

This type of attack technique cannot be easily mitigated with preventive controls since it is 
based on the abuse of system features.

Engage Decoy artifacts can take a variety of forms including credentials, accounts, files/directories, 
browser extensions/bookmarks, system processes, etc. 
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3. Adjusted Red Team Attack Playbooks

Heatingcontrols.kplant
History:

Browser Credentials:
XN5896 / Nioij()/&*

maintainance.kplant
History:

Browser Credentials:
Kplant\Johnny.s / Start2021!
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Subtitle in sentence case

4. Key Takeaways
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4. Key Takeaways

Use MITRE Engage to augment your Red Teaming TTPs
Understand the options the Blue Team has to defend, i.e. if a single security 

control is not available, it does not mean there is not defense in place
Identify Engage controls in place to derive further controls: If they have honeypot 

credentials in the browser, what about Active Directory?

Align your results
We are now able to better advise on remediations by citing MITRE Engage and how it 

would have impacted the engagement



Questions?
 johannes@exploitlabs.de

BlackHills: OPSEC Fundamentals for Remote Red Teams

X33fCon: OPSEC Obsessed

CYBV436 Counter Cyber Threat Intelligence


