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December 2015 Ukraine power grid cyberattack
From Wikipedia, the free encyciopedia

The December 2015 Ukraine power grid cyberattack took place on 23 December 2015 and is considered 1o be the first known successful cyberattack on a
power grid. Hackers were able to successfully compromise information systems of three energy distribution companies in Ukraine and temporarily disrupt electricity
supply to the end consumers.

Most affected were consumers of «Prykarpattyacblenergo= (Ukrainian: NMpuxkapnarraobneHepro; servicing Ivano-Frankivsk Oblast): 30 substations were switched
off, and about 230 thousand people were left without electricity for a period from 1 to 6 hours.[7]

At the same time consumers of two other energy distribution companies, «Chermivtsioblenergo= (Ukrainian: HYepHiswiotnenepro; servicing Chermivisi Oblast) and
«Kyivoblenergo= (Ukrainian: KnisoGnesepro; servicing Kyiv Oblast) were also affected by a cyberattack, but at a smaller scale. According 1o representatives of one
of the companies, attacks were conducted from computers with IP addresses allocated to the Russian Federation.|2!
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Description [edit)
The cyberattack was complex and consisted of the following steps=]
« prior compromise of corporate networks using spear-phishing emails with BlackEnergy malware;
« seizing SCADA under control, remotely switching substations off;
- disabling/destroying IT infrastructure components (uninterruptible power supplies, modems, RTUs, commutators);
- destruction of files stored on servers and workstations with the KillDisk malware;
« denial-of-service attack on call-center 1o deny consumers up-to-date information on the blackout.
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> Why do challenges exist?

> |PC/SCADA systems designed to automate, monitor and control
Critical Infrastructure were originally designed for isolated, air gapped
networks

> Now interconnected with many networks and communicating via
Internet

> Span huge geographical areas
> Include many proprietary and legacy devices and protocols
> Lack of security mechanisms in SCADA protocols

> No real guidance or methodologies for data acquisition at the control
level
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> Data Sources

> Variety of data sources, amount of data sources

> Live Acquisition

> Verification

> Response Time

> Logging and Storage

> Absence of Dedicated Forensic Tools
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> Data Sources
> Live Acquisition
> Latency, interference and OOV (Order of Volatility)
> Verification
> Response Time

> Logging and Storage

> Absence of Dedicated Forensic Tools
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> Data Sources
> Live Acquisition
> Verification

> Calculating hash values

> Response Time
> Logging and Storage

> Absence of Dedicated Forensic Tools
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> Data Sources
> Live Acquisition
> Verification

> Response Time

> Span huge geographical areas, many field sites

> Logging and Storage

> Absence of Dedicated Forensic Tools
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> Data Sources
> Live Acquisition
> Verification

> Response Time

> Logging and Storage

> Audit/logging functions disabled, minimal storage

> Absence of Dedicated Forensic Tools
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> Data Sources

> Live Acquisition

> Verification

> Response Time

> Logging and Storage

> Absence of Dedicated Forensic Tools

> No real methodologies for data acquisition from PLCs

OWASP

Open Web Rpplcation
Securnty Project




SEEBREEANNEDESEEAN

Update system requirements
Update m';m“/\/-——\/" "~ Understand system requirements
SHSSSS IS __REPORT '\PREPARE> Understand potential attacks
Review findings —_— ~—
Perform data analysis - ~ /"" . “*\‘ Determine type of attack
Perform data aquisition {ESPOND/ N DEI'ECI/ " Determine infected areas
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> Stage 1: Prepare

> Understand system architecture
> Understand system requirements

> Understand potential attacks
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> Stage 2: Detect

> Determine type of attack

> Determine infected areas
> Stage 3: Isolation

> Containment of infected areas in relation to business

operations
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> Stage 4: Triage
> |dentity data sources

> Prioritize data sources

> Stage 5: Respond

> Perform data acquisition

> Perform data analysis
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> Stage 6: Report
> Review findings
> Create report

> Update system architecture

> Update system requirements
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