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Introduction & Motivation (1)
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Date of Birth

High school

Details about how she met her spouse

Increased availability of personal info 

Online (social media or data breaches)

Increased vulnerability to 

cyber-attacks (e.g. ransomware)



Introduction & Motivation (2)
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Embarrassment

Loss of money

Effect reputation
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[5] successfully used gamified 

approach to change users’ 

behaviour on susceptibility to

phising attacks.



Contribution

Design of a serious game that enhance users’ 

long-term memorability of answers to security 

questions by using: 

1. Memorability concepts (e.g. graphical and 

verbal cues) and

2. Gamified approach (interactive, engaging 

nature of the game).
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Memorability Concepts

• We use the picture superiority effect [7] since previous 

research which uses graphical authentication schemes 

[8][9][10][11] confirmed that humans are better at 

remembering images than textual information.
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Figure 1: Atkinson and Shiffrin cognitive memory model [6]
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Gamified approach

• Adapted “4 Pics 1 Word” 1 mobile game 

(see Figure 2).

• Selected this game due to use of pictures 

and cues which psychology research 

found to improve memorability.

• Game asks to pick word that relates the 4 

given pictures.

• Adapted game to ask users to solve 

challenges related to system-generated 

data (answers of security questions).
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1 https://play.google.com/store/apps/details?id=de.lotum.whatsinthefoto.us&hl=en

Figure 2: “4 Pics 1 Word” 1



Game Design - Features (1)
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Figure 3: a) Standard Challenge, b) Standard Challenge with 

verbal cues

• 12 letters are provided to 

help the players solve the 

challenge.

• Points are awarded 

/deducted based on the 

type of challenge 

(10/15/20).

• Points could be used to 

obtain hints (30/50 points).

• Added feature to show 

verbal cues (see Figure 3b) 

to help memory.



Game Design - Features (2)
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Figure 4: a) recall security questions challenge, b) recognition 

security questions challenge

• At certain intervals players solve 

challenges related to system-

generated information (see 

Figure 4a and 4b).

• System-generated information 

challenges are either 

recognition-based (see Figure 

4b) or recall-based (see Figure 

4a).

• Use of a fixed set of images and 

same images are always shown 

in the same order to help 

semantic priming.

• Does not show the length of the 

word (to improve security).



Game Design – Engagement
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Persuasive technology principles [12]: Tunnelling, Conditioning, Suggestion, Self-

monitoring, Surveillance and Social cues and Humour, Fun and Challenges. 

[12] Fogg. 2002. Persuasive technology: using computers to change what we think and do. Ubiquity, 2002(December):5, 2002.



Proposed Game Logic
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Start

Randomly select standard 

challenge from available 

challenges and show it to user

If answer 

is correct

Add 10 points Decrement 10 points

Remove challenge from available list

If recognition-

based 

challenges 

are available

If recall-

based 

challenges 

are available

Randomly select 

recognition-based challenge 

and show it to user

Randomly select recall-

based challenge and 

show it to user

If answer 

is correct

Decrement 

15 points

Add 15 

points

If answer 

is correct

Add 20 

points

Decrement 

20 points

Reward user with a badge based on the following: 

a) “Smiley” if 1 challenge is correct

b) “Cake” if half the challenges are correct

c) “Trophy” if all challenges are correct

Remove challenge from available list

End

True False

True

False

True
False

TrueFalse True False



Future Work

• Lab study to involve users in the design of the 

game. (under review)

• Evaluate and address security vulnerabilities of 

the game. (work in progress)

• Conduct longitudinal field study to understand 

whether the proposed game design improves 

long-term memorability and investigate how much 

learning is required.
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Conclusion

• Aims to nudge users to provide stronger 

answers to security questions.

• Aims to improve security by reducing 

vulnerability to observational and guessing 

attacks.

• Interacting/engaging nature of the game 

should help users to learn stronger answers 

to security questions through rehearsals.
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Thank You
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Questions? 

Contact details:

Nicholas Micallef: n.micallef@adfa.edu.au

Nalin Asanka Gamagedara Arachchilage: 

nalin.asanka@adfa.edu.au


