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Abstract—Peer-to-peer (P2P) systems achieve scalabil-
ity, fault tolerance, and load balancing, while effectively
reducing infrastructure cost compared to client/server sys-
tems. For large wiki-based collaboration systems these
characteristics can be beneficial as well. However, a fully
decentralized P2P-based collaboration system requires
appropriate incentives for users to (a) contribute resources
for storing and providing documents, and (b) to partici-
pate in collaborative control mechanisms for keeping con-
tent quality at a high level. Therefore, this position paper
proposes a score-based incentive scheme for voting-based
quality control and document storage in a P2P-based col-
laboration system. The approach is based on the PeerVote
mechanism, which enables users to vote on content modifi-
cations. In order to encourage peers to store and vote on
documents, each peer is assigned a score related to its con-
tribution. Peers have an incentive to achieve a high score
which allows them to create and approve new documents.
The scheme proposed is resistant to fraud, since the score
can be verified by any other peers.

I. INTRODUCTION

Large wiki-based collaboration systems may benefit from
the characteristics of peer-to-peer (P2P) systems, which inher-
ently support redundancy, scalability, fault tolerance, and load
balancing at a lower cost than a client/server-based system.
Several approaches for P2P wiki-based collaboration systems
have been proposed ([2], [6], and [7]). In these systems users
jointly host, distribute, and modify articles.

However, a key challenge in P2P collaboration systems is to
encourage peers to contribute to the system in terms of (a)
storage resources, and (b) the participation in collaborative
control mechanisms to maintain article quality after each mod-
ification. Since article quality depends on a subjective judg-
ment, automatic processing is not possible. P2P reputation and
recommendation systems, which are successfully used for
entire articles [1], are not feasible for time-critical modifica-
tions and different versions of an article, because all modifica-
tions require reviews from experts before publishing to
prevent arbitrary changes. The fully decentralized, user-based
voting scheme PeerVote [3] provides a method to maintain
quality of content, as it requires the approval from the major-
ity of previous editors for each modification to a document.
However, the provision of appropriate incentives for users to
participate and to behave correctly in such a voting scheme
remains a challenge.
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Thus, a fully-decentralized, score-based incentive scheme is
proposed in this position paper. A peer’s score is calculated
based on its overall contribution to the system, which is mea-
sured in terms of storage resources as well as its participation
in the PeerVote-based content quality control scheme. The
scheme is resistant to fraud, since the score can be recalcu-
lated by verifying the contribution of a peer. Verification can
be exhaustive or sample-based to limit network overhead, if
many verifications are required. To the best of our knowledge,
this is the first score-based incentive scheme for a
decentralized collaboration system.

The remainder of this position paper is organized as fol-
lows: Section II summarizes the PeerVote concept, while
Section III presents the design of the score-based incentive
scheme. Finally, Section IV concludes the paper.

II. PEERVOTE BACKGROUND

The key concept of PeerVote is that each modification of
documents contains meta data of voting results of previous
authors, including signed results of each vote. Thus, for pro-
posing a modification, previous editors are requested to review
the modification. Only if a majority of these previous editors
signs the request within a specified time, the modification is
accepted. An example use case of PeerVote is a user, who
finds a wrong statement in an article and corrects it. This starts
the voting process and requests previous editors to review the
change. If the majority of previous authors agrees on the cor-
rection, the modified document is published.

PeerVote has been implemented, simulated, and experi-
ments have been run on top of EmanicsLab (cf. [3], [4]). To
evaluate PeerVote, a number of articles have been stored in the
network and peers proposed modifications to these articles. A
modification proposal was either correct or malicious. Mali-
cious peers either voted (a) randomly or (b) in the opposite
way, i.e. in favor of malicious proposals and against correct
proposals. Preliminary evaluation results show that PeerVote is
scalable and robust with the presence of malicious peers.
Fig. 1 shows the difference between malicious (opposite) vot-
ing and random voting as the share of malicious peers is
increased from 0% to 50%, while the total number of peers is
kept constant at 500. As expected, the share of correct docu-
ments drops faster with malicious votes, however, it stays at a
high level even with up to 50% malicious peers, partially due
to new documents published being always correct.
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However, new documents and proposals with few previous
authors are prone to malicious effects. With few or no previ-
ous authors, proposals can be blocked, if peers do not respond
to a review request or always reject the request. A first coun-
ter-measure is to use a time-based threshold to lower the
threshold limit for stalled documents. A second counter-mea-
sure is to introduce an incentive scheme to encourage peers to
act correctly, as discussed in the following.
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Fig. 1.

III. SCORE-BASED INCENTIVE SCHEME DESIGN

A score-based system provides a moral incentive [5] to a
user to increase its score. With such a moral incentive, a user
can expect approval or admiration for a high score from its
community for every desirable action. The incentive scheme
proposed is to increase a peer’s score s for each desirable
action, which include a successful modification m, vote v, and
storage of document d. Accordingly, the score of peer i is
defined as follows: s, =w, - Mo T Wy i
where n,, jand ny; denote the number of successful modifica-
tions and stored documents of peer i, n,,; ; denotes the num-
ber of votes of peer i during the last x voting sessions, and w,,,
w,, and w; denote the weight of the corresponding actions,
which is set by the application provider.

A modification is successful, if previous editors approve it.
Approved modifications are stored as meta data. Storing unap-
proved modifications would lead to a security problem, since
malicious peers may cause the meta data to grow large. To
avoid this problem, only peers with a high score s, > s, are
able to propose a modification. Presenting a modification pro-
posal requires additional information, such as explanations or
examples to make the proposal easier to understand. Success-
ful votes are not considered in the score as this would provide
an incentive to always follow the majority.

The number of modifications 7, and votes n,; can be cal-
culated using the meta data of a document. Since the meta data
contains the document creator and all previous voters, a peer
only needs to announce which documents to look at for calcu-
lating its score. Previous voters include only the newest vot-
ers, as outlined in [3]. To verify the score of a peer, its list of
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documents needs to be retrieved and meta data checked. Cal-
culating n, is performed by taking samples of stored docu-
ments and comparing them to other nodes storing the same
document.

The basis to make storage and retrieval of meta data secure
is to find a path of trusted peers to those peers in the meta
data, similar to a web of trust. Three potential attack scenarios
are identified: modifying votes, adding votes, and dropping
votes. First, it is difficult to modify a vote, since all votes are
signed by the respective voter. Second, votes cannot be added
or dropped, since a mediator signs them. Thus, if a trusted
path exists to the mediator peer and the voter peers, all the
above attack scenarios can be detected.

IV. DIScuUSSION, CONCLUSION, AND FUTURE WORK

The proposed score-based incentive scheme encourages
peers to achieve a high score, as only this allows them to cre-
ate and approve new documents, as well as to block docu-
ments for editing or remove documents in a P2P collaboration
system. These tasks are carried out with special modification
proposals, which can be either voted on or applied immedi-
ately after verifying the score of the submitting peer. The
incentive scheme integrates nicely with user-based voting and
addresses current issues of PeerVote. Additionally, the score
can also be used as a recommendation for undecided voters.

Although the score is published by a peer itself, the score
can be verified by any peer. Verification can be exhaustive or
sample-based to limit network overhead if many verifications
are required. Peers have an incentive to achieve a high score,
which allows them to create new documents. However, it is
not recommended to use the score as a weight for a vote itself,
as this would require each voter to search and retrieve the
meta data of a document in order to verify the score, which
would generate a lot of additional network traffic, even for the
sample-based approach. Future work will focus on the imple-
mentation and deployment of the score-based incentive
scheme and its evaluation in a real world environment.
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