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ABSTRACT ments to network providers, P2P traffic may cause traffic
Th f _to- P2P) i i ignifimbalance between its peers, leading to potential viola-
e emergence of peer-to peer ( ) IS posing signi It|0n of peering agreements. Third, P2P’s dynamic traffic

cant new challenges to achieving efficient and fair uti-->' ' ~' M X X X
lization of network resources. In particular, without the distribution patterns do not necessarily enjoy a synergis-

ability to explicitly communicate with network providers, tiC coexistence with network traffic engineering [7, 12] —
P2P ‘applications depend mainly on inefficient network€tWork providers go to great lengths to estimate traffic
inference and network-oblivious peering, leading to po_matrlces and determine routing based on thﬁm' but aI_I of
tential inefficiencies for both P2P applications and net!s e(;fort cI:ou(debb% negated 'c‘; P2pP apr;])hcatlor_]s 'EOd'fy
work providers. To address the issues, we propose a siff?€ir download behavior to adapt to changes in the net-
ple, light-weight framework called P4P to allow more work, therepy resultmg in os_u_llanns in traffic matrices
effective cooperative traffic control between applicasion 21d sub-optimal routing decisions. .

and network providers. Our evaluations show clear per. N résponse to these kinds of issues, network providers
formance benefits of the framework. The formation of'@ve considered multiple new traffic control techniques.

the P4P working group consisting of major ISPs and p2f/nfortunately, none of them appear to be fully satisfac-
developers will further develop the framework. tory — without PZP cooperation, the new techniques are
either ineffective or degrade P2P performance and often

times are too complex. One approach, for example, is to
1. INTRODUCTION install P2P caching devices to cut down bandwidth con-
A basic problem in a network architecture is how net-sumed by P2P applications.g. [5, 6, 14, 15]). How-
work applicationsi(e., network resource consumers) ef- ever, deploying these caches can be expensive for large
ficiently utilize the network resources owned by networknetworks. To be effective, the caches need to recognize
providers. We refer to this problem as the network effi-P2P applications, limiting their generality and applica-
cient traffic control problem, or traffic control for short. bility to new or encrypted protocols. Furthermore, there
This problem is particularly important as it can have sig-are complex legal issues involved in caching. Another
nificant impacts on application performance, network eftechnique is to deploy traffic shaping devices to rate limit
ficiency and economics, and overall system complexity.P2P €., [1, 2]). These devices rely on deep packet in-
In the current Internet, for traditional point-to-point Spection or other P2P traffic identification schemes. How-
applications, efficient traffic control is largely determéh ~ ever, different P2P protocols use different control mes-
by network providers alone: applications specify onlysages, and many P2P protocols use encryption and dy-
the destinations of traffic; it is up to the network to con-Nnamic ports to avoid being identified. It remains unclear
trol both the paths taken by the traffic and the transmiswhether in the long run traffic shaping can effectively
sion rates (through TCP feedback) on the chosen pathgontrol the bandwidth consumption of P2P applications
Network providers can therefore improve efficiency uni-and reduce provider's operational costs. Furthermore,
laterally according to their objectives. Specifically, yicersunilateral rate limiting by network providers may sub-
can use optimal traffic engineering to determine efficiengtantially degrade P2P performance and be at odds with
routing and satisfy economical objectives such as impleconsumer’s needs. . o )
menting valley-free routing. With network provider solution being ineffective, there
However, the recent emergence of P2P applications i8re evidences that P2P applications trying to utilize peer-
posing significant challenges to efficient traffic control,ing flexibility to improve network efficiency. For ex-
with neither the network nor the P2P system having comample, several popular P2P applications such as Joost
p|ete |e\/erage over system efﬁciency_ and Kontiki have tried to localize peering using the au-
First, for intradomain, the network-oblivious peering tonomous systems of peers. However, there are funda-
strategy of many P2P applications may cause traffic ténental limits on what P2P can achieve alone: to improve
scatter and unnecessarily traverse multiple links within £fficiency, P2P applications will have to rely on infer-
provider’s network, leading to much higher load on someing various types of network information such as topol-
backbone links and performance degradation to other afdy, congestion status, cost, and in particular ISP poli-
plications (seee.q., [8, 10, 18])). Second, for interdo- Cies. However, reverse engineering of such information
main, network-oblivious peering may cause a P2P apis challenging if notimpossible. .
plication in a non-tier-1 network provider to relay a sub- Overall, the P2P paradigm exposes a fundamental is-
stantial amount of traffic between its providers [13]. Thissue in traditional traffic control: emerging applications
may lead to serious disruption of ISP economics (seetan have tremendous flexibility in how data is commu-
e.g., [4, 16]). Even for tier-1 ISPs who do not make pay- hicated, and thus, they should be an integral part of net-



work efficient control. However, if end hosts are to par-ing their traffic flow. Given that a client interested in a
ticipate in network resource optimizations, then the netpiece of data can download it from any one of the multi-
works cannot continue to be opaque but need to provide ple sites storing the data, there are clear benefits to be had
communication channel for collaborative traffic control. in intelligently choosing a data source (or, alternately,
In this position paper, we present a simple, flexiblechoosing a peer in a tit-for-tat system). This flexibil-
framework called P4P. Here P4P stands for provider pority fundamentally changes the traditional network traffic
tal for (P2P) applications. The P4P framework providescontrol problem, which is typically solved in the context
interfaces for applications to communicate with networkof a given traffic demand matrix. In the updated setting,
resource providers regarding information such as resourtfeere are multiple ways of satisfying the data demands
provider capabilities, network info/policy, and virtualst. of an application, each resulting in a different traffic de-
The interfaces preserve provider privacy and allow netmand matrix, and an efficient solution would require the
work providers and P2P applications to jointly optimize explicit involvement of the P2P application.
their respective performance. Second, the current network architecture allows only
At the core of this framework is thértual cost inter-  for limited, implicit communications between network
face through which ISPs can communicate to P2P appliproviders and applications. In this setting, if a P2P ap-
cations the current “peering costs” on its intradomain angblication seeks to exploit the flexibility in controllingsit
interdomain linkst These costs reflect ISPs’ preferencesdata transfers to improve efficiency, it will have to probe
regarding P2P connectivity, and can be used to capturthe network to reverse engineer information such as topol-
a number of interesting ISP metrics, such as peak baclogy, status and policies. However, this is rather challeng-
bone utilization, preferred interdomain links, and so oning in spite of significant progress in network measure-
The P2P systems use these costs to shape their conneeent techniques. For one thing, it is clearly redundant
tivity and choose ISP-friendly communication patterns ifand wasteful to have each application perform probing.
possible. The interface provides a simple and clean de=ven if this issue is addressed by a coordinated service
composition between ISP and application operations. a®r topology inferencedg., [9]) to reduce the overhead,
a result, neither do the ISPs need to know the specificthe fundamental hurdle is the ability to perform the infer-
of applications, nor do applications need to know theence in an accurate manner. New technologies, such as
specifics of ISPs or other applications sharing networktMPLS, and routers that do not respond to measurement
resources on the same ISP. In particular, the interfacprobes make it difficult to infer network characteristics.
enables us to apply the primal-dual decomposition techMore importantly, available bandwidth and loss-rate es-
nigue to derive virtual costs. Thereby, the principled in-timation from end hosts are difficult because their views
terface design leads to extensibility, scalability and- effi are obscured by last-mile bottlenecks; it is difficult for
ciency. an end host to identify which links are under-utilized or
A Distributed Computing Industry Association (DCIA) over-utilized. Furthermore, cost and policy information
working group, P4APWG, was formed in July 2007 to pro-are difficult, if not impossible, to reverse engineer. For
vide a forum for P2P providers, ISPs and researchers texample, it is difficult for P2P to determine which peers
work together to optimize efficiency and performance.are accessible through lightly-loaded intradomain links
The P4P Working Group has conducted a large-scale pand/or lower-cost interdomain links (where the cost takes
lot study utilizing P4P. The working group consists of into account factors such as inter-domain policies, traffic
representatives from over 70 P2P providers, ISPs and réalance ratio between peering providers, and 95% per-
searchers. Although there are many outstanding issuesentile based billing).
our current evaluations show that P4P can improve per- In summary, for traditional applications, routing is made
formance for both P2P and ISPs. Thus, it is a frameworloy network providers using a predictable traffic demand
that should be more thoroughly explored. In this positionmatrix with full network knowledge. With high levels of
paper, we present the motivation and design perspectivie2P traffic, the traffic control problem needs to be jointly
of P4P. There are other submissions to this workshopgolved by network providers and P2P applications.
addressing other perspectives (e.g., implementation) of

P4P. 2.2 Design Rationale
We consider the following design requirements.
2. THE P4P FRAMEWORK e Better P2P performance. While some P2P systems

The P4P framework is a flexible and light-weight frame- €Xploit locality and network status to have its clients
work that allows network providers to explicitly provide ~ €fine their peerings, the performance improvement is

more information, guidelines and capabilities to emerg- ![|_m|ted gu?to factors such afr:'T'.te? nt?]twork mforgn?-d
ing applications, such as P2P content distribution. lon and slow convergence hat IS further exacerbate

by churn [11]. Using more accurate network status
2.1 Motivation information, P4P should be able to identify more effi-

. cient connections.
We now motivate the need for a P4P portal to enable . .
explicit communications between P2P and network provitidyiore efficient network resource usage. By enabling
First, P2P systems have tremendous flexibility in shap- €xplicit communication between P2P and the network,
P4P can enable applications to use network status in-

1These costs are not to be confused with payments made by formation to reduce backbone traffic and lower opera-
ISP to its interdomain peers. Instead, they reflect the abstract tjon costs.

costs that the ISP associates with application-level peering over o

these links. e Both application and ISP control. It should not be the




case that one side dictates the behavior of the side. ThelIn the control plane, P4P introducegackers to pro-
design objective is to serve as communication channelide portals for P2P to communicate with network providers.
for applications to make more informed decisions.  The introduction of Trackersallows P4P to divide traffic

e Scalability. P4P should support a large number ofcontrol responsibilities between P2P and providers, and
users and P2P networks in very dynamic settings; an@|S0 makes P4P incrementally deployable and extensible.
proposed information exchange and optimization tech- SPecifically, each network resource provider, be it a
niques should be computationally inexpensive. It maycenventional commercial network providerd., AT&T),

not be scalable if each peer joining is handled by arf University campus network, or a virtual service provider
ISP. (e.g., Akamai), maintains ailracker for its network. A

o Privacy preservation. P4P should address a maior i P2P client obtains the IP address of thieacker of its lo-
yPp : JOT 1M provider through DNS query (with a new DNS record

fc?ntrl\elgecr?/gcerriCa%f nvt\e/:]\’é?]rte?ég\gﬂer?hvgﬁongsv%r\'lze}mtype P4P) or another service such as WHOIS. Standard
pres privacy 9 techniques can be applied to allow for multipTeackers
formation. Individual peers do not want to be tracked

by ISP in a given domain, especially for fault tolerance and scal-
y S ) _ability. AniTracker provides a portal for three kinds of
e Extensibility. There are many types of P2P applica-information regarding the network provider: network ca-

tions with varying features. For instance, P2P syspapilities; network status/topology; and provider guide-
tems for file sharing and streaming might have differ-jines/policies.

ent needs, such as P2P streaming having more strin-

gentreal-time constraints than file sharing. Also, some&g  THE P4P CONTROL PLANE
applications use trackers (referred to appTracker . .
In this position paper, we focus on the control plane

gﬁrgfgtgg rtf(’)t'? ?r? t:\g(?i?i (?r? dp%ﬂgserﬁgsres)gﬁgﬂggimg‘:?)f the P4P framework, as this is an area that IETF effort

mation locally through gossip messages. P4P shoulG@n clearly improve interoperability. Figure 1 shows the

be flexible to handle a wide range of P2P appIication%otegt'a(ljen}'t'ef in tl?e P4%framewg|!rlrrali:kers_ O‘gggd
with varying requirements and features. Y Individual NEWOrK providers, app 1rackers in Sys-

) tems, and P2P clients (or peers for short). Note that
Fault tolerance. Failure of PAP components shouldhere may exist interactions between ISPs @frdck-

lead to only inefficiency, instead of system failure. 5 a5 well as interactions among iTrackers; however,
Incremental deploymentability. We do not target athey are not shown in the figure. Note also that not all
clean-slate re-design. The P4P framework should bentities might interact in a given setting. For example,
incrementally deployable, one network provider at atrackerless systems do not have appTrackers. P4P does
time, one P2P application at a time. not dictate the exact information flow, but rather provides
Provider contribution for P2P acceleration. A network©nly @ common messaging framework to ensure extensi-
provider may have many capabilities which it can pro-Pility. A specification of current P4P interfaces in WSDL
vide to accelerate content distribution for P2P and atS Shared within P4P Working Group.

the same time increase its revenue. Examples include m‘

class of service, or quality of service thata P2P content | . _77"°- bF------ @:}
provider can request. Also, a provider may contribute ( info

fixed servers as high-capacity seeds or caches, and this ! policy |

information should percolate to the P2P application. [TEEEE

Open standard. Any ISP, provider, application can eas- ‘\,:9?321{ appTracke
\capability '
)

ily implement it.

2.3 Design Overview _ , , : . :
The P4P framework consists of a data-plane Compolf|gure 1: iTracker interfaces and information flow (only iTracker

nent and a control-plane component. and P2P are shown). .

In the data plane, P4P allows applications to mark im3-1 iTracker interfaces and functions
portance of traffic. Also, routers on the data plane can The key component of the P4P framework is iTrackers.
give fine-grained feedback to P2P and enable more effrackers provide three interfaces that others can query.
ficient usage of network resources. Specifically, routers Thei nf o interface allows others, typically peers in-
can mark the ECN bits of TCP packets (or a field in aside the provider network, to obtain network topology
P2P header), or explicitly designate flow rates; end hostand status. Specifically, given a query for an IP address
then adjust their flow rates accordingly. For instancejnside the network, the interface maps the IP address to
a multihomed network can optimize financial cost anda (ASI D, PI D, LOC) tuple, whereASI D is the ID
improve performance through virtual capacity computedf the network provider€g., its AS number)PI Dis an
based on 95-percentiles [3]. When the virtual capacepaque ID assigned to a group of network nodes, and
ity is approached, routers mark TCP packets and endCC s a virtual or geographical coordinate of the node.
hosts reduce their flow rates accordingly; thus the netNote that the opaquBl D is used to preserve provider
work provider can both optimize its cost and performancerivacy at a coarse graire.(J., a network provider can
and allocate more bandwidth to P2P flows. We emphaassign twoPI Ds to nodes at the same point of pres-
size that the data plane component is optional and can lence or PoP). Note also theOC can be used to com-
incrementally deployed. pute network proximity, which can be helpful in choos-



ing peers. When sending amf o query, a peer may appTracker usingtheol i cy and/orthesi rt ual cost
optionally include its swarm IDgg., info hash of a tor- interfaces to request network policy and/or virtual costs.
rent). TheiTracker may keep track of peers participating In the example, a P2P swarm spans two network providers
in a swarm. A andB. Each network provider runs afiracker for its

Thepol i cy interface allows others, for example peersown network. Peea andb first register with the app-
or appTrackers, to obtain policies and guidelines of théracker. The appTracker queridsacker A through the
network. Policies specify how a network provider would interfaces, and then makes peer selectiomafamdb con-
like its networks to be utilized at a high level, typically sidering both application requirements afdacker in-
regardless of P2P applications; while guidelines are spdormation. Note that as a variant, assume a trackerless
cific suggestions for P2P to use the network resourcesystem, then peers will query the interfaces and make
To name a few examples of network policies: (1) trafficlocal decisions to select its peers. For presentation sim-
ratio balance policy, defining the ratio between inboundlicity, from now on, we focus on tracker-based system.
and outbound traffic volumes, for interdomain peering appTracker
links; (2) coarse-grain time-of-day link usage policy, defi
ing the desired usage pattern of specific linkg.( avoid
using links that are congested during peak times); and
(3) fine-grain link usage policy. An example of network
guidelines is that a network provider computes peering
relationships for clusters of peeesq., clustered byl D).
The pol i cy interface can also return a set of normal-
ized interPl D costs, which indicate costs incurred to the
provider when peers in two PIDs communicate.

Thevirtual cost interface (orcost for short) <@ Tracker-based control messages
allows others, for example peers or appTrackers, to query I Trackerless control messages
\{lrtual network topology and the costs of Commumca'Figure 2: An example of P2P obtaining network policy and cost
tions through an ISP’s network. In the next section, we, ., portal iTrackers.
will give more detail on this interface.

Thecapabi | i ty interface allows others, for exam-
ple peers or content providers (through appTrackers), t
request network providers’ capabilities. For example,
network provider may provide different classes of ser
vices or on-demand servers in its network. Then an ap
Tracker may askTrackersin popular domains to provide

Network Provider A Network Provider B

Figure 3 shows another example of using P4P. It shows
Bow to request network capabilities through tfapabi | i t y
nterface. Specifically, the appTracker sends a request to
1Tracker B asking the network provider to allocate fixed,
nigh-capacity servers to aid in distributing content. The
ITracker allocates a server in its network and returns its
such servers and then use them as peers to accelerate P3I8ress to the appTracker. The appTracker will then in-
content distribution. clude the server in returned peer sets for those peers in

One example of network providers’ capabilities is p2pB- appTracker
cache servers. Cache discovery is a challenge. The cache
providers can inspect the traffic to detect P2P traffic to
cache, requiring them to be inline, which is undesirable
from the perspective of some ISPs. Alternatively, cache
vendors provide proprietary cache discovery protocols,
requiring each P2P application to implement and use mul-
tiple, proprietary cache discovery protocols, which is in-
efficient. A design goal of theapabi | i ty interface Network Provider A Network Provider B
is that standardized P2P cache discovery is more effi-
cient than multiple proprietary protocols. Specifically, Figure 3: An example of P2P accessing network capability trough
if cache discovery is implemented as a part of the P4Prackers.
communi_cationsi(e., cache quations are a part of the 4 DECOMPOSITION THROUGH VI RTUAL
ISPs’ policies and network guidance), then all P2P ap-
plications that support P4P will work with all P2P caches cosT INTERFACE
that support P4P. Tosupportthei rtual cost interface, théTracker

A network provider may choose to implement a subseof a network should be connected to the routing system
of the interfaces. The richness of information conveyedf the network provider. ThiTracker first constructs an
is also determined by the network provider. Note that &xtended network topolodgy = (V,E) (referred to as vir-
network provider may also enforce some access contrdbial topology). This extended topology includes not only
to the interfaces to preserve security and privacy. For exthe intradomain topology but also one external-domain
ample, it may restrict access to only trusted appTrackergiode for each neighboring domain of the network. Each
external-domain node is connected to the internal nodes
that correspond to the exit-points by interdomain peering

iTracker A
——

3.2 Examples links.
Now we give two examples to illustrate how tifeacker TheiTracker maps the internal topolod$ to an exter-
interfaces are utilized. nal topologyGy = (Vk, Ex) for swarmk. The iTracker

Figure 2 shows an example P2P application with arassigns each node B¢ a unique PID. This mapping



may be different for different swarms, but we anticipate We presented P4P, a simple and flexible framework
that in most cases they will be the same. The objectivéo enable explicit cooperation between P2P and network
of the mapping is to preserve ISP privacy, and this camroviders. It addresses the following issues: (1) explicit
be achieved by scrambling the topolo@y A constraint  integration of network servers or caches to reduce net-
is that the nodes representing the external-domain nodegork load (thecapabi | i ti es interface); (2) informa-
should be labeled with the autonomous system numbetsn from ISPs to applications to signal network band-
(ASN). width constraints and policies to optimize P2P network
With virtual topology, a simple peering strategy is lo- topology (thevi rt ual cost interface); (3) enabling
cal peering. Specifically, when a peer joins a swarm, thapplications to signal their bandwidth and priority to net-
appTracker (or the peer in a trackerless system) queriesorks (thecapabi | i t i es interface and the data plane).
the iTracker. The iTracker can easily locate the joining The P4P Working Group, led by Doug Pasko (Veri-
peer within the ISP’s topology using the peer's IP ad-zon; P4APWG co-chair), Laird Popkin (Pando Networks;
dress. It returns the PID of the peer. We refer to peers &#4PWG co-chair), and Marty Lafferty (DCIA) made it
PIDi as PIDi peers. For simply local peering, when se-possible to conduct preliminary field tests on key per-
lecting peers of the joining peer, priority should be givenspectives of P4P. The results demonstrate that P4P can be
to peers with the same PID at the same network. Thia promising approach to improve both application per-
way, the traffic load across PIDs is minimized. In ad-formance and provider efficiency. The working group
dition, transport layer connections over low-latency net-makes joint efforts towards standardizing the P4P frame-
work paths would be more efficient and are therefore dework and proposing best practices for P2Ps and ISPs.
sirable from the client’s perspective. The P4P Working Group consists of 70+ ISPs, P2P com-
A major challenge in designing an interface betweerpanies and researchers working together to address a wide
iTrackers and P2P is that the interface should naturallyrange of business and policy issues. We would encour-
decompose the overall task into a simple task for theage the IETF to establish a workgroup to work collabo-
iTracker and one for each swarm. By doing so, we areratively with the P4P Working Group to pursue standards

able to achieve an extensible, scalable and efficient den this area.

sign. In such a design, afracker deals with aggregated
P2P traffic, instead of working on the specific detail of
a particular P2P application; P2P deals with simple ISP
feedback without the need to know the detail of ISP ob-
jectives.

A particular novelty of our interface design is that we
decouple the algorithms of ISP and P2P using the princi-
ple of primal-dual decomposition. This principled inter- ”
face design leads to a desirable interface. For example,
only minor modifications are necessary for computing
virtual costs for many different ISP objectives. Please
refer to [17] for technical details.

5. EVALUATIONS

We have collaborated with members of P4P Working [7]
Group to conduct large-scale Internet experiments. In
particular, Verizon provided us with its network topology (8]
and Telefonica provided its Peru network topology, and !
Pando Networks integrated its P2P system with our P4P
framework. Pando Networks set up two parallel swarms{1
each of which had approximately the same number ofiy
clients with similar network and geographical distribu-
tion. Clients in both swarms shared a 20MB video file.[;
One of the two swarms was P4P-enabled, the other used
BitTorrent-like peering. [

We observe that the download completion time im-
proves approximately 20% on average. The improvel4l
ment of download rates for data transfers among Fiber-
to-Home (FTTH) clients is 205% on average, and soméS]
FTTH clients see as high as 600% improvement.

We also observe that the average number of backbores]
links in Verizon network used by data delivery dropped
from 5.5 to 0.89 on average. In addition, the total exter{17]
nal (peering) link load dropped by 70% (outbound) and
53% (inbound), and the total internal backbone link loadug;
dropped by 71% (after traffic normalization).

6. CONCLUSIONS

7.
[1]

6]
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