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Abstract

Reinforcement Learning (RL) is a framework for control-theoretic problems that make
decisions over time under uncertain environments. RL has many applications in a variety of
scenarios such as displaying advertisements, articles recommendation, cognitive radios, and search
engines, to name a few. The growing applications of RL in security and safety-critical areas, such as
large language models and autonomous driving, highlight the need for adversarially robust RL and
motivate this work. In order to develop trustworthy machine learning systems, we make progress in
understanding adversarial attacks on learning systems and correspondingly building robust defense
mechanisms.

In this dissertation, we discuss our work in mainly five increasingly complex scenarios.

Firstly, we introduce a new class of attacks named action manipulation attacks on stochastic
multi-armed bandits, which is special class of RL problem with only one state in the state space. In
this class of attacks, an adversary can change the action signal selected by the user. We show
that without knowledge of mean rewards of arms, our proposed attack can manipulate Upper
Confidence Bound (UCB) algorithm into pulling a target arm very frequently by spending only
logarithmic cost. To defend against this class of attacks, we introduce a novel algorithm that is
robust to action-manipulation attacks when an upper bound for the total attack cost is given. We
prove that our algorithm has a pseudo-regret upper bounded by O(max{log(7"), A}) with a high
probability, where 7" is the total number of rounds and A is the upper bound of the total attack cost.

Secondly, we design action poisoning attack schemes against linear contextual bandit
algorithms in both white-box and black-box settings. Contextual bandits are a class of problems
that sit between the stochastic multi-armed bandits and the general RL. In contextual bandits, one
learns in different states, but the state transition is independent on the agent’s action and the state.
We analyze the cost of the proposed attack strategies for a very popular and widely used bandit
algorithm: LinUCB. We further extend our proposed attack strategy to generalized linear models.

Thirdly, building on the work on multi-arm bandits and contextual bandits, we extend the
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study to the general RL. We study the action poisoning attack in both white-box and black-box
settings. We introduce an adaptive attack scheme called LCB-H, which works for most RL. agents
in the black-box setting. We prove that the LCB-H attack can force any efficient RL agent, whose
dynamic regret scales sublinearly with the total number of steps taken, to choose actions by
following a target policy. In addition, we apply LCB-H attack against a popular model-free RL
algorithm: UCB-H. We show that, even in the black-box setting, by spending only logarithm cost,
the proposed LCB-H attack scheme can force the UCB-H agent to choose actions according to the
policy selected by the attacker very frequently.

Fourthly, we broaden the study to the multi-agent RL (MARL) problem. We investigate the
impact of adversarial attacks on MARL. In the considered setup, there is an exogenous attacker
who is able to modify the rewards before the agents receive them or manipulate the actions before
the environment receives them. The attacker aims to guide each agent into a target policy or
maximize the cumulative rewards under some specific reward function chosen by the attacker,
while minimizing the amount of manipulation on feedback and action. We first show the limitations
of the action poisoning only attacks and the reward poisoning only attacks. We then introduce a
mixed attack strategy with both the action poisoning and the reward poisoning. We show that
the mixed attack strategy can efficiently attack MARL agents even if the attacker has no prior
information about the underlying environment and the agents’ algorithms.

Finally, building on the insights from the adversarial attacks on RL, we design a robust RL
algorithm, which aims to find a policy that optimizes the worst-case performance in the face of
uncertainties. we focus on action robust RL with the probabilistic policy execution uncertainty,
in which, instead of always carrying out the action specified by the policy, the agent will take
the action specified by the policy with probability 1 — p and an alternative adversarial action
with probability p. We show the existence of an optimal policy on the action robust MDPs
with probabilistic policy execution uncertainty and provide the action robust Bellman optimality
equation for its solution. Based on that, we develop Action Robust Reinforcement Learning with

Certificates (ARRLC) algorithm that achieves minimax optimal regret and sample complexity.
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Chapter 1

Introduction

In order to develop trustworthy machine learning systems, understanding adversarial attacks
on learning systems and correspondingly building robust defense mechanisms have attracted
significant recent research interests [4,9,29,(37,/49.|55, 74, 108]]. Reinforcement learning (RL),
a framework for control-theoretic problems that make decisions over time under uncertain
environment, has many applications in a variety of scenarios. As RL models are being increasingly
used in safety critical and security related applications, it is critical to understand the effects
of adversarial attacks on RL systems in order to develop trust-worthy RL systems. While
there are many existing works addressing adversarial attacks on supervised learning models
[3,130164(17,20,22,29146,50,75,[80,95, 101,102,114, the understanding of adversarial attacks on
RL models is less complete. The goal of this dissertation is to fill in the gap and develop robust RL
algorithms that can tolerate adversarial attacks.

In this chapter, we introduce the background of this dissertation. In Chapter (1.1, we introduce
basic concepts used in this dissertation. In Chapter |1.2) we introduce the adversarial attacks on
stochastic bandits and a robust stochastic multi-armed bandits algorithm that can defend the action
poisoning attacks. In Chapter[I.3] we introduce the adversarial attacks on linear contextual bandits
and generalized linear contextual bandits. In Chapter [I.4] we introduce the adversarial attacks on

RL. In Chapter [I.5] we introduce the adversarial attacks on multi-agent reinforcement learning



(MARL). In Chapter we introduce the action robust RL with probabilistic policy execution

uncertainty.

1.1 Preliminaries

RL is a framework for control-theoretic problems that make decisions over time under uncertain
environment. RL problems aim to directly construct algorithms that learn from interactions to
achieve a goal. The learner or decision maker is called an agent. The thing it interacts with is called
the environment, which includes everything outside the agent. The agent and the environment
continually interact. The agent chooses actions and the environment responds to these actions and
presents the agent with new situations. The environment also generates rewards. The agent aims
to maximize the total rewards over time. A task, an instance of a RL problem, is defined by a
complete specification of an environment.

Agent Observe state S
Take action a

(00) Ve
&L:"J//_\ E

X ', Get reward r IJ;IJJ_-”"

Next state s’

Environment M

Figure 1.1: The agent—environment interaction in Reinforcement Learning.

More specifically, we denote a tabular episodic Markov decision process (MDP) as a tuple
M = (S, A, H, P, R), where S is the state space with |S| = S, A s the action space with | 4| = A,
H € Z7 is the number of steps in each episode (planning horizon), P, : S x A x § — [0, 1] is the
probability transition function which maps state-action-state pair to a probability, R, : S x A —
[0, 1] represents the reward function in the step h. In general, the probability transition functions
and the reward functions can be different over steps.

The agent interacts with environment in a sequence of episodes. In each episode % of this

MDP, s, is generated randomly by a distribution or chosen by the environment. Initial states may



be different between episodes. We define [H] := {1,--- , H} to denote the set of integers from 1
to H. Ateach step h € [H]| in an episode,, the agent observes the state s;, and chooses an action ay,.
After receiving the action, the environment generates a random reward r, € [0, 1] derived from a
random distribution with mean Ry, (s, a5 ) and next state s;, 1, which is drawn from the distribution
Py(-]s,a). Py(-|s, a) represents the probability distribution over states if action a is taken for state
s. The agent stops interacting with environment after /7 steps and start another episode.

The policy 7 of agent is expressed as a mapping 7 : S x [H| — A. For notational convenience,
we use 7 () to denote 7(s, h). Interacting with the environment M, the policy induces a random
trajectory {sy,aq,71, S2, 02,72, , Sy, ay, Ty, Sg+1}, Where sq is the initial state, a;, = m,(sp),
rp, is derived from a random distribution with mean Ry,(sp, ar), and sp41 ~ Pp(-|sp, ap) for each
h. RL agents learn to maximize the expected cumulative reward E[Zle 1)

We use V;" : S — R to denote the value function at step ~ under policy m, so that V" (s) gives
the expected sum of remaining rewards received under policy 7, starting from s, = s, until the end
of the episode. Accordingly, we also use )7 : S x A — R to denote the )-function at step ~ under
policy , so that QF (s, a) gives the expected sum of remaining rewards received under policy T,

starting from s;, = s, a;, = a, until the end of the episode. In symbols:

H H

Vii(s) =E Z rwlsp = s, 7|, Qp(s,a) =E Zrh/ Sp=s,ap=a,m| . (1.1)
h—h W=h

These functions represent the expected total rewards received from step i to H, under policy T,
starting from state s and state-action pair (s, a) respectively.

The value function and ()-function satisfy the Bellman consistency equations [41]:

Vhﬂ(s) = Q;Lr(87 W(S)),

Qr(s,a) = Ru(s, a) + By, (s Vi (s')]-

(1.2)

For simplicity, we denote V7, , = 0, Q7. = 0 and P,V[7 (s, a) = Eyp, ([s,0) [ Vi1 ()]

Under mild technical assumptions, there exists an optimal policy 7* such that 7* maximizes



the value function and ()-function:

Vhﬁ*(s) = V;(S) = Sup Vhw(*S)»
" (1.3)
Qr (s,a) = Q;(s,a) = sup Qf (s, a),

for all s, a and h.

K
Regret(K) = Y [Vy'(s) — Vi (s5)], (1.4)
k=1

where s is the initial state for each episode k and 7* is the control policy followed by the agent at
episode k.

Among the general RL problems, there are classes of special cases that are simpler but are still
useful in practice. The first class of such special cases is multi-armed bandits that involve learning
to act in only one situation. In other words, stochastic multi-armed bandits are RL problem with
only one state in the state space. More specifically, in each round ¢ = 1,2,3,...,7, the user
pulls an arm (or action) I; € {1,..., K'} and receives a random reward r; drawn from the reward
distribution of arm /;. The user aims to maximize the cumulative rewards over 7' rounds.

Another special case is contextual bandit problems that sit somewhere in between the stochastic
multi-armed bandits and general RL. It learns in different states, but the state transition is
independent on the agent’s action and the state. More specifically, ineachround ¢t = 1,2,3,..., 7,
the agent observes a context x; € D where D C RY, pulls an arm I, and receives a reward Tt 1,
Each arm i is associated with an unknown but fixed coefficient vector §; € © where © C R%. In
each round ¢, the reward depends on both x; and 6;.

RL has many applications in a variety of scenarios such as recommendation systems [[119],
autonomous driving [78]], finance [64] and business management [76], to name a few. As RL
models are being increasingly used in safety critical and security related applications, it is critical
to develop trustworthy RL systems. For example, in recommendation systems, the transitions of the

decisions and the reward signal rely on a feedback loop between the recommendation system and



the user. A restaurant may attack the recommendation systems to force the systems into increasing
the restaurant’s exposure. Such attacks can disrupt the users’ experience and cause damage to the
recommendation company’s interests. Another example is self-driving car. If a car’s self-driving
system is built on RL, the attacker may be able to implement destabilizing forces or manipulate
the action signal, so as to change the brake force. This can cause a car accident and bring a serious

threat to life and property safety. In this project, we focus on the following research question:

Should we trust the decision made by an RL agent?

* Can an adversary mislead the RL agent?

Is there any powerful adversary which can efficiently mislead the RL agent even in the

black-box setting?

Could we design algorithms that archive robustness to adversarial attacks?

Understanding the effects of adversarial attacks on RL systems is the first step towards the goal
of safe applications of RL models. In the modern industry-scale applications of RL models, action
decisions, reward and state signal collection, and policy iterations are normally implemented in
a distributed network. When data packets containing the reward signals and action decisions etc
are transmitted through the network, an attacker can intercept and modify these data packets to
implement adversarial attacks.

There are some recent interesting work on adversarial attacks against RL algorithms under
various setting [8,38,/60,/69,83,84,002,116]. Adversarial attacks in online RL differ significantly
from adversarial attacks in classical supervised learning and are more difficult due to the following
challenges.

Challenge I: Consideration of long-term rewards. In reinforcement learning, the agent aims to
maximize the expected cumulative reward instead of the immediate reward. However, actions may
affect not only the immediate reward but also the next situation and, through that, all subsequent

rewards. Unlike classical supervised learning, there is no examples of correct actions. The agent



needs to learn the correct action by considering long-term rewards. The adversary also has to
consider long-term rewards to decide the attack strategy, which makes adversarial attacks in online
RL challenging.

Challenge II: No access to future data. Adversarial attacks in classical supervised learning [46,
51] often require access to the entire training dataset, so the attacker can decide on the optimal
attack strategy before learning begins. In online RL, the training data (trajectories) is collected
while the agent is learning. The adversary can only access and change the data in the history. The
adversary does not know the future data. Since the adversary has to consider long-term rewards, he
needs to predict the future data, e.g. the next state, which makes adversarial attacks in online RL
challenging.

Challenge III: Unknown dynamics of environment. While challenges I and II can be partially
addressed by predicting future trajectories, it requires prior knowledge of the dynamics of the
underlying MDP. However, knowing the underlying dynamics of environment is impractical. More
generally, the attacker learns the environment only based on the agent’s observations. We called
this case as black-box attack. In black-box attack, the adversary needs to estimate the underlying
dynamics of environment, which makes adversarial attacks in online RL challenging.

As shown in Figure there are several different types attacks against RL: observation
poisoning attack, environment poisoning attacks and action poisoning attacks. The observation
attacks can change the observations of the agent from the environment including the reward signal
or the state signal [[8,/116]]. At the time step ¢, the adversary can replace the true reward 7, by an
arbitrary reward 7;. By changing the reward, the agent can manipulate the agent’s estimation of the
environment and then could impact the agent’s behavior.

In the environment poisoning setting, the adversary can arbitrarily change both the rewards
and the state transition functions [69]. When no corruption happens, the agent faces a nominal
MDP M = (S, A, H, P, R). If the adversary decides to corrupt, the adversary can change M to
M = (S, A H P R).

An attacker may introduce action poisoning attacks on RL agent. In particular, at the time step



State s,

State s,

t, after the agent chooses an action a,, the attacker can change it to another action @; € A. Then
the environment receives a; instead of a;, and generates a random reward r; and the next state s,
corresponding to the action a;. Note that the agent may not know the attacker’s manipulations and

the presence of the attacker and hence will still view 7; as the reward and s;;; as the next state
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Figure 1.2: Adversarial attacks against reinforcement learning.

generated from state-action pair (s, a;).

In this research dissertation, we study the following problems: 1) adversarial attacks against
stochastic bandits and defense strategies; 2) adversarial attacks against contextual bandits; 3)
adversarial attacks against reinforcement learning; 4) adversarial attacks against multi-agent

reinforcement learning; 5) efficient action robust reinforcement learning with probabilistic policy

execution uncertainty.

1.2 Attacks on Stochastic Bandits

In this section, we focus on multiple armed bandits (MABs), a simple but very powerful framework

of online learning that makes decisions over time under uncertainty. Stochastic multi-armed bandits



a special case of the general RL, in which there is only one state in the state space.

In Chapter 2] we will introduce a new class of attacks on MABs named action-manipulation
attack. In the action-manipulation attack, an attacker, sitting between the environment and the
user, can change the action selected by the user to another action. The user will then receive a
reward from the environment corresponding to the action chosen by the attacker. Compared with
the reward-manipulation attacks discussed above, the action-manipulation attack is more difficult
to carry out. In particular, as the action-manipulation attack only changes the action, it can impact
but does not have direct control of the reward signal, because the reward signal will be a random
variable drawn from a distribution depending on the action chosen by the attacker. This is in
contrast to reward-manipulation attacks where an attacker has direct control and can change the
reward signal to any value.

In order to demonstrate the significant security threat of action-manipulation attacks to
stochastic bandits, we propose an action-manipulation attack strategy against the widely used
UCB algorithm. We choose to attack the UCB algorithm as it is widely used in practice and has
been extensively studied in the literature. The proposed attack strategy aims to force the user to
frequently pull a target arm chosen by the attacker. We assume that the attacker does not know the
true mean reward of each arm. The assumption that the attacker does not know the mean rewards of
arms is necessary for the design of attack strategies, as otherwise the attacker can perform the attack
trivially. To see this, with the knowledge of the mean rewards, the attacker knows which arm has the
worst mean reward and can perform the following oracle attack: when the user pulls a non-target
arm, the attacker changes the arm to the worst arm. This oracle attack makes all non-target arms
have expected rewards less than that of the target arm, if the target arm selected by the attacker
is not the worst arm. In addition, under this attack, all sublinear-regret bandit algorithms will pull
the target arm O(T") times. However, the oracle attack is not practical. The goal of our work is
to develop an attack strategy that has similar performance of the oracle attack strategy without
requiring the knowledge of the true mean rewards. When the user pulls a non-target arm, the

attacker could decide to attack by changing the action to the possible worst arm. As the attacker



does not know the true value of arms, our attack scheme relies on lower confidence bounds (LCB)
of the value of each arm in making attack decisions. Correspondingly, we name our attack scheme
as LCB attack strategy. On the other hand, we also show that, if the target arm is the worst arm
and the attacker can only incur logarithmic costs, no attack algorithm can force the user to pull the
worst arm more than 7" — O(7T*) times with 0 < o < 1. In addition, we study an oracle attack to
illustrate the challenges arise for the case where the target arm is the worst arm.

Motivated by the analysis of the action-manipulation attacks and the significant security threat
to MABs, we then design a bandit algorithm which can defend against the action-manipulation
attacks and still is able to achieve a small regret. The main idea of the proposed algorithm is
to bound the maximum amount of offset, in terms of user’s estimate of the mean rewards, that
can be introduced by the action-manipulation attacks. We then use this estimate of maximum
offset to properly modify the UCB algorithm and build specially designed high-probability upper
bounds of the mean rewards so as to decide which arm to pull. We name our bandit algorithm
as maximum offset upper confidence bound (MOUCB). In particular, our algorithm first pulls
every arm a certain of times and then pulls the arm whose modified upper confidence bound is the
largest. Furthermore, we prove that MOUCB bandit algorithm has a pseudo-regret upper bounded
by O(max{log T, A}), where T is the total number of rounds and A is an upper bound for the total
attack cost. In particular, if A scales as log(7"), MOUCB archives a logarithm pseudo-regret which

is same as the regret of UCB algorithm.

Related work: In this paragraph, we discuss related works. There is a line of interesting
recent work on online reward-manipulation attacks on stochastic MABs [43,|56, 65]. In the
reward-manipulation attacks, there is an adversary who can change the reward signal from the
environment, and hence the reward signal received by the user is not the true reward signal from
the environment. In particular, [43] proposes an interesting attack strategy that can force a user,
who runs either e-Greedy or Upper Confidence Bound (UCB) algorithm, to select a target arm

while only spending effort that grows in logarithmic order. [[56]] proposes an optimization based



framework for offline reward-manipulation attacks. Furthermore, it studies a form of online attack
strategy that is effective in attacking any bandit algorithm that has a regret scaling in logarithm
order, without knowing what particular algorithm the user is using. [|30] considers an attack model
where an adversary attacks with a certain probability at each round but its attack value can be
arbitrary and unbounded. The paper proposes algorithms that are robust to these types of attacks.
[65] considers how to defend against reward-manipulation attacks, a complementary problem to
[43,56]. In particular, [65] introduces a bandit algorithm that is robust to reward-manipulation
attacks under certain attack cost, by using a multi-layer approach. [33|] presents an algorithm named
BARBAR that is robust to reward poisoning attacks and the regret of the proposed algorithm
is nearly optimal. [24]] introduces another model of adversary setting where each arm is able to
manipulate its own reward and seeks to maximize its own expected number of pull count. Under
this setting, [24] analyzes the robustness of Thompson Sampling, UCB, and e-greedy under attacks,
and proves that all three algorithms achieve a regret upper bound that increases over rounds in a
logarithmic order or increases with attack cost in a linear order. This line of reward-manipulation
attack has also recently been investigated for contextual bandits in [67], which develops an attack
algorithm that can force the bandit algorithm to pull a target arm for a target contextual vector by

slightly manipulating rewards in the data.

Contributions: The contributions of this work are: (1) we introduce a new class of attacks on
MABSs named action-manipulation attack. We propose an action-manipulation attack strategy, LCB
attack strategy. Our analysis shows that, if the target arm selected by the attacker is not the worst
arm, the LCB attack strategy can successfully manipulate the user to select the target arm almost
all the time with an only logarithmic cost. In particular, LCB attack strategy can force the user
to pull the target arm 7' — O(log(7")) times over 7" rounds, with the total attack cost being only
O(log(T)). (2) We show the necessity of the assumption that the target arm selected by the attacker
is not the worst arm. We show that, if the target arm is the worst arm and the attacker can only

incur logarithmic costs, no attack algorithm can force the user to pull the worst arm more than 7" —
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O(T*) times. (3) We design a bandit algorithm which can defend against the action-manipulation
attacks and still is able to achieve a small regret. We prove that MOUCB bandit algorithm has a
pseudo-regret upper bounded by O(max{log T, A}), where T is the total number of rounds and A
is an upper bound for the total attack cost. (4) We evaluate our attack strategies and the MOUCB
algorithms using synthetic data. MOUCB algorithm archives logarithmic pseudo-regrets under
both LCB attacks and the oracle attacks.

The results in this part have been published in [58},59].

1.3 Attacks on Contextual Bandits

Contextual bandits are class of problems that are more complex than multi-armed bandit problems
but are still simpler than the general RL. It learns in different states, but the state transition is
independent on the agent’s action and the state. Existing works on adversarial attacks against
linear contextual bandits focus on the reward [26]67] or context poisoning attacks [26]. In the
reward poisoning attacks, the adversary can modify the reward. In the context poisoning attacks,
the adversary can modify the context observed by the agent without changing the reward associated
with the context.

In Chapter 3] we aim to investigate the impact of action poisoning attacks on contextual bandit
models. More detailed comparisons of various types of attacks against contextual bandits will
be provided in Chapter We note that the goal of this work is not to promote any particular
type of poisoning attack. Rather, our goal is to understand the potential risks of action poisoning
attacks. We note that for the safe applications and design of robust contextual bandit algorithms,
it is essential to address all possible weaknesses of the models and understanding the risks of
different kinds of adversarial attacks. Since the action poisoning attack is an important aspect of
poisoning attacks and may threaten the bandit systems, it is important to understand the potential
risks of action poisoning attacks.

In Chapter [3| we study the action poisoning attack against linear contextual bandit in both
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white-box and black-box settings. In the white-box setting, we assume that the attacker knows
the coefficient vectors associated with arms. Thus, at each round, the attacker knows the mean
rewards of all arms. While it is often unrealistic to exactly know the coefficient vectors, the
understanding of the white-box attacks could provide valuable insights on how to design the more
practical black-box attacks. In the black-box setting, we assume that the attacker has no prior
information about the arms and does not know the agent’s algorithm. The limited information that
the attacker has are the context information, the action signal chosen by the agent, and the reward
signal generated from the environment. In both white-box and black-box settings, the attacker aims
to manipulate the agent into frequently pulling a target arm chosen by the attacker with a minimum
cost. The cost is measured by the number of rounds that the attacker changes the actions selected

by the agent.

Related work: In this part, we discuss related works on two parts: adversarial attacks that cause
standard bandit algorithms to fail and robust bandit algorithms that can defend against such attacks.
Attacks Models. In linear contextual bandit setting, [67] studies offline reward poisoning attacks
and investigates the feasibility and impacts of such attacks. The attacker in [[67]] aims to force
the agent to pull a target arm on a particular context. [26] extends the attack idea of [43,|56]] to
linear contextual bandits. It proves that the proposed reward poisoning attack strategy can force
any bandit algorithms to pull a specific set of arms when the rewards are bounded. It introduces
an adaptive reward poisoning attack strategy and observes empirically that the total cost of the
adaptive attack is sublinear. In addition, [26]] analyzes the context poisoning attacks in white-box
setting and shows that LinUCB is vulnerable to such attack.

The action poisoning attack on contextual linear bandit is not a simple extension of the case of
MAB or RL. Firstly, in the MAB settings the rewards only depend on the arm (action), while in
the contextual bandit setting, the rewards depend on both the arm (action) and the context (state).
Secondly, [60] discusses the action poisoning attack in the tabular RL case where the number of

states (contexts) is finite. In the linear contextual bandit problem, the number of contexts is infinite.
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These factors make the design of attack strategies and performance analysis for the contextual
linear bandit problems much more challenging.

Robust algorithms. Lots of efforts have been made to design robust bandit algorithms to defend
adversarial attacks in the MABs setting [24,30433}58,|65]]. In the linear contextual bandit setting,
[10] proposes a stochastic linear bandit algorithm, called Robust Phased Elimination (RPE), that
is robust to reward poisoning attacks. It provides two variants of RPE algorithm which separately
work on known attack budget case and agnostic attack budget case. [21] provides a robust linear
contextual bandit algorithm, called RobustBandit, that works under both the reward poisoning

attacks and context poisoning attacks.

Contributions: The contributions of this work are: (1) We propose a new online action poisoning
attack against contextual bandit in which the attacker aims to force the agent to frequently pull a
target arm chosen by the attacker via strategically changing the agent’s actions. (2) We introduce
a white-box attack strategy that can manipulate any sublinear-regret linear contextual bandit agent
into pulling a target arm 7' — o(T") rounds over a horizon of T rounds, while incurring a cost that
is sublinear dependent on 7". The proposed attack strategy can further be extended to generalized
linear contextual bandit models. (3) We design a black-box attack strategy whose performance
nearly matches that of the white-box attack strategy. We apply the black-box attack strategy against
a very popular and widely used bandit algorithm: LinUCB. We show that our proposed attack
scheme can force the LinUCB agent into pulling a target arm 7' — O(log® T') times with attack cost
scaling as O(log® T'). (4) We evaluate our attack strategies using both synthetic and real datasets.
We observe empirically that the total cost of our black-box attack is sublinear for a variety of
contextual bandit algorithms.

The results in this part have been published in [61].
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1.4 Attacks on Reinforcement Learning

Building on the insights and techniques developed for multi-armed bandit and contextual bandit
problems, we then focus on the general RL problems. While there is much existing work addressing
adversarial attacks on supervised learning models [3}13}16}17.,20.22.29,46,50,/75,80,95,[101, 102,
114], the understanding of adversarial attacks on general RL models is less complete. Among the
limited existing works on adversarial attacks against RL, they formally or experimentally considers
different types of poisoning attack [8,38.,69,83,84.92,116]. [92] discusses the differences between
the poisoning attacks. In the observation poisoning attack setting, the attacker is able to manipulate
the observations of the agent. Before the agent receives the reward signal or the state signal from
the environment, the attacker is able to modify the data. In the environment poisoning setting,
the attacker could directly change the underlying environment, i.e., the Markov decision process
(MDP) model.

In Chapter[d], we introduce a suite of novel attacks on RL named action poisoning attacks. In the
proposed action poisoning attacks models, an attacker sits between the agent and the environment
and could change the agent’s action. For example, in auto-driving systems, the attacker could
implement destabilizing forces or manipulate the action signal, so as to change the brake force.
Compared with the observation poisoning or environment poisoning attacks, the ability of the
attacker in the action poisoning attack is more restricted, which brings some design challenges.
In particular, compared with observation poisoning and environment poisoning attacks, the effects
of the action poisoning attack on the change of observation is less direct. Furthermore, when the
action space is discrete and finite, the ability of the action poisoning attacker is severely limited.
We note that the goal of this work is not to promote action manipulation attacks. Rather our goal
is to understand the potential risks of action manipulation attacks, as understanding the risks of
different kinds of adversarial attacks on RL is essential for the safe applications of RL model and
designing robust RL systems.

In Chapter 4] we investigate action poisoning attacks in both white-box and black-box settings.

The white-box attack setting makes strong assumptions. In particular, the attacker has full

14



information of the underlying MDP, the agent’s algorithm or the agent’s previous policy models,
or all of them. While it is often unrealistic to exactly know the underlying environment or have the
right to obtain the information of the agent’s model, the understanding of the white-box attacks
could provide insights on how to design black-box attack schemes. In the black-box setting, the
attacker has no prior information of the underlying MDP and does not know the agent’s algorithm.
The only information the attacker has is observations generated from the environment when the
agent interacts with the environment. The black-box setting is much more practical and is suitable

for more realistic scenarios.

Related work: Existing works on poisoning attacks against RL have studied different types
of adversarial manipulations. [69] studies reward poisoning attack against batch RL in which
the attacker is able to gather and modify the collected batch data. [83] proposes a white-box
environment poisoning model in which the attacker could manipulate the original MDP to a
poisoned MDP. [8,/116] study online white-box reward poisoning attacks in which the attacker
could manipulate the reward signal before the agent receives it. [92]] proposes a practical black-box
poisoning algorithm called VA2C-P. Their empirical results show that VA2C-P works for deep
policy gradient RL agents without any prior knowledge of the environment. [84] develops a
black-box reward poisoning attack strategy called U2, that can provably attack any efficient
RL algorithms. There are also some interesting works that focus on attacking multi-arm bandit
problems [30} 43,(56), 58, 59] and contextual bandit problems [26,67]. Existing work on action

poisoning attacks against RL is limited. There are some empirical studies in deep RL [48,81,(92].

Contributions: Our main contributions are as follows: (1) We propose an action poisoning attack
model in which the attacker aims to force the agent to learn a policy selected by the attacker
(will be called target policy in the sequel) by changing the agent’s actions to other actions. We
use loss and cost functions to evaluate the effects of the action poisoning attack on a RL agent.
The cost is the cumulative number of times when the attacker changes the agent’s action, and

the loss is the cumulative number of times when the agent does not follow the target policy. It is
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clearly of interest to minimize both the cost and loss functions. (2) In the white-box setting, we
introduce an attack strategy named «-portion attack. We show that the a-portion attack strategy
can force any sub-linear-regret RL agent to choose actions according to the target policy specified
by the attacker with sub-linear cost and sub-linear loss. (3) We develop a black-box attack strategy,
LCB-H, that nearly matches the performance of the white-box a-portion attack. To the best of
our knowledge, LCB-H is the first black-box action poisoning attack scheme that provably works
against RL agents. (4) We investigate the impact of the LCH-B attack on UCB-H [41]], a popular
and efficient model-free (-learning algorithm, and show that, by spending only logarithm cost, the
LCB-H attack can force the UCB-H agent to choose actions according to the target policy with
logarithm loss.

The results in this part have been published in [60].

1.5 Adversarial Attacks on Multi-Agent RL

Building on the insights and techniques developed for RL problems, we study the adversarial
attacks on multi-agent RL (MARL). In MARL, at each state, each agent takes its own action, and
these actions jointly determine the next state of the environment and the reward of each agent.
The rewards may vary for different agents. For MARL setting, we focus on the model of Markov
Games (MG) [86]]. In this class of problems, researchers typically consider learning objectives such
as Nash equilibrium (NE), correlated equilibrium (CE) and coarse correlated equilibrium (CCE)
etc. A recent line of works provide non-asymptotic guarantees for learning NE, CCE or CE under
different assumptions [6}42,63.71,[89, 109, 113].

Existing work on adversarial attacks on MARL is limited. In this thrust, we aim to fill in this
gap and systematically investigate the impact of adversarial attacks on online MARL. We consider
a setting in which there is an attacker sits between the agents and the environment, and can monitor
the states, the actions of the agents and the reward signals from the environment. The attacker is

able to manipulate the feedback or action of the agents. The objective of the MARL learner is
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to learn an equilibrium. The attacker’s goal is to force the agents to learn a target policy or to
maximize the cumulative rewards under some specific reward function chosen by the attacker,

while minimizing the amount of the manipulation on feedback and action.

Related work: Attacks on Single Agent RL: Adversarial attacks on single agent RL have
been studied in various settings [8,38,/69,83,,84,92,|116]]. For example, [8,85,/116]] study online
reward poisoning attacks in which the attacker could manipulate the reward signal before the agent
receives it. [60] studies online action poisoning attacks in which the attacker could manipulate
the action signal before the environment receives it. [85] studies the limitations of reward only
manipulation or action only manipulation in single-agent RL.

Attacks on MARL: [68]] considers a game redesign problem where the designer knows the full
information of the game and can redesign the reward functions. The proposed redesign methods
can incentivize players to take a specific target action profile frequently with a small cumulative
design cost. [27,32] study the poisoning attack on multi-agent reinforcement learners, assuming
that the attacker controls one of the learners. [[107] studies the reward poisoning attack on offline
multi-agent reinforcement learners.

Defense Against Attacks on RL: There is also recent work on defending against adversarial
attacks on RL [7,/14,66./104,106,115]]. These works focus on the single-agent RL setting where an

adversary can corrupt the reward and state transition.

Contributions: Our contributions are follows. 1) We propose an adversarial attack model in
which the attacker aims to force the agent to learn a target policy selected by the attacker or to
maximize the cumulative rewards under some specific reward function chosen by the attacker.
We use loss and cost functions to evaluate the effectiveness of the adversarial attack on MARL
agents. The cost is the cumulative sum of the action manipulations and the reward manipulations.
If the attacker aims to force the agents to learn a target policy, the loss is the cumulative number
of times when the agent does not follow the target policy. Otherwise, the loss is the regret to the

policy that maximizes the attacker’s rewards. It is clearly of interest to minimize both the loss
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and cost. 2) We study the attack problem in three different settings: the white-box, the gray-box
and the black-box settings. In the white-box setting, the attacker has full information of the
underlying environment. In the gray-box setting, the attacker has no prior information about the
underlying environment and the agents’ algorithm, but knows the target policy that maximizes its
cumulative rewards. In the black-box setting, the target policy is also unknown for the attacker. 3)
We show that the effectiveness of action poisoning only attacks and reward poisoning only attacks
is limited. Even in the white-box setting, we show that there exist some MGs under which no
action poisoning only Markov attack strategy or reward poisoning only Markov attack strategy can
be efficient and successful. At the same time, we provide some sufficient conditions under which
the action poisoning only attacks or the reward poisoning only attacks can efficiently attack MARL
algorithms. Under such conditions, we introduce an efficient action poisoning attack strategy and
an efficient reward poisoning attack strategy, and analyze their cost and loss. 4) We introduce
a mixed attack strategy in the gray-box setting and an approximate mixed attack strategy in the
black-box setting. We show that the mixed attack strategy can force any sub-linear-regret MARL
agents to choose actions according to the target policy specified by the attacker with sub-linear
cost and sub-linear loss. We further investigate the impact of the approximate mixed attack strategy
attack on V-learning [42], a simple, efficient, decentralized algorithm for MARL.

The results in this part have been published in [62].

1.6 Action Robust Reinforcement Learning

The solutions to standard RL methods are not inherently robust to uncertainties, perturbations,
or structural changes in the environment, which are frequently observed in real-world settings.
A trustworthy reinforcement learning algorithm should be competent in solving challenging
real-world problems with robustness against perturbations and uncertainties. Robust RL aims to
improve the worst-case performance of algorithms deterministically or statistically in the face

of uncertainties in different MDP components, including observations/states [93,|112]], actions
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[45.97], transitions [39./77,96,/103]], and rewards [38,,47]].

In Chapter [6l we consider action uncertainties, also called policy execution uncertainties, and
probabilistic uncertainty set proposed in [97]]. Robust RL against action uncertainties focuses on
the discrepancy between the actions generated by the RL agent and the conducted actions. Taking
the robot control as an example, such policy execution uncertainty may come from the actuator
noise, limited power range, or actuator failures in the real world. Taking the medication advice
in healthcare as another example, such policy execution uncertainty may come from the patient’s
personal behaviors such as drug refusal, forgotten medication, or overdose etc.

To deal with the policy execution uncertainty, robust RL methods [[81,97] adopt the adversarial
training framework [29,70] and assume an adversary conducting adversarial attacks to mimic
the naturalistic uncertainties. Training with an adversary can be formulated as a zero-sum game
between the adversary and the RL agent. However, these interesting works do not provide
theoretical guarantee on sample complexity or regret. In Chapter [6| we aim to fill this gap. The
approaches in [81,(97] iteratively apply two stages: (1) given a fixed adversary policy, it calculates
the agent’s optimal policy; and (ii) update the adversary policy against the updated agent’s policy.
The repetition of stage (i) requires repeatedly solving MDP to find the optimal policy, which is
sample inefficient. Motivated by the recent theoretical works on transition probability uncertainty
that use the robust dynamic programming method [39]] and achieve efficient sample complexity
[79,/103,/110], we introduce the action robust Bellman equations and design sample efficient
algorithms based on the action robust Bellman equations. Our methods simultaneously update

the adversary policy and agent’s policy instead of updating one after the other has converged.

Related work: We mostly focus on papers that are related to sample complexity bounds for the
episodic RL and the two-player zero-sum Markov game, and action robust RL, that are closely
related to our model. There are also some related settings, e.g., infinite-horizon discounted MDP
[36L/52]], robust RL with other uncertainties [[39,47,103]/112]], robust offline RL [31,/88|], adversarial

training with a generative RL model [[79,110], adversarial attacks on RL [60,92,|116], etc, whose
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techniques may be also related to our aciton robust RL work.

Action robust RL. [81] introduce robust adversarial RL to address the generalization issues
in RL by training with a destabilizing adversary that applies disturbance forces to the system.
[97] introduce two new criteria of robustness for RL in the face of action uncertainty. We follow
its probabilistic action robust MDP (PR-MDP) in which, instead of the action specified by the
policy, an alternative adversarial action is taken with probability p. They generalize their policy
iteration approach to deep reinforcement learning (DRL) and provide extensive experiments. A
similar uncertainty setting was presented [45]], which extends temporal difference (TD) learning
algorithms by a new robust operator and shows that the new algorithms converge to the optimal
robust ()-function. However, no theoretical guarantee on sample complexity or regret is provided
in these works. We develop a minimax sample efficient algorithm and fill this gap.

Sample complexity bounds for the episodic RL. There is a rich literature on sample
complexity guarantees for episodic tabular RL, for example [5}/18,/19,40,41,44,090,91,/117, 118].
However, these methods cannot be directly applied in action robust MDP with small technical
changes. Most relevant one is the work about policy certificates [19]. The algorithm ORLC in
[19] calculates both the upper bound and lower bound of the value functions, and outputs policy
certificates that bound the sub-optimality and return of the policy. Our proposed ARRLC shares a
similar structure with ORLC, but we develop new adversarial trajectory sampling and action robust
value iteration method in ARRLC, and new techniques to bound the sum of variances so that our
algorithm suits for action robust MDPs.

Sample complexity bounds for the two-player zero-sum Markov game. Training with an
adversary can naturally be formulated as a zero-sum game between the adversary and the RL agent.
Some sample efficient algorithms for two-player zero-sum Markov game can be used to train the
action robust RL agent. The efficient multi-agent RL algorithms, like [42,63], can be used to solve
the action robust optimal policy but are not minimax optimal. They are a factor of A or H? above

the minimax lower bound. Our algorithm ARRLC is minimax optimal.
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Contributions: Our major contributions of this work are summarized as follows: (1) We show
that the robust problem can be solved by the iteration of the action robust Bellman optimality
equations. Motivated by this, we design two efficient algorithms. (2)We develop a model-based
algorithm, Action Robust Reinforcement Learning with Certificates (ARRLC), for episodic action
robust MDPs, and show that it achieves minimax order optimal regret and minimax order optimal
sample complexity. (3) We develop a model-free algorithm for episodic action robust MDPs, and
analyze its regret and sample complexity. (4) We conduct numerical experiments to validate the
robustness of our approach. In our experiments, our robust algorithm achieves a much higher
reward than the non-robust RL algorithm when being tested with some action perturbations; and
our ARRLC algorithm converges much faster than the robust TD algorithm in [45].

The results in this part have been submitted for possible publication [S7].
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Chapter 2

Action Attacks on Stochastic Bandits

In this chapter, we focus on stochastic bandit problems. We introduce a new class of attacks named
action-manipulation attacks, an efficient attack strategy, and a novel algorithm that is robust to
action-manipulation attacks when an upper bound for the total attack cost is given. In Chapter
[2.1] we describe the model. In Chapter [2.2] we describe the LCB attack strategy and analyze its
accumulative attack cost. In Chapter we propose a defense strategy and analyze its regret. In
Chapter [2.4] we provide numerical examples to validate the theoretic analysis. Finally, we offer

several concluding remarks in Chapter The proofs are collected in Appendix

2.1 Model

In this section, we introduce our model. We consider the standard multi-armed stochastic bandit
problems setting. The environment consists of K arms, with each arm corresponds to a fixed but
unknown reward distribution. The bandit algorithm, which is also called “user” in this chapter,
proceeds in discrete time ¢ = 1,2,...,7’, in which 7' is the total number of rounds. At each round
t, the user pulls an arm (or action) I; € {1,..., K} and receives a random reward r; drawn from
the reward distribution of arm [;. Denote 1; as the mean reward of arm i. Denote 7;(t) := {s: s <

t,I; = i} as the set of rounds up to ¢ where the user chooses arm i, N;(¢) := |7;(¢)| as the number

22



of rounds that arm ¢ was pulled by the user up to time ¢ and
fa(t) == Ni(6) ™" Y s
seTi(t)

as the empirical mean reward of arm i. The pseudo-regret R(T') is defined as

T
R(T)=T max pu; —E Zrt

maxiE[K] —1

The goal of the user is to minimize R(T).

2.1

(2.2)

In this chapter, we introduce a novel adversary setting, in which the attacker sits between

the user and the environment. The attacker can monitor the actions of the user and the reward

signals from the environment. Furthermore, the attacker can introduce action-manipulation attacks

on stochastic bandits. In particular, at each round ¢, after the user chooses an arm 1, the attacker can

manipulate the user’s action by changing I; to another I € {1, ..., K}.If the attacker decides not

to attack, I? = I;. Then the environment generates a random reward r; from the reward distribution

of post-attack arm 7). The user and the attacker receive reward r; from the environment.

Post-attack Action I

Environment

Reward 1 Reward 7, Attacker
E

Pre-attack Action I,
User

Figure 2.1: Action-manipulation attack model

I

Without loss of generality and for notation convenience, we assume arm K is the “attack target”

arm or the target arm. The attacker’s goal is to manipulate the user into pulling the target arm very

frequently but by making attacks as rarely as possible. Define the set of rounds when the attacker

decides to attack as C := {t : t < T, I? # I,}. The cumulative attack cost is the total number of
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rounds where the attacker decides to attack, i.e., |C|.

In this chapter, we follow the general assumption of the previous works [12, 56, |65] on
bandits problem, which consider the short-tail reward distribution environments, e.g. the clicks of
article recommendation, and assume that the reward distribution of arm 7 follows o2-sub-Gaussian
distributions with mean p,;. Denote the true reward vector as gt = [uq, - - , g |. Neither the user

2 is known to both the user and the attacker. We note that the

nor the attacker knows u, but o
assumption that the attacker does not know p is only necessary for Chapter 2.2 in which we
design attack strategies. We do not use this assumption in Chapter [2.3] where we design defense
strategies. Define the difference of mean value of arm 7 and j as A, ; = p; — ;. Furthermore, we
refer to the best arm as 7o = arg max; p; and the worst arm as iy = arg min; ju;.

In Chapter the assumption that the attacker does not know gt is important. If the attacker
knows these values, the attacker can adopt a trivial oracle attack scheme: whenever the user pulls a
non-target arm [, the attacker changes I; to the worst arm 7y,. Assuming that the target arm is not
the worst, it is easy to show that, if the user uses a bandit algorithm that has a regret upper bounded
of O(log(T')) when there is no attack, the oracle attack scheme can force the user to pull the target
arm 7' — O(log(T")) times, using a cumulative cost |C| = O(log(T)). However, the oracle attack
scheme is not practical when the true reward vector is unknown. In this chapter, we will first design
an effective attack scheme, which does not assume the knowledge of true reward vector and nearly
matches the performance of the oracle attack scheme, to attack the UCB algorithm. We will then
design a new bandit algorithm that is robust against the action-manipulation attack.

The action-manipulation attack considered here is different from reward-manipulation attacks
introduced by interesting recent work [43,56], where the attacker can change the reward signal
from the environment. In the setting considered in [43,/56]], the attacker can change the reward
signal 7, from the environment to an arbitrary value chosen by the attacker. Correspondingly, the
cumulative attack cost in [43.56] is defined to be the sum of the absolute value of the changes on the
reward. Compared with the reward-manipulation attacks discussed above, the action-manipulation

attack is more difficult to carry out. In particular, as the action-manipulation attack only changes
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the action, it can impact but does not have direct control of the reward signal, which will be a
random variable drawn from a distribution depending on the action chosen by the attacker. This is

in contrast to reward-manipulation attacks where an attacker can change the reward to any value.

2.2 Attack on UCB and Cost Analysis

In this section, we use UCB algorithm as an example to illustrate the effects of action-manipulation

attack. We will introduce LCB attack strategy on the UCB bandit algorithm and analyze the cost.

2.2.1 Attack strategy

UCB algorithm [12] is one of the most popular bandit algorithm. UCB algorithm keeps optimism
in the face of uncertainty and chooses the arm with the highest upper confidence bound of its
estimated reward. In UCB algorithm, the user initially pulls each of the K arms once in the first K
rounds. After that, the user chooses arms according to

log
It:argm?x{m(t—l)ma #‘_1)} 2.3)

Under the action-manipulation attack, as the user does not know that r; is generated from arm I
instead of I;, the empirical mean /i;(¢) computed using (2.1]) is not a proper estimate of the true

mean reward of arm ¢ anymore. On the other hand, the attacker is able to obtain a good estimate of

i by
A =N D (24)
seT(t)
where 70(t) == {s : s < t,I? = i} is the set of rounds up to ¢ when the attacker changes an

arm to arm ¢, and N2(t) = |70(t)] is the number of pulls of post-attack arm 7 up to round ¢. This

information gap provides a chance for attack. In this section, we assume that the target arm is not
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the worst arm, i.e., ux > p;,, . We will discuss the case where the target arm is the worst arm in
Chapter[2.2.3]

The proposed attack strategy works as follows. In the first A rounds, the attacker does not
attack. After that, at round ¢, if the user chooses a non-target arm /;, the attacker changes it to arm

I? that has the smallest lower confidence bound (LCB):

I) = argmin {4 (t — 1) — CB (N;(t — 1),6) }, (2.5)
where
202 T2K N2
B(N,0) =1/ =1 2.

Here § € (0, 1) is a parameter that is related to the probability statements in the analytical results
presented in Chapter [2.2.2] We call our scheme as LCB attack strategy. Note that the form of
is slightly different from typical form used in UCB algorithms. We choose to use this form for
the simplicity of proofs. If at round ¢ the user chooses the target arm, the attacker does not attack.
Thus the cumulative attack cost of our LCB attack scheme is equal to the total of times when the

non-target arms are selected by the user. The algorithm is summarized in Algorithm [2.1]

Algorithm 2.1 LCB attack strategy on UCB algorithm
Require:
The user’s bandit algorithm namely UCB algorithm, target arm K
1: fort=1,2,... do

2:  The user chooses arm /; to pull according to UCB algorithm (2.3)).

3: if [, = K then

4: The attacker does not attack, and /. tO = I..

5:  else

6: The attacker attacks and changes arm I; to I chosen according to (2.3).
7:  endif

8:  The environment generates reward r; from arm I}.

9:  The attacker and the user receive 7.
10: end for

Here, we highlight the main idea why LCB attack strategy works. As discussed in Chapter [2.1]

if the attacker knows which arm is the worst, the attacker can simply change the action to the worst
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arm when the user pulls the non-target arm. The main idea of the attack scheme is to estimate the
mean of each arm, and change the non-target arm to the arm whose lower confidence bound is the
smallest. Effectively, this will almost always change the non-target arm to the worst arm. More
formally, for ¢ # K, we will show that this attack strategy will ensure that /i; computed using
by the user converges to 1i;,,. On the other hand, as the attacker does not attack when the user
selects K, jix computed by the user will still converge to the true mean px with Nk increasing.
Because the assumption that the target arm is not the worst, which implies that jtx > 1, , ft; could
be smaller than [ix. Then the user will rarely pull the non-target arms as ji; is smaller than [ix.

Hence, the attack cost would also be small. The rigorous analysis of the cost will be provided in

Chapter[2.2.2]

2.2.2 Cost analysis

To analyze the cost of the proposed scheme, we need to track /i{(t), the estimate obtained by the
attacker using (2.4), and /1;(t), the estimate obtained by the user using (2.1).
The analysis of ) (¢) is relatively simple, as the attacker knows which arm is truly pulled and

hence [0 (t) is the true estimate of the mean of arm . Define event

& = {Vi,Vt > K + |[i2(t) — pui| < CB(NO(t),6)}. 2.7)

In specific, event & is the event that the empirical mean at step ¢ computed by the attacker
using (2:4), i.e. i{(¢), is not far from the true mean y; by CB(N?(t), ), for any arm i at any
step t. The following lemma, proved in [43], shows that the attacker can accurately estimate the

average reward to each arm.
Lemma 1. (Lemma 1 in [43]) For § € (0,1),P(&) > 1 — 4.

The analysis of /i;(t) computed by the user is more complicated. When the user pulls arm
1, because of the action-manipulation attacks, the random rewards may be drawn from different

reward distributions. Define 7; ;(t) := {s : s < t,I; = i and I? = j} as the set of rounds up to
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t when the user chooses arm 7 and the attacker changes it to arm j. We define the empirical mean

rewards of a part of arm ¢ whose post-attack arm is j by
fig(t) = Nig®)™ > 7, (2.8)
SGTZ‘J (t)

where Nl7j<t) = |Tz7j(t)’

Define event

€ = {001 > K s iny0) — 5] < CB (N, 3 ) | 29)

In specific, event &, is the event that the empirical mean at step ¢ computed by (2.4), i.e. /1, ;(t), is
not far from the true mean y; by CB(N; (), §/K), for any arm 7 and any post-attack arm j at any

step .
Lemma 2. For§ € (0,1), P(&) > 1 —6.
Proof. Please refer to Appendix [

Lemma 2] shows a high-probability confidence bounds of the empirical mean rewards of a part
of arm ¢ whose post-attack arm is j.
Although 7, in (2.1), used to calculate /i;(¢), may be drawn from different reward distributions,

we can build a high-probability bound of /i;(t) with the help of Lemma 2]

Lemma 3. Under event &, for all arm ¢ and all ¢ > K, we have

1 N;(t) o
1;(t) — < CB = |, 2.10
f1:(t) 0 > o ( e K) (2.10)
seT;(t)
Proof. Please refer to Appendix [

Under events £ and &, we can build a connection between /i;(¢) and p;,,,. In the proposed

LCB attack strategy, the attacker explores and exploits the worst arm by a lower confidence bound
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method. Thus, when the user pulls a non-target arm, the attacker changes it to the worst arm at
most of rounds, which means that for all ¢ # K, ji;(¢) will converge to fi;,, as N;(t) increases.

Lemma {4{ shows the relationship between /1;(t) and j;,,, .

Lemma 4. Under events &£ and &, using LCB attack strategy we have

, Vi, t. (2.11)

(D) < i+ 802  mK{ \/202K T2(N;(1))?
2 > My,

1 1
Ni(t) 2= Dy 0 30 Ni(t) BT 30

Proof. Please refer to Appendix [

Lemma 4| shows an upper bound of the empirical mean reward of pre-attack arm 7, for all arm

i # K. Our main result is the following upper bound on the attack cost |C]|.

2
Theorem 1. With probability at least 1 — 26, when 7" > <”§—5K> ) using LCB attack strategy
specified in Algorithm [2.1] the attacker can manipulate the user into pulling the target arm in at

least 7' — |C| rounds, with an attack cost

2

K—1 802 mKT?\’
< D+ 4AAg; 1 2.12
’C’ _4A%(iw CI + (Cl + K,iw j; Aj,iw 0og 35 ) ( )
) W
where C = 30+/log T + /202K log ”Z?Q.
Proof. Please refer to Appendix [

The expression of the cost bound in Theorem |l| is complicated. The following corollary

provides a simpler bound that is more explicit and interpretable.

Corollary 1. Under the same assumptions in Theorem 1] the total attack cost |C| of Algorithm[2.1]

. Ag.
A2 T A.V. K Z AK - ’ (2.13)
Kiw g W gt W
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and the total number of target arm pulls is 7" — |C|.

From Corollary (I} we can see that the attack cost scales as log7. Two important constants

AI:Z'W and > i AAI;‘:VV have impact on the prelog factor. In Chapter we provide some
numerical examples to illustrate the effects of these two constants on the attack cost.

In the above analysis, the attacker has only one target arm and aims to force the user to pull
it. We can extend our algorithm to the scenario where there is a set of target arms and the attacker
aims to manipulate the user into pulling any one of them very frequently. For this case, we need an
assumption that the worst arm is not in the target set. When the user pulls a target arm, the adversary
does not attack. When the user pulls a non-target arm, the LCB attack strategy can change it to the
worst arm at most of rounds. In this way, the estimate of any non-target arm could be smaller than

the estimate of any target arm. As a result, the user will rarely pull the non-target arms and pull

arms in the target set very frequently. The attack cost also scales as log(T).

2.2.3 Attacks fail when the target arm is the worst arm

One weakness of our LCB attack strategy is that the attack target arm is necessarily a non-worst
arm. In the LCB attack strategy, the attacker cannot force the user to pull the worst arm very
frequently by spending only logarithmic cost. The main reason is that, when the target arm is the
worst, the average reward of each arm is larger or equal to that of the target arm. As the result,
our attack scheme is not able to ensure that the target arm has a higher expected reward than
the user’s estimate of the rewards of other arms. In fact, the following theorem shows that all
action-manipulation attack cannot manipulate the UCB algorithm into pulling the worst arm more

than 7' — O(log(T")) by spending only logarithmic cost.

Theorem 2. Let § < 4. Suppose the attack cost is limited by O(log(T’)). Then no attack can force
the UCB algorithm to pick the worst arm more than 7' — O(7T'“) times with probability at least

1 — 4, in which o < 1.

Proof. Please refer to Appendix O
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This theorem shows a contrast between the case where the target arm is not the worst arm and
the case where the target arm is the worst arm. If the target arm is not the worst arm, our scheme
is able to force the user to pick the target arm 7" — O(log(7T")) times with only logarithmic cost.
On the other hand, if the target arm is the worst, Theorem [2| shows that there is no attack strategy
that can force the user to pick the worst arm more than 7' — O(7T*) times while incurring only
logarithmic cost.

In the proof of Theorem[2] we do not use the assumption on whether the attacker knows the true
underlying mean vector or not. Hence this theorem is also valid even when the attacker knows the
true underlying mean vector and can carry out an oracle attack. To further illustrate the challenges
arise for the case where the target arm is the worst arm, we now study the oracle attack for this
case. Even though the attacker knows the true underlying mean vector, it is difficult for him to carry
out the attack. The main reason is that, since the target arm is the worst arm, in order to make this
arm appears to be better to the user, the attacker now needs to attack even when the user pulls the
target arm, i.e., to change it to the best arm. Hence the attack has two parts: 1) when the user pulls
a non-target arm, the attacker changes the arm to the worst arm; 2) when the user pulls the target
arm, the attacker changes the arm to the best arm sometimes. We set the number of rounds that the
attacker change the target arm to the best arm as C'x. So the attack cost has two parts: the number
of rounds where the user pulls a non-target arm and Cx. The following proposition analyze the

cost of this oracle attack.

2 K2
126

4
Proposition 1. With probability at least 1 — §, when T" > ( > , given the number of rounds
that the attacker change the target arm to the best arm as C', the oracle attack can manipulate the

user into pulling the target arm that is the worst arm in at most

LK —1)0*T?log L T(K —1)

27 K
<KCKA1'O7K + 604/ KT log %)

(2.14)

T — min

31



rounds, with an attack cost |C| at least

LK —1)0®T?log £ T(K -1
Cc + min (K- Vo los g T - ) (2.15)
(KCKAiO,K + 604/ KT log %)
Proof. Please refer to Appendix [A.1.6 O

Compared with the performance of LCB attacks for the cases when the target arm is the worst
arm, the oracle attack for the case when the target arm is the worst arm requires significantly more
attack cost to achieve the similar performance. According to Proposition (I} in order to manipulate
the user into pulling the target arm in 7' — O(log T') rounds, the C'x should scale as 7. The attack is
extremely ineffective, as now the attack cost scales with 7'. Furthermore, from (2.13)), to minimize

the cost, we need to set

Cp = — 2 1K(K—1)A- 272 og %—6 KTlog = (2.16)
K= KA, \\2 io. KT 408 7y S K '

which scales as €2 (Tg(log T)g) Hence, for the case where the target arm is the worst arm, the

minimal attack cost of the oracle attack is large. There is no effective attacks when the target arm

is the worst arm.

2.3 Robust Algorithm and Regret Analysis

The results in Chapter[2.2]expose a significant security threat of the action-manipulation attacks on
MABs. Under only O(log(7T)) times of attacks carried out using the proposed LCB strategy, the
UCB algorithm will almost always pull the target arm selected by the attacker. Although there are
some defense algorithms [65]] and universal best arm identification schemes [87] for stochastic or
adversarial bandit, they do not apply to the action-manipulation attack setting. This motivates us
to design a new bandit algorithm that is robust against action-manipulation attacks. In this section,

we propose such a robust bandit algorithm and analyze its regret.

32



2.3.1 Robust bandit algorithm

In this section, we assume that a valid upper bound A for the cumulative attack cost |C| is known
for the user, although the user does not have to know the exact cumulative attack cost |C|. A does
not need to be constant, it can scale with 7. In other words, for a given A, our proposed algorithm
is robust to all action-manipulation attacks with a cumulative attack cost |C| < A. This assumption
is reasonable, as if the cost is unbounded, it will not be possible to design a robust scheme.

We first introduce some notation. Denote N(¢ — 1) := (Ny(t — 1),..., Ng(t — 1)) as the
vector counting how many times each action has been taken by the user, and fi(t — 1) = (ji1(t —
1),..., fux(t—1)) as the vector of the sample means computed by the user. The proposed algorithm
is a modified UCB method by taking the maximum possible mean estimate offset due to attack into
consideration. We name our scheme as maximum offset UCB (MOUCB).

The proposed MOUCB works as follows. In the first 2AK rounds, MOUCB algorithm pulls

each arm 2A times. After that, at round ¢, the user chooses an arm /; by a modified UCB method:

I = axgmax (i (t = 1)+ BNt — 1) + (At~ D.NE-1)}, @17
where
(@t = 1N = 1) = o %
s ({1 — 1) = (= 1)+ BN~ 1)) + B~ 1)},
and

- 2 ] 2.18
e N log (2.13)

30

B(N) = CB (N 5) _ 202K T2 N2

The algorithm is summarized in Algorithm [2.2]

Compared with the original UCB algorithm in (2.3), the main difference is the additional term
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Algorithm 2.2 Proposed MOUCB bandit algorithm
Require:
A valid upper bound A for the cumulative attack cost.
1: fort=1,2,... do
2 if t <2AK then
3 The user pulls the arm whose pull count is the smallest, i.e. [, = arg min; NV;(t — 1).
4: else
5: The user chooses arm [, to pull according (2.17).
6:
7
8
9

end if
if The attacker decides to attack then
The attacker attacks and changes [; to I.
. else

10: The attacker does not attack and I = I;.
11:  endif
12:  The environment generates reward 7; from arm 7.
13:  The attacker and the user receive ;.
14: end for

v(f(t — 1), N(¢t — 1)) in (2.17). We now highlight the main idea why our bandit algorithm works
and the role of this additional term. In particular, in the standard multi-armed stochastic bandit
problem, /i;(t) is a proper estimation of y;, the true mean reward of arm i. However, under the
action-manipulation attacks, as the user does not know which arm is used to generate ry, [i;(t) is
not a proper estimate of the true mean reward anymore. However, we can try to find a good bound

of the true mean reward. If we know A the reward difference between the optimal arm and

10, W
the worst arm, we can describe the maximum offset of the mean rewards caused by the attack. In

particular, we have

A 1 A
i 0 < < 1 N i s 2.19
2 Nz(t> oW = Nl(t) ;t),ulg < g+ Nl(t) oA ( )
which implies
< A A b2 > (2.20)
Hi > Nz(t) 10, Nl(t) Hro.- .

seTi(t)
In (2.20), the first term in the right hand side is the maximum offset that an attacker can

introduce regardless of the attack strategy. The second term in the right hand side is related to
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the mean estimated by the user. In particular, under event &, as shown in Lemma 3| we have

1
Ni(t)

>y < fu(t) + BNi(t)). (2.21)

seT;(t)

Hence, regardless the attack strategy, we have a upper confidence bound on y;:

. A
e < ) + 37 5 Buo BN, (2.22)

In our case, however, A is also unknown. In our algorithm, we obtain a high-probability bound

10, iw

on A

Aigiy <2 max {ii — iy + B (Ni(t)) + B (N; (1))}, (2.23)

which will proved in Lemma [5|below. Now, the second term of (2.22)) becomes (1 (t—1), N(t—1))

if we replace A with the bound (2.23)), and we obtain our final algorithm.

10,iW

The design of robust algorithms under the adversarial setup can be alternatively viewed as
a MABs problem with limited number of mean changes. When the user pulls a single arm, the
rewards he receives are drawn from different reward distributions with different means. The means
are varying with time because of the manipulation of the attacker. The means change between only
K fixed values. In our setting, if the attacker does not decide to attack, the arm chosen by the
user does not change and the mean does not change. In this sense, the attack cost is the number of
rounds when the mean is different from the initial value. In most rounds, each arm corresponds to

a fixed but unknown reward distribution. However, in at most A rounds, the mean of each arm is

varying between K — 1 fixed values.

2.3.2 Regret analysis

Lemmal5|shows a bound of A the maximum reward difference between any two arms, under

10, W

event &,.
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Lemma 5. For § < %, t > 2AK and under event &, MOUCB algorithm have

Aigiw < 2max {jy; — fi; + B (Ni(t)) + 5 (N; (1))}
7 (2.24)

o?K = 4m?A?
S 2Ai07iW + 8\/ A 10g 35

Proof. Please refer to Appendix |A.2.1 0

Using Lemma 5] we now bound the regret of Algorithm

Theorem 3. Let A be an upper bound on the total attack cost |C|. For 6 < % and T > 2AK,

MOUCB algorithm has pseudo-regret R(T')

_ 802K w2T? 02K 472 A2
R(T) < Z max { A, log % VA <Az~o7a + 20,00 + 8\/ T log %5 ) } . (2.25)

with probability at least 1 — 9.
Proof. Please refer to Appendix [A.2.2] O

Theorem [3] reveals that our bandit algorithm is robust to the action-manipulation attacks. If
the total attack cost is bounded by O(logT), the pseudo-regret of MOUCB bandit algorithm
is still bounded by O(logT'). This is in contrast with UCB, for which we have shown that the
pseudo-regret is O(T') with attack cost O(logT") in Chapter If the total attack cost is up to
Q(log T'), the pseudo-regret of MOUCB bandit algorithm is bounded by O(A), which is linear
in A. Note that in the design of defense strategy, we do not assume what the attack strategy is.
MOUCSB can defend against both LCB attacks and oracle attacks. In fact, MOUCB is robust to all
action-manipulation attacks, as long as the total attack cost is smaller than A. In a sense, A can be
viewed as a parameter chosen by the user to strike a balance between performance and robustness
against attacks: the larger the value A is, the larger class of attacks the user can defend against, but

with the cost of a larger regret.
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2.4 Numerical Results

In this section, we provide numerical examples to illustrate the analytical results obtained. In our
simulation, the bandit has 10 arms. The rewards distribution of arm i is N (u;, o). The attacker’s
target arm is K. We let 9 = 0.05. We then run the experiment for 20 trials and in each trial we run

T = 107 rounds.

2.4.1 LCB attack strategy

We first illustrate the impact of the proposed LCB attack strategy on UCB algorithm.

6
10 x10~ ‘ ‘ ‘ .

5 gl - - - Attacked ’/"
8 ——without attacks L
% 67 I"
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E 4
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Figure 2.2: Number of rounds the target arm was pulled

In Figure [2.2] we fix 0 = 0.1 and Ak ;,, = 0.1 and compare the number of rounds at which
the target arm is pulled with and without attack. In this experiment, the mean rewards of all arms
are 1.0, 0.9, 0.8, 0.7, 0.6, 0.5, 0.4, 0.3, 0.1, and 0.2 respectively. Arm K is not the worst arm, but
its average reward is lower than most arms. The results are averaged over 20 trials. The attacker

successfully manipulates the user into pulling the target arm very frequently.

In Figure @ in order to study how —%— affects the attack cost, we fix Ag;,, = 0.1 and set

Ak, iy,
o as 0.1, 0.3 and 0.5 respectively. The mean rewards of all arms are the same as above. From the

g

Ak

figure, we can see that as
VW

increases, the attack cost increases. In addition, as predicted in our

analysis, the attack cost increases with 7', the total number of rounds, in a logarithmic order.
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Figure 2.4: Attack cost vs > AKiw

JEW Djiy,

. . Ak.i . .
Figure [2.4] illustrates how . 2K affects the attack cost. In this experiment, we fix
g JjFiw A p
1t W

g
Ak iy,

= 1 and set Ak, as 0.2, 0.6 and 0.9 respectively. The mean rewards of all arms are the

. ARy - .
same as above. The figure illustrates that, as » ki AI,(’, . increases, the attack cost also increases.
gy

This is consistent with our analysis in Corollary [T}

2.4.2 MOUCB bandit algorithm

We now illustrate the effectiveness of MOUCB bandit algorithm.

In this experiment, we use the similar setting as in the simulation of the LCB attack scheme. The
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mean rewards of all arms are set to be 1.0, 0.8, 0.9, 0.5, 0.2, 0.3, 0.1, 0.4, 0.7, and 0.6 respectively.
The total attack cost |C| is limited by 2000. A given valid upper bound for total attack cost is

A = 3000. The results are averaged over 20 trials.
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Figure 2.5: Comparison of number of rounds the optimal arm was pulled

In Figure we simulate MOUCB algorithm with two different attacks, and compare the
numbers of rounds when the optimal arm is pulled under these attacks. The first attack is the LCB
attack discussed in Chapter[2.2] The second attack is the oracle attack, in which the attacker knows
the true mean reward of arms and implements the oracle attacks that change any non-target arm to a
worst arm (see the discussion in Chapter [2.1). For comparison purposes, we also add the curve for
MOUCB under no attack, and the curve for UCB under no attack. The results show that, even under
the oracle attack, the proposed MOUCB bandit algorithm achieves almost the same performance
as the UCB without attack.

To further compare the performance of UCB and MOUCB, in Figure we illustrate the
performance of UCB algorithm for the three scenarios discussed above: under LCB attack,
under oracle attack and under no attack. The results show that both LCB and oracle attacks can
successfully manipulates the UCB algorithm into pulling a non-optimal arm very frequently, as the
curves for the LCB attack and oracle attack are far away from the curve for no attack. This is in
sharp contrast with the situation for MOUCB algorithm shown in Figure where the all curves

are almost identical.
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Figure 2.6: Number of rounds the optimal arm was pulled using UCB algorithm
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Figure 2.7: Pseudo-regret of MOUCB algorithm
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Figure and Figure [2.8|illustrate the pseudo-regret of MOUCB bandit algorithm and UCB
bandit algorithm respectively. In Figure as predicted in our analysis, MOUCB algorithm
archives logarithmic pseudo-regrets under both LCB attacks and the oracle attacks. Furthermore,
the curves under both attacks are very close to that of the case without attacks. However,
as shown in Figure 2.8 the pseudo-regret of UCB grows linearly under both attacks, while
grows logarithmically under no attack. The figures again show that UCB is vulnerable to

action-manipulation attacks while the proposed MOUCB is robust to the attacks (even for oracle

attacks).
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Figure 2.8: Pseudo-regret of UCB algorithm

2.5 Conclusion

In this chapter, we have introduced a new class of attacks on stochastic bandits: action-manipulation
attacks. We have analyzed the attack against the UCB algorithm and proved that the proposed
LCB attack scheme can force the user to almost always pull a non-worst arm with only logarithm
effort. To defend against this type of attacks, we have further designed a new bandit algorithm
MOUCSB that is robust to action-manipulation attacks. We have analyzed the regret of MOUCB
under any attack with bounded cost, and have showed that the proposed algorithm is robust to the

action-manipulation attacks.
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Chapter 3

Action Attacks on Contextual Bandits

In this chapter, we introduce action poisoning attacks against linear contextual bandits and some
efficient attack strategies. We also extend the proposed attack strategies to generalized linear
mode. In Section[3.1] we describe the model. In Section [3.2] we describe the attack strategies and
analyze their accumulative attack cost. In Section [3.3] we extend the proposed attack strategies to
generalized linear model. In Section [3.4] we provide numerical examples to validate the theoretic

analysis. The proofs are collected in Appendix

3.1 Problem Setup

Consider the standard contextual linear bandit model in which the environment consists of A arms.
In each round ¢t = 1,2,3,...,T, the agent observes a context x; € D where D C R%, pulls an
arm [; and receives a reward 7, 7,. Each arm i is associated with an unknown but fixed coefficient
vector 6, € © where © C R In each round ¢, the reward satisfies rer, = (¢, 01,) + nt, where 7
is a conditionally independent zero-mean R-subgaussian noise and (-, -) denotes the inner product.
Hence, the expected reward of arm 7 under context x, follows the linear setting E[r,;] = (x4, 6;)
for all ¢ and all arm . If we consider the o-algebra F; = o(x1,...,Tw1, M1, .., M), T; becomes
F, 1 measurable and 7, becomes F; measurable.

In this chapter, we assume that there exist . > 0 and S > 0, such that for all round ¢ and arm
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i, ||z¢]l < L and ||6;]| < S, where || - |2 denotes the f,-norm. We assume that there exist D C R?
such that for all ¢, z; € D and, for all x € D and all arm ¢, (z, 6;) > 0.

The agent is interested in minimizing the cumulative pseudo-regret

T
Ry = ((w1,01;) — (x1,01,)) . 3.1)
t=1

where [ = arg max;(xy, 6;).

In this chapter, we introduce a novel adversary setting, in which the attacker can manipulate
the action chosen by the agent. In particular, at each round ¢, after the agent chooses an arm I;,
the attacker can manipulate the agent’s action by changing I; to another I € {1,..., K}. If the
attacker decides not to attack, I? = I,. The environment generates a random reward 74,70 based on
the post-attack arm I and the context ;. Then the agent and the attacker receive reward 7,70 from
the environment. Since the agent does not know the attacker’s manipulations and the presence of
the attacker, the agent will still view 7, ;o as the reward corresponding to the arm /;.

The goal of the attacker is to design attack strategy to manipulate the agent into pulling a target
arm very frequently but by making attacks as rarely as possible. Without loss of generality, we
assume arm K is the “attack target” arm or target arm. Define the set of rounds when the attacker
decides to attack as C := {t : t < T,I? # I;}. The cumulative attack cost is the total number
of rounds where the attacker decides to attack, i.e., |C|. The attacker can monitor the contexts, the
actions of the agent and the reward signals from the environment.

We now compare the three types of poisoning attacks against contextual linear bandit: reward
poisoning attack, action poisoning attack and context poisoning attack. In the reward poisoning
attack [26,|67]], after the agent observes context x; and chooses arm [;, the environment will
generate reward 7, ;, based on context x; and arm ;. Then, the attacker can change the reward 7 ;,
to 7, and feed 7; to the agent. Compared with the reward poisoning attacks, the action poisoning
attack considered in this chapter is more difficult to carry out. In particular, as the action poisoning

attack only changes the action, it can impact but does not have direct control of the reward signal.
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By changing the action I; to I, the reward received by the agent is changed from r¢ ;, to r, o which
is a random variable drawn from a distribution based on the action I} and context x;. This is in
contrast to reward poisoning attacks where an attacker has direct control and can change the reward
signal to any value 7, of his choice. In the context poisoning attack [26], the attacker only changes
the context shown to the agent. The reward is also generated based on the true context x; and the
agent’s action [;. Nevertheless, the agent’s action may be indirectly impacted by the manipulation
of the context, and so as the reward. Since the attacker attacks before the agent pulls an arm, the
context poisoning attack is the most difficult to carry out. As mentioned in the introduction, the
goal of this chapter is not to promote any particular types of poisoning attacks. Instead, our goal is
to understand the potential risks of action poisoning attacks, as the safe applications and design of
robust contextual bandit algorithm relies on the addressing all possible weakness of the models.
As the action poisoning attack only changes the actions, it can impact but does not have direct
control of the agent’s observations. Furthermore, when the action space is discrete and finite, the
ability of the action poisoning attacker is severely limited. It is reasonable to limit the choice of the

target policy. Here we introduce an important assumption that the target arm is not the worst arm:

Assumption 1. For all x € D, the mean reward of the target arm satisfies (z,0x) >

mine (k] (r,0;).

If the target arm is the worst arm in most contexts, the attacker should change the target arm to
a better arm or the optimal arm so that the agent learns that the target set is optimal for almost every
context. In this case, the cost of attack may be up to O(7T’). Assumption [1|does not imply that the
target arm is optimal at some contexts. The target arm could be sub-optimal for all contexts. Fig.[3.1]
shows an example of one dimension linear contextual bandit model, where the x-axis represents
the contexts and the y-axis represents the mean rewards of arms under different contexts. As shown
in Fig. arms 3 and 4 satisfy Assumption|[I] In addition, arm 3 is not optimal at any context.

Under Assumption |1} there exists @ € (0,3) such that max,cp % < (1 = 2a).
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Mean Reward(<x,0>)

Context(x)

Figure 3.1: An example of one dimension linear contextual bandit model.

Equivalently, Assumption (1|implies that there exists a € (0, %), such that for all ¢, we have

(1 —2a)(xy, 0 ) > min(axy, 0;). (3.2)

1€[K]

Assumption/[l]is necessary in our analysis to prove a formal bound of the attack cost. In practice,

the proposed algorithms in Section [3.2.2]and [3.2.3| may still work if the target arm is the worst in a

small portion of the contexts (as illustrated in the numerical example section).

3.2 Attack Schemes and Cost Analysis

In this section, we introduce action poisoning attack schemes in the white-box setting and
black-box setting respectively. In order to demonstrate the significant security threat of action
poisoning attacks to linear contextual bandits, we investigate our action poisoning attack strategy
against a widely used algorithm: LinUCB algorithm. Furthermore, we analyze the attack cost of

our action poisoning attack schemes.

3.2.1 Overview of LinUCB

For reader’s convenience, we first provide a brief overview of the LinUCB algorithm [S53]]. The
LinUCB algorithm is summarized in Algorithm [3.1] The main steps of LinUCB are to obtain

estimates of the unknown parameters 6; using past observations and then make decisions based on
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these estimates. Define 7;(¢) := {s : s < t,I, = i} as the set of rounds up to ¢t where the agent
pulls arm . Let N;(t) = |7;(¢)|. Then, at round ¢, the ¢y-regularized least-squares estimate of 0;

with regularization parameter A > 0 is obtained by [53]]

Oi=Vi' | D ], (3.3)
ker;(t—1)
where Vi; = 37, .,y 2x), + AT with I being identity matrix.
After 6;’s are obtained, at each round, an upper confidence bound of the mean reward has to be
calculated for each arm (step 5 of Algorithm [3.1)). Then, the LinUCB algorithm picks the arm with
the largest upper confidence bound (step 7 of Algorithm [3.1)). By following the setup in “optimism

in the face of uncertainty linear algorithm” (OFUL) [1f], we set

Bri = VAS + R\/2log K6 + dlog (1 + L2N;(t)/(A\d)).

We define w(N) = VAS + R\/2log K/ + dlog (1 + L2N/(\d)). It is easy to verify that w(N)

is a monotonically increasing function over N € (0, +00).

Algorithm 3.1 Contextual LinUCB [53]]
Require:
regularization A, number of arms K, number of rounds 7', bound on context norms L, bound
on parameter norms S.
1: Initialize for every arm i, V; <— AL b; < 0, éi — Vi_lbl-.
2. fort=1,2,...,Tdo
3:  observe the context x;.
fori=1,2,..., K do
Compute the upper confidence bound: p; ; < xtTé, + Briv/ thVi_lxt.
end for
Pull arm [; = arg max; py ;.
The environment generates reward r; according to arm ;.
The agent receive 7. X
10: ‘/It — V}t + ZL‘tl’tT, b[t < b[t + T, Glt — ‘/It_lb[t'
11: end for

e A A
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3.2.2 White-box attack

We first consider the white-box attack scenario, in which the attacker has knowledge of the
environment. In particular, in the white-box attack scenario, the attacker knows the coefficient
vectors 6;’s for all . The understanding of this scenario could provide useful insights for the more
practical black-box attack scenario to be discussed in Section[3.2.3]

Our proposed attack strategy works as follows. When the agent chooses arm K, the attacker

does not attack. When the agent chooses arm [; # K, the attacker changes it to arm

K with probability ¢,
I} = (3.4)

I} with probability 1 — ¢,

where II = arg min;(xy, 0;) and

(1 — a){xy, O ) — min;(zy, ;)
(24, 0r) — ming(zy, 0;)

(3.5)

€t —

We now explain the main idea behind the attack strategy specified in (3.4) and (3.5)). Intuitively
speaking, using (3.4) and (3.5)), the attacker can manipulate the agent into learning some particular
coefficient vectors. In particular, for arm K (the target arm), the agent obtains the true coefficient
vector 6. For any arm ¢ # K, because of the attacks, the agent will obtain an estimate of arm ¢’s
coefficient vector to be close to (1 — «)fk. This can be seen as follows. Under Assumption |1|and
the fact that the mean rewards are positive, we have that 1/2 < ¢, < 1 — «. Under the white-box
attack, when the agent pulls a non-target arm I; # K, the mean reward received by the agent
should satisfy

Elry po|Fi1, It] = E[(z, 070) | Fi—1, 1]

= ez, 0k) + (1 — &) m}n(xt, 0;) = (1 — a)(xy, Ok ).

Because of the positive mean reward assumption and the fact that 0 < 1 —a < 1, the target arm K
appears to be the optimal arm for any context. Hence the proposed white-box attack strategy can

easily mislead an agent who employs a contextual bandit algorithm with sublinear pseudo-regret,
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as shown in the following proposition whose proof can be found in Appendix The proposed
attack strategy can be further extended to the generalized linear contextual bandit model. We

discuss the generalized linear contextual bandit model in Section[3.3]

Proposition 2. For 6 > 0. Suppose the agent employs a linear contextual bandit algorithm whose
cumulative pseudo-regret is upper bounded by o(7") over 7" with probability at least 1 — §. When
using the proposed white-box attack scheme, with probability at least 1 — J, the attacker can force
the agent to pull the target arm for 7' — o(T") times, while the total attack cost |C| is upper bounded

by o(T).

Proposition 2 applies to any contextual bandit algorithm whose cumulative pseudo-regret is
upper bounded by o(7'). To further illustrate the proposed attack scheme, we now provide a
finer analysis the impact of this attack on LinUCB described in Algorithm We first build
a high probability bound for the estimate of parameter at the agent, when the agent computes
the estimate of ¢; by (3.3) and the attacker employs the white-box attack. Recall that w(N) =

VAS 4+ Ry/21og K/6 + dlog (1 + L2N/(\d)).

Lemma 6. Under the proposed white-box attack, the estimate of ; for each arm 7 obtained by

LinUCB agent as described in Algorithm [3.1]satisfies

27— 2l (1= )| < (w(Ni(1) + LS/051og (2KT/) ) [l . (3.6)

with probability 1 — 2(K — 1)0/K, for all arm ¢ # K and all t > 0. Here, ||z||y = V2TV z is the

weighted norm of vector x for a positive definite matrix V.

The proof of Lemma [f] is provided in Appendix Lemma [6] shows that, under our
white-box attack, the agent’s estimate of the parameter of non-target arm, i.e. 6;, will converge
to (1 — «a)fk. Thus, the agent is misled to believe that arm K is the optimal arm for every context
in most rounds. The following theorem provides an upper bound of the cumulative cost of the

attack.
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Theorem 4. Define v = min,ep(z, k). Under the same assumptions as in Lemma [6] for any
0 > 0 with probability at least 1 — 29, for all 7" > 0, the attacker can manipulate the LinUCB agent

into pulling the target arm in at least 7" — |C| rounds, using an attack cost

o <2UE-1)

o (14 TL2/(dN)) <2w(T) + LS,/051og (2KT/5)>2 . (3.7)

The proof of Theorem []is provided in Appendix Theorem 4] shows that our white-box
attack strategy can force LinUCB agent into pulling the target arm 7 — O(log? T') times with attack

cost scaled only as O(log® T').

3.2.3 Black-box attack

We now focus on the more practical black-box setting, in which the attacker does not know any
of arm’s coefficient vector. The attacker knows the value of « (or a lower bound) in which the
equation (3.2)) holds for all ¢. Although the attacker does not know the coefficient vectors for all
arms, the attacker can compute an estimate of the unknown parameters by using past observations.
On the other hand, there are multiple challenges brought by the estimation errors that need to
properly addressed.

The proposed black-box attack strategy works as follows. When the agent chooses arm K, the

attacker does not attack. When the agent chooses arm /; # K, the attacker changes it to arm

K with probability ¢,
I} = (3.8)

I with probability 1 — ¢,

where
1} = argmin ((mt, 60 — 52i|yxt||(%?i),1> , (3.9)
and
B = 61 (w(N] (1) + LS\ /0.5log RKT/S)) (3.10)
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¢; = 1/awheni # K and ¢ = 2, and

A~ ~

(1= a)(ae, 0 ) — (e, 0) )
, - —t 1o, (3.11)
<$t7 0t,K> - <xt7 9t713>

e = clip

N | —

with clip(a, x,b) = min(b, max(z, a)) where a < b.
For notational convenience, we set ]j = K and ¢, = 1 when [, = K. We define that, if 1 # K,

() = {s:s <t, Il =i} and N] (t) = |7/ ()] ; ). (t) := {s : s <t} and NI (¢) = |7L(2)].

i 7

é?,i:(vt?z’)_l Z Wh,iT, 19Tk | (3.12)

ket (t—1)

where Vi, =37, 1, @y + Aland

(

1/e ifi=I=K
Wei = 1/(1—¢) ifi=1"=1I . (3.13)
0 ifi £ I

\

Here, ég ; 1s the estimation of ¢; by the attacker, while ém in (3.3)) is the estimation of 6; at the agent
side. We will show in Lemma (7| and Lemma @ that ég ;, will be close to the true value of §; while
ét,i will be close to a sub-optimal value chosen by the attacker. This disparity gives the attacker the
advantage for carrying out the attack.

We now highlight the main idea why our black-box attack strategy works. As discussed in
Section [3.2.2] if the attacker knows the coefficient vectors of all arms, the proposed white-box
attack scheme can mislead the agent to believe that the coefficient vector of every non-target arm is
(1—a)0k, hence the agent will think the target arm is optimal. In the black-box setting, the attacker
does not know the coefficient vector for any arm. The attacker should estimate the coefficient
vector of each arm. Then, the attacker will use the estimated coefficient vector to replace the true

coefficient vector in the white-box attack scheme. As the attacker does not know the true values of
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6;’s, we need to design the estimator é? ;» the attack choice I;r and the probability €, carefully. In
the following, we explain the main ideas behind our design choices.

Firstly, we explain why we design estimator égi using the form (3.12)), in which the attacker
employs the importance sampling to obtain an estimate of ;. There are two reasons for this. Firstly,
for a successful attack, the number of observation in arm ¢ # K will be limited. Hence if the
importance sampling is not used, the estimation variance of the mean reward (x, ¢;) at the attacker
side for some contexts  may be large. Secondly, the attacker’s action is stochastic when the agent
pulls a non-target arm. Thus, the attacker uses the observations at round ¢ when the attacker pulls
arm ¢ with certain probability, i.e. when ¢ € 7’:, to estimate ;. At the agent side, since the agent’s
action is deterministic, the agent uses the observations at round ¢ when the agent pulls arm ¢, i.e.
when ¢ € ;, to estimate 6,.

Secondly, we explain ideas behind the choice of LtT in (3.9). Under our black-box attack, when

the agent pulls a non-target arm /; # K, the mean reward received by the agent satisfies

Elr, o|Fi1, 1] = E[{xe, 0,0) | Fio1, 1]
(3.14)

= €t<$t7 0K> -+ (1 — 6t><xt7 912‘>

In white-box attack scheme, IZ is the worst arm at context z;. In the black-box setting, the attacker
does not know a prior which arm is the worst. In the proposed black-box attack scheme, as indicated
in (3.9), we use the lower confidence bound (LCB) method to explore the worst arm and Ij is the
arm whose lower confidence bound is the smallest.

Finally, we provide reasons why we choose ¢, using (3.11)). In our white-box attack scheme,
we have that 1/2 < ¢ < 1 — «. Thus, in our black-box attack scheme, we limit the choice of
€; to [1/2,1 — «]. Furthermore, in (3.5]) used for the white-box attack, ¢, is computed by the true
mean reward. Now, in the black-box attack, as the attacker does not the true coefficient vector, the

attacker use the estimation of 6 to compute the second term in the clip function in (3.1T].

0
£

In summary, our design of 0 [tT and €, can ensure that the attacker’s estimation égi is close

to 0;, while the agent’s estimation ém will be close to (1 — «)fk. In the following, we make
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these statements precise, and formally analyze the performance of the proposed black-box attack
scheme.
First, we analyze the estimation 92 ; at the attacker side. We establish a confidence ellipsoid of

(x1,0,) at the attacker.

Lemma 7. Assume the attacker performs the proposed black-box action poisoning attack. With

probability 1 — 29, we have

27600, — 270, < Brallell (3.15)

Vvtoi)fl .
holds for all arm ¢ and all £ > 0 simultaneously.

Lemma shows that é? lies in an ellipsoid with center at 6; with high probability, which implies
that the attacker has good estimate of each arm.
We then analyze the estimation ét,i at the agent side. The following lemma provides an upper

bound on the absolute difference between E[r, ;o[ Fy_y, [;] and (1 — a)(z, Ok ).

Lemma 8. Under the black-box attack, with probability 1 — 24, the estimate obtained by an

LinUCB agent satisfies

[Elre gl Fis, ] = (1= @){@e, 0} < (1= @)Bxcllaell gy + (1 + @) ) ] <V0 >—1

o}
simultaneously for all t > 0 when [; # K.

The bound in Lemma [8| consists of the confidence ellipsoid of the estimate of arm I;r and that
of arm K. As mentioned above, for a successful attack, the number of observations on arm ItT will
be limited. Thus, in our proposed algorithm, the attacker use the importance sampling to obtain
the estimate of 6;, which will increase the number of observations that can be used to estimate
the coefficient vector of arm ItT . Using Lemma (8} we have the following lemma regarding the

estimation ét,,- at the agent side.
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Lemma 9. Consider the same assumption as in Lemma With a probability at least 1 — @,

the estimate ém- obtained by the LinUCB agent will satisfy

{015 — af (1 = )]

(3.16)

< (1 +4d/ay/Klog (1 + tLQ/(d)\))> (w(Ni(t)) + LS/0.510g (2KT/5)> el
simultaneously for all arm ¢ ## K and all ¢ > 0.

Lemma [9) shows that, under the proposed black-box attack scheme, the agent’s estimate of the
parameter of non-target arm, i.e. 0;, will converge to (1 — o). Hence the agent will believe that
the target arm K is the optimal arm for any context in most rounds. Using these supporting lemmas,

we can then analyze the performance of the proposed black-box attack strategy.

Theorem 5. Define v = mingep(z, k). Under the same assumptions as in Lemma |§], with
probability at least 1 — 30, for all " > 0, the attacker can manipulate a LinUCB agent into pulling

the target arm in at least 7" — |C| rounds, using an attack cost

2
o) < 2K 1) (2+ 4_‘1\/K10g (1 + %2)) x
(ay) @ (3.17)

log (1 + Z—f) (W(T) + LS\/0510g (2KT/5))2.

Theorem [5] shows that our black-box attack strategy can manipulate a LinUCB agent into
pulling a target arm 7' — O(log® T') times with attack cost scaling as O(log® T'). Compared with

the result for the white-box attack, the black-box attack only brings an additional log 7" factor.

3.3 Generalized Linear Model

In this section, we extend the proposed attack strategy to the generalized linear contextual bandit
model. In the generalized linear model (GLM), there is a fixed, strictly increasing link function

i R — R such that the reward satisfies r; ;, = p((x,0y,)) + m:, Hence, the expected reward of
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arm ¢ under context x; follows the GLM setting: E[r;;] = p({x;, 6;)) for all ¢ and all arm 7. One
can verify that p(z) = x leads to the linear model and p(z) = exp(z)/(1 + exp(z)) leads to the
logistic model.

We assume that the link function x is continuously twice differentiable, Lipschitz with constant
k, and such that ¢, = infpeg sep f1(z760) > 0, where i denote the first derivatives of . It can be
verified that the link function of the linear model is Lipschitz with constant £, = 1 and which of
the logistic model is Lipschitz with constant &k, = 1/4.

The agent is interested in minimizing the cumulative pseudo-regret, and the cumulative

pseudo-regret for the GLM can be formally written as

Ry =Y (ul{ws,01:)) — nl(x1,61,))) . (3.18)

where I = arg max; pu((xy, 0;)).

For the GLM considered here, since p 1is a strictly increasing function, I/ =
arg max; u({x;, 0;)) = argmax;(xy, 6;). Thus, our proposed attack strategy can be extended to
the generalized linear contextual bandit model.

When the agent chooses arm K, the attacker does not attack. When the agent chooses arm

I, # K, the attacker changes it to arm

K with probability ¢,
I = (3.19)

I} with probability 1 — ¢,

where IZ = arg min;(x,, 0;) and

p(d — a){z, Ox)) — po(ming (2, 0;))

p((we, 0c)) — pu(miny (, 0,)) (3.20)

€t =

Similar as the proposed attack strategy on linear bandit model, the attacker can manipulate the

agent into learning some particular coefficient vectors. In particular, for arm K (the target arm),

54



the agent obtains the true coefficient vector 0. For any arm ¢ # K, because of the attacks, the
agent will obtain an estimate of arm i’s coefficient vector to be close to (1 — «)fx. Under the
white-box attack, when the agent pulls a non-target arm [, # K, the mean reward received by the

agent should satisfy

Elry o[ Fe-1, It] = p((1 — a){zt, Ok ).

Proposition 3. For 6 > 0, suppose the agent employs a generalized linear contextual bandit
algorithm whose cumulative pseudo-regret is upper bounded by o(T") over T with probability at
least 1 — 0. When using the proposed white-box attack scheme, with probability at least 1 — 9, the
attacker can force the agent to pull the target arm for 7' — o(7T’) times, while the total attack cost

|C| is upper bounded by o(T).

Proof. Let us consider a contextual bandit problem P;, in which the arm K (the target arm) is
associated with a fixed coefficient vector 05 and all other arms are associated with the coefficient
vector (1 — a)fk. For a generalized linear contextual bandit algorithm .o/, we suppose that
the cumulative pseudo-regret regret of algorithm .7 for the problem P, is upper bounded with
probability at least 1 — ¢ by a function f.,(T") such that f.,(T) = o(T).

Under the proposed white-box attack, when the agent pulls a non-target arm [; # K, the
mean reward received by the agent should satisfy E[r; jo|F; 1, I;] = p((1 — a)(x4,0k)). In the
observation of the agent, the target arm becomes optimal and the non-target arms are associated
with the coefficient vector (1 — «)f. For the agent, the combination of the attacker and the

environment form problem P;. The cumulative pseudo-regret should satisfy

Rr =Y Linzry (0 ({20 0x) — ({22, (1 = a)b)))

v

T
Z :ﬂ_{[ﬁgK}Cu<I’t, O./QK>
t=1

M-

ﬂ{fﬁéK}C#LS’

t=1
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which is equivalent to "/, Lyr,2xy < Rr/(c,LS). Since Ry is upper bounded by f/(T') = o(T),

IC| = 3>/, 11,2k is also upper bounded by o(T').

]

To further illustrate the proposed attack scheme, we now provide a finer analysis the impact

of this attack on GLM-UCB described in Algorithm The algorithm is simply initialized by

playing every arm j times to ensure a unique solution of 0; for each arm . We assume that after

playing arm ¢ .J times, V; is invertible and the minimal eigenvalue of V; is greater or equal to )\, for

all arm ¢. We assume that z; is drawn iid from some distribution v with support in the unit ball and

set X = ]E[mtxtT] Proposition 1 in [54] shows that there exist positive, universal constants ), and

Dy such that A\, (Vi) > Ao with probability at least 1 — 4, as long as

s <D1\/3+D2\/log(1/5)> ‘s 2

/\min<2) min(2> ‘

(3.21)

Algorithm 3.2 GLM-UCB [54]

Require:
number of arms /', number of rounds 7', number of initial rounds j.
1: Initialize for every arm <.
2: Play every arm J times. At each time, update V;, < V;, + z;2l.
fort=KJ+1,KJ+2,...,Tdo
4:  observe the context z;.

5 fori=1,2,..., K do R
6: Calculate the maximum-likelihood estimator 6; by solving the equation
Z (rn — M(l’féz))l’n =0
neT;(t—1)

Compute the upper confidence bound: p; ; < xtTé, + Briv/ thX_/i_lxt.
end for
: Pullarm [; = arg max; py ;.
10:  The environment generates reward r, according to arm /;.
11: ~ The agent receive 1.
12: \_/It — X_/It + xtxtT.
13: end for

® X

56



By following the setup in [54], we set

2R

B

K L2N;
log? + dlog (1 + ﬂ)

Aod

Cu

Lemma 10. Under the proposed white-box attack, the estimate of 6; for each arm ¢ # K obtained

by GLM-UCB agent as described in Algorithm [3.2]satisfies

A 2k, L 2 K L2N;(t
|2 0,5 — 2/ (1 = a)fk| < M\/log — +dlog (1 + —()> [z][g-1. (.22
Cu ) )\0d tyi

The proof of Lemma|l10|is provided in Appendix (B.3.1

Theorem 6. Define v = min,ep(z, fx). Under the same assumptions as in Lemma [6 for any
0 > 0 with probability at least 1 — 20, for all 7' > 0, the attacker can manipulate the LinUCB agent

into pulling the target arm in at least 7' — |C| rounds, using an attack cost

4d(K —1) tL2\ [ 2k,LS +4R\> K LT
< e (1 =) (22T (log = 4 dlog (1422 ) ). 3.23
IC| < (a7)? og( + d)\g) ( - ) 0g +dlog [ 1+ o (3.23)

The proof of Theorem [6]is provided in Appendix
The proposed black-box attack strategy works as follows. When the agent chooses arm K, the
attacker does not attack. When the agent chooses arm [; # K, the attacker changes it to arm

K with probability ¢
I = (3.24)

I with probability 1 — ¢,

where
I} = argmin ((mt, 60 - 52i|yxt||@),1> , (3.25)
and
k,LS+ R K L2N;(t
B9, = 26,2 log 2 1 dlog (1 + ( )>, (3.26)
’ Cp 0 Aod
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gbi:i—”awheni#KandqbK:l—klz—Z,and

o 0=l el
L ) T A0 TH0 y - ak_ ) (327)
CuF R pulay 07 gc) — play et,lf) 1"

e = clip

with clip(a, x,b) = min(b, max(z, a)) where a < b.
For notational convenience, we set ItT = K and ¢, = 1 when [, = K. We define that, if 1 # K,
mi(t) = {s:s <t,If =i} and N} (t) = |7 (t)] ; 7k () := {s: s <t} and N (t) = |7} (1)].
Calculate the maximum-likelihood estimator é? , by solving the equation

S (weira — (@l 0,:))z, = 0.

ner;(t—1)1

70 _ T
where V) = Zk@;(t_l) Ty,

;

1/e ifi=1I =K
Wi =1/(1—¢) ifi=1"=1] " (3.28)
0 if i # 17

\

First, we analyze the estimation 92 ; at the attacker side. We establish a confidence ellipsoid of

(x1,09,) at the attacker.

Lemma 11. Assume the attacker performs the proposed black-box action poisoning attack. With

probability 1 — 29, we have
025 — ] < Blillael g (3.29)

holds for all arm ¢ and all £ > 0 simultaneously.

The proof of Lemma|l I|is provided in Appendix(B.3.3
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Lemma 12. Under the black-box attack, with probability 1 — 2, the estimate obtained by an

GLM-UCB agent satisfies

[Elr gl Fis, ] = (1 = @)y x| < 2k B llill g )1+ 28y g e ( >—1-
t, it \%

t1]
simultaneously for all t > 0 when [; # K.

Lemma 13. Consider the same assumption as in Lemma With a probability at least 1 — 3—?‘5, the

estimate ém obtained by the GLM-UCB agent will satisfy
|t 0, — &l (1 — )0 |
3.30)
16k2d 112\ \ 2k,LS +2R [ K Lt (
<|1 LK1 1+ — ) | 25— /log — +dl 14+ — o1
- < * cuo \/ og( +d)\0>> Cu 8% i og( * )\Od>HxHV§:,i

simultaneously for all arm ¢ # K and all ¢ > 0.

Theorem 7. Define v = min,ep(z, fx). Under the same assumptions as in Lemma [6] for any
0 > 0 with probability at least 1 — 20, for all 7' > 0, the attacker can manipulate the LinUCB agent

into pulling the target arm in at least 7' — |C| rounds, using an attack cost

4d(K —1) (2k,LS +2R\* TL?
< 1 14+ ——
o< () e (1

2

K L2T 16k%d TL2

log — +dlog [ 14+ == 1 L Klog [ 14+ =
X(Og5+ Og(+Aod>)<+ cua\/ Og<+dAo)>

The proof of Theorem [7]is provided in Appendix [B.3.6] Theorem [7] shows that our black-box

(3.31)

attack strategy can manipulate a GLM-UCB agent into pulling a target arm 7' — O(log® T') times
with attack cost scaling as O(log® T'). Compared with the result for the white-box attack, the

black-box attack only brings an additional log 7" factor.
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—White-box attack on LinTS
-—-Black-box attack on LinTS
—White-box attack on LinUCB
-—-Black-box attack on LinUCB
White-box attack on e-Greeedy
Black-box attack on e-Greeedy

Figure 3.2: The cumulative cost of the attacks for the synthetic (Left), Jester (Center) and
MovieLens (Right) datasets.

Synthetic | Jester MovieLens
e-Greeedy without attacks 2124.6 5908.7 3273.5
White-box attack on e-Greeedy | 982122.5 | 971650.9 | 980065.6
Black-box attack on e-Greeedy | 973378.5 | 939090.2 | 935293.8
LinUCB without attacks 8680.9 | 16927.2 | 133034
White-box attack on LinUCB 981018.7 | 911676.9 | 969118.6
Black-box attack on LinUCB 916140.8 | 875284.7 | 887373.1

LinTS without attacks 5046.9 | 18038.0 9759.0
White-box attack on LinTS 981112.8 | 908488.3 | 956821.1
Black-box attack on LinTS 918403.8 | 862556.8 | 825034.8

Table 3.1: Average number of rounds when the agent pulls the target arm over 7' = 10° rounds.
3.4 Numerical Experiments

In this section, we empirically evaluate the performance of the proposed action poisoning attack
schemes on three contextual bandit algorithms: LinUCB [1]], LinTS [2], and e-Greedy. We run the
experiments on three datasets:

Synthetic data: The dimension of contexts and the coefficient vectors is d = 6. We set the
first entry of every context and coefficient vector to 1. The other entries of every context and
coefficient vector are uniformly drawn from (—\/%, \/d;Tl) Thus, for all round ¢ and arm <,
lz:lla < V2, ||6ill2 < V2 and mean rewards (z;,6;) > 0. The reward noise 7, is drawn from
a Gaussian distribution N (0, 0.01).

Jester dataset [28]: Jester contains 4.1 million ratings of jokes in which the rating values scale
from —10.00 to +10.00. We normalize the rating to [0, 1]. The dataset includes 100 jokes and the
ratings were collected from 73,421 users between April 1999 - May 2003. We consider a subset

of 10 jokes and 38432 users. Every jokes are rated by each user. We perform a low-rank matrix
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factorization (d = 6) on the ratings data and obtain the features for both users and jokes. At each
round, the environment randomly select a user as the context and the reward noise is drawn from a
Gaussian distribution A/ (0, 0.01).

MovieLens 25M dataset: [34] MovieLens 25M dataset contains 25 million 5-star ratings
of 62,000 movies by 162,000 users. The preprocessing of this data is almost the same as the
Jester dataset, except that we consider a subset of 10 movies and 7344 users. At each round, the
environment randomly select a user as the context and the reward noise is drawn from A0, 0.01).

We set § = 0.1 and \ = 2. For all the experiments, we set the total number of rounds 7" = 10°
and the number of arms K = 10. We independently run ten repeated experiments. Results reported
are averaged over the ten experiments. We set « to 0.2 for the two proposed attack strategies, hence
the target arm may be the worst arm in some rounds.

The results are shown in Table and Figure [3.2] These experiments show that the action
poisoning attacks can force the three agents to pull the target arm very frequently, while the agents
rarely pull the target arm under no attack. Under the attacks, the true regret of the agent becomes
linear as the target arm is not optimal for most context. Table [3.1] show the number of rounds
the agent pulls the target arm among 7' = 10° total rounds. In the synthetic dataset, under the
proposed white-box attacks, the target arm is pulled more than 98.1% of the times by the three
agent (see Table[3.1). The target arm is pulled more than 91.6% of the times in the worst case (the
black-box attacks on LinUCB). Fig shows the cumulative cost of the attacks on three agents
for the three datasets. The results show that the attack cost |C| of every attack scheme on every
agent for every dataset scales sublinearly, which exposes a significant security threat of the action
poisoning attacks on linear contextual bandits. These results also illustrate that, even though our
theoretical results are derived under Assumption [I] the proposed attack strategies still work in

practical scenarios where Assumption [[|may not be strictly satisfied.
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3.5 Conclusion

In this chapter, we have proposed a class of action poisoning attacks on linear contextual bandits.
We have shown that our white-box attack strategy is able to force any linear contextual bandit
agent, whose regret scales sublinearly with the total number of rounds, into pulling a target arm
chosen by the attacker. We have also shown that our white-box attack strategy can force LinUCB
agent into pulling a target arm 7" — O(log® T") times with attack cost scaled as O(log® T'). We have
further shown that the proposed black-box attack strategy can force LinUCB agent into pulling
a target arm T — O(log® T) times with attack cost scaled as O(log® T'). Our results expose a

significant security threat to contextual bandit algorithms.

62



Chapter 4

Action Attacks on Reinforcement Learning

In this chapter, we study the action poisoning attack on RL in both white-box and black-box
settings. We introduce an adaptive attack scheme called LCB-H, which works for most RL agents
in the black-box setting. In Section .1} we describe the model. In Section .2 we describe the
attack strategies and analyze their accumulative attack cost. In Section 4.3} we provide numerical

examples to validate the theoretic analysis. The proofs are collected in Appendix

4.1 Problem Formulation

Consider a tabular episodic MDP M = (S, A, H, P, R), where S is the state space with |S| = 5,
A is the action space with |A] = A, H € Z% is the number of steps in each episode, P}, :
S x A xS — [0,1] is the probability transition function which maps state-action-state pair to a
probability, Ry, : S x A — [0, 1] represents the reward function in the step h. In this chapter, the
probability transition functions and the reward functions can be different at different steps.

The agent interacts with the environment in a sequence of episodes. The total number of
episodes is K. In each episode k € [K] of this MDP, the initial states s; is generated randomly by a
distribution or chosen by the environment. Initial states may be different between episodes. At each
step h € [H] of an episode, the agent observes the state s;, and chooses an action ay,. After receiving

the action, the environment generates a random reward r;, € [0, 1] derived from a distribution with
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mean Ry, (sp, ap) and next state s,.; which is drawn from the distribution Py, (-|sp, an). Pu(+|s, a)
represents the probability distribution over states if action a is taken for state s. The agent stops
interacting with environment after /' steps and starts another episode.

The policy 7 of the agent is expressed as a mappings 7 : S x [H] x A — [0,1]. m(als)
represents the probability of taking action a in state s under stochastic policy 7 at step h. We
have that ) ©__ , 74(als) = 1. A deterministic policy is a policy that maps each state to a particular
action. For notation convenience, for a deterministic policy m, we use 7(s) to denote the action
a which satisfies 7, (a|s) = 1. Interacting with the environment M, the policy induces a random
trajectory {s1, ar, 71, So, 2,79, SH, AH,TH, SH41}-

We use V,7 : & — R to denote the value function at step h under policy 7. Given a policy
7 and step h, the value function of a state s € S and the Q-function 7 : S x A — R
of a state-action pair (s,a) are defined as: V;(s) = B[S0 _ rlsy = s, 7| and Qf(s,a) =
E Zgzh Tw|sn = s,an = a, |, which represent the expected total rewards received from step h
to H, under policy 7, starting from state s and state-action pair (s, a) respectively. It is well-known
that the value function and ()-function satisfy the Bellman consistency equations. For notation
simplicity, we denote V7, = 0, QF,; = 0and P,V (s,a) = Egop, (s, [Viri1(s)].

In this chapter, we assume that the state space S and action space A are finite sets, and the
planning horizon H is finite. Reward 7, is bounded by [0, 1], so the value function and Q-function
are bounded. Under this case, there always exists an optimal policy 7* such that 7* maximize the
value function and Q-function: V;*(s) := V;™ (s) = sup, V;"(s) and Qj(s,a) := QF (s,a) =
sup, Q7 (s, a), for all s, a and h. We measure the performance of the agent over K episodes by the

regret defined as:

Regret(K) = > [V;'(s}) = Vi (s})], 4.1)

where s is the initial state and 7* is the control policy followed by the agent for each episode k.
In this chapter, we introduce a novel adversary setting, in which the attacker sits between the
agent and the environment. The attacker can monitor the state, the actions of the agent and the

reward signals from the environment. Furthermore, the attacker can introduce action poisoning

64



attacks on RL agent. In particular, at each episode k and step h, after the agent chooses an action af,

the attacker can change it to another action af € A. If the attacker decides not to attack, af = af.
Then the environment receives @, and generates a random reward 7 with mean Rj,(s¥, aF) and the
next state sy, which is drawn from the distribution P, (-|s}, @}). The agent and attacker receive
the reward r} and the next state s, from the environment. Note that the agent does not know the
attacker’s manipulations and the presence of the attacker and hence will still view r¥ as the reward
and s} | as the next state generated from state-action pair (s}, aj;).

The attacker has a target policy 7. We assume that the target policy 7' is a deterministic policy.
The attacker’s goal is to manipulate the agent into following the target policy 7' to pick its actions.
We measure the performance of the attack over K episodes by the total attack cost and the total

number of the steps that the agent does not follow the target policy 7'. By setting 1(-) as the

indicator function, the attack cost function and the loss function are defined as

Cost(K,H) =Y > 1(a} #ap), Loss(K,H) =Y > 1(af #(s})), (4.2)

The attacker aims to minimize both the attack cost and the loss of attacks, or minimize one of
them subject to a constraint on the one another. However, obtaining optimal solutions to these
optimization problems is challenging. As the first step towards understanding the impact of action

poisoning attacks, we design some specific simple yet effective attack strategies.

4.2 Attack Strategy and Analysis

In this chapter, we study the black-box action poisoning attack problem. In black-box attack
case, the attacker has no prior knowledge about the underlying environment and the agent’s
policy. It only knows the observations, i.e., sﬁ, afL, and rﬁ, generated when the agent interacts
with the environment. This makes the attack practical as the attacker only needs to hijack the
communication between the environment and the agent without stealing information from or

attacking the agent and the environment. To build up intuitions about the proposed black-box action
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poisoning attack strategy, we first consider a white-box attack model, in which the attacker knows
the underlying MDP and hence it is easier to design attack schemes. Building on insights obtained
from the white-box attack schemes, we then introduce our proposed black-box attack strategy and

analyze its performance.

4.2.1 White-box attack

In the white-box attack model, the attacker has full information of the underlying MDP M. Thus,

the attacker is able to calculate V;*(s) and Q; (s, a) according to the Bellman optimality equations:

Qh(s,a) = Bu(s,a) + BV (s,a), Vi(s) = max@Qi(s, a). (4.3)

Since Vjj,; = 0and Qf;,; = 0, V}¥(s) and @} (s, a) can be obtained from the Bellman optimality
equation. The optimal policy 7* are derived from 7} (s) = arg max,. 4 Q}(s, a).

With the knowledge of the optimal policy, the attacker can perform an intuitive attack: exchange
the optimal action and the target action. In particular, at the step / and state s, when the agent picks
the optimal action a = 77 (s), the attacker changes it to the action specified by the target policy
a= WZ(S). When the agent selects the target action a = 7'(';2(8), the attacker changes it to the action
might be taken under the optimal policy @ = 7 (s). In addition, when the agent’s action does not
follow the optimal policy or the target policy, the attacker does not attack. We name this attack
scheme as the exchange attack (E-attack) strategy. From the agent’s point of view, 7! becomes the
optimal strategy under the E-attack strategy, as the agent does not know the presence of the attacker.
If the optimal policy is singular, any RL algorithm with sub-linear regret will learn to follow the
optimal strategy in his observation, i.e. wf, with a sub-linear regret. As the result, the loss will be
sub-linear. However, the cost of the E-attack strategy may be up to O(7'), where 7' = K H is the
total number of steps. The main reason is that, in the E-attack strategy, the attacker needs to change
the actions whenever the agent chooses an action specified by the target policy 7', which happens

most of the time as the agent views 7' as the optimal policy. Furthermore, another drawback of the
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E-attack is that the expected reward the agent receives is not impacted.

Even though the E-attack strategy discussed above could force the agent to follow the target
policy ', the cost is too high and it does not affect the agent’s total expected rewards. In order
to reduce the cost and have real impact on the agent’s total expected rewards, the attacker should
avoid to attack when the agent takes an action specified by 7'. This is possible if 7' satisfies certain
conditions to be specified in the sequel.

Before presenting the proposed attack strategy, we first discuss conditions under which such an
attack is possible. If the target policy is the worst policy such that V™' (s) = inf . Vi (s), the attacker
cannot force the agent to learn the target policy without attacking the target action. For notation
simplicity, we denote V;/ (s) := V™' (s). The combination of the attacker and the environment can
be considered as a new environment to the agent. As the action poisoning attack only changes the
actions, it can impact but does not have direct control of the agent’s observations. Although the
action poisoning attack is widely applicable, the attacker’s ability is weaker than the attacker in the
environment poisoning attack model. It is reasonable to limit the choice of the target policy. In this

chapter, we study a class of target policies denoted as II', for which each element 7 € IIT satisfies
Vis) > min Ql (s, a), (4.4)
ac

for all state s and all step h. That is 7' is not the worst policy.

Assumption 2. For the underlying MDP M = (S, A, H, P, R), II" # (), and the attacker’s target

policy 7' satisfies 7' € IIT.

For a given target policy 7', as |S|, |.A| and H are finite, the minimum of Q] (s, a) subject to

a € A exists for all step h and state s. We define the minimum gap A,,;, by

Apin = min (VhT(s) — rrgll QIL(S, a)) ) 4.5)

he[H],s€S

Under Assumption [2] the minimum gap is positive, i.e. A,,;, > 0. This positive gap provides a
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chance of efficient action poisoning attacks. All results in this chapter are based on Assumption
We now introduce an effective white-box attack schemes: a-portion attack. Specifically, at the

step h and state s, if the agent picks the target action, i.e., a = 71';2(8), the attacker does not attack,

le.a=a= 7'(';2(8). If the agent picks a non-target action, i.e., a # W:L(s), the a-portion attack sets

a as

7! (s), with probability 1 — a
a= (4.6)
arg min Q;(s, a), with probability «.
acA

For a given target policy 7', we define 7, (s) = arg min, 4 Q! (s, a). We have the following result:

Lemma 1. If the attacker follows the a-portion attack scheme on an RL agent, in the observation

of the agent, the target policy 7' is the optimal policy.

The detailed proof can be found in the Appendix [C.I.1] Using Lemma|[I] we can derive upper

bounds of the loss and the cost functions of the a-portion attack scheme.

Theorem 8. Assume the expected regret Regret( /) of the RL agent’s algorithm is bounded by a
sub-linear bound R(T'), i.e., Regret(K) < R(T). The a-portion attack will force the agent to learn

the target policy 7' with the expected cost and the expected loss bounded by
E[Cost(K, H)] < E[Loss(K, H)] < R(T)/(aAnin), 4.7)
In addition, with probability 1 — p, the loss and the cost is bounded by
Cost(K, H) < Loss(K, H) < (R(T) + 202 /log(1 /p)R(T)) J(@Dmin).  (48)

The detailed proofs can be found in Appendix [C.1.2] In the white-box setting, the attacker can
simply choose o = 1 to most effectively attack RL agents. Intuitively speaking, if « = 1, whenever
the agent chooses a non-target action, the attacker changes it to the worst action under policy 7T,
so that all non-target actions become worse than the target action and the target policy becomes

optimal in the observation of the agent.
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4.2.2 Black-box attack

In the black-box attack setting, the attacker has no prior information about the underlying
environment and the agent’s algorithm, it only observes the samples generated when the agent
interacts with the environment. Since the a-portion attack described in (4.6) for the white-box
setting relies on the information of the underlying environment to solve 7, , the a-portion attack
is not applicable in the black-box setting. However, by collecting the observations and evaluating
the ()-function QL(S, a), the attacker can perform an attack to approximate the a-portion attack.
In the proposed attack scheme, the attacker evaluates the (Q-values of the target policy ! with
an important sampling (IS) estimator. Then, the attacker calculates the lower confidence bound
(LCB) on the )-values so that he can explore and exploit the worst action by the LCB method. In
this chapter, we use Hoeffding-type martingale concentration inequalities to build the confidence
bound. Using this information, the attacker can then carry out an attack similar to the a-portion
attack. We name the proposed attack strategy as LCB-H attack. The algorithm is summarized in
Algorithm 1. In the following, we will show that the LCB-H attack nearly matches the performance
of the a-portion attack.

Here, we highlight the main idea of the LCB-H attack. As discussed in Section 4.2.1} if the
attacker has full information of the MDP and knows the worst action of any state s at any step h
under policy 7', he can simply change the agent’s non-target action to the worst action. However,
in the black-box setting, the attacker does not know the worst actions under policy 7'. One intuitive
idea is to estimate Q' and find the possible worst actions by the estimates of (JT. Once the attacker
obtains esimate Q1 it carries out an attack similar to the a-portion attack by setting v = 1/ H (the
reason why we set &« = 1/H will be discussed in the sequel): 1) when the agent picks a target
action, the LCB-H attacker does not attack ; 2) when the agent picks a non-target action, with
probability 1 — % the LCB-H attacker changes it to the target action, while with probability % the
LCB-H attacker changes it to the action that has the lowest lower confidence bound value. Here,
we use the lower confidence bound value because in the black-box setting, the LCB-H attacker

does not know which action is the worst, and hence uses confidence bounds to explore and exploit
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Algorithm 4.1 LCB-H attack strategy on RL algorithm

Require:

Target policy 7.

1: Initialize Ly (s, a) = —o0, Ql (s,a) = 0, and N, (s, a) = 0 for all state s € S, all action a € A

and all step h € [H].

2: for episode k =1,2,..., K do

3. Receive s}. Initialize the set of trajectory traj = {st}.

4 forsteph=1,2,..., H do

5: The agent chooses an action a .

6: if af = 7 (s¥) then

7 The attacker does not attack, i.e. af = af, and sets the IS weight wj, = 1.

8 else

argmin Ly (s}, a) and set wy, = 0, with probability 1/H,
9: ak = { aEmGh)
7! (sF) and set wy, = H/(H — 1), with probability 1 — 1/H.

10: end if

11: The environment receives action aj, and returns the reward - and the next state s}, ;.
12: Update the trajectory by plugging @}, r and s}, into traj.

13:  end for

14:  Set the cumulative reward G711 = 0 and the importance ratio pyi1.7+1 = 1.
15: forsteph=H,H—-1,...,1 do

16: C}h = Tﬁ + Ghit, Ph:HA1 = Pht1:HA+1 * Wh, t = Nh(SfL,ai) — Nh(sﬁ,&'ﬁ) + 1.
17: Qh(sh,af) « (1 - %)Q%(waaﬁ) + 1 (rf + Ghaa - pryremia).

18: Liy(sf,af) = Qb (s, @) — (e(H — h) + 1)y/21og(2S AT /p) /t.

19:  end for
20: end for

the worst action.

As shown in Algorithm[{.1] after collecting observations, the LCB-H attacker uses IS estimator

to evaluate the target policy, which is an off-policy method [82,98]]. The IS estimator provides an

unbiased estimate of the target policy 7. Suppose 7* is the control policy followed by the agent at

episode k and the attacker applies LCB-H attack on the agent. From Algorithm[4.1] the probability
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of an action a chosen by the behavior policy b¥ at the state s and step h can be written as

1 ifd = af =7 (s),
1/H ifa = arngninLZ(s,a) and a # 7l (s),
P(als, b)) = a#mn (%) (4.9)

1—1/H ifd =7 (s)andaf # 7] (s),

0 if otherwise.
\
Then, the trajectory at episode k, {s§,a},r}, sk, ab, vk, - sk, @k, rh;, sk .1}, is generated under

the behavior policy b*. Since we assume that the target policy is a deterministic function, we have

P(a|s,n}) = 1(a = 7l (s)). (4.10)

)
. . . sk,
The importance sampling ratio pf ,, = [[h_, B h'||8’zé/ bk))
: rept

can be computed using (4.9)
and (@.10), which is also used in Algorithm Define the cumulative reward as G5 ;; = Zﬁ{: LT
For notation simplicity, we set pf.,;,; = pf.; and G}y, = GE, whenl < h < H, and
P = 1and G, .y, = 0. Since the trajectory is generated by following the behavior
policy b*, we have that for all step h with 1 < h < H + 1, V(s) = E[GF.|sk = s] and
VhT(S) = Elph.nGhrlsh = 5] = Elph 1 Gl 85 = 5.

We here explain why we set « = 1/H. The main reason is that the performance of the estimates
of Q' depends on the number of the observations that follow 7'. Even though IS estimator provides
an unbiased estimate, the variance of the IS might be very high. By choosing « = 1/H, we can

control the variance. In particular, to obtain estimate Q1 by the Bellman consistency equations, we

1

first estimate V,j +1- By setting @ = £, we can show that the importance ratio oF SLH41 = oF s <

(1—041)H7h S (1—041)H—1 S e when H Z 2and 1 S h S H — 1’ and pllg;l+1:H+l = 1. As the result,

P 1.7Grr. Will be bounded, and the variance of the estimate of VhT 41 can be controlled.
We build a confidence bound to show the performance of the estimate error of Q. The

confidence bound is built based on Hoeffding inequalities and shown in the following Lemma.
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Lemma 2. If the attacker follows the LCB-H attack strategy on the RL agent, for any p € (0, 1),

with probability at least 1 — p, the following confidence bound of QM{L holds simultaneously for all

(s,a,h, k) €S x Ax [H| x [k]:

Q) 4(5.0) — QL(s. )| < (e(H — ) +1)1/210g(2S AT /p) [N} (5. 0), 4.11)

where QIL . (s, a) represents the attacker’s evaluation of )-values at the step £ at the beginning of
the episode k, and NF (s, a) represents the cumulative number of attacker’s state-action pair (s, a)

at the step h until the beginning of the episode k, i.e. NF(s,a) = S5 1(sf = s)1(a = a).

The detailed proof can be found in Appendix |C.2.1] In Lemma [2| the given bound on LCB-H
attacker’s estimation of the ()-values mainly based on NJ(s,a) the number of state-action pair
(s,a) at the step h. This bound is similar to the confidence bound in the UCB algorithm for the
bandit problem, except for the additional H factor. Compared with the bandit problem, ()-values
are the expected cumulative rewards, which bring the additional H factor.

The LCB-H attack scheme uses a LCB method to explore and exploit the worst action. Thus,
when the agent picks a non-target action, the LCB-H attacker changes it to different post-attack
actions in different episodes. In the observation of the agent, the environment is non-stationary,
i.e., the reward functions and probability transition function may change over episodes. Following
the existing works on non-stationary RL [15,23,72], we define V" (s) = E [ZZ LTrSE =5 w]

and define the expected dynamic regret for the agent as:
K k
D-Regret(K) = Y [V} —VFET (M), (4.12)
k=1

where 7%* is the optimal policy at episode k, i.e. V;" i " (s) = sup, V;""(s).

Here we state our main theorem, whose proof is deferred to Appendix [C.2.2]

Theorem 9. Assume the expected dynamic regret of the RL agent’s algorithm D-Regret(K) is

bounded by a sub-linear bound R(T'), i.e., D-Regret(K) < R(T'). With probability 1 — 4p, the
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LCB-H attack will force the agent to learn the target policy 7' with the cost and loss bounded by

H(R(T )+ 2H? 10g(1/p)R(T>) 307SAH* log(2S AT /p)
A * A2 ‘

man

Cost(K, H) < Loss(K,H) <

From Theorem @ we see that when R(7T") < O( SAH? lzg(?SAT/ p) ), the cost and loss are bounded

min

by O(Z AH log(2SAT/ 2)), which scales as log(T'), otherwise the cost and loss are bounded by

min

O(R(T)) that scales linearly with R (7). The LCB-H attack nearly matches the performance of the

a-portion attack, without requiring any information of the underlying environment and the agent’s

algorithm. Compared with the results of the a-portion attack, the additional part of the bound in

Theorem@ ie. 307SAH4AIS 3(25 AT/P) s from the cost of exploring the worst action. Note that we
use a LCB method to explore the worst action and the confidence bound is built by Hoeffding
inequalities. The bound of the loss and cost can potentially be improved by using Bernstein-type

concentration inequalities.

4.2.3 Black-box attack on UCB-H

In this section, we use UCB-H algorithm [41] as an example to illustrate the effects of the proposed
LCB-H action poisoning attack strategy. UCB-H algorithm is a model-free ()-learning algorithm
equipped with a UCB-Hoeffding exploration policy. At a high level, this algorithm builds an
high-probability upper bound of )-function for every state-action pairs. Then, it greedily chooses
the action according to the optimistic estimations. In this section, we derive an upper bound of the
loss and the cost of the LCB-H attack against UCB-H agent. Complete proofs of Theorem [10]and

its supporting lemmas are provided in Appendix [C.3]

Theorem 10. For any given target policy w! € II', with probability 1 — 4p, the LCB-H attacker
can successfully manipulate the UCB-H algorithm to implement the target policy 7', with the cost

and the loss bounded as follow:

Cost(K,H) < Loss(K) <O (H5 log(2H /p) + ! SAH* + LHloSAlog(QSAT/p)) :

Amin A2

min
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Theorem|I0]reveals a significant security threat of efficient RL agents. It shows that by spending
only logarithm cost, the LCB-H attack is able to force UCB-H agent to choose actions specified by
a policy decided by the attack with only logarithm loss.

The results in Theorem are consistent with the results in Theorem E} In particular, [111]]
proved a gap-independence bound on UCB-H that scales as O(% log(T)), where A =
ming, s . {V;"(s)—Q} (s, a) : V;}(s)—Qj(s,a) > 0} is the sub-optimality gap. If an algorithm whose

HSSA
A

log(T')), the cost and loss are scale as O(ZL32 log(T)).

dynamic regret bound scales as O( A2

UCB-H is a stationary RL algorithm, while the LCB-H adaptively attacks the agent and hence the
effective environment observed by the agent is non-stationary. This adds a factor to the loss and

cost.

4.3 Numerical Experiments

In this section, we empirically evaluate the performance of LCB-H attacks against three efficient

RL agents, namely UCB-H [41], UCB-B [41]] and UCBVI-CH [5]], respectively.

4.3.1 1D grid world

We perform numerical simulations on an environment represented as an MDP with ten states
and five actions, i.e. S = 10 and A = 5. The environment is a periodic 1-d grid world. The
action space A is given by {two steps left, one step left, stay, one step right, two steps right}.
For any given state-action pair (s, a), with probability p(s, a), the agent navigates by the action;
with probability 1 — p(s, a), the agent’s next state is sampled randomly from the five adjacent
states (include itself). For example, if the environment receives state-action pair (s, a) = (5, stay),

with probability p(5, stay), the next state is 5; with probability w

, the next state is 3, 4,
5, 6 or 7. By randomly generating p(s,a) with 0.5 < p(s,a) < 1, we randomly generate the
transition probabilities P(s’|s,a) for all action a and state s. The mean reward of state-action

pairs are randomly generated from a set of values {0.2,0.35,0.5,0.65,0.8}. In this chapter, we
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assume the rewards are bounded by [0, 1]. Thus, we use Bernoulli distribution to randomize the
reward signal. The target policy is randomly chosen by deleting the worst action, so as to satisfy

Assumption We set the total number of steps H = 10 and the total number of episodes K = 10°.

10'0

10° 10 108 107 10° 10° 10" 108 107
Time step (1)

10° 10

10 108
Time step (1) Time step (1)

(a) Attack UCB-H (b) Attack UCB-B (c) Attack UCBVI-CH

Figure 4.1: Action poisoning attacks against RL agents

In Figure we illustrate %—portion white-box attack and LCB-H black-box attack against
three different agents separately and compare the loss and cost of these two attack schemes. For
comparison purposes, we also add the curves for the regret of three agents under no attack. In
the figure, the non-optimal action pull count are defined as "1 S 1(Qx(sk, ak) < Vi(sk)).
The x-axis uses a base-10 logarithmic scale and represents the time step ¢ with the total time step
T = K H. The y-axis represents the cumulative loss, cost and regret that change over time steps.
The results show that, the loss and cost of %—portion white-box attack and LCB-H black-box
attack scale as log(7"). Furthermore the performances of our black-box attack scheme, LCB-H,
nearly matches those of the %—portion white-box attack scheme. In addition, the cost and loss are
about H/A,,;, times as much as the regret. This is consistent with our analysis in Theorem@ Each
of the individual experimental runs costs about twenty hours on one physical CPU core. The type

of CPU is Intel Core 17-8700.

4.3.2 2D grid world

In this section, we introduce some additional numerical experiments. We perform numerical

simulations on an environment represented as an MDP with 12 states and 4 actions, i.e. S = 12 and
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A = 4. The environment is a 4-by-4 grid world. The action space A is given by {North = 1, South
=2, West = 3, East = 4}. The terminal state is at cell [4, 4] (blue cell). If the agent at the terminal
state and chooses any actions, the next state will be the beginning state at cell [1, 1] and the agent
receives reward +1. The agent is blocked by obstacles in cells [2, 2], [2, 3], [2,4] and [3, 2] (black
cells). The environment contains a special jump from cell [1, 3] to cell [3, 3] with +1 reward. When

the agent at the cell [1, 3] and chooses action ”South”, the agent will jump to the cell [3, 3]. Actions

that would take the agent off the grid leave its location unchanged.

Figure 4.2: 2-d grid world

To add randomness to the environment, we set the states transit randomly: after the environment
receives the action signal, the next state may generated by following the action with probability
0.7 and any of the other three actions with probability 0.1 separately. For example, if the agent is
at cell [4,3] and chooses action "North”, the next state will be [3, 3] with probability 0.7, [4, 2]
with probability 0.1, [4,3] with probability 0.1, or [4,4] with probability 0.1. The rewards of
actions that would take the agent off the grid or towards the obstacle are (. The rewards of other
state-action pairs are 0.2 or 0.4. In this Chapter, we assume the rewards are bounded by [0, 1]. Thus,
we use Bernoulli distribution to randomize the reward signal. The optimal policy encourages the
agent to take the special jump and reach the terminal state. In the target policy, the agent will
reach the terminal state as soon as possible but avoid to take the special jump. We set the total

number of steps H = 10 and the total number of episodes K = 10°. We empirically evaluate
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the performance of LCB-H attacks against three efficient RL agents, namely UCB-H [41]], UCB-B
[41]] and UCBVI-CH [5]], respectively.

100

10' 10° 107

10° 107 10' 108 10

10! 108 108
Time step (1) Time step (t) Time step (1)

(a) Attack UCB-H (b) Attack UCB-B (c) Attack UCBVI-CH

Figure 4.3: Action poisoning attacks against RL agents

In Figure we illustrate %—portion white-box attack and LCB-H black-box attack against
three different agents separately and compare the loss and cost of these two attack schemes. For
comparison purposes, we also add the curves for the regret of three agents under no attack. The
x-axis uses a base-10 logarithmic scale and represents the time step ¢ with the total time step 1" =
K H. Similar to the results in Figure the results in show that the loss and cost of %-portion
white-box attack and LCB-H black-box attack scale as log(7"). Furthermore the performances of
our black-box attack scheme, LCB-H, nearly matches those of the %-portion white-box attack

scheme.

4.4 Limitations

Here we highlight the assumptions and limitations of our work. Our theoretical results rely on
Assumption [2] which limits the choice of the target policy. A violation of Assumption 2] may cause
linear cost or loss of the proposed attack scheme. In Theorem 9] we assume the expected dynamic
regret of the RL agent is bounded. Generally, the expected dynamic regret is a stronger notation
than the dynamic regret. In other words, the optimal policy 7** in (#.12) may change in each
episode k, while the optimal policy 7* in (@.1)) is fixed over episodes. In this chapter, we discuss

the action poisoning attack in the tabular episodic MDP context. Although we are convinced that
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the idea of our proposed attack scheme can be carried over to RL with function approximation, the

current results only apply to the tabular episodic MDP setting.

4.5 Conclusions

In this chapter, we have introduced a new class of attacks on RL: action poisoning attacks. We have
proposed the a-portion white-box attack and the LCB-H black-box attack. We have shown that
the a-portion white-box attack is able to attack any efficient RL agent and the LCB-H black-box
attack nearly matches the performance of the a-portion attack. We have analyzed the LCB-H attack
against the UCB-H algorithm and proved that the proposed attack scheme can force the agent to

almost always follow a particular class of target policy with only logarithm loss and cost.
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Chapter 5

Adversarial Attacks on Multi-agent

Reinforcement Learning

Building on insights obtained in previous chapters, we now investigate the impact of adversarial
attacks on MARL. In the considered setup, there is an exogenous attacker who is able to modify the
rewards before the agents receive them or manipulate the actions before the environment receives
them. The attacker aims to guide each agent into a target policy or maximize the cumulative
rewards under some specific reward function chosen by the attacker, while minimizing the amount
of manipulation on feedback and action. In Section[5.1] we describe the problem setup. In Section
[5.2] we show hat the effectiveness of action poisoning only attacks and reward poisoning only
attacks is limited. In Section we introduce a mixed attack strategy in the gray-box setting which
can can force any sub-linear-regret MARL agents to choose actions according to the target policy
specified by the attacker with sub-linear cost and sub-linear loss. In Section[5.4] we an approximate
mixed attack strategy in the black-box setting, and investigate the impact of the approximate mixed
attack strategy attack on V-learning [42]. In Section [5.5] we conduct numerical experiments to

validate the analysis of our attack strategies. The proofs are collected in Appendix D]
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5.1 Problem Setup

5.1.1 Definitions

We first introduce some standard definitions related to MARL that will be used throughout of
this chapter. These definitions mostly follow those defined in [42]. We denote a tabular episodic
MG with m agents by a tuple MG(S, {A;}",, H, P,{R;}!",), where § is the state space with
|S| = S, A, is the action space for the i agent with |A4;| = A;, H € Z" is the number of
steps in each episode. We let a := (ay,- - ,a,,) denote the joint action of all the m agents and
A= A; x --- x A, denote the joint action space. P = { P}, },¢[p is a collection of transition
matrices. P, : S x A xS — [0, 1] is the probability transition function that maps state-action-state
pair to a probability, R;;, : S x A — [0, 1] represents the reward function for the /" agent in the
step h. The probability transition functions and the reward functions can be different at different
steps. We note that this MG model incorporates both cooperation and competition because the
reward functions of different agents can be arbitrary.

Interaction protocol: The agents interact with the environment in a sequence of episodes. The
total number of episodes is K. In each episode k € [K| of MG, the initial states s; is generated
randomly by a distribution Py(-). Initial states may be different between episodes. At each step
h € [H] of an episode, each agent i observes the state s;, and chooses an action a; , simultaneously.
After receiving the action, the environment generates a random reward 7; , € [0, 1] for each agent
i derived from a distribution with mean R; j,(sp,, ay), and transits to the next state s;4; drawn from
the distribution P, (+|sy, ap). Py(+|s, @) represents the probability distribution over states if joint
action a is taken for state s. The agent stops interacting with environment after A steps and starts
another episode. At each time step, the agents may observe the actions played by other agents.

Policy and value function: A Markov policy takes actions only based on the current state. The
policy 7; , of agent i at step h is expressed as a mappings m; 5, : S — A 4,. m; 5 (a;|s) represents the
probability of agent ¢ taking action a; in state s under policy 7; at step h. A deterministic policy is

a policy that maps each state to a particular action. For notation convenience, for a deterministic
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policy m;, we use ; (s) to denote the action a, which satisfies m; 5(a;|s) = 1. We denote the
product policy of all the agents as 7 := m; X --- X m,,. We also denote 7_; := 7y X -+ X ;1 X
Tir1 X - -+ X 7, to be the product policy excluding agent :. If every agent follows a deterministic
policy, the product policy of all the agents is also deterministic. We use V7, : & — R to denote the
value function of agent i at step / under policy 7 and define V7, (s) := E [Z,If:h Tin|Sn =s,m|.
Given a policy 7 and step h, the i agent’s Q-function Q7 1 & x A — R of a state-action pair
(s,a) is defined as: Q7 ,(s,a) = E S Tiw|sh = s, a, = a, 7Ti|.

Best response: For any policy 7_;, there exists a best response of agent ¢, which is a policy
that achieves the highest cumulative reward for itself if all other agents follow policy 7_;. We
define the best response of agent i towards policy m_; as u'(7_;), which satisfies uf(7_;) =
argmax, V™" *(s) for any state s and any step h. We denote max,, V;,""*(s) as VJ,’LW” (s) for
notation simplicity. By its definition, we know that the best response can always be achieved by a
deterministic policy.

Nash Equilibrium (NE) is defined as a product policy where no agent can improve his own
cumulative reward by unilaterally changing his strategy.

Nash Equilibrium (NE) [42]: A product policy 7 is a NE if for all initial state s,
MAaX;e [m] (Viff‘i (5) = V{7 (s)) = 0 holds. A product policy 7 is an e-approximate Nash Equilibrium
if for all initial state s, max;epn) (‘/;Tiw’i(s) — V{7 (s)) < € holds.

General correlated policy: A general Markov correlated policy 7 is a set of H mappings
mi={m,: QxS — AA}hE[H}. The first argument of 7, is a random variable w € () sampled
from some underlying distributions. For any correlated policy m = {7 }re(m) and any agent 4, we
can define a marginal policy 7_; as a set of H maps m; = {m), _; : 1 x S — AA_i}he[H}’ where
A=A x - x Aj_1 X Aj11 X -+ X A, Itis easy to verify that a deterministic joint policy is
a product policy. The best response value of agent i towards policy 7_; as ' (7_;), which satisfies
pf (m_) := argmax, V™" (s) for any state s and any step h.

Coarse Correlated Equilibrium (CCE)[42]: A correlated policy 7 is an CCE if for all initial

state s, MaX;c[m] (V;l’w‘i (s) = Vi (s)) = 0 holds. A correlated policy 7 is an e-approximate CCE if
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for all initial state s, max;epq (V7" (s) — V75 (s)) < e holds.

Strategy modification: A strategy modification ¢; for agent i is a set of mappings ¢; := {(S x
A x S x A; = A;}pepm. For any policy ;, the modified policy (denoted as ¢; o ;) changes
the action 7; 5 (w, s) under random sample w and state s to ¢;((s1,@1,...,Sh, a;in), Tin(w,s)).
For any joint policy 7w, we define the best strategy modification of agent ¢ as the maximizer of

pemTs)

maxeg, V;( for any initial state s.

Correlated Equilibrium (CE)[42]: A correlated policy 7 is an CE if for all initial state s,

(¢i<>7ri)®7r—i(8) _

maX;e [, maxg, (V) 71(s)) = 0. A correlated policy 7 is an e-approximate CE if

for all initial state s, max;c () maxg, (V,{ ™™ (s) — V7 (s)) < ¢ holds.
In Markov games, it is known that an NE is an CE, and an CE is an CCE.
Best-in-hindsight Regret: Let 7* denote the product policy deployed by the agents for each

episode k. After K episodes, the best-in-hindsight regret of agent ¢ is defined as Reg,(K, H) =

K k. k
maxy > [Vim (s7) — Vi (s1))-

5.1.2 Poisoning attack setting

We are now ready to introduce the considered poisoning attack setting, in which there is an attacker
sits between the agents and the environment. The attacker can monitor the states, the actions of the
agents and the reward signals from the environment. Furthermore, the attacker can override actions
and observations of agents. In particular, at each episode £ and step h, after each agent 7 chooses an
action aﬁ »» the attacker may change it to another action Ziﬁ , € A;. If the attacker does not override
the actions, then 5ﬁ , = a;. When the environment receives af, it generates random rewards rﬁ b
with mean R; (s}, a}) for each agent ¢ and the next state s}, is drawn from the distribution
Py (+|sk, ar). Before each agent i receives the reward rif »» the attacker may change it to another
reward ?"zk - Agent ¢ receives the reward ﬁk , and the next state s}, from the environment. Note
that agent ¢ does not know the attacker’s manipulations and the presence of the attacker and hence
will still view 77, as the reward and s, , | as the next state generated from state-action pair (7., aj).

We call an attack as action poisoning only attack, if the attacker only overrides the action but
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not the rewards. We call an attack as reward poisoning only attack if the attacker only overrides
the rewards but not the actions. In addition, we call an attack as mixed attack if the attack can carry
out both action poisoning and reward poisoning attacks simultaneously.

The goal of the MARL learners is to learn an equilibrium. On the other hand, the attacker’s
goal is to either force the agents to learn a target policy 7' of the attacker’s choice or to force the
agents to learn a policy that maximizes the cumulative rewards under a specific reward function
Rip S x A — (0,1] chosen by the attacker. We note that this setup is very general. Different
choices of 7! or Ry could lead to different objectives. For example, if the attacker aims to
reduce the benefit of the agent ¢, the attacker’s reward function I;; can be set to 1 — R;p,
or choose a target policy 7' that is detrimental to the agent i’s reward. If the attacker aims to
maximize the total rewards of a subset of agents C, the attacker’s reward function R, can be

set to Y. Ry, or choose a target policy 7' = argmax Y, . V;7(s1) that maximizes the total

ieC
rewards of agents in C. We assume that the target policy 7 is deterministic and R, ;,(s, 7'(s)) > 0.
We measure the performance of the attack over K episodes by the total attack cost and the
attack loss. Set 1(-) as the indicator function. The attack cost over K episodes is defined as
Cost(K, H) = 32, Yo, Sty (1(af, # afy) + 176, — i)

There are two different forms of attack loss based on the different goals of the attacker.

If the attacker’s goal is to force the agents to learn a target policy 7', the attack loss over K
episodes is defined as Loss1(K, H) = S S0 S 1 <af’h # ﬂj}h(sf’h))

If the attacker’s goal is to force the agents to maximize the cumulative rewards under some
specific reward function R; chosen by the attacker, the attack loss over K episodes is defined
as Loss2(K, H) = Z,{;l[\/ﬁ (s%) — V{’f (st)]. Here, Vi, (s) is the expected cumulative rewards
in state s based on the attacker’s reward function R; under product policy 7 and VT”1 (s) =
maxs Vfl(s) 7% denote the product policy deployed by the agents for each episode k. 7* is
the optimal policy that maximizes the attacker’s cumulative rewards. We have Loss2(K, H) <
H xLossl(K, H).

Denote the total number of steps as 7' = K H. In the proposed poisoning attack problem, we
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call an attack strategy successful if the attack loss of the strategy scales as o(7"). Furthermore, we
call an attack strategy efficient and successful if both the attack cost and attack loss scale as o(T").

The attacker aims to minimize both the attack cost and the attack loss, or minimize one of them
subject to a constraint on the other. However, obtaining optimal solutions to these optimization
problems is challenging. As the first step towards understanding the attack problem, we show the
limitations of the action poisoning only or the reward poisoning only attacks and then propose a
simple mixed attack strategy that is efficient and successful.

Depending on the capability of the attacker, we consider three settings: the white-box, the

gray-box and the black-box settings. The table below summarizes the differences among these

settings.
Table 5.1: Differences of the white/gray/black-box attackers
white-box attacker gray-box attacker black-box attacker
MG Has full information No information No information
l Can be calculated if R; given Required and given Not given
Ry Not required if 7' given Not required if 7' given Required and given
Lossl Suitable by specify 7' Suitable Not suitable
Loss2  Suitable if R; given Suitable if R; given Suitable

5.2 White-box Attack Strategy and Analysis

In this section, to obtain insights to the problem, we consider the white-box model, in which
the attacker has full information of the underlying MG (S, {A;}",, H, P,{R;}";). Even in
the white-box attack model, we show that there exist some environments where the attacker’s
goal cannot be achieved by reward poisoning only attacks or action poisoning only attacks in
Section Then, in Section and Section we provide some sufficient conditions
under which the action poisoning attacks alone or the reward poisoning attacks alone can efficiently
attack MARL algorithms. Under such conditions, we then introduce an efficient action poisoning

attack strategy and an efficient reward poisoning attack strategy.
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5.2.1 The limitations of the action poisoning attacks and the reward poison-

ing attacks

As discussed in Section the attacker aims to force the agents to either follow the target policy
7 or to maximize the cumulative rewards under attacker’s reward function R;. In the white-box
poisoning attack model, these two goals are equivalent as the optimal policy 7* on the attacker’s
reward function I; can be calculated by the Bellman optimality equations. To maximize the
cumulative rewards under attacker’s reward function I?; is equivalent to force the agents follow
the policy wf = 7*.

Existing MARL algorithms [42,63] can learn an e-approximate {NE, CE, CCE} with O(1/e?)
sample complexities. To force the MARL agents to follow the policy 7', the attacker first needs
to attack the agents such that the target policy 7' is the unique NE in the observation of the
agents. However, this alone is not enough to force the MARL agents to follow the policy 7.
Any other distinct policy should not be an e-approximate CCE. The reason is that, if there exists an
e-approximate CCE 7 such that 7(77(s)|s) = 0 for any state s, the agents, using existing MARL
algorithms, may learn and then follow 7, which will lead the attack loss to be O(T') = O(KH).
Hence, we need to ensure that any e-approximate CCE stays in the neighborhood of the target
policy. This requirement is equivalent to achieve the following objective: for all s € S, and policy

,

it ~
max(V" () = Vi () = 0,
i€lm ’ ’
if 7 is a product policy and 7 # 7, then max(%ffr’i(s) — ‘71“1(3)) > 0; (5.1

1€[m)

if 7(7'(s")|s’) = 0 for all s', then m[a)i;(viqﬂ‘i(s) — V7 (s)) > e,
i€[m ’

where V is the expected reward based on the post-attack environments.
We now investigate whether there exist efficient and successful attack strategies that use action

poisoning alone or reward poisoning alone. We first show that the power of action poisoning attack
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alone is limited.

Theorem 11. There exists a target policy 7' and a MG (S, {A;}™,, H, P,{R;}™,) such that no
action poisoning Markov attack strategy alone can efficiently and successfully attack MARL agents

by achieving the objective in (5.1).

We now focus on strategies that use only reward poisoning. If the post-attack mean reward
R is unbounded and the attacker can arbitrarily manipulate the rewards, there always exists an
efficient and successful poisoning attack strategy. For example, the attacker can change the rewards
of non-target actions to —H. However, such attacks can be easily detected, as the boundary of
post-attack mean reward is distinct from the boundary of pre-attack mean reward. The following
theorem shows that if the post-attack mean reward has the same boundary conditions as the

pre-attack mean reward, the power of reward poisoning only attack is limited.

Theorem 12. If we limit the post-attack mean reward R to have the same boundary condition as
that of the pre-attack mean reward R, i.e. R € [0, 1], there exists a MG (S, {A;}™,, H, P, {R;}™,)
and a target policy 7' such that no reward poisoning Markov attack strategy alone can efficiently

and successfully attack MARL agents by achieving the objective in (5.1).

The proofs of Theorem [I1] and Theorem [I2] are provided in Appendix The main idea of
the proofs is as follows. In successful poisoning attacks, the attack loss scales as o(T") so that the
agents will follow the target policy 7' in at least T' — o(T') times. To efficiently attack the MARL
agents, the attacker should avoid to attack when the agents follow the target policy. Otherwise,
the poisoning attack cost will grow linearly with 7. The proofs of Theorem |1 1| and Theorem
proceed by constructing an MG and a target policy 7' where the expected rewards under 7' is
always the worst for some agents if the attacker avoids to attack when the agents follow the target

policy.
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5.2.2 White-box action poisoning attacks

Even though Section [5.2.1] shows that there exists MG and target policy such that the action
poisoning only attacks cannot be efficiently successful, here we show that it can be efficient and
successful for a class of target policies. The following condition characterizes such class of target
policies.

Condition 1: For the underlying environment MG (S, {A;}}",, H, P,{R;}",), the attacker’s
target policy ' satisfies that for any state s and any step h, there exists an action a such that
VZ”,:(S) > Qf}l(s, a), for any agent i.

Under Condition 1, we can find a worse policy 7~ by

7, ($) = arg max min (Vf,j(s) — f;(s,a)) stNie [m], V7 (s) > QT (s, a). (5.2)
acA i€[m] \ 7 ’ ’ ’
Under this condition, we now introduce an effective white-box action attack strategies:
d-portion attack. Specifically, at the step h and state s, if all agents pick the target action, i.e.,
.I.

a = WIL(S), the attacker does not attack, i.e. @ = a = 7 (s). If some agents pick a non-target

action, i.e., a # W}Tl(s), the d-portion attack sets a as

7! (s), with probability dj (s, a)/m
a= (5.3)
7, (s), with probability 1 — dj,(s, a)/m,

where dy (s, @) = m/2+ 37" 1(a; = 7] ,(s))/2.

Theorem 13. If the attacker follows the d-portion attack strategy on the MG agents, the best
response of each agent 7 towards the target policy 7TL is 7T2-L . The target policy 7' is an {NE, CE,
CCE} from any agent’s point of view. If every state s € S is reachable at every step i € [H] under

the target policy, 7' is the unique {NE, CE, CCE}.

The detailed proof can be found in Appendix [D.3.1] Theorem [13]shows that the target policy

7! is the unique {NE, CE, CCE} under the d-portion attack. Thus, if the agents follow an MARL
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algorithm that is able to learn an e-approximate {NE, CE, CCE}, the agents will learn a policy
approximate to the target policy. We now discuss the high-level idea why the d-portion attack
works. Under Condition 1, 7~ is worse than the target policy 7' at the step H from every agent’s
point of view. Thus, under the d-portion attack, the target action strictly dominates any other action
at the step H, and 7' is the unique {NE, CE, CCE} at the step H. From induction on h = H, H —
1,---,1, we can further prove that the 7' is the unique {NE, CE, CCE} at any step h. We define
Al (s) = Qry(s,mh(s)) — QT(s,m, (5)) and the minimum gap Ain = Mine(n) scs.icim =
A;}L(s). In addition, any other distinct policy is not an e-approximate CCE with different gap
€ < Apin/2. We can derive upper bounds of the attack loss and the attack cost when attacking

some special MARL algorithms.

Theorem 14. If the best-in-hindsight regret Reg( K, H) of each agent’s algorithm is bounded
by a sub-linear bound R(T’) for any MG in the absence of attack, and minges iem A, ,(s) >
S 1 MAX S ic[m] AZT.;L/ (s) holds for any h € [H], then d-portion attack will force the agents to

follow the target policy with the attack loss and the attack cost bounded by
E[Loss1(K, H)] < 2m*R(T)/Apin, E[Cost(K, H)] < 2m*R(T)/Amin- (5.4)

5.2.3 White-box reward poisoning attacks

As stated in Theorem [I2] the reward poisoning only attacks may fail, if we limit the post-attack
mean reward R to satisfy the same boundary conditions as those of the pre-attack mean reward
R,ie. R € [0, 1]. However, similar to the case with action poisoning only attacks, the reward
poisoning only attacks can be efficiently successful for a class of target policies. The following
condition specifies such class of target policies.

Condition 2: For the underlying environment MG (S,{A;}",, H, P,{R;}",), there exists
constant ) > 0 such that for any state s, any step h, and any agent i, (R; (s, 71(s))—n)/(H—h) >
Ag > 0 where Ag = [maXsxaxn Rip(s,a) — mingyaxn Rip (s, a)l.

We now introduce an effective white-box reward attack strategies: n-gap attack. Specifically,
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at the step h and state s, if agents all pick the target action, i.e., @ = W:Z(s), the attacker does not

attack, i.e. r;, = 75 for each agent 7. If agent i picks a non-target action, i.e., @ # 7T;2<S), the
n-gap attack sets 7, = Rip(s,7'(s)) — (n+ (H — h)Ag)1(a; # 7r;h(s)) for each agent i. From

Condition 2, we have 755, € [0, 1].

Theorem 15. If the attacker follows the n-gap attack strategy on the MG agents, the best response
of each agent ¢ towards any policy 7_; is 7T;-f . The target policy 7' is the {NE, CE, CCE} from any
agent’s point of view. If every state s € S is reachable at every step h € [H] under the target policy,

7! is the unique {NE, CE, CCE}.

The detailed proof can be found in Appendix [D.4.1] Theorem [I5]shows that the target policy
7 is the unique {NE, CE, CCE} under the 7-gap attack. Thus, if the agents follow an MARL
algorithm that is able to learn an e-approximate {NE, CE, CCE}, the agents will learn a policy
approximate to the target policy. Here, we discuss the high-level idea why the 7-gap attack works.
Arp, is the difference between the upper bound and the lower bound of the mean rewards. Condition
2 implies that each action is close to other actions from every agent’s point of view. Although we
limit the post-attack mean reward R in [0, 1], the target policy can still appear to be optimal by
making small changing to the rewards. Under Condition 2 and the 7-gap attacks, the target actions
strictly dominates any other non-target actions by at least 77 and any other distinct policy is not an
e-approximate CCE with different gap ¢ < 7. Thus, 7' becomes the unique {NE, CE, CCE}. In
addition, we can derive upper bounds of the attack loss and the attack cost when attacking MARL

algorithms with sub-linear best-in-hindsight regret.

Theorem 16. If the best-in-hindsight regret Reg(K, H) of each agent’s algorithm is bounded by a
sub-linear bound R (T") for any MG in the absence of attack, then 7-gap attack will force the agents

to follow the target policy with the attack loss and the attack cost bounded by

E[Lossl(k, H)] < mR(T)/n, E[Cost(K, H)] < m*R(T)/n. (5.5)

We note that proposed sufficient conditions (namely Condition 1 and Condition 2), under
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which the action poisoning only attacks or the reward poisoning only attacks can be efficient and
successful, may be strict. They may not always hold in practice. This motivates us to investigate

mixed attack strategy to be discussed in the sequel.

5.3 Gray-box Attack Strategy and Analysis

In the gray-box attack setting, the attacker has no prior information about the underlying
environment and the agents’ algorithm, and it only observes samples generated when the agents
interact with the environment. However, the attacker is given the target policy mf. Since the
n-gap reward attack strategy and d-portion action attack strategy described in Section for
the white-box setting rely on the information of the underlying environment, these two attack
strategies are not applicable in the gray-box setting. In addition, without the information of the
underlying environment, the attacker cannot check whether the action poisoning attack alone or
the reward poisoning attack alone can be efficiently successful. Building on insights obtained from
the white-box attack strategies, we develop a mixed attack strategy for MG in the gray-box attack
setting.

In the proposed mixed attack strategy, at the step h and state s, if agent ¢ picks the target action,
Le., a;p = 7T2»L7h(8), the attacker does not override the action and the reward, i.e. a;, = a;, and

rin = . If agent ¢ picks a non-target action, i.e., a; j, # 7r;r , (), the attacker overrides its action

T

a;p = m, ,(s) and then overrides the reward 7; , = 0.

Theorem 17. If the attacker follows the mixed attack strategy the best response of each agent ¢

towards any product policy 7_; is 7T;-[ . The optimal policy 7 is the unique {NE, CE, CCE}.

The detailed proof can be found in Appendix Here, we discuss the high-level idea
why the mixed attack works. Under the mixed attacks, the state transitions are the same over the
different actions and the reward of the non-target actions is worse than the target action. Thus, in
the post-attack environment, the target policy is better than any other policy from any agent’s point

of view, and any other distinct policy is not an e-approximate CCE with different gap € < R,,in,
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where Ry, = miljep Minges Mingem) Rin(s, W;LL(S)) Thus, 7' is the unique {NE, CE, CCE}.
In addition, we can derive upper bounds of the attack loss and the attack cost when attacking some

special MARL algorithms.

Theorem 18. If the best-in-hindsight regret Reg( K, H) of each agent’s algorithm is bounded by a
sub-linear bound R(7") for any MG in the absence of attacks, then the mixed attacks will force the

agents to follow the target policy 7! with the attack loss and the attack cost bounded by

E[Loss1(K, H)] < mR(T)/Ryin, E[Cost(K, H)] < 2mR(T)/Rpin. (5.6)

5.4 Black-box Attack Strategy and Analysis

In the black-box attack setting, the attacker has no prior information about the underlying
environment and the agents’ algorithm, and it only observes the samples generated when the
agents interact with the environment. The attacker aims to maximize the cumulative rewards under
some specific reward functions R; chosen by the attacker. But unlike in the gray-box case, the
corresponding target policy 7' is also unknown for the attacker. After each time step, the attacker
will receive the attacker reward r;. Since the optimal (target) policy that maximizes the attacker’s
reward is unknown, the attacker needs to explore the environment to obtain the optimal policy. As
the mixed attack strategy described in Section [5.3|for the gray-box setting relies on the knowledge
of the target policy, it is not applicable in the black-box setting.

However, by collecting observations and evaluating the attacker’s reward function and
transition probabilities of the underlying environment, the attacker can perform an approximate
mixed attack strategy. In particular, we propose an approximate mixed attack strategy that has two
phases: the exploration phase and the attack phase. In the exploration phase, the attacker explores
the environment to identify an approximate optimal policy, while in the attack phase, the attacker
performs the mixed attack strategy and forces the agents to learn the approximate optimal policy.

The total attack cost (loss) will be the sum of attack cost (loss) of these two phases.
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Algorithm 5.1 Exploration phase for Markov games

Require: Stopping time 7. Set B(N) = (Hv/S + 1)\/log(2AHT7/5)/(2N).
1: Initialize Q; ,(s,a) = Vi,(s,a) = H, Qm(s,a) =Viu(s,a) =0, Vigs = Vini =0,
A = 00, No(s) = Nj(s,a) = Ny(s,a,s') = 0 and R; (s, a) = 0 for any (s, s, a,i, h).
2: forepisode k =1,...,7do
3: forsteph=H,...,1do
4: for each (s,a) € S x A with Ny(s,a) >0 do
5: Update Q. j,(s,a) = min{R; 5 + P,V n41(s, @) + B(Ny(s, a)), H} and Q. ,(s,a) =
max{R; n + PpV; ,,.1(s,a) — B(Ny(s,a)),0}.
end for
for each s € S with Nj,(s,a) > 0 do
Update 7, (s) = maxaeq Q; (s, a).
Update Vi (s, @) = Q; (s, mn(s)) and V; 1, (s, @) = Qm(s,wh(s)).
10: end for
11:  end for

120 B _p o (Via(s) = Viy(s) + Hy/ 22D < A then
13: A=E_p (Vials) = Vyi(s) + Hy/ 28200 and 7t = 7.

$ oo

14:  endif

15: forsteph=1,...,H do

16: Attacker overrides each agent’s action by changing a; 5, to @; 5, Where a;, = m(sp,).

17: The environment returns the reward r; , and the next state s,4; according to action ay,.
The attacker receive its reward ry ,.

18: Attacker overrides each agent’s reward by changing 7, to 7, = 1.

19: Add 1 tOANh(Sh, 6h) anq Nh(Sh, 6h, Sh+1>. ]Ph(A"Sh, &h) = Nh(Sh, 6h, ')/Nh(Sh, &h)

20: Update RT,h(SM ah) = Rf,h(sha 6h) + (TT,t — RT,h(S}w ah)/Nh(Sh, 6h)

21:  end for

22: Update No(Sl) = N()(Sl) + 1 and ]150() = N()()/k’

23: end for

24: Return 7',
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In the exploration phase, the approximate mixed attack strategy uses an optimal-policy
identification algorithm, which is summarized in Algorithm [5.1] It will return an approximate
optimal policy 7. Note that 7% denotes the product policy deployed by the agents for each episode
k. V is the upper bound of V™ and V is the lower bound of v By minimizing V — V,
Algorithm finds an approximate optimal policy 7f. Here, we assume that the reward on the
approximate optimal policy 7' is positive, i.e. Ry = Ming,e(p) Minges MiNepn) B n (s, W;(S)) >
0. In the exploration phase, the attacker will override both the agents’ actions and rewards.

After the exploration phase, the approximate mixed attack strategy performs the attack phase.

The attacker will override both the agents’ actions and rewards in this phase. At the step h and

.|.

state s, if agent ¢ picks the action 772.7,1(3), the attacker does not override actions and rewards, i.e.
a;p = a;p and r;, = r; 5. If agent ¢ picks action a; 5, # 7T; , (), the attacker overrides the action
a;, = a;p and then overrides the reward 7, ;, = 0. The attack strategy in the attack phase is same
with the mixed attack strategy. From Theorem in the attack phase, the best response of each
agent ¢ towards product policy 7TT_1- is 7r;r and 7' is the unique NE. Here, we discuss the high-level
idea why the approximate mixed attack works. The attacker finds an approximate optimal policy
7' by Algorithm If 7* is close to 7! and the exploration phase is sub-linear time dependent, the
performance of the approximate mixed attack strategy will be close to the mixed attack strategy. We

build a confidence bound to show the value function difference between 7* and 7 in the following

lemma.

Lemma 14. If the attacker follows the Algorithm on the agents, for any § € (0,1), with

probability at least 1 — 59, the following bound holds:

Equnry() Vi (51) = Vi (s1)] < 2H2S\/2A10g(2SAHT[8) /7. (5.7)

We now investigate the impact of the approximate mixed attack strategy attack on
V-learning [42]], a simple, efficient, decentralized algorithm for MARL. For completeness, we

describe the main steps of V-learning algorithm [42] in Algorithm [5.2] and the adversarial bandit

93



algorithm in Algorithm

Algorithm 5.2 V-learning [42]

1: Forany (s,a,h), Vi(s) < H+ 1 — h, Ni(s) < 0, mp(als) < 1/A.

2: for episodes k =1,..., K do

3:  receive s;

4. forepisodesh =1,...,H do

5: take action ay, ~ ,(-|sy,), observe reward 7, and next state s, 1.
6: t:Nh(Sh) <—Nh(8h)+1.
7.
8
9

Vi(sn) = (1= ag)Vi(sn) + ar(rh + Vi (sn1) + ).
Vi(sp) <~ min{H + 1 — h, Vj(sn)}
mh(|sn) < ADV_BANDIT_UPDATE(ay,, Z=n=Yesloni)y on (s, h)™ adversarial

bandit.
10:  end for
11: end for

Algorithm 5.3 FTRL for Weighted External Regret [42]]
: Forany b € B, 0,(b) < 1/B.

: for episodet =1,..., K do B

Take action b; ~ 0,(+), and observe loss 1;(b;).

‘9t+1<b> & eXp[_(’Yt/wt) Zzzl wilz‘(b)}
end for

SANN A ol >

We use the same learning rate o, in [42]].

Theorem 19. Suppose ADV_BANDIT_UPDATE of V-learning follows Algorithm [5.3] and it

Hlog B
Bt

H+1
H+t*

chooses hyper-parameter w; = ay ([];_,(1 — ai))il, V= and oy = For given K
andany 0 € (0,1),let . = log(mHSAK/6). The attack loss and the attack cost of the approximate

mixed attack strategy during these K episodes are bounded by

E[Loss2(K,H)| < HT + R4O mVHOASK. + 2H*SK\/2Au/T,

VHASK..

min

E [Cost(K, H)|] < 2mHT +

Let 7 be the executing output policy of V-learning, the attack loss of the executing output policy 7
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is upper bounded by

. . 20mS [H7Ar  2rmH*S
Vi (s1) = Vii(s1) < R e + 7 +2H?S\/2A1/T. (5.9)

If we choose the stopping time of the exploration phase 7 = K2/3, the attack loss and the attack
cost of the approximate mixed attack strategy during these K episodes are bounded by O(K?/?)

and V{7 (s1) — Vi (s1) < O(K71%).

5.5 Numerical Results

In this section, we empirically compare the performance of the action poisoning only attack
strategy (d-portion attack), the reward poisoning only attack strategy (-gap attack) and the mixed
attack strategy.

We consider a simple case of Markov game where m = 2, H = 2 and |S| = 3. This
Markov game is the example in Appendix The initial state is s; at h = 1 and the transition

probabilities are:

P(ss|s1,a) = 0.9, P(s3|s1,a) = 0.1, if a = (Defect, Defect),

(5.10)
P(ss|s1,a) = 0.1, P(s3|s1,a) = 0.9, if a # (Defect, Defect).
The reward functions are expressed in the following Table[5.2]
Table 5.2: Reward matrices
state sy Cooperate Defect state s, Cooperate Defect state s3 Cooperate Defect
Cooperate (1, 1) 0.5,0.5) Cooperate (1, 1) 0.5,0.5) Cooperate (1, 1) 0.5,0.5)

Defect (0.5,0.5)  (0.2,0.2) Defect (0.5,0.5) (0.1,0.1) Defect (0.5,0.5)  (0.9,0.9)

We set the total number of episodes K = 107. We set two different target policies. For the
first target policy, no action/reward poisoning Markov attack strategy alone can efficiently and
successfully attack MARL agents. For the second target policy, the d-portion attack and the n-gap

attack can efficiently and successfully attack MARL agents.
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Case 1. The target policy is that the two agents both choose to defect at any state. As stated in
Section[5.2]and Appendix [5.2.1] the Condition 1 and Condition 2 do not hold for this Markov game
and target policy, and no action/reward poisoning Markov attack strategy alone can efficiently and
successfully attack MARL agents.

In Figure[5.1] we illustrate the mixed attack strategy, the d-portion attack strategy and the 7-gap
attack strategy on V-learning agents for the proposed MG. The x-axis represents the episode k£ in
the MG. The y-axis represents the cumulative attack cost and attack loss that change over time
steps. The results show that, the attack cost and attack loss of the mixed attack strategy sublinearly

scale as T, but the attack cost and attack loss of the d-portion attack strategy and the n-gap attack

strategy linearly scale as 7', which is consistent with our analysis.
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Figure 5.1: The attack loss (cost) on case 1. Figure 5.2: The attack loss (cost) on case 2.

Case 2. The target policy is that the two agents choose to cooperate at state s; and s, but to
defect at state s3. As stated in Section[5.2]and Appendix the Condition 1 and Condition 2 hold
for this Markov game and target policy. Thus, the d-portion attack strategy and the n-gap attack
strategy can efficiently and successfully attack MARL agents.

In Figure[5.2] we illustrate the mixed attack strategy, the d-portion attack strategy and the n-gap
attack strategy on V-learning agents for the proposed MG. The results show that, the attack cost
and attack loss of all three strategies sublinearly scale as 7', which is consistent with our analysis.

Additional numerical results that compare the performance of the mixed attack strategy and
the approximate mixed attack strategy are provided in the following. We consider a multi-agent
system with three recycling robots. In this scenario, a mobile robot with a rechargeable battery and

a solar battery collects empty soda cans in a city. The number of agents is 3, i.e. m = 3. Each
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robot has two different energy levels, high energy level and low energy level, resulting in 8 states
in total, i.e. S = 8.

Each robot can choose a conservative action or an aggressive action, so A; = 2 and A = 8.
At the high energy level, the conservative action is to wait in some place to save energy and then
the mean reward is 0.4. At the high energy level, the aggressive action is to search for cans. All
the robots that choose to search will get a basic reward 0.2 and equally share an additionally mean
reward 0.9. For example, if all robots choose to search at a step, the mean reward of each robot
is 0.5. At the low energy level, the conservative action is to return to change the battery and find
the cans on the way. In this state and action, the robot only gets a low mean reward 0.2. At the
low energy level, the conservative action is to wait in some place to save energy and then the mean
reward is 0.3. We use Gaussian distribution to randomize the reward signal.

We set the total number of steps H = 6. At the step h < 3, it is the daytime and the robot who
chooses to search will change to the low energy level with low probability 0.3. At the step h > 4,
it is the night and the robot who chooses to search will change to the low energy level with high
probability 0.7. The energy level transition probabilities are stated in Figure[5.3|and Figure[5.4] "H’
represents the high energy level. 'L’ represents the low energy level. ’C’ represents the conservative

action. ’A’ represents the aggressive action.

Figure 5.3: Energy level transitions at A < 3. Figure 5.4: Energy level transitions at h > 4.

We consider two different attack goals: (1) maximize the first robot’s rewards; (2) minimize
the the second robot’s and the third robot’s rewards. For the gray box case, we provide the target
policy that maximizes the first robot’s rewards or minimizes the the second robot’s and the third

robot’s rewards. For the black box case, we set Ry, = R to maximize the first robot’s rewards
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and set R, = 1 — R2;/2 — R3 /2 to minimize the second robot’s and the third robot’s rewards.

x10° x10° x10°
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Figure 5.5: The cumulative attack loss and cost of the mixed attack and the approximate mixed
attack.

We set the total number of episodes K = 107. In Figure we illustrate the mixed attack
strategy and approximate-mixed attack strategy on V-learning agents for the proposed MG. The
x-axis represents the episode k£ in the MG. The y-axis represents the cumulative attack cost
and attack loss that change over time steps. The results show that, the attack cost and attack
loss of the mixed attack strategy and approximate-mixed attack strategy sublinearly scale as 7T,
which is consistent with our analysis. Furthermore, Figure [5.5] shows that the performance of the
approximate-mixed attack strategy nearly match that of the mixed attack strategy. This illustrates

that the proposed approximate-mixed attack strategy is very effective in the black-box scenario.

5.6 Conclusion

In this chapter, we have introduced an adversarial attack model on MARL. We have discussed the
attack problem in three different settings: the white-box, the gray-box and the black-box settings.
We have shown that the power of action poisoning only attacks and reward poisoning only attacks is
limited. Even in the white-box setting, there exist some MGs, under which no action poisoning only
attack strategy or reward poisoning only attack strategy can be efficient and successful. We have
then characterized conditions when action poisoning only attacks or only reward poisoning only
attacks can efficiently work. We have further introduced the mixed attack strategy in the gray-box

setting that can efficiently attack any sub-linear-regret MARL agents. Finally, we have proposed
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the approximate mixed attack strategy in the black-box setting and shown its effectiveness on

V-learning.
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Chapter 6

Action Robust Reinforcement Learning

In this chapter, we focus on action robust RL with the probabilistic policy execution uncertainty,
in which, instead of always carrying out the action specified by the policy, the agent will take the
action specified by the policy with probability 1 — p and an alternative adversarial action with
probability p. In Section [6.1] we describe the model. In Section [6.2] we show the existence of
an optimal policy on the action robust MDPs with probabilistic policy execution uncertainty and
provide the action robust Bellman optimality equation for its solution. In Section [6.3] we develop
a model-based algorithm, Action Robust Reinforcement Learning with Certificates (ARRLC), for
episodic action robust MDPs, and show that it achieves minimax order optimal regret and minimax
order optimal sample complexity. In Section [6.4, we develop a model-free algorithm for episodic
action robust MDPs, and analyze its regret and sample complexity. In Section [6.5] we conduct
numerical experiments to validate the robustness of our approach. In our experiments, our robust
algorithm achieves a much higher reward than the non-robust RL algorithm when being tested with
some action perturbations; and our ARRLC algorithm converges much faster than other robust

algorithms. The proofs are collected in Appendix [E]

6.1 Problem formulation

Tabular MDPs. We consider a tabular episodic MDP M = (S, A, H, P, R) stated in Chapter
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The agent interacts with the MDP in episodes indexed by k. Each episode k is a trajectory
{sk ak rk, - skoak r%} of H states si € S, actions af € A, and rewards r} € [0, 1]. At each
step h € [H] of episode k, the agent observes the state s¥ and chooses an action af. After receiving
the action, the environment generates a random reward r € [0, 1] derived from a distribution with
mean Ry, (s}, afy) and next state s, that is drawn from the distribution P, (-|s}, af’). For notational
simplicity, we assume that the initial states s} = s, are deterministic in different episode .

A (stochastic) Markov policy of the agent is a set of H maps 7 := {m, : S = Aa}ncin)s
where A 4 denotes the simplex over .A. We use notation 7, (a|s) to denote the probability of taking
action a in state s under stochastic policy 7 at step h. A deterministic policy is a policy that maps
each state to a particular action. Therefore, when it is clear from the context, we abuse the notation
mr(s) for a deterministic policy 7 to denote the action a which satisfies 7, (a|s) = 1.

Action robust MDPs. In the action robust case, the policy execution is not accurate and lies in
some uncertainty set centered on the agent’s policy 7. Denote the actual behavior policy by 7 where
7 € II(m) and II(7) is the uncertainty set of the policy execution. Denote the actual behavior action
at episode k and step h by @} where af ~ 7r. Define the action robust value function of a policy
7 as the worst-case expected accumulated reward over following any policy in the uncertainty set

I1() centered on a fixed policy 7:

H
Vhﬂ—(S) = min E% Z Rh/(sh/,ah/)|sh = S| . (61)

well(r) Hieh

Vi represents the action robust value function of policy 7 at step h. Similarly, define the action

robust ()-function of a policy 7:

H
Qr(s,a) = min Ex Z Ry (Spryap)|sn = s,an = a . (6.2)

el () —

The goal of action robust RL is to find the optimal robust policy 7* that maximizes the worst-case
accumulated reward: 7* = arg max, V{"(s),Vs € S. We also denote V™ and Q™ by V* and Q*.

Probabilistic policy execution uncertain set. We follow the setting of the probabilistic action
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robust MDP (PR-MDP) introduced in [97] to construct the probabilistic policy execution uncertain

set. For some 0 < p < 1, the policy execution uncertain set is defined as:

[°(7r) := {7 : Vs, Vh, 3}, (:|s) € A such that 7, (-|s) = (1 — p)mn(-|s) + pmp(-]s)}.  (6.3)

The policy execution uncertain set can be even simpler expressed as I1°(7) = (1—p)m+p(A4)°* .

In this setting, an optimal probabilistic robust policy is optimal w.r.t. a scenario in which, with
probability at most p, an adversary takes control and performs the worst possible action. We call
7" as the adversarial policy. For different agent’s policy 7, the corresponding adversarial policy 7’
that minimizes the cumulative reward may be different.

Additional notations. We set © = log(2SAH K /¢) for § > 0. For simplicity of notation, we
treat P as a linear operator such that [P, V](s, a) := Ey..p, (|s,0)V (5'), and we define two additional

operators D and V as follows: [D., Q](s) := Eqr, (5@ (s, a) and

thvh-l-l(sa a) = Z Ph(S/’87 a) (Vh+1(sl) - [thh+1](87 (l))2

)

= [Pa(Vis1)?)(s, 0) = ([PaViri] (s, 0))*.
6.2 Existence of the optimal robust policy

For the standard tabular MDPs, when the state space, action space, and the horizon are all finite,
there always exists an optimal policy. In addition, if the reward functions and the transition
probabilities are known to the agent, the optimal policy can be solved by solving the Bellman
optimality equation. In the following theorem, we show that the optimal policy also always exists

in action robust MDPs and can be solved by the action robust Bellman optimality equation.

Proposition 4. If the uncertainty set of the policy execution has the form in (6.3)), the following
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perfect duality holds for all s € S and all h € [H]:

H

1 E% R ’ ’y / =
max %é{l_llpl(lw) hZ_:h e (Sheyan)|sp = s
e . (6.4)

H
= min maxEz E Ry (Spryap)|sn = s
wellP(n) = Weh

There always exists a deterministic optimal robust policy 7*. The problem can be solved by the
iteration of the action robust Bellman optimality equation on h = H,--- , 1. The action robust

Bellman equation and the action robust Bellman optimality equation are:

(V7 (5) = (1= ) D, Q7)) + pmin Q7 (s, ).

Q7 (s,a) = Ry(s,a) + [PyVi54](s, a), (6.5)

\VH”H(S) =0, Vs eS.

Vi (s) = (1 = p) max Qj(s, a) + pmin Q; (s, b),

Qi (s,a) = Ry(s,a) + [P Vi 1)(s, a), (6.6)

\Vgﬂ(s) =0,VseS.
We define
H
Cr™P(s) :=Ex Z Ry (s, aw)|sp = s| . (6.7)

h'=h

The perfect duality of the control problems in (6.4) is equivalent to max, min, C’;{’”l’p (s) =
min,s max, Cy P (s). We provide the detailed proof of the perfect duality and the existence of
the optimal policy in Appendix [E.I} Our proposed model-based algorithm in Section [6.3] and
model-free algorithm in Section are based on the action robust Bellman optimality equation.
Using the iteration of the proposed action robust Bellman equation to solve the robust problem
can simultaneously update the adversary policy and agent policy and avoid inefficient alternating

updates.
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Algorithm 6.1 ARRLC (Action Robust Reinforcement Learning with Certificates)

1:

Initialize V,(s) = H —h+1,Qy(s,0) = H = h + 1, V,,(s) = 0, Q, (s,a) = 0, (s, a),
Np(s,a) = 0and Ny(s,a,s’) = 0 for any state s € S, any action a € A and any step h € [H].
Viii(s) =Vyia(s) =0and Q4 (s,a) = @y, (s,a) =0forany sand a. A = H.

2: forepisode k =1,2,..., K do
3: forsteph:1,2,...,Hd0
4: Observe sF.
5: Set 7 (s) = argmax, Q,(s,a) , 7F(s) = arg min, Q, (s, a), 7 = (1— p)7 + prk.
6: Take action aff ~ 75 (-|sF).
7: Receive reward 7} and observe s} , ;.
8: Set Nh(sh7 ay) < Ni(sf,af) + 1, Np(sk, af, sk 1) < Nu(sf,af, sk, ) + 1.
9: Set 7 (s, ap) < 74 (sy, a) + (ry — 74 (sy, ai)) /Ni(sh, a)-
10: Set Ph( |s¥. ak) = Ny(sk,ar,-)/Nu(sk, ak).
11:  end for
12:  Output policy 7 with certificates 7, = [V, (s¥),V1(s})] and ¢, = |Z] .
13:  if e, < A then
14: A — ¢ and 1% 7.
15:  endif
16: forsteph=H, H—1,...,1 do
17: for each (s,a) € S x A with Ny(s,a) > 0 do
18: Set Qh(s, CL) _ \/Qth [(Vh-;:‘(izjl)ﬂ](saa)b X 2]7;};((2”2); i P}L(Vh+1—l_lzh+1)(8,a) +
(24H24+7TH+7)
3Np(s,a)
19: Q,(s,a) < min{H — h+1,7,(s,a) + BaVa1(s,a) + 04(s,a)},
20: Q, (s, a) < max{0, 74 (s, a) + PV (s,a) — Ou(s,a)},
21: _k“(s) = argmax, Q,(s,a) , Ty (s) = argmin, Q, (s, a),
22: Vi(s) < (1= p)@u(s, 7,7 (5)) + pQi (s, 3,7 (s)),
23: Viy(s) = (1= p)Q, (5,73, (5)) + p@Q,, (5, 73,7 (5))-
24: end for
25:  end for
26: end for

27: Return 7%
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6.3 Model-based algorithm and main results

In this section, we introduce the proposed Action Robust Reinforcement Learning with Certificates
(ARRLC) algorithm and provides its theoretical guarantee. The pseudo code is listed in
Algorithm[6.1] Here, we highlight the main idea of our algorithm. Algorithm[6.1]trains the agent in
a clean (simulation) environment and learns a policy that performs well when applied to a perturbed
environment with probabilistic policy execution uncertainty. To simulate the action perturbation,
Algorithm[6.1]chooses an adversarial action with probability p. To learn the agent’s optimal policy
and the corresponding adversarial policy, Algorithm 6.1/ computes an optimistic estimate ) of Q*
and a pessimistic estimate @) of ka. Algorithm uses the optimistic estimates to explore the
possible optimal policy 7™ and uses the pessimistic estimates to explore the possible adversarial
policy 7. As shown later in Lemma V > V* > V7 > V holds with high probabilities. The
optimistic and pessimistic estimates V' and V can provide policy certificates, which bounds the
cumulative rewards of the return policy 7* and V —V bounds the sub-optimality of the return policy
7% with high probabilities. The policy certificates can give us some insights about the performance

of 7 in the perturbed environment with probabilistic policy execution uncertainty.

6.3.1 Algorithm description

We now describe the proposed ARRLC algorithm in more details. In each episode, the ARRLC

algorithm can be decomposed into two parts.

* Line 3-11 (Sample trajectory and update the model estimate): Simulates the action robust
MDP, executes the behavior policy 7, collects samples, and updates the estimate of the

reward and the transition.

* Line 16-25 (Adversarial planning from the estimated model): Performs value iteration with
bonus to estimate the robust value functions using the empirical estimate of the transition P,
computes a new policy 7 that is optimal respect to the estimated robust value functions, and

computes a new optimal adversarial policy 7 respect to the agent’s policy 7.
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At a high-level, this two-phase policy is standard in the majority of model-based RL
algorithms [[5,[19]]. Algorithm [6.1]shares similar structure with ORLC (Optimistic Reinforcement
Learning with Certificates) in [19] but has some significant differences in line 5-6 and line 18-23.
The first main difference is that the ARRLC algorithm simulates the probabilistic policy execution
uncertainty by choosing an adversarial action with probability p. The adversarial policy and the
adversarial actions are computed by the ARRLC algorithm. The second main difference is that
the ARRLC algorithm simultaneously plans the agent policy 7 and the adversarial policy 7 by the
action robust Bellman optimality equation.

These two main difference brings two main challenges in the design and analysis of our
algorithm.

(1) The ARRLC algorithm simultaneously plans the agent policy and the adversarial policy.
However the planned adversarial policy 7 is not necessarily the true optimal adversary policy
towards the agent policy 7 because of the estimation error of the value functions. We carefully
design the bonus items and the update role of the value functions so that Vj,(s) > V(s) >
ViT(s) >V, (s) and Q,,(s,a) > Qi (s,a) > Qi (s,a) > Q, (s, a) hold for all s and a.

(2) A crucial step in many UCB-type algorithms based on Bernstein inequality is bounding the
sum of variance of estimated value function across the planning horizon. The behavior policies
in these UCB-type algorithms are deterministic. However, the behavior policy in our ARRLC
algorithm is not deterministic due to the simulation of the adversary’s behavior. The total variance
is the weighted sum of the sum of variance of estimated value function across two trajectories. Even
if action 7(s}) or m(s¥) is not sampled at state s¥, it counts in the total variance. Thus, the sum of
variance is no longer simply the variance of the sum of rewards per episode, and new techniques are
introduced. For example, the variance of V +V can be connected to the variance of o ﬂk’p, where
7** is the optimal policy towards the adversary policy 7% with 7/*(s) = arg max,, C’,Tlr’ﬂk’p (s). Then

. kx k . . . .
the variance of C™ = * can be bounded via recursion on the sampled trajectories.
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6.3.2 Theoretical guarantee

k

We define the cumulative regret of the output policy 7° at each episodes k as Regret(K) :=

S (Vi (sh) = Vi (s1).

Theorem 20. For any 0 € (0, 1], letting ¢ = log(2SAH K /¢), then with probability at least 1 — 4,
Algorithm [6.T]achieves:

« Vii(s1) — Vi7" (s1) < e, if the number of episodes K > Q(SAH?2/e* + S2AH?2 /).
* Regret(K) = S (Vii(sh) = VT (sF)) < O(VSAH3K 1 + S*AH?2).

For small € < H/S, the sample complexity scales as O(SAH?.%/€?). For the case with a large
number of episodes K > S3AH?3., the regret scales as O(\/m t). For the standard MDPs,
the information-theoretic sample complexity lower bound is Q(SAH?/¢?) provided in [118] and
the regret lower bound is Q(\/m ) provided in [41]]. When p = 0, the action robust MDPs is
equivalent to the standard MDPs. Thus, the information-theoretic sample complexity lower bound
and the regret lower bound of the action robust MDPs should have same dependency on S, A, H,

K or €. The lower bounds show the optimality of our algorithm up to logarithmic factors.

6.4 Model-free method

In this section, we develop a model-free algorithm, called Action Robust Q-learning with
Hoeffding confidence bound (ARQ-H), and analyze its theoretical guarantee. The pseudo code is
listed in Algorithm|[6.2] Here, we highlight the main idea of Algorithm [6.2] Algorithm[6.2] follows
the same idea of Algorithm which trains the agent in a clean (simulation) environment and
learns a policy that performs well when applied to a perturbed environment with probabilistic
policy execution uncertainty. To simulate the action perturbation, Algorithm [6.2] chooses an
adversarial action with probability p. To learn the agent’s optimal policy and the corresponding
adversarial policy, Algorithm computes an optimistic estimate () of Q* and a pessimistic

estimate () of Q™. Algorithm uses the optimistic estimates to explore the possible optimal
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policy 7 and uses the pessimistic estimates to explore the possible adversarial policy 7. The

difference is that Algorithm [6.2]use a model-free method to update () and V' values.

Algorithm 6.2 Action Robust Q-learning with Hoeffding Confidence Bound (ARQ-H)

Set oy, = . Initialize Vi (s) = H —h +1,Q,(s,a) = H = h +1,V,,(s) = 0, Q, (s,a) = 0,

H+t"

Fn(s,a), Ni(s,a) = 0 for any state s € S, any action a € A and any step 1 € [H]. VH+1( ) =
Vi(s) =0and Qpy4(s,a) = Q, (s,a) = 0forall s and a. A = H. Initial policy 7 (als)

and 7} (a|s) = 1/A for any state s, action a and any step h € [H].
for episode £ =1,2,..., K do
forsteph=1,2,..., H do

Observe sf.

k

Set @¢ = argmax,Q,(sf, a) , @ = argmin, Q, (s, a), Th(ak|sk) =

i (ahlsh) = p.

Take action aff ~ 77 (+|sF).

Receive reward 7 and observe sj , ;.

Sett = Ny (s, af;) <= Nu(sy,a) + 15 b, = /H31/t.

Qn(spyy ap) < (1= a)Qu(sy, ay) + ou(rfy + Visa (i) + be),
Qh(sﬁ, ay) < (1 — at)Qh(st, af) + o (ry + VhH(s’le) —by).

Set Ty (sf) = arg max, Q, (s, a), m; " (s) = argmin, Q, (s,

i, () > (1— )@, (sh 75 (65)) + pQ, (5}, 7 H1(55)) then

—k+1 _ =k
Ty = The
end if
end for

k

Output policy 7¢+1 with certificates 7,1 = [V, (s¥), V1(s¥)] and €, =

end for
Return 7%

,a).
Vi(sy) + min{V(sp), (1 = p)@ (st 7, (s ’“))+th(% ’““(SZ
Vi (sh) < max{V,(sp), (1 _P)Qh(siﬂﬁﬂ( sh)) +PQ (sh’—i—H(sh

)}
)}

| Zh41]-

1 — p and

Here, we highlight the challenges of the model-free method compared with the model-based

method. In the model-based planning, we perform value iteration and the () values, V' values, agent

policy 7 and adversarial policy m are updated on all (s, a). However, in the model-free method, the

k

@ values and V values are updated only on (s}, a¥) which are the samples on the trajectories.

The variances of the () values and V' values in model-free method are larger than the model-based

method. Compared with the model-based method, the update of the () values and V' values in the

model-free method is slower and less stable.

To deal with this challenges, we design a special update rule of the output policy. In line 14-16,
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Algorithm do not update the output policy until the lower bound on the value function of the
new output policy is improved. By this, the output policies are stably improved after every update.
The adversary policy is still updated at each episode.

We provide the regret and sample complexity bounds of Algorithm |6.2|in the following:

Theorem 21. For any ¢ € (0, 1], letting ¢ = log(2SABH K /¢), then with probability at least 1 — 9,

Algorithm [6.2] achieves:
e Vi(s1) — Vi7" (s1) < e, if the number of episodes K > Q(SAH5: /e + SAH?/e).
* Regret(K) = S (Vi (sh) — V' (s¥)) < O(VSAH K1+ SAH?).

The detailed proof is provided in Appendix [E.3] The model-free method is more computational

efficient than the model-based method but is less sample efficient.

6.5 Simulation results

We use OpenAl gym framework [11]], and consider two different problems: Cliff Walking, a toy
text environment, and Inverted Pendulum, a control environment with the MuJoCo [99] physics
simulator. We set / = 100. To demonstrate the robustness, the policy is learned in a clean
environment, and is then tested on the perturbed environment. Specifically, during the testing, we
set a probability p such that after the agent takes an action, with probability p, the action is chosen
by an adversary. The adversary follows a fixed policy. A Monte-Carlo method is used to evaluate
the accumulated reward of the learned policy on the perturbed environment. We take the average
over 100 trajectories.

Inverted pendulum. The inverted pendulum experiment is a classic control problem in RL.
An inverted pendulum is attached by a pivot point to a cart, which is restricted to linear movement
in a plane. The cart can be pushed left or right, and the goal is to balance the inverted pendulum

on the top of the cart by applying forces on the cart. A reward of +1 is awarded for each time step
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that the inverted pendulum stand upright within a certain angle limit. The fixed adversarial policy
in the inverted pendulum environment is a force of 0.5 N in the left direction.

CIliff walking. The cliff walking experiment is a classic scenario proposed in [94]. The game
starts with the player at location [3, 0] of the 4 x 12 grid world with the goal located at [3,11]. A
cliff runs along [3, 1 — 10]. If the player moves to a cliff location, it returns to the start location and
receives a reward of —100. For every move which does not lead into the cliff, the agent receives a
reward of —1. The player makes moves until they reach the goal. The fixed adversarial policy in
the cliff walking environment is walking a step to the bottom.

To show the robustness, we compare our algorithm with a non-robust RL algorithm that is
ORLC (Optimistic Reinforcement Learning with Certificates) in [19]. We set p = 0.2 for our
algorithm, which is the uncertain parameter used during the training. In Figure we plot
the accumulated reward of both algorithms under different p. It can be seen that overall our
ARRLC algorithm achieves a much higher reward than the ORLC algorithm. This demonstrates

the robustness of our ARRLC algorithm to policy execution uncertainty.
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Figure 6.1: ARRLC v.s. ORLC [[19]

To show the efficiency, we compare our algorithm with the robust TD algorithm in [45]], which
can converge to the optimal robust policy but has no theoretical guarantee on sample complexity
or regret. We set p = 0.2. In Figure[6.2] we plot the accumulated reward of both algorithms under
different p using a base-10 logarithmic scale on the x-axis and a linear scale on the y-axis. It can be
seen that our ARRLC algorithm converges faster than the robust TD algorithm. This demonstrates
the efficiency of our ARRLC algorithm to learn optimal policy under policy execution uncertainty.

We also compare our algorithm with the approaches in [81,|97] that model the robust
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Figure 6.2: ARRLC v.s. Robust TD [45]

problem as a zero-sum game and alternating update the agent policy and adversary policy. In
our implementation, [81]] fixes one policy and updates another for 25 episodes, then alternatively
updates another in the next 25 episodes. [97] does not alternate the updating until the current policy
is converged. Figure[6.3|shows the efficiency of our ARRLC algorithm. ARRLC algorithm is more

stable than the other algorithms.
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Figure 6.3: ARRLC v.s. PR-PI [97] v.s. RARL [81]]

Here, we compare our algorithm with algorithms in [81,/97]]. The method in [97]] requires an
MDP solver to solve the optimal adversarial policy when the agent policy is given and the optimal
agent policy when the adversarial policy is given. The white-box MDP solver requires knowledge
of the underline MDP so that there is no learning curve and sample complexity discussion in [97].
Thus, we implement the algorithms in [[81,/97]] with a Q-learning MDP solver, and compared the
final evaluation rewards and the learning curve. In addition, we implement the ablation study by
setting different p and p. In our experiments, the policy is learned in a clean environment, and
is then tested on the perturbed environment. p is the parameter in algorithm when learning the

robust policy. p can be considered as the agent’s guess about the probability of a disturbance
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occurring. However, p is the probability that the perturb happens in the perturbed environment.

the perturbed environment, with probability p, the action is perturbed by an adversarial action.
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Figure 6.4: ARRLC v.s. RARL v.s. PR-PI

In Figure [6.4] we show the learning curves under different p and p. It can be seen that our
ARRLC algorithm converges faster than the other algorithms. This demonstrates the efficiency of
our ARRLC algorithm to learn optimal policy under policy execution uncertainty.

In Figure[6.5] given the agents trained with fixed p (rho), we test the agents in different disturbed

environments with different p. In Figure[6.6] we compare the different agents trained with different
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Ablation study on InvertedPendulum-v4 with fixed rho
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Figure 6.5: Ablation study on InvertedPendulum-v4 with fixed p.

p. The x-axis is the different choice of p or p. The y-axis is the final evaluation rewards.
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Figure 6.6: Ablation study on InvertedPendulum-v4 with fixed p.

We also consider different adversary policies include both the fixed policy in the main page
and a random adversary policy. After the agent takes an action, with probability p, the random
adversary will uniformly randomly choose an adversary action to replace the agent’s action. In
Figure and Figure ’fix” represents that the actions are perturbed by a fixed adversarial
policy during the testing, “random” represents that the actions are randomly perturbed during the
testing, p is the action perturbation probability.

The theoretical guarantee on sample complexity and regret of our algorithm relies on the
assumption of known uncertainty parameter. However, in the experimental results shown in Figure
[6.5] the parameter can mismatch with the true disturb probability. In Figure we test the
mismatch of the uncertainty parameter p and true uncertainty probability p. We train the agent
with p = 0.2, but we use p = 0.1 in the test. The proposed robust algorithm still outperforms the
non-robust algorithm.

Since we do not know whether the fixed policy or the random policy is the strongest adversary

policy against the agent, a more direct comparison is to use the learned worst-case policy in
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different algorithms to do a cross-comparison. We use the learned worst-case policies to disturb the
different robust agents. We report the final evaluation rewards in Table [6.1] We train our method
in 2000 episodes and the approaches of [[81,97] in 30000 episodes. We set that p = p = 0.2.
The ARRLC agent performs the best against three different adversaries and the ARRLC adversary

impacts the most on three different agents.

Table 6.1: Final rewards under cross-comparison between ARRLC, PR-PI and RAPL

ARRLC ADVERSARY RAPL ADVERSARY PR-PI ADVERSARY

ARRLC AGENT 72.536 81.736 89.824
RAPL AGENT 49.936 72.216 70.6
PR-PI AGENT 52.788 63.784 86.648

6.6 Conclusion

In this Chapter, we have developed a novel approach for solving action robust RL problems with
probabilistic policy execution uncertainty. We have introduced a model-based algorithm ARRLC
and a model-free algorithm ARQ-H. We have theoretically proved the sample complexity bound
and the regret bound of the algorithms. The upper bound of the sample complexity and the regret
of proposed ARRLC algorithm match the lower bound up to logarithmic factors, which shows
the minimax optimality of our algorithm. Moreover, we have carried out numerical experiments
to validate our algorithm’s robustness and efficiency, revealing that ARRLC surpasses non-robust
algorithms and converges more rapidly than the other robust algorithms when faced with action

perturbations.
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Chapter 7

Conclusion

RL has many applicants in a variety of scenarios. The goal of this research is to design RL
algorithms that are robust to adversarial attacks. In summary, we have made the following
contributions:

Firstly, we have introduced a new class of attacks on stochastic bandits: action-manipulation
attacks. We have analyzed the attack against the UCB algorithm and proved that the proposed
LCB attack scheme can force the user to almost always pull a non-worst arm with only logarithm
effort. To defend against this type of attacks, we have further designed a new bandit algorithm
MOUCSB that is robust to action-manipulation attacks. We have analyzed the regret of MOUCB
under any attack with bounded cost, and have showed that the proposed algorithm is robust to the
action-manipulation attacks.

Secondly, we have proposed a class of action poisoning attacks on linear contextual bandits.
We have shown that our white-box attack strategy is able to force any linear contextual bandit
agent, whose regret scales sublinearly with the total number of rounds, into pulling a target arm
chosen by the attacker. We have also shown that our white-box attack strategy can force LinUCB
agent into pulling a target arm 7' — O(log® T') times with attack cost scaled as O(log® T'). We have
further shown that the proposed blackbox attack strategy can force LinUCB agent into pulling a

target arm 7' — O(log® T') times with attack cost scaled as 7' — O(log® T).
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Thirdly, we have introduced a new class of attacks on RL: action poisoning attacks. We have
proposed the a-portion white-box attack and the LCB-H black-box attack. We have shown that
the a-portion white-box attack is able to attack any efficient RL agent and the LCB-H black-box
attack nearly matches the performance of the c-portion attack. We have analyzed the LCB-H attack
against the UCB-H algorithm and proved that the proposed attack scheme can force the agent to
almost always follow a particular class of target policy with only logarithm loss and cost.

Fourthly, we have introduced an adversarial attack model on MARL. We have discussed the
attack problem in three different settings: the white-box, the gray-box and the black-box settings.
We have shown that the power of action poisoning only attacks and reward poisoning only attacks is
limited. Even in the white-box setting, there exist some MGs, under which no action poisoning only
attack strategy or reward poisoning only attack strategy can be efficient and successful. We have
then characterized conditions when action poisoning only attacks or only reward poisoning only
attacks can efficiently work. We have further introduced the mixed attack strategy in the gray-box
setting that can efficiently attack any sub-linear-regret MARL agents. Finally, we have proposed
the approximate mixed attack strategy in the black-box setting and shown its effectiveness on
V-learning.

Finally, we have developed a novel approach for solving action robust RL problems with
probabilistic policy execution uncertainty. We have theoretically proved the sample complexity
bound and the regret bound of the algorithms. The upper bound of the sample complexity and
the regret of proposed ARRLC algorithm match the lower bound up to logarithmic factors, which

shows the minimax optimality of our algorithm.
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Appendix A

Appendix of Chapter [2

A.1 Attack Cost Analysis of LCB attack strategy

A.1.1 Proof of Lemma 2

The proof is similar with the proof of Lemma [I| I that was proved in [43]. Let {X;}%2, be a

sequence of i.i.d o-sub-Gaussian random variables with mean p. Let i°(t) = ﬁ Z;V:(? X;.

By Hoeffding’s inequality.

P(A0(t) — 4l > ) < 2exp (—N(””Q) | A1)

202

In order to ensure that & holds for all arm ¢, all arm j and all pull counts N = N, ; (1), we set

dijN = 2K2N2 We have

202 7r2K2N2 K&
P (3@ 35, 3N = | (8) — gl > \/— log ) <Y D D diin=0 (A2

A.1.2 Proof of Lemma

According to event &, we have
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(A.3)

: (0, 4+00) — R, and we have

0 \/ m2K2N?
" _ 2
f"(N) =Nz 202N log T

<202 log £ KQN ) + 1604
= 3

4 (202N log TEN2) 2

(A4)

<0,

when N > 1.

Hence f is strictly concave when N > 1, and according to the property of the concave function,

> F(N(8) <Kf< Z i )_ (NT@) (A.5)

j=1 =

119



Thus,

fui(t) — %(t) >

seTi(t)
2
|y a i) Pk (50) (A.6)
NN TTTR % 3
202K w(Ni(t))?
\/Ni(t) RCENEY:

A.1.3 Proof of Lemmad

The LCB attack scheme uses lower confidence bound to exploit the worst arm, so we need to prove
that the attacker’s pull counts of all non-worst arms should be limited at round t.
Consider the case that in round ¢ + 1, the user chooses a non-target arm /;; = ¢ # K and the

attacker changes it to a non-worst arm ]?H = j # 1w . On one hand, under event &;, we have

iy () = iy, < CB(N, (1), 0),

(A7)
and fi)(t) — pu; > —CB(N)(t),9).
On the other hand, according to the attack scheme, it must be the case that
i, (1) — CB(NY, (1),8) > i0(t) — CB(N?(t), 6), (A8)
which is equivalent to
0 . -0 0
CB(N;(1),6) > fi;(t) — (fi,, (t) — CB(N;, (¢),0)). (A.9)
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Combining (A.9) with (A.7), we have

CB(N;(t),8) > pu; — CB(N](t),6)
A

and CB(N)(t),6) > %

Using the fact that N} (t) < ¢ and N; ;(t) < NJ(t), we have

Aﬂ% <CB(N?(t),0)

_ \/ 202 mK(N(t))?

log
N ]Q (t) 30

< 202 1 T2 K2
O,
=\ NO() % Tss

< 202 | T2 K2
O,
=\ N % 80

which is equivalent to

802 T Kt?
7]( ) A? lW Og 35

Hence, under event &, we have

o e \/202l§1 gﬁ(g;(t))?

se i (t)

- ﬂ'iwa

202K 72 (N;(t))?
zzw 70

J sem;j(t)

i log

Ni(t) 36

\/ 202K m2(Ny(t))?

— Ni(t) Ni(t)
S 202K o m2(N;(1))? n 1
v TAINGe) T 30 N %
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Nzt 202K 2 Nzt 2
= ’J( (Aj,iw+uiw)+\/ log (35())

802

(A.10)

(A.11)

(A.12)

(A.13)

T2 Kt?

Jiw
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The lemma is proved.

A.1.4 Proof of Theorem 1]

By inferring from Lemma |1, we have that with probability 1 — %, Vvt > K o |p%(t) — pkl| <
CB(NY(t),9).

Because the LCB attack scheme does not attack the target arm, we can also conclude that with
probability 1 — £, Vt > K : | (t) — px| < CB(Ng(t),6).

The user relies on the UCB algorithm to choose arms. If at round ¢, the user chooses an arm

I, = 1 # K, which is not the target arm, we have

R logt R logt
(t—=1)+3 —_— > t—1)+3 _— A.14
fui( )+ 30 Nt 1) fug ( )+ U’/NK(t—m (A.14)

which is equivalent to

logt R R logt
— > —(t—-1 t—1 _— A.l5
30 Ni(t—1)> i ( )+ fic( )+30,/NK(t_1) (A.15)

We need to connect the estimate of arms to the true means. Under event £;, we have

fixc(t) > px — CB(Nk (1), 8). (A.16)

Under event & N &,, according to Lemma] we have

N,(t) 36 N,(t) &~ A, 36

Jiw

202K 2(N;(t))? 1 802 2Kt?
ﬂi(t)s;aw\/” log TR L5~ 87, KT (A17)

JFiw
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Combing the inequalities above,

logt 202K m2(N;(t —1))?
B0y | o > gy —
NNGE—1) Hw \/

1
N1 °® 36
1 802 | T K(t — 1)2+
NG 2 A (A.18)

logt

The sum of the last two terms in the RHS of (A.T8)) is equal or larger than zero. We show it by

2
further bounding the last term as follows: when ¢ > <”2—K> 5,

36

m2K\ 2

gt _ \/402 gt ., log(W)&s

Nalt—1) Nalt—1) Neli—1)
T2 Kt2
202—1 & 35t
Nelt—1)

(A.19)
2K (Ng (t—1))?
> \/202 log §(5

Nt — 1)
= CB(Nk(t—1),9).

Now the inequality only depends on N;(t — 1) and some constants

3 logt
N NE—1D)
202K m2(Ni(t —1))? 1 802 mPK(t— 1)
A — 1 - 1
> ki \/ NE-1) % 3 Nt 1) 2= Ay, T3 (&.20)
w
202K w22 1 80?2 2 Kt?
A — 1
7B Ko \/Ni(t—l) %6735 TNt —1) JZ AL 8

i 30

The last inequality is based on the fact that V;(¢t — 1) < t¢. By solving the inequality above, we
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have:

2

L mKE A2l
Nl(t—l) <M Cy + C +4AK1W Z ]ZW log 35 , (A.21)
TW JFEiw

where () = 30+/logt + /202K log . Since event & N & occurs with probability at least
1 — 24, we have that (A.2T)) holds with probability at least 1 — 2. Theorem [I|follows immediately

from the definition of the attack cost and (A.21).

A.1.5 Proof of Theorem

Because the target arm is the worst arm, the mean rewards of all arms are larger than or equal to

that of the target arm. Thus, for any attack scheme, we have

(A.22)

SGTl t)

If the user pulls arm K at round ¢, according to UCB algorithm, we have for the optimal arm

o # K,
. [ logt ) logt
i (t—1 3 —_— < t—1 3 _— A23

Under event &, we have Lemma 3] and (A.6) holds for all arm 4, which implies

. 202K T2 (N (t — 1))?
io(t—1 1 s
ot o 2 \/N CEDE
SETlO (t—1)
and
. 202K m2(Ng(t —1))2
t—1 1 . .
fig(t—1) < NKt_ GEt l)uz +\/ Nel—1) % % (A.25)
seTk (
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Noted that for § > 1, when § is fixed, CB (X, 2) = /202X log “23];2 : (0, +00) = Riis
monotonically decreasing in N > 1.

We aim to prove that the total number of non-target arms pull scales as 7. We divide the
problem into three different cases.

Firstly, if N;(t — 1) > = Ng(t — 1), Theoremholds.

Secondly, if N, (t —1) < {eNg(t —1) and N;, (t — 1) < @t& hold for the optimal arm

logt 3 logt
3 = o7 A.26
N Net—1) 2"\ Nyt —1) (A.20)

10, we have

and

202K T2 (Ng(t —1))?
log
Ne(t — 1) 36
202K m2(N;, (t —1))?
1 o A.27
<\/Ni t—1) % 36 (8.27)
3 logt

SN G-

Combining the inequalities above, we find

1 3 logt
— J— >_ e —
e D DI (1 o gy
seTi (t—1)
3 mlogt
> 20— (A.28)
4\ V/3dter
>3 mlogt
-0 .
4\ V3ot

. . . . 3 7logt 3 log T
The RHS of (A.28) is monotonically decreasing in¢ > 3, so o Taer > 1O\ T
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Since the attack cost is limited by O(logT),

O(logT)
Z pro — pi = Ne(t—1) (A.29)

SGTK (t—1)

SO

Ne(t—1)=0 (WlogT) , (A.30)

in which Theorem 2l holds.
Thirdly, if N, (t —1) < 1= Ng(t — 1) and N, (t — 1) > ‘ﬁteu( hold for the optimal arm i),

we have
1, logt logt (A31)
Ne(t—1) N, (
and (A.23) is equivalent to
flio(t—1) < figc(t —1). (A.32)

Setting the number of attacks on the optimal arm as C;, and the number of attacks on the target

arm as Cx, we have

Cio
iy ( 5 Z fro > i — N, (t_ 1)Aio,x, (A.33)
seno(t 1)
and
< SN
t_ 1 Z ,M[O MK + m 10,K> (A34)
SETK (t—1)
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Thus, the inequality (A.32)) becomes

Ci Nio(t—1) 0
T A _CB [ >~/ —
o = Nt -1 e~ © < K ’K> (A.35)
K NK(t—l) 5 '
S gy Riok T CB (T’E -

Because N;,(t — 1) < Nk(t — 1) < Ng(t — 1), we have CB (N"OI(;_I),%> >
Ni(t=1) &
oB (e 1)

T K

From (A.33), we have

Ck
KA,
Ni(t—1)—"F
C; N, (t—1) ¢
>Nip Kk — N, gk —2CB [ ———— —
PN Nt —1) ( K K) (A36)
i 202K 7T2(NZ‘ (t — 1))2
SAi ok — — Nk — 2 1 a :
RN (t—1) 0" \/Ni t—1) % 36
Here, based on N, (t — 1) > @ts%( and the factt > Ng(t — 1),
Ck
S\
N (t—1)— "%
C, 252K 2( V305 )2
>AioK_—9AioK_2 o 5 10g7r(7’ )
’ @tm ’ @tsTK 30 (A.37)
Ci 292K 2 \/_37525% 2
>Aio,K_ = 9 Aio,K_2 J 9 lOgﬂ- ( x - ) .
3 (N (t = 1)) 7F 2 (Nie(t = 1)) 7F 3
Since the attack cost is limited by O(log T'),
64K
Nig(t—1) = O((log T) =), (A.38)

and Theorem 2 holds.

In summary, all cases show that the user pulls the non-target arm more than O(7T®) times, in
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which o < 1. Since event & holds with probability at least 1 — J, the conclusion in the theorem

holds with probability at least 1 — 9.

A.1.6 Proof of Proposition 1]

The oracle attack needs to occasionally change the action to the best arm when the user pulls the

target arm. Similar to Lemma under event &, for arm K and all ¢ > K, we have

1 Ng(t) ¢

(i () — <CB — A.39
sETK ()

because when the user pulls the target arm, the rewards the user observes are only drawn from two

distributions.

Given the number of rounds that the attacker changes the action to the best arm as C'x, we have

1
Nk (t)

C
> o < px+ WZ)A@,K, (A.40)

sETK ()

in which the equality holds when N (t) > Ck.
The user relies on the UCB algorithm to choose arms. We denote the last round when the user
chooses the target arm before round 7" as £. At round ¢, the user chooses the target arm [; = K.

For any non-target arm 7, we have

. logt R logt
(t—1 —— < -1 —_—. A4l
i (t )+30”Ni(t— T < fx(t—1)+ 30 Nt 1) (A.41)

4
We focus on the last term of the RHS of (A.41)). When t > (’TZK 2) , we have

126

logt 402 T2 K22 Ni(t) ¢
-2 > | > CB — . A42
3"\/NK(t) = \/NK(t) %855 = © ( 2 K (A42)
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Thus, the RHS of (A.41)) can be further bounded as:

. logt Cx logt
F— 1)+ 30y |8 <ot — K A et by 2l A43
et = D) 300 [ =3y S i g — ek T80 N o (A9

.. 2 K?
Similar to (A.42), when ¢t > T55-,

5 logt 202 T2 Kt? )
- 1 >CB [ N;(t),— ). A.44
20\/]\@(25) ” \/Ni(t) ®735 = ¢ ( i(8): K) ( )

The oracle attack changes every non-target arm to the worst arm. Using Lemma[I] we have that

with probability 1 — 25U vt > K and i # K : |ju(t) — pux| < CB(Ni(t), ).

Then, by combing (A.43) and (A.44)), (A.41) is equivalent to:

1 logt Ck logt

- L S N S - LA
f 50 Na(t D)ok TN N — D

5 m (A.45)

If the attacker does not attack the target arm, all arms are changed to the worst arm. Thus, at
round ¢, the expectation of the target arm pull counts would be % Here, we divide the problem
into two cases: N (t — 1) > L and Ng(t — 1) < L.

If Ni(t — 1) > L, from (A:43), we have

1 logt KCxk Klogt
5 A; 6 , A.46
2\ Nt—1) = T Tk TN T (A40)
which is equivalent to
o*T?logt
Nit—1)> E (A47)

4 (KCxlip i +60y/KTTogt)"
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. . . . . . . T
Since equation (A.47) is monotonically increasing in ¢ > 1 and the fact that ¢ > £,

o*T?log
2 (A.48)
4 (KOKAWK + 604/ KTlog %)

If N (t — 1) < L, the attack cost |C| > @ +Crand ), Ni(t —1) > T(II({U.

Ni(t—1) >

Combining the two cases, the proof is completed.

A.2 Regret Analysis of MOUCB

A.2.1 Proof of Lemma 3

Note that for 6 < %, B(N) =4/ % log % is monotonically decreasing in IV, as

0 5 202K T2 N2 202K 2
_ - — < — — . .
5N (N) e (2 log %5 > <3 <2 log 35) <0 (A.49)

We first prove the first inequality in Lemma[5] Consider the optimal arm i, and the worst arm
iw. Define C; := |{t : t < T,I? # I, = i}|. In the action-manipulation setting, when ¢t > 2AK,

MOUCSB algorithm has

1 N;,(t) = C; C;
Z L0 o() O 1 4 o

9 2 /M Hi
Nio sena(®) Niy (t) ¢ Nig(t)™™
C; (A.50)
- — A, . o .
/"LZO 10w Nlo (t)
Cio
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and

1 Ni, (t) — C C,
prpo < — T iy + T
NZW(t Seg(t) NZW t) v N'LW(t) ‘
Ci A.51)
— M Az 7 = ( )
C;
S Hiyy + Azo ZWQ_X-

Combining (A.50) and (A.5T]), we have

1 1
N. t) Z Mlg_N.

10 W

SETi o (1) ETiy, ()
> i = fin = Dioiw 4 — Dioiw g 4 (A.52)
A
>Mio — Miy — Aioﬂ'Wﬂ
_Digiw
5
From (A.6), we could find
SGT’LO SET

<fiip (t) + B(Nig (t)) = (fliyy (£) — B(Ni, (1)) (A.53)
< max {f1(t) + BINi(1)) = (15(1) = B (N; (1))}

We now prove the second inequality in Lemma 5}
max {/i(t) + S(Ni(t)) — (i () — BN;(1)))}

max{ > pro+28(N. ( Z fro — 2B8(N ))) } (A.54)
seﬂ—Z (t) SGT]

<Qig.in +max {26(Ni(t)) + 28(N;(1))} -
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Recall that for 6 < , 3(N) = QU;K log ”23]; ® is monotonically decreasing in N. Therefore,

max {20(N:(1)) + 28(N; (1))} < 45(24). (A59)

A.2.2 Proof of Theorem

MOUCB algorithm first pulls each arm 2A times. Then for ¢ > 2AK and under event &, if at

round ¢ + 1, MOUCB algorithm choose a non-optimal arm ;1 = a # ip, we have

o+ BN0) + g e = iy + BN (0) + B 0))
ity + BN (0) + 5 s (s = s+ BV + B0}

which implies

A A 2K 472 A2
fla + (D) <2Aio,iw +8\/ A log 30 ) T ANLD)

> - A. . .
—IU’ZO + Nz (t) A’LO,lW + 6(]\720 (t))7

according to Lemma 5]

From equation (A.6), we could find

< fa + Az’o,aN—(t) + 5(Na(t))>

132



and

uzﬁ S = BNy ()

567—1'0 (t)
C;
>4y A . __to _ )
- ,ulo Alo,lw Nio (t) /B(NZO (t))
A
- M’LO AZo,ZW NZ‘O (t) /B(NZO (t))

By combining the inequalities above, we have

A A 02K 472 A2
Mio Spla + Aio,aN—(t) + 28(N,(t)) + (QAio,iW + 8\/ log ) ;

which is equivalent to

A 202K T2(Ny(t))? A \/02[( 472 A2
A o <N g— +2 1 20 8 1
0a =g, Na(t) + \/ 0g 35 + Na(t) osiw T A og 35

202K 22 A 2K, 4m?A?
SQ\/ g 7 log T + ; (Aio,a + 2Aio,iw + 8\/0 10g T ) .

A 30

Therefore,

2 )¢ 242 4 2K 42 A2
N,(t) < max { 8o log Tt (Aio,a + 20,0 + 8\/0 log T ) } . (A.56)

A? 30 A A 30

10,4

As event & holds with probability at least 1 — 0, (A.21)) holds with probability at least 1 — §. Then

Theorem [3] follows immediately from the definition of the pseudo-regret in (2.2)) and equation

(A.56).
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Appendix B

Appendix of Chapter 3

B.1 Attack Cost Analysis of White-box Setting

B.1.1 Proof of Proposition 2|

When the agent pulls a non-target arm /; # K, the mean reward received by the agent should
satisfy E[r; jo[ F; 1, It} = (1 — a)(z+, 0 ). In the observation of the agent, the target arm becomes
optimal and the non-target arms are associated with the coefficient vector (1 — )0k In addition,
the cumulative pseudo-regret should satisfy Ry = Zthl Ly 2xya{we, Ox) < Zthl Ly 2xyaLS.

If Ry is upper bounded by o(T), 3/, L¢1,+ky is also upper bounded by o(T).
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B.1.2 Proof of Lemma

If the agent computes an estimate of §; by (3.3) and V;; = <Z kers(i—1) TRTE + AI), we have

2l0,; — 2T (1 — )bk

_ Ty-1 Tv,—1
=Ty Vm E T 10Tk | — Ty Vm Vii(l — a)fk

ker;i(t—1)
(B.1)
= V! Z T, (Tt,fg —(1- a)x%@K) — A Vit (1= )bk
ker;i(t—1)
A e (xgefg e — (1 — a)q,{eK) ATV (- 0,
k’eﬂ'(t—l)
and by triangle inequality,
[ 0rs — f (1 = )]
Ty -1 T T
< > alViitax (afby — (1 - a)afox) ©2)
eri(t—1)
+ Z o Vi apme| + Al V(1 — )bk
keri(t—1)
In our model, the mean reward is bounded by 0 < (x,6;) < |z|3]|6:|3 = LS.

Since the mean rewards are bounded and the rewards are generated independently, we

have 0 < ’xf@lg —(1- a)x;‘g@K‘ < LS and E[z{0p|F1] = (1 — a)vf0k. Thus,

{:Uth_ilmk (a:{@ o — (1 a)azf@;{> }k - is a bounded martingale difference sequence w.r.t
’ eri(t—1

the filtration { F}, }rer,(t—1)-
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Then, by Azuma’s inequality,

P Z x Vi, (x;‘:@[g - (1- a)x£6K> > B

kGTi(tfl)

<9 —2pB? (B.3)
ex
=T ZkeTi(t_1)($f‘4;1$kLS)2

:Pt,ia

where B represents confidence bound. In order to ensure the confidence bounds hold for all arms

and all round ¢ simultaneously, we set P, ; = % SO

1 2KT _
B=LS, |;log (T) DA

kETi(tfl)

(B.4)
1 2KT
where the last inequality is obtained from the fact that
thH‘Q/ﬁl = iU%FVt’_Zl Z l'k.fg + Al V;’_ill't

' ker;(t—1)
> :Ef‘/;_ll Z mkxg Vt;-lflﬁt (B.5)

keri(t—1)

AT

ker;i(t—1)

In other words, with probability 1 — J, we have

Z x Vi, (x{@,g —(1- a)x%@K)
ker;i(t—1) (B6)

1 2KT
SLS\/§ log (T) [l elly, 1
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for all arms and all ¢.
Note that Vi; = >, 1y @) + ALis positive definite. We define (z,y)y = 2"Vy as the

weighted inner-product. According to Cauchy-Schwarz inequality, we have

Yo @l Vitmme <l | Y0 wem|| (B.7)

ker;(t—1) keri(t—1) -
t,i

Assume that A > L. From Theorem 1 and Lemma 11 in [[1], we know that for any § > 0, with

probability at least 1 — o

2

E Tk
k)ETi(tfl

-1
) Vi

K det(V;)Y/? det(AI)W) (B.8)
5

K L2N;(t
SR\/QlogF—l—dlog(l—i- )\ZZ(>>,

<2R%log (

for all arms and all ¢ > 0.

For the third part of the right hand side of (B.I0)),
|)‘ItT‘/1t;1(1 —a)fk| < [|(1- a))\eKHvt—il thHVﬁl . (B.9)

Since V;; = I, the maximum eigenvalue of Vt;l is smaller or equal to 1/A. Thus,
11 = )M selTr < 510 = )Ml < (1= @)?AS

In summary,

27 0ri — o (1~ )|

1 2KT K L2N;(t
< (1 =a)VAS + LS /=log [ === ) + Ry[2log — + dlog [ 1 + ) el
2 J Y Ad b
(B.10)
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B.1.3 Proof of Theorem 4

For round ¢ and context z;, if LinUCB pulls arm ¢ # K, we have

Th Ty/—1 Th Ty/—1
2y Oy + B/ Ty VikTe < xy O + 5t,i\/ xy Vi e

Recall B;; = VAS + R\/2 log & + dlog <1 + —sz\\z(t))

Since the attacker does not attack the target arm, the confidence bound of arm K does not

change and 270 < 270, ;c + Bk y [xTV, ta, holds with probability 1 — 2.

Thus, by Lemma 1,

i O <0y + Bran/ 2TV
2KT

1
<zl'(1— )bk + Bt,intHVt;_l + LS\/§ log (T)w (N:(t)) th”Vt;l'

(B.11)

By multiplying both sides 1(;,—;; and summing over rounds, we have

t
> g —nox) Ok

k=1

t
1. (2KT
<> Ugg-p (m +VAS + LS\/5 log <T) (B.12)
k=1

K L2N; (k)
+R\/2logg+dlog (1+ o )) kaHijj-

Here, we use Lemma 11 from [1]] and obtain

t
N;(t)L?
k=1 ’ (B.13)

¢12
< 2dlog [ 14+ 2.
= Og( +d)\)
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According to > _, H{Ik:i}kaHVk—il < \/Ni(t) Sy ﬂ{lk=i}"ﬂ7k"%/k—;, we have

t
tL?
> Lg—apllzallf o < \/ N;(t)2dlog (1 + H) (B.14)
k=1 ’

Thus, we have

t 2
PR A g\/ Ni(t)2dlog (1 + dL_A) ( LS \/ los <2I§T)
k=1

(B.15)
K L?
+2VAS + 2Ry [ 21og = 4 dlog [ 1+ 2
) Ad
and
2d tL? 2KT
Zﬂ{[k =i} < log (1—’—5) (2\/XS+LS\/ 10g< 5 )
9 (B.16)
K t1?
2R [2log — 1 1+ —
+ R\/ 0g 5 —i—dog( + Ad)) ;
where 7 = mingep(, Ok ).
B.2 Attack Cost Analysis of Black-box Setting
B.2.1 Proof of Lemma
Since the estimate of #; obtained by the agent satisfies
=) Y wear | (B.17)

ker) (t—1)
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we have

T 40 T
x; Qm- —x; 0;

:xtT (V;f(,)i)il Z Wi, iTk, 100k | — ff (V;(,)i)il V;f(,)iei

lcETiT(t—l)

=] (V}?i)il Z (WriTh,10 — xp i)y | — A (V;:?i)il 0;

kETg(t—l)

-1
=z, (V;foz) Z (wk,ﬂ}g@]g — .0;)z,

kerl(t—1)

3

+ ] (V;s?z‘)il Z wank | — A} (Vfi)fl 0;.

f(t-1)

3

We have 0 < ‘wk,ixfélg —al0;

< wy;LS and E[wk,ixfﬁlgwk,l] = x}6;. In addition, by

the definition of wy;, we have that wy; < 1/a if i # K, and wy; < 2 if i = K. Thus,

{x;f (V2) -1 (Zkeﬁ(t—m(wk,ix;{@lg — xfé’l)xk> } - is also a bounded martingale difference
’ i kE’Ti t—1

sequence w.r.t the filtration { F}}cr,1—1). By following the steps in Section [B.1.2, we have, with

probability 1 — %5 , for any arm ¢ # K and any round ¢,

_1 LS |1 2KT
b (Vtoz) Z (wk,ixfé’[g —xp 0z, | | < ?\/5 log (—5 ) th”(vt?i)fl’

ker(t—1)

and with probability 1 — %5 , for arm K and any round ¢,

1 1 2KT
s (VtOK) Z (thx;‘f@Ig — 0z || < 2LS\/§ log (T) thH(VtOKyl.

ker!(t—1)

The confidence bound of the second item of the right side hand of (B.I8)) can be obtained
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from (B-8). With probability, 1 — £-14, for any arm ¢ # K and any round ¢,

. R K LQNJ@)
AT S w2 210 4 dlog(” a1y

(B.18)
With probability, 1 — 74, for arm K and any round ¢,

1 K L2N}(t)
o (Vtol) Z wek || < 2R, |2log 5 + dlog (1 + )\—g th”(Vt?KYL
ket (t—1)

(B.19)
In summary,

[ 075 — 2 i

1 OKT K L2N/(t
<¢; \/XS+LS\/§1og (T) + R\ | 2log — + dlog <1+ i )> H:ctH(VO =

Ad
(B.20)
where ¢; = 1/a when i # K and ¢ = 2.
B.2.2 Proof of Lemma
Recall the definition of ¢;:
(1 W= )z, 07 ) — (2. 6] 1)
e =clip | =, = = ) al, (B.21)
2 <xt7 6t,K> - <It7 9t713>
and the definition of IZ :
I} = argmin ((mt, 60 - 5gi|yxt||(vgi),1> . (B.22)

By Lemma , (x4, éf] )= B illzellvo -1 < min(zy, 0;) with probability 1 — 24.
st e t,1

Because ¢; is bounded by [1/2,1 — af, we can analyze E[r; ;0| 1, I;] in four cases.
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~

Case 1: when (z¢, 07 ;) < (x4, 6°

)and ¢, = 1 — o, we have
t,I}

Elry 0| Fi-1, 1] = (1 — a) (s, Ok) + afzs, 91}>' (B.23)

Then, by Lemma

(1—a)xl0x + aa:f@ltf — (1 —a)z! b

VO
t,

<(1-—a) <xtTé?K + BgKthH(VtOK)l) + x;[éz?,lj + B?IijtH( )1 — (1 — a)x] b
: A

SxtT@ﬁI; —(1—a)z{ 0k + (1 - a)ﬁf,xlwtll(%%)fl + a5213||xt|\ N\
| (%)
<(1- O‘)ﬁz?,Kth”(VOK)*l +(1+ a)ﬁ,?,;Hﬂ:tH( i )17
b ’ 1%
o1}

(B.24)

t, Vo )
t,Iy

where the last inequality is obtained by xtTéSﬂ — BOITthH < >1 < min;(zs,6;) and

Assumption [T} We also have

(1—a)al 0k + ozx?@ltf — (1 — )zl = ozx?@ltf > 0. (B.25)

~ ~

Case 2: when (v, 07 ;) > (24,07 1) > (1 — 2a) (v, 09 ) and ¢, = 1/2, we have

Tt

1 1
E[rt,IEIthblt] = §<$t,¢91{> + §<xt,912>. (B.26)
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Then, by Lemmal /|

—_

(@l Ox +aT0,) — (1— )l O

| — Do

=5 (xtTQI; -(1- 2a):ctT0K>

1 .
§§ xtTHS]T + 5tOITH9‘7tH< N T (1 —2a)z! 0k
s s4t \%
%)

Sﬂto,lg [ <V0 )1

i
t,1]

where the last inequality is obtained by :ctTéSIT — B il -1 < ming(wzy, 0;) and
"t "t
(V;(,)I;f >
Assumption I}
In addition, by Lemma(7

1
§($tT9K +ap ) — (1 - a)z{ Ok

L 7 0
25 Ly et,lj a Bt,fijtH <V0

o1}

1 ~
)_1 - 5(1 —2a) (xtT@gK + 521{”%”(%%)‘1) (B.27)

0
= QBt,I;f 24| <v0

N
t.1]

1

Case 3: when 0 < (xt,éﬁd) < (1-2a)(x;, 0 ;) and 1/2 < ¢, < 1 — o, we have

E[Tt71?|F1t,1, It] = Et<.’Et, 0K> -+ (1 — et)<xt, 912‘> (B28)
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‘We can find that

er{ar, 0xc) + (1 — &) {1, 00) — (1 — )z, Oc)

({2, 0xc) — {0, 0,0)) + {1, 6,5) — (1 — @)y, O)

—eo({e,051c) — (60 1) + 1, O0) — (1 @), O)
e, 00,0 = (0 6,5)) + el (a1, 6xc) — (0 Bc)

=(1— ), Be) — (o 60 1) + {8y — (1= ) )

+ 6t(<5€t7é21;> — (20, 0p1)) + ({2, 0) — (1,00 1))

A

—(1—a—e) (@0 — {a1,8x) ) + (1 =) (@ 80,) = (@1.6) )

which is equivalent to
[E[ry o] Fyr—1, Il] — (1 — ) (24, 0|
<(1—a— @)l 1+ (0= )yl
t, K "t <V0 T)
t,I

Case 4: when (z, égﬂ> < 0and ¢ =1 — «, we have
g

Elry ol Fioa, L] = (1 — a)(ze, Ok ) + oy, 0p1).

Then, by Lemma(7}
(1 —a)x] 0k + axf@ltf — (1 —a)z] g

:aaszItf
T

<oz, 921.; +aﬁ213|]xtH .y 1
ol

Saﬁgq 24| (VO >1a
il

t7

where the last inequality is obtained by xtTéS 5= Bzl <
Tt t vO
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(B.29)

(B.30)

(B.31)

(B.32)

-1 < ming(z,0;) and
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Assumption |1} We also have

(1 —a)al 0k + om:tTHItf — (1 —a)zl0x = Oz:ctTGItT > 0. (B.33)

Combining these four cases, we have

|E[7“t,19|Ft—1, L] — (1 — a)(x, 9K>‘

(B.34)
<(1- a)ﬁgKthH(Vo )*1 +(1+ a)ﬁfﬂul"t“ -1
e,
t,1)
B.2.3 Proof of Lemma 9
From Section B.1.2] we have, for any arm ¢ # K,
[ 05 — 27 (1 — )0k
< Z xtTV;l:Bk (:vfﬁfg —(1- a)xf@;{)
keri(t—1)
+ Z :Uﬂ/t;lxwk + })\:B,TVt;l(l —a)0K|
keri(t—1)
(B.35)
S A (xgelg — eplap, ) — (1 — ek)(xkﬁ[;))
keri(t—1)
+ Z x Vit (ek(xk, Or) + (1 — e){xy, 9111) —(1—- a)mf@;{>
keri(t—1)
+ Z a:tTVt;l:rknk + }/\mtTVt;l(l — a)0K| :
k‘eﬁ(t—l)

Since the mean rewards are bounded and the rewards are generated independently, we have

0 < ‘33;{91}; — ex{zy, Or) — (1 — 6k)<$k>91,1>‘ < LS and Efey 059 Fia] = exfn, ) + (1~

ek)(xk, QIII)

Then {x?‘/;jlxk <x£0 10 — E[zf 0 ]Fk,1]> } is also a bounded martingale difference

keT; (t,l)
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sequence w.r.t the filtration { ¥} }rcr,¢—1). By following the steps in Section [B.1.2} we have, with

probability 1 — ¢, for any arm ¢ and any round ¢,

2KT
Z xf‘/;—llxk (:pf@lg - E[:pz@IﬂFk_l]) < LS\/ log ( 5 )||xt||vm1 (B.36)

k:ETi(t—l)

From in Section|[B.1.2] we have

lellys > Y (@ Vig'aw)®. (B.37)

ker;(t—1)

Then, the second item of the right hand side of (B.35) can be upper bounded by

DA (ekm, Oxc) + (1 — &) (e, 0,7) — (1— a)xge,()

kETi(tfl)
> (E[rk,fg\kale] (1—a)x ) > @IV e
kEqu(tfl) k’ETl(t 1) (B38)
2\ 3
<| X |-kl -+ Qa8 pllmll, || el
keri(t—1) K < “T>

where the first inequality is obtained from Cauchy-Schwarz inequality, the second inequality is
obtained from Lemma 8] and (B.3).

In addition, by the fact that (a + b)2 < 2a? + 2b? for any real number, we have

2

2

(1= )8 llzull o y-1 + (L + )8 ] -1
(Vo) I <V0 )
keri(t—1) kIt

(B.39)

2

v
klk

ken(t 1) ker;(t—1)
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Here, we use Lemma 11 from [/1] and get, for any arm ¢,

Z N;(t)L?
2 %
: kaH(VIgi)A < 2dlog (1 + 5\ )
ket (t—1) (B40)

tL?
<odlog (14 7).
= Og( +d>\>

By the fact that 3, 7;(t — 1) = 7). (t — 1), and Dok Tt —=1) =2k 7/ (t — 1), we have, for

any arm 4, 7;(t — 1) C 7). (t — 1), and 7;(t — 1) C D ik T]T(t — 1). Thus,

> ||$'f||?v,gK)-1§ > llle, -

keri(t—1) ’ kerk (t-1) (B.41)
tL?
< 2dlog [ 1+ —
< 2dlog ( + d)\)’

and

3 ey 3 e

ker;(t—1) : i#K perf(t-1) (B.42)

k,I};
tL?
< 2(K —1)d1 1+ —1.
<2 ) 0g< +dA)

By combining (3.10), (B.39), (B.4T)) and (B.42)), we have

keTi(tfl)

S |- Bl o+ (L @)l (o)

2
< 3 2Bl ) + X Ml v
: 1%

ker;(t—1) ker;(t—1)

2
1. [2KT {12 (B.43)
<16d> z - =
<16d <w(t) —|—LS\/2 log ( 5 )) log (1 + d)\)
2
162(K — 1) 1 /2KT tL2
+ — (w(t) + LS\/§ log (T)) log (1 + a)
2

16d*°K 1 2KT tL?
< - - <~ — .
<= (w(t) + LS\/2 log ( 5 )) log (1 + )
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In summary, we have

|27 0, — 2l (1 — a)fx]

(B.44)
< (1 + E\/Klog (1 + H)) (W(Ni(t)) + LS\/§ log (—5 )) lelly,2-

B.2.4 Proof of Theorem

For round ¢ and context z;, if LinUCB pulls arm 7 # K, we have

Th Ty, —1 Th Ty —1
o et,K + ﬁt,K\/ Ty ‘/t’th < x; Qt,i + 51:,@'\/ Ty th L.

In this case, 8;; = w(N;(t)) = VS + R\/2 log £ + dlog (1 n L2]A\Z(t)>'

Since the attacker does not attack the target arm, the confidence bound of arm K does not

change and 2! 0 < xtTén K+ B /xtTV;}%xt holds with probability 1 — .

Thus, by Lemma 2,

T ThH [ Ty,-1
2, O <z 003 + Brin/ 7y Vi T

<wy (1= a)fx + w(N;(t))||zelly-

4 (1 + %d\/K log (1 + %)) (w(Ni(t)) + LS\/% log <¥)> il

(B.45)

By multiplying both sides by 1(;,—;; and summing over rounds, we have

t
Z ]l{lk:i}oza:ZQK
k=1

t
4d kL? 1 2KT
k=1

(B.46)
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Here, we use Lemma 11 from [1] and get

t
N;(t)L?

d\
k=1 ) (B.47)
tL
< 2d1 1+—.
= Og< * dA)
According to > _ H{Ik:i}kaHvk—j < \/Ni(t) S e Lin=iy H'TkH%/k—'l’ we have
d tL?
Z l{lk:i}kaH%/kf.l < \/Ni(t)leog <1 + ﬁ) (B.48)
k=1 "
Thus, we have
t
Z ]l{jk:i}oza:;f@;(
k=1
tL? 4d tL? 1 2KT
<4/ N;(t)2d1 1+ — 24—/ K1 14+ — L —1 —
_\/ i(1) dog( + d)\) ( + a\/ og( + d)\)> (w(t)~|— S\/2 og( 5 )),
(B.49)

and

t
Ni(t) = Ly—y
k=1

2 2
2d tL? 4d tL? 1 2KT

< _ — _ — R

_(ozw)?log(led)\) <2+ a\/KlOg(1+dA>> (w(t)+LS\/210g( 5 )) ,

(B.50)

where v = mingep(z, Ok ).
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B.3 Proof of Generalized Linear Model

B.3.1 Proof of Lemma

The maximum-likelihood estimation can be written as the solution to the following equation

> (rn— @) 0r)z, = 0. (B.51)

neT; (t,l)

~

Define g:;(0) = ...y w20z, gri(0r) = D ner(t—1) Tnn. Since p is continuously
twice differentiable, Vg, ; is continuous, and for any ¢ € ©, Vg, ;(0) = >3-, 1) Ty (2, 0)).

V¢:.:(0) denotes the Jacobian matrix of g, ; at §. By the Fundamental Theorem of Calculus,
Gti(0r5) — gri((1 — a)x) = Gra0rs — (1 — )x), (B.52)
where
1 ~
G = / Vi (s@m T (1—s)(1— a)9K> ds. (B.53)
0

Note that Vg, :(0) = >, 1) Tnpfi(2,,0)). According to the assumption that ¢, =
infpeo zep f1(z70) > 0, we have Gy; = ¢,V,; = ¢, Viksi = Aol > 0, where in the last two step we
used the assumption that the minimal eigenvalue of V; is greater or equal to A\, after playing arm ¢

J times. Thus, G ; is positive definite and non-singular. Therefore,

0; — (1— )0k =Gy} <gt,i(éz‘) — gi((1 - a)eK)) . (B.54)

For arm K, g;:(0;) — g1.:(0x) = D ners(t—1) Tln-
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For all arm ¢ # K, the right hand side of (B.54)) is equivalent to

gtz(éz) —91i(1 — a)fg)

= (1 - 0
Z @)001)) (B.55)
= Z (2 050) — (1 — @)z} 0k )2y + Z M-
ner;(t—1) ner;(t—1)
Weset Z1 =3, . ny(1(zh0rg) — p((1 — @)a)0x))z, and Zo = 35 1) Nnn-
We have g;,(6;) — g1:((1 — a)0x) = Z, + Z, and
zi (0; — (1 — a)0x) = 2{ G, (2, + Zo). (B.56)
For any context z € D and arm ¢ # K, we have
|27 (0, — (1 — a)0x)|

<|2" G} Zi| + |27 G, Zs|.

We first bound |z" G ' Z,|. Since G, is positive definite and G“ is also positive definite,
27GL 2] < |lally-1 11 Zall -
Since Gy; = ¢,V;,; implies that G| < ¢;'V;;', we have ||$||G;} < \/%Hxﬂ‘—/tj holds for any
x € R% Thus,
[#" Gy 2| <—||:vllv 12l (B.58)

Note that V; ; = ‘715, + ML Hence, for all vector x € R¢

15,0 = N2l o + 2 (Vi = Vigh)a. (B.59)
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Since (A+B)"'=A"1—A'B(A+ B)™!,

Vt;l = f/t;l — )\f/;lvt;l (B.60)
The above implies that

0 <a’(Vi;' = Vi)
v ()\Vt;l\/;;l) x (B.61)

A
<l

Ao

and |23 < (14 5)lllf7 -
From Theorem 1 and Lemma 11 in [1]], we know that for any 6 > 0, with probability at least

1—-9
2

Z TETk

kETi(t—l) ‘/'tivl
\1/2 -1/2 (B.62)
<9Rlog <Kdet(V},z) g det(AI) )
K L2N,(t)
<2R? [log — +dlog [ 1 + —=~2
e o a1+ 25
for all arms and all ¢ > 0.
Set A = \g, we have
K L2N;(t
| Za]ly-1 < 2Ry [log — +dlog | 1+ ®) : (B.63)
t,1 5 Aod
Now we bound |z”G,} Z;|. Similarly,
T -1 1
G2 < el Zallg (B.64)
’ , ,

152



In our model, we have 0 < (z4,6;) < ||x¢||3]|0:]|3 = LS. Further,

0 < |ulalbr) — u(1 — a)aloy)|

<k,

ﬁ%—ﬂ—@ﬁ@’ (B.65)

< k,LS.

Since we have E[u(zf0;0)|Fy—1] = p((1 — @)z} 0k), {u(m}f&llg) —p((1- a)xf@;{)}k -

eTi(t—1
is a bounded martingale difference sequence w.r.t the filtration {Fk}keﬂ.(t_l) and is also
k,, LS-sub-Gaussian-sub-Gaussian.

From Theorem 1 and Lemma 11 in [1]], we know that for any § > 0, with probability at least

1—E=15
K L2N;(t
1 Zilly-1 < 2k, LSy [log — +dlog | 1 + ®) , (B.66)
b 5 )\0d
for any arm ¢ # K and all £ > 0.
In summary, for all arm @ # K,
A 2k, LS 4+ 2R K L2N;(t
l2"(0; — (1 — a)bk)| < > 20 log — + dlog (1 + ( )> |z||y-1. (B.67)
Cy ) /\0d i

B.3.2 Proof of Theorem 6]

For round ¢ and context z;, if GLM-UCB pulls arm ¢ # K, we have

T/ Ty —1 Th Ti7—1
Ty et,K + BLK\/ Ty V;Kl"t < x; et,i + 51:,@'\/ Ty th L.

Recall §,; = @\/bg % + dlog <1 + in:fii(t))'

Cu

Since the attacker does not attack the target arm, the confidence bound of arm K does not

change and 2} 0 < xtTéu K+ Bixy /xtTV;}a:t holds with probability 1 — .
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Thus, by Lemma (10,

T T) /. .T1/—1
o Ok <x; et,i + 51:,@‘ Ty th Tt

k,LS + 2R

7 Pullzdly e

By multiplying both sides 1(;,—;; and summing over rounds, we have

t
> Li—poaifx

k=1
t
k,LS + 2R
<> ﬂ{szi}“Tﬁt,iHiftHvt;l-
k=1

Here, we use Lemma 11 from [1]] and obtain

N;(t)L?
d\ )

e
< odlog (14 7Y
= Og( +d>\)

t
> Wggms 20 < 2dlog(1+
k=1 ’

According to 37 _, 1{1k=¢}||93k||kai1 < \/Ni(t) Sy ﬂ{lk:i}kaHf/k,;, we have

d t12

Set A = \o, we have ||9c||%7t,1 <(1+ %)Hx”%/t,l < 2||9c||?/t,1 Thus, we have

t

k,LS+ 2R t1?
> lg—pawifx < Lﬁm 4AN;(t)dlog (1 + —),
k=1 R dAo

and

t 2
4d tL*\ [k, LS+ 2R
Ni(t) =D Ly < Wlog <1+ dAO) ( —5 ﬁt,z‘> :
k=1

where v = min,ep(z, Ok).
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B.3.3 Proof of Lemma [11]

The attacker calculate the maximum-likelihood estimator ég , by solving the equation

Z (WyiTn, — ,u(xgél))xn = 0. (B.74)

ner; (t—1)1

Note that ggi(ﬁ) = EneT;(t_l) w(zlo))z,. ggi(égi) = Znefj(t—l) W, i T

For all arm i,
gfl(égz) - g?,i(%)

= Z (w7 — p(2)0;)) 0

nerf(t—1) (B.75)
- Z (wn,z:u(xzelg) - M(l’g@l))l’n + Z W, i ML -
ner (t—1) ner] (t—1)

Similarly, we set Zs = >3 _ i, ) Wity and Zy = 37 i,y (woap(2h00) — p((1 —
Q)xr0k))z, .

We have g?z(égz) — ggi(ﬁi) = Z3+ Z4 and

xp (07, — 0;) = 2 (GY,) ™ (Zs + Za), (B.76)

where

1
Ggi = / Vg?’i (89& +(1- S)9i> ds. (B.77)
0
For any context x € D, we have

272, - 6,)]
=[2"(GY,) " (Zs + Z4)| (B.78)

<& (G},) " Zs| + |27 (GY;) 7' Zal.
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We first bound |27 (GY,) ' Z3|. We have
T (A0 \—1 1
| (Gra) ™ Zsl = — N2l w111 Zsll v+ (B.79)
m

170 __ T
where ‘/t,i - anTi(tfl)T Lndy,

Note that V;V} + AL Hence,

1Zsl[E50, -1 =11Z5lF0 s -1 + Z5 (V2™ = (Vi) ™) Zs
( tz) ( tz)

’ /\’ ) (B.80)
<(1+ )\—O)HZSH(%)A-

From Theorem 1 and Lemma 11 in [1]], we know that for any 6 > 0, with probability at least

1-96
2
Z TNk
ker;i(t—1) V;l
\1/2 -1/2 (B.81)
<OR?log (Kdet(Vm) . det(AI) )
K L2N,(t)
<2R*(log — +dlog [ 1 + ——~£
S (og5+ og(+ d )),
for all arms and all ¢ > 0.
Set A = A\g, we have
K L2N2(t)
HZg,H?‘—/&),l < 2¢¢R\/log 5 + dlog (1 + W) (B.82)
Now we bound |27 (GY;) ™" Z4|. Similarly,
T (A0 \—1 1
|27 (Gy) ™ Za| < C—||95||(\732.)71||Z4||(\7t?i)fl- (B.83)
W

In our model, we have 0 < (x4, 6;) < ||z4||3]|0:]|3 = LS. Further,

0< wk,i,u(xZQIg) —u((1 — )2} k)| < ¢ik, LS. (B.84)
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Since we have E[wkw(xfﬁfg)wk,l] = u(xl0,), {wmu(xfﬁfg)—u(xf&i)} -

ker;(t—1

is a bounded martingale difference sequence w.r.t the filtration {Fk}ken(t,l) and is also
@ik, LS-sub-Gaussian-sub-Gaussian.

From Theorem 1 and Lemma 11 in [1]], we know that for any 6 > 0, with probability at least

1—-9

K L2NO(t
||Z4||?\7t?i)71 < 2¢¢kuLS\/Iog 5 + dlog (1 + Tzd()> (B.85)

for any arm ¢ # K and all £ > 0.

In summary, for all arm @ # K,

; kLS + R K L2N;(t
|27 (0; — (1 — a)0x)] < 2@%\/1% — +dlog (1 += d( >> |zl voy-1.  (B.86)
(2% 0 ’

B.3.4 Proof of Lemma [12

Recall the definition of ¢;:

o mO-@R TR
e = clip , o o 1 ak , (B.87)
Cut Ky puli 0 gc) — play et,lf> "
and the definition of Ij :
Il = arg gl&l <<J}t, égz> — 5&”%”07&)1_)71) . (B.88)

By Lemma (4, éf}Q — B illzellpo -1 < min;(zy, 0;) with probability 1 — 26. Thus, with
oy oLy t1]
probability 1 — 24, u(xf@ﬂlj) — min; u(zl6;) < k“ﬂgltf thH(Voﬁ)_l'
4l

Because ¢; is bounded by [1/2,1 — af, we can analyze E[r; ;o[ F}—1, I;] in four cases.

~ ~ ~ A~

Case 1: when (z;, 0} ) < (¢, 9?1*>’ we have ¢, = 1 — a;—i and pu((z, 07 ) < p({ze, QSIQ).
Thus,
c c
E[rﬂto|F}_1, Ll=01- ak—“)u(a:tTQK) + ak—“u(x;‘rﬁlg). (B.89)
n n
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Then, by Lemmal|T1]

C C
(1 = aZ)lal0) + atu(al 0,y) — (1 = @)l Br)
o

C A
<= ) (ute ) + kuiclanl g, )

c
+a= | tgt]T)+k#521T‘|xt||<_o >1 —M((l—a)xtTQK)
¢ 1%
tIJr

~ C
<pla 0, 1) = (1 = a)y Ox) + acuB) llall -+ (1= ak—“)kuﬁﬁxﬂxt\l(w )
sl (VtoIT> " t, K

Ut

S(k’p - acu)ﬁgKthH(‘—,U )*1 (ku acu)ﬁ?ﬂthH (_0 ) )
tLK Tt \4
t,I;r
(B.90)

where the second inequality is obtains by ({4, é? ©)) < p({x, Qt ;1)) and the last inequality is
obtained by u(mfégg) — min; pu(z 0;) < k3 o (AR 7o) and Assumptlonl We also have

(1- a,j—uwt 0rc) + o (e Oyy) = (1 = ) O

Cc

u
z/ tﬂ HBEIZHII‘/H o -1
t1f
c
) u) MﬁtKthH( K)*l

(1 —a)zl0x) — acuﬁtoﬂﬂxt” oy (1= az-
o (VO T) [
t,I

— (1 = a)ai Ok)

c
> Oxc) — (1 — )y k) — O‘CuﬁgltfotH (_ >1 - (2- ak“) ,uﬁtKthH( )"

> — (2k, — acu)ﬂgKthH(VoK)—l - acuﬁfﬁthH< . >—1
t, Ly v
tIT
(B.91)

Case 2: when (2760 ) > u(x?égjg) > (14 )u((1 - )zl 09 ) — ;—Z,u(:cfé?,() and ¢, =
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Cu
otk We have

c k
Elr,polF1, ] = —" L0 . [05). B.92
[Tt,I$| i1, It] Cot k“'u@t k) + Co+ kuﬂ<xt 12) ( )
By Lemma , with probability 1 — 24, ,u(x?égﬂ) — min; u(zy 0;) < kB i llwel o -1~ Since
oLy oL t.1
min; 27 0; < (1 — 2a)z! 0, we have /L(CL'?GSIZ) < p((1 = 20)xl0k) + kuﬁfIngtH(Vo -1 and
i ’ t,]t

then ,u(xtTQI:) < u((1 = 2a)2l0k) + Qkuﬁfltf ||$t||(\70ﬂ)*1- Thus,
t ) t, +

cup(zf Ok ) k;#ﬂ(xfeﬁ)

— p((1 — e)z{ Ox)

Cu + ky Cu + ky
Cu T Cu T
= Or) — 1— 0
et 0) — (L~ )l )
Ky T Ky T
pulay 0p1) — u((1 = a)z; k)
Gut kR et b t (B.93)
c
< (a0 = (1 = ) 01)
Ky T T
1-2 Or) — p((1— 0
4 (= 200050 — (1~ )T 0y)
2
0 _
¢ +Ml<:u Puf th“”&ﬂ_l
According to the definition of k,, and ¢, and Lemma|T1]
Ty kup(xf 0,1)
i) S (1 - a8
Cu+ ky Cu+ ky
c
SCM :ku ky (2] 0 — (1 — )2y Ok )
k
+ —F—c, (1 = 20)2] O — (1 — @)z O) (B.94)
e+ ky
2
0 _
Cu —i—ukiu ﬁt,lj ”xtH(Vz(,)IZ)il
2k>
_ M 0 _
_cu+kuﬁtvf§H$t“(szg)_ :
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In addition, by Lemma [T 1]

T
CN/“’L(:E?QK) 4 ku'u(l‘t 91;) _ M((l o O[)JITQK)
e+ ky cu+ky t
T
Cuft(zy Orc) Fupi( 07) T 40
- (1 - a)zTa
CM =+ ku + CM =+ ku /’L(( Oé)l't t,K)
+ (1= a)z{ 67 )

— (1 = a)ai Ox)

k
> Ty & 0
et kﬂﬂ(% K)+ Cot /{;H'u(xt Ij>

Cp T 0 ku T )0
L 0 — L 0
CM k:u (xt t,K) C/,L ku (xt t,IJ)

(B.95)

+ (1= )z} 07 ) — p((1 — o)z} Ox)

C
> (1—a+ —L)k,p° o \-
- ( «Q Cu ]{7“) Mﬁt,K"xt"(%(?K) 1

ku
kB2 il -1,
Cu + k?,u Mﬁtvltt H t” <‘7toﬂ> 1

7t

where the first inequality is obtained by the condition of case 2: ,u(:vtTég Ij) > (1+ ,%Z)/L((l
T 40 kuu(théO )

T H0 cu TH0 . . . cpp(zy et,K) T
)x; 0 g ) — E,u(xt 0 ) which is equivalent to

o o > (= )z 07).
Case 3: when the attacker’s estimates satisfy
(1= @)l B) — (= (e O
acy, ’ acy, ’
<uleF,) (B.96)
C ~ C ~
<+ 5l = a)a 07 ) — 7w 6 k)
Iz Iz
and hence cﬂif - <eg<1-— az—‘;, we have
Elry | Fio1, L] = epu(x{ 0x) + (1 — e (] 0,1). (B.97)
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‘We can find that

etz Ox) + (1 —e)pu(z 0,1) — p((1 — @)z Ox)
=e,(p(; Ox) — plwg 01)) + pu(x 0,1) — p((1 — @)z Ox)
=e(pu(2] 0 ) — pl] Qfﬂ)) +e(p(af 0 )~ (i 0p1))

+ el Ox) — plaf 0)) + plaf 0,5) — p((1 = a)af O)

(B.98)
—((1 = a)a] 07 ) — ol 0 ) + e (pal 60 ) = (] 60))
+ o] ) — (el 6] ) + (el 6,) — p((1 = )] O
(1= a)a{ 07 5) — p((1 — )] O )+
(e 010) — (e 02,00) + (1= ) (T 0,) — (T 00,
From Lemma|TT]
|Elr 0l Fit, B — p((1 — )] O]
(B.99)
<(l-a+ Et)kuﬁgKthH(f/o ) + (1 =)k, ?ﬂ”xt“<_o >1'
LK - V”T
Case 4: when u(:ctTéSﬂ) < (%/L((l - a)xtTé?,K) - ((% — Dp(xy G?K) and ¢, = 1 — O‘kﬂ’ we
have
Cu
E[Tﬂﬂﬂ—b]t] =(1- ak_) w(xl 0g) + ozk e 911) (B.100)

“w
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Then, by Lemmal(7]
c c
(1= 0 (e x0) + 0 (T 0,y) — (1 — 0)a )
n n

& C ~
<(1 = aP)ule! 0x) — p((1 = a)af k) + au(@f 0] 1) + acuB) el o )
k,, k, t,1 t,1] o]

C ~ C ~
<(1 = aZ (el bxc) = (1 = ) Ox) + pl(1 =)ol B0) = (1= 0 )u(el B) (B.10T)
Iz Iz

0 )
+acuB, HfEtH(VSJ)—l

S(ku - cu)ﬁgKHItH(VtoK)*l + O‘cuﬁto,jj ||xt“(‘7toﬁ)’1'
) "t

Since $?612‘ >0, u(x]0x) — M(%T@Ij) < kyal 0. Hence, we also have

C C
(1= @) u(al Oc) + @ al0,y) — ul(1 - a)a] bic)

k, k,
Cc
(el 0xc) = p((1 = a)af0) — a7 (uel ) — n(af0;p)) (B.102)
"
ZcuozxtTQK — aZ—“k’thTHK =0.
i

Combining these four cases, we have

|Elry ol Fior, 1] — (1 — @)z b)) | < 2kuﬁ£K|’xtH(‘70K>—1 + 2k, 8) || o\
t, oy %

t
t,It

(B.103)

B.3.5 Proof of Lemma

The agent’s maximum-likelihood estimation can be written as the solution to the following
equation

S (rn = u(@6;))a, = 0. (B.104)

ner;(t—1)
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As described in the section , we have gtz(él) —9:((1 — )0g) = Zy + Z, and
#T(0; — (1 — a)bx) = 2T Gy 1 (Z1 + Za). (B.105)

Weset Z1 =37, 1) (1(z019) — p((1 — )2 0x))ay, and Zo = 35 1) Nnn-
In the white-box attack case, we have E[u(x}0p0)|Fi1] = p((1 — a)xf0x) and hence

E[Z1|Fx—1] = 0. Under the proposed black-box attack, E[Z;|F},_1] # O but

|[Elu(w{ 059) | Feer, 1] — (1 = ) (e, Oxc) |

(B.106)
<2 Bl g,y + 2H Byl )"

t
t,It

We set Z1 = Zs + Zg, Where

Z5 = Z (u(nbr0) = Elp(x{ 070)| Frv, L))

TLGTi(t—l)

and

Zs= Y (Elu(x} )| Fror, L] = n((1 = @)z} 0x)) .

nen(t—l)

For any context x € D and arm ¢ # K, we have

\xT(ém —(1-a)ig)| < \xTG;ilZgl + ]xTG;ilZg)] + |xTG;ilZG\. (B.107)

Since we have < p(z}050) — E[u(zi050)| Fr_1, I1] is a bounded martingale difference
Bl Bl keri(t—1)

sequence w.r.t the filtration { F}, I} keri(t—1) and is also k, L.S-sub-Gaussian-sub-Gaussian.

From Theorem 1 and Lemma 11 in [1]], we know that for any § > 0, with probability at least

K-1
— K5

K L2N;(t
1Zs|lg-1 < 2kuLS\/logg+dlog (1+ : d( )>, (B.108)
t,1 0

for any arm ¢ # K and all £ > 0.
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Similar with the equation in Section[B.1.2] we have

||$t||ét—l1 = xZG;ith,iG;ilxt

>y Vi | D) ok | Vigta (B.109)
keri(t—1)
=, Z (27 Gy law)?.
kETi(t—l)

and hence ZkeTi(t_l)(xtTG;}xk)Q < é”xtﬂg/ﬁ,l

Then, |27 G, . Zs| can be upper bounded by

|$TG;Z-1Z6’
2
<) > (BlrasglBis il = p((L = )af81)) [ >0 (0T Gylan)?
ker(t—1) keri(t—1) (B.110)
1
2\ 2
1
<| 2 (2Bl gy 2kaB gl L el
keri(t—1) ’ <Vk,1£> i

where the first inequality is obtained from Cauchy-Schwarz inequality, the second inequality is

obtained from Lemma 8] and (B.5).

In addition, by the fact that (a + b)? < 2a? + 2b* for any real number, we have
2

Bl g, -0 + 2Rl
keri(t—1) ’ (VMQ

, (B.111)

[l

2
< 2(2@52,1(%”(@1{)-1) b 2 [ 2k (

-1
ker(t—1) ker(t—1) Vo >
k
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Here, we use Lemma 11 from [/1] and get, for any arm ¢,

Z N;(t)L?
2 1
: kaH(VIgi)A < 2dlog (1 + 5\ )
ey (B.112)

tL?
<odlog (14 7).
= Og( +d>\>

Set A = )¢, we have ||:)3||%7t,1 < (1+ %0)||x||f/t,1 < 2||:)3||?/t,1
By the fact that 3, 7;(t — 1) = 7}, (t — 1), and Yok Tt —1) =3k 71 (t — 1), we have, for

any arm i, 7;(t — 1) C 7. (t — 1), and 73(t — 1) € 3", 71 (t — 1). Thus,

DN R D LA

ker;(t—1) kerl (t—1) (B.113)

t1?
< 4d1 14+ —
< og( +d)\0)’

and

> kau( >1sz S el

ker(t—1) v #K gerf(t-1) (B.114)

t
k)

tL?
<A4(K —1)d1 1+—1.
< 4( )dog(—i—d)\())
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By combining (B.ITI), (B.113) and and when K > 3, we have

2

> | kel -+ 26 gl o)
’ 1%
kI;;)

kGTi(t—l)

2
0 0
< > 2<2k#6k,KkaH(VkO,K)1> + D2 2k#5k,1,1||x’“”<vo )1

ker;i(t—1) ker;i(t—1) k,IT

k,LS + R\ K L%t
< (%&%) (log 5 + dlog (1 + m))

i

9 9 tL?
X 8]{?# x 16d log <1 + d_)\o

2 2
+ <2ﬁk“LS—+R) (10g % + dlog (1 + f_;)) (B.115)
0

C Cyu

9 9 tL?
><8k‘“ X 16d (K—l)log 1+d_)\0

2k,LS + 2R\ > K L%t
<128k d’ <M) (log =T dlog (1 + m))
0

Cu
x log (1 + %) X ((K - 1)522 +(1+ %)2>
<256k d’ (Mj—;%)z (log ? + dlog (1 + %))
x log <1—|—%) XKC§22

In summary, we have

2] 0, — 2l (1 — a)fx]

16k%d tL? 2k, LS + 2R K L2t
<l|1 LK1 1 E log — +dl 1+ — o1,
_( * c \/ og< * d)\o)> Cu %875 * og( * )\Od)|‘$HVt,i
(B.116)
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B.3.6 Proof of Theorem [7|

For round ¢ and context z;, if GLM-UCB pulls arm i # K, we have

Th Ty/—1 Th Ty/—1
2y O i + B/ Ty Vikoe < xy O + 5t,i\/ xy Vi e

Recall 3;; = o \/log 5 T dlog (1 + £ N(t)).

Since the attacker does not attack the target arm, the confidence bound of arm K does not
change and 210 < x;f@t K+ Bt iy /x;th}xt holds with probability 1 — %.

Thus, by Lemma (13)),

T
Xy QK

Sl‘tTét,i + Brin/ xtTV,;;lIt

2k, LS + 2R 16k2d tL2 K L2t
<zT'(1 — a)o e 1 Kl 1+ — log — + d1 1+ — -1,
<al (1 - )+ T ( - og( +d%) o8+ og( +A0d)||x||vt,;

(B.117)
By multiplying both sides 1(;,—;; and summing over rounds, we have
t
Z ﬂ{jkzi}al{@[{
k=1
16k2d tL? 2k, LS + 2R K L2t
<Y Tg-n |1 Klog {1+ — ) | ————/log— +dlog [ 1+ — | ||z]¢-:-
Z o }< + \/ og( +CMO)) ol og( +A0d)uxuvt,i
(B.118)
Here, we use Lemma 11 from [1] and obtain
t
N;(t)L?
Z ]]_{[k:i}“mk“%/k_il S 2d10g<1 + El))\ )
k=1 ’ (B.119)
L2
< 2d1 14+ —
= Og( " d)\)
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According to > _, H{Ik:i}kaHVk—il < \/Ni(t) Sy ﬂ{lk=z‘}H37kH%/k—p we have

t
tL?
D Ll < \/Ni(t)leog (1 + ﬁ). (B.120)
k=1

Set A = Ao, we have [|z[|2_, < (14 2)[lz]|? -, < 2||z[]? _.. Thus, we have
t,i t,i t,i

t
Z ﬂ{fk:i}om:f&;(

k=1

t
16k%d t12
k=1 "

2%,LS+2R | K L2t tL2
S A log = fdlog (1422 ) 4N, (Ddlog | 1+ =2,
o \/og6+ Og<+/\0d)\/ (t) og<—|—d)\0)

t
Ni(t) =) Lig-p
k=1

4d [ 2k,LS + 2R\’ tL?
<P ( b5 ) log <1+ d—AO) x (B.122)
m

2

K L2t 16k2d tL2

log — +dlog [ 1+ == 1 L I Klog [ 14+ ——
(0g5+ Og( +/\0d>)( ! cuaV Og( +d/\o)> |

where v = min,ep(, Ok).

and
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Appendix C

Appendix of Chapter 4

C.1 Proofs for the white-box attack

C.1.1 Proof of Lemma 1]

We assume that the agent does not know the attacker’s manipulations and the presence of the
attacker. We can consider the combination of the attack and the environment as a new environment,
and the RL agent interacts with the new environment in the attack setting. We define Q and V as
the ()-values and value functions of the new environment that the RL agent observes. The optimal
policy can be given from the the Bellman optimality equations. Suppose the target policy 7' is
optimal at step h -+ 1 in the observation of the agent. Then, V;,(s) = VL +1(s) for all state s,
where V represents the value function in the observation of the agent. Similarly, we set () as the

(-values in the observation of the agent. As the attacker does not attack when the agent pick the

target action, V| .1 = V. Forany a # 7} (s), from the equation @3), @4) and @6), Q,, is
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given by

Qn(s,a) =(1 = a)(Ru(s,m(s)) + PuVp i1 (s, m(s)))
+a(Ru(s,m, (8)) + BuV i (5,73 (5)))
=(1 = a)Q} (s, mh(5)) + aQ} (s, (5))

<Q} (s, (s)) = Vi () = Q) (s, 7L (5))-

(C.1)

We can conclude that if the target policy 7' is optimal at step h + 1 in the observation of the
agent, the target policy 7' is also optimal at step / in the observation of the agent. Since V} =0

and Q7 , = 0, the target policy n' is the optimal policy, from inductionon h = H,H — 1, , 1.

C.1.2 Proof of Theorem |8

Here, we follows the idea of error decomposition proposed in [35,111]. We first decomposed the

expected regret Regret(K) into the gap of Q-values. Denote by A¥ = V[(s5) — minge4 Q! (sF, a)
~k _ ol

and Ay, = V() — Q (st aj)-

As shown in Lemma the target policy 7' is optimal in the observation of the agent. Thus,

Regret(K) = >_[Vi(sh) = V7 (s6)] = Y (Vi(sh) = V1 (sh)]. (€2)
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For episode £,

_Jr _ﬂ.k

V1<31f) -V <Slf)

ol ot o
=V 1(s}) = Equrs [Ql( L) ]+ Bt (150 (@1 (87, @) | FT] = V7 (s5)

—k —rk
:E[A1|‘F1k] +ES/NP1(-|slf,a~7r NEL)) [(VQ V2 )(sl)]

H
=By A7) (C.3)
h=1

H

S a1t 2 wZ(siﬁ))lff]
h=1

H

S 7&]

h=1

°k

ZaAman

where F represents the o-field generated by all the random variables until episode k, step h
begins, and the equation @ holds due to Q! (s*, a¥) = (1 — a)Ql (s, 7l (s5)) + Q! (s, 7, (sF))
when af # 7} (st), and V| (s£) = VI (sh).

In the a-portion attack, the attacker attacks only when the agent picks a non-target arm. Thus,
1(af #af) <1 (aﬁ # W}:(Sh)> and Cost(K, H) < Loss(K, H).

We can conclude that

Regret(K)
Q/Amin '

E[Cost(K, H)] < E[Loss(K, H)] < (C.4)

Before the proof of the upper bound on the loss and the cost, we first introduce an important

lemma, which shows the connections between the expected regret to the loss and the cost.

Lemma 3. For any MDP M = (S, A, H, P, R) and any p € (0, 1), with probability at least 1 — p,

we have
K H e K K o
SN <Y (Vs =V () + 282 Jlog(1/m) S (Vilsh) = V7 () (©5)
k=1 h=1 k=1 k=1

The proof of Lemmais based on the Freedman inequality [25.{100]. Since E[S"1" | ZZ | FF =
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— —k —k — —k .

Vi(s’f) — V7] (s), denote by X; = S Ay — (VL(S’,“L) -V, (sﬁ)), then {X;}5 | is a
martingale difference sequence w.r.t the filtration {F} };>;. The difference sequence is uniformly
bounded by |X?| < H?. Define the predictable quadratic variation process of the martingale

Wi := 31 E[X?|F}], which is bounded by

K K K
Wik <> E {(Z’;)z |F{“} <Y HE [Z’;vﬂ -y (VIL(SQ) - Vzk(sz)) . (C6)
k=1 k=1 k=1

By the Freedman’s inequality, we have

K K
P> X >2H? |log(1/p) Y (Vh s) V?f(SZ))
k=1 k=1
—t —rk
21 08(1/p) S, (Vi) = V7 (55) (k)
< exp

Wi+ 1222172 og(1/5) S5, (V) ~ 77 (s5)) 3

<exp{—log(1/p)} =

Theoremis directly from Lemma and A} > A pin (7} (s5) # 7E(sE)).

C.2 Proofs for LCB-H attack

C.2.1 Proof of Lemma 2

At the beginning of the episode k, for any step h € [H] and any (s,a) € S x A with NJ'(s,a) # 0,

according to Algorithm 2.1} the estimate of ()-values under the target policy 7' are given by

k-1
Ql k(s:0) Nk (5.a) Zﬂ @y sp) = (5,0)) (7§ + Phsrrrn Ghavrran) - (C.8)

1=1
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Note that for any ((a}, sf) = (s, a)), we have

E[Th + Ph+1 H+1Gh+1 H+1|ah7 Sh] Rp(s,a) + Ey !~ Py (-] s,a) [VhTJrl(S/)] = QL(& a). (C.9)

Thus, we can apply Hoeffding’s inequality here to bound |Q2k(s, a) — Q! (s, a)|. The cumulative
reward is bounded by 0 < G¥ +1:04+1 < H — h and the important sampling ratio is bounded by

0 < pfiqge1 < e because

1 H—h 1 H-1
Phirmin < (m) < (m) <e. (C.10)
H H

By Hoeffding’s inequality, since |r} + p§ 1.1 GE 1.y | < e(H — h) + 1, we have

2
P (\Ql,k(s,a) — Q(s,a)] > 77) <2exp | — 7 |- (C.11)
Ni(n0) (1)
h s,a

To hold a high-probability confidence bound for any state s, any action a, any step h and any
episode k, set the right hand side of the above inequality to p/SAT. Then, we have n = (e(H —
h) +1)

jand ¢ = log(2S AT /p).

Nk(
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C.2.2 Proof of Theorem

From Lemma [3| for any MDP M = (S, A, H, P, R) and any p € (0, 1), with probability at least

1 — p, we have

(V1) = Vi (sh)) + 2H2\ tog(1/p) Y- (Valsh) = Vo™ ()

M| 11

(V5 =V ()

(VZ’*(SQ) - V:’Wk(82)> + 2H2\ log(1/p)

e
Il
—

—=D-Regret(K) + 2H?/log(1/p)D-Regret(K).

(C.12)

Since the LCB-H attacker dose not attack the target action, VT(S%) — V;(s). Thus, we have
Ay = Vsh) — Q) (sk, ab) = Vi(sk) — Q2" (sk, a¥). When the agent picks a target action
ak = 7t(sk), the attacker does not attack and Q" (sk, al) = V' (sh) = V! (sk). Thus, the left

hand side of the equation (C.12) can be written as

K H K H
SN R =Y ek AmiE, = Y B, (€.13)
k=1 h=1 k=1 h=1 (k.h)er

where 7 = {(k, h) € [K] x [H]|ak # 7] (s})}.

At episode k and step h, after the agent picks an action, since the attack scheme is given, we
have Q)" (s} af) = E[Q} (s} @) |7} s}, af]. Furthermore, E[V!(sf) — Q}(sf. @) 7}, s}, af] =

Z:. By the Hoeffding inequality, since |V}'(sf) — Q! (s¥,aF)| < H, we have

2
T(k Tk ~k —~Fk n
P (k%:e (Vh (s) — Qn(sh, ar) — Ah) > | < exp (_W> . (C.14)
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Set the left hand side of the above inequality to p. With probability 1 — p, we have,
K Ho
SN Az S (Vish) - Qhtshah) — /2 log(1/p). (C.15)

If af # 772(3) holds, the attacker attacked the agent, and from Lemma [2| we have with

probability 1 — p,

Qh(s,my (5)) = Li(s,m, (5)) = Li(s,@) = Qf(s, @) — 2(e(H — h) +1) NE(sEah)’
h\®h>“h

(C.16)

and 0 < Q! (s5,aF) — Q! (5,77 (5)) < 2(e(H — h) + 1), /W. If a¥ # «f (s) holds, Vi (sF) =
h\"h’"h
Q! (s, k). For the second item in the right hand side of inequality (C.13), we have with probability

1—mp,

> (Vitsh - Qishian)

(k,h)eT (C 17)
2t .
> 1(ak #7) AF —2(e(H —h) + 1) |~ | -
> (@ # () ( b= 2(e(H ~ 1)+ 1) N5(327a2)>

For (k,h) € 7, B[1(a@} # =} (s))|FF, (k,h) € 7] = 1/H. By the Hoeffding inequality, we have

with probability 1 — p,

S ’11 (a“f; w,ﬁ(s)) - 1/H‘ < \/2|7[log(2/p). (C.18)

(k,h)eT
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We regroup the right hand side of inequality (C.17)) in a different way and further

S u (@ # whis)) 1N a)
(k,h)eT
NK+1 )

= 3D 3 SIS S

he[H] s€S (17£7TT (s) n=1

)
<Z]Z Z ( / \/l/ndn>
he[H] s€S a757TT (s)

<> D D YN sa) (C.19)

he[H] s€S a7é7r (s)

NK+1(S a

1

NK+1 s,a

22514]{ Zhe[H]ZseSZa;éer(s) oo (s,a)
SAH
=2 [SAH Y 1 ( ))

(k,h)eT

§2\/SAH <|T|/H+ \/W)

<2/SA|r| + 2v/2SAH|7|log(2/p),

where @ holds due to the property of the concave function y/n and @ holds due to the

inequality (C.18).

In addition,
Z 1 (52 ” FZ(8)> AF > <|T\/H — /2|7 log(2/p)> Apin. (C.20)

Combing (C.12), (C.13)), (C.17), (C.19) and (C.20), we have

Apin|T|/H <D-Regret(K) + 2H? \/log(l/p)D-Regret(K) + (H 4+ Apmin)V/2|7|log(1/p)

2e(H — ) +1)v/2 (2v/SA]7] + 2y/2SAH][ 7 og(2/p) ),

(C.21)
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which is equivalent to

H
Amin

307SAHY
A2 ’

min

=

(D—Regret(K) + 2H2\/log(1/p)D—Regret(K)) + (C.22)

In addition, Cost(K, H) < Loss(K,H) = S0 S 1(af # 7(s})) = |7]. The proof is

completed.

C.3 Proof of LCB-H attacks on UCB-H

For completeness, we describe the main steps of UCB-H algorithm in Algorithm |C.1

Algorithm C.1 Q-learning with UCB-Hoeffding [41]

. Initialize Q(s,a) = 0 and Ny (s,a) = 0 for all state s € S, all action a € A and all step
h € [H].

[y

2: Define oy = g—_ﬁ, 1 =1log(2SAT'/p), and set a constant c.

3: forepisode k =1,2,..., K do

4:  Receive s;.

5. forsteph=1,2,..., Hdo

6: Take action a;, < arg max,, Q5 (sp,a’), and observe s;1 and ry.
7. t:Nh(Sh,Clh) <—Nh(sh,ah)+1;bt :C\/Hsb/t.

8: Qn(sn,an) = (1 — o) Qn(sn, an) + au[rn + Vig1(Spe1) + bl

9: Vi(sp) < min{H, max, Qp(sp,a’)}.

10:  end for

11: end for

Before the proof of Theorem[I0} we first introduce our main technical lemma.
We denote by @z, Vﬁ, N; the observations of UCB-H agent at the beginning of episode k.
The lemma below is our main technical lemma that shows the difference between the agent’s

.=k o
observations (), and the true ()-values QIL can be bounded by quantities from the next step.

Lemma 4. Assume the attacker follows the LCB-H attack strategy on the UCB-H agent. Suppose
the constant ¢ in UCB-H algorithm satisfies ¢ > 0. Let 8,(t) = (¢cH +2(H — h) +2)\/H./t
when ¢ > 0 and $3,(0) = 0 for any step h, and let By(t) = (e(H — h) + 1)4/% whent > 0

and By, (0) = H for any step h. For any p € (0, 1), with probability at least 1 — 3p, the following
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confidence bounds hold simultaneously for all (s, a, h, k) € S x A x [H] x [k]:

t

>0 (Vi (sfin) = Vila(sh)) < @hls,m () — @b, ()

=1

t (C.23)
<P+ Y i (Vi (o) = Vil (s530)) + Bult),
=1
and
Qu(s,a) — Ql (5,78 (s)) = Quls,a) — Qh(s,m5 (5)) — An(s)
SO‘?H + Zai (7;11(3’211) - Vf:r+1<5h+1)> + Bn(t) (C.24)

+Zat( mh(5)) (2B (NS (s,)) = Au(s))

where t = N’Z(s,a), An(s) == Ql(s,ml(s)) — Ql(s,m; (s)), and ki, ks, ...,k < k are the

episodes in which (s, a) was previously taken by the agent at step h.

By recursing the results in Lemma ] we can obtained Theorem

C.3.1 Proof of Lemmad

Lemma@ shows the result of the LCB-H attacks on the UCB-H algorithm. Thus, we need to refer

the readers to some settings and the Lemma 4.1 in [41]]. Note that UCB-H chooses the learning rate

H+1

as o = Hot

. For notational convenience, define o? := Hézl(l—at) and ! := q szz (l—ay).
Here, we introduce some useful properties of ! which were proved in [41]:

(D> ai=1landa? =0fort > 1;

2)>!_,ai=0anda? = 1fort = 0;

3) \1[ <3 f“[t < \[foreverytz 1;

@) Y, (ad)? < 22 forevery t > 1;

(5) > 0 < (14 4) forevery i > 1.

As shown in [41]], at any (s, a, h, k) € S x A [H] x [K], lett = N:(s, a) and suppose (s, a)
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was previously taken by the agent at step h of episodes ki, ks, . . ., k; < k. By the update equations

in the UCB-H Algorithm and the definition of o}, we have

Qi (sv) = T+ Y (rh + Vi (s5i) + 1) (€25)

i=1

Then we can bound the difference between @: and Q,Tl.

Qh(s,a) — Qh (s, 75 ()

=af (H = Q}(s.m, (s))) + 3 af (' + Vi (sfin) + b= Qhs.m ()

=1
t (C.26)
—a(H — Q! (s, m; (s) +Zoz§ F— (s, @) + by)

+ Z i (ruls, @) + Vi (sfi)- = Qh(s,mi ()
We can rewrite the third term in the RHS of (C.26)) as follows

(s, @) + Vit (i) = QLs, m3 ()
=ra(s, @) + Vi (s540) — Qh(s, @) + QL(s, af) — Ql (s, m; (5))
=Vl (siiy) = PVl (s, + QL(s. af) — QL (s, 77 (5))
Via(shin) = Vil (shin) + Vil (s50) = BVl (s,a5) + Q) (s,a@f) — Q)(s, m (5)).

(C.27)
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. —k .
As the result, the difference between (), and Q;rl can be rewritten as

k

@h(s7 a) - QIL(S7 W}:(S))

=af(H = Q}(s. 73, (s)) + D ot (Vi (o) = Vi (i)

=1
L (C.28)
£2 0 (7 = (o, @) + Vi (shr) = PuVil (5.5 + i)
+ Zat (QT Qh(s T (5>)> .
Since E[ijﬂ(sﬁﬂ) | FrU{sk, al}] = [VhTH(shH) sk, a¥] = Pth L (s, a) for any state-action

pair (s, af) = (s,a),>._, ai (V,Lrl(sflirl) - PthH(s, Zifj)) is the weighted sum of a martingale

difference sequence w.r.t the filtration {F, ,’fi}izl. By Azuma-Hoeffding inequality, we have

P(
<2H

where we used Zﬁzl(ai)Q <

t

Z a; <Vh+1(3h+1) thh-H( 1))

i=1

2
> 77) < 2exp <_—2(H —nh)2ﬁ> ; (C.29)
t

a property of ! . By setting the right hand side of the above
equation to p/(SAT) and t = N h(s, a), we have for each fixed state-action pair (s,a,h) € S X

A x [H], with probability at least 1 — p/(SAH), event & holds, where & is defined as

51 = {Vk < [K],

t

Z a; (Vh+1(5h+1) thh+1( i ))

i=1

(C.30)
< (H-h \/4H1§)§((2SA)T/p)}
n(s,a

Similarly, for each fixed state-action-step pair (s, a, h) € S x A x [H], with probability at least

1 —p/(SAH), we have event & holds with

Ey = {Vk’ S [K

Then if the agent chooses by = ¢/ H3./t for some constant ¢ and ¢ = log(2SAT /p), by the

rh(s,a“;ji))‘ < \/4H1§(25AT/29) } (C31)
Nh(87a>
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property (3) of a, we have b; < Z 1 aib; < 2bs. Under events & and &, for t > 1,the third term

of the RHS of equation (C.28) can be bounded by

(cH—2(H —h)—2)\H/t
<> o (rh = s, @) + Vi (shn) = PaViia (s, @) + i) (C.32)
<(cH +2(H — h) +2)\/Hu/t.

For notational simplicity, let 55 (t) = (cH + 2(H — h) +2) /H¢/t whent > 0 and /3,(0) = 0
for any step h.
We split the fourth term of the RHS of equation (C.28) into two cases.

If @f = 7/ (s) holds,we have

Qi (s, k) — Q) (s, () = Qh(s,mi(5)) — Qh(s, m, (5))- (C.33)

Let By (t) = (e(H — h) + 1),/ 23 when t > 0 and By,(0) = H for any step h.
If af # W;(s) holds, the attacker attacked the agent, and from Lemma [2| we have with

probability 1 — p,

Ql(s,my () > Lh(s.m, (5)) > Li(s,@6) > Qj(s,%) — 2B, (Ni(s, @),  (C34)

and 0 < Q! (s,aF) — Q! (s, 77 (s)) < 2By (Nf(s,ap)).
If a = 7 (s), the attacker does not attack so @}’ = a = 7 (s). Then by combining (C.28)

and (C.32)), we have for ¢ > 2

> ai (Viia(shin) = Vil (s50) ) < @nls, wh(s)) — Qfs.wh ()
= t (C.35)

< a}H + Zat (Vh+1(52+1) - ij+1<3h+1)> + B ().
i—1
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Since VI;}H = VJIH = 0, from induction on h = H,H — 1,...,1, we have V:(s) >
mm{Qh(s 7 (s)), H} >V, (s) for all state s, step h and episode k with probability 1 — 2p.

Ifa # 7Th(8), the attacker attacks by changing the action to the target action or a possible worst

action. From (C.28]) and (C.32]), we have

k

Qn(s,a) = QL (s,m;, (s))

<a/H + Zat (Vh+1(8h+1) V}:r+1(sii+1)> + Bn(t)

=1

¥ Z it (@} = 7(9)) (Qhls. () — QL5 1 () -
s (3 o) 28 (5 ).
and
Qn(s,@) = Q) (5,7l ()) = Qhls, @) — Q) (5,7, (5)) = Dus)
<ayH + ;04 (Vi (i) = Vil (i) ) + B0 (C37)

+ 3 ain (@ £ wl(s)) (2B (NE (s,3) = Anls))
where Ay, (s) == Q! (s, 7] (s)) — Q! (s, 77 (s)).

C.3.2 Proof of Theorem

In this section, we assume the two events &;, & hold. For any state s € S and any step h € [H],
Lemmashows that in the agent’s observations, Qh(s 71 (s)) > QI (s, 7] (s)) for all episodes k €
[ K] with probability 1—3p. Since UCB-H takes action by the function af = arg max, 4 @:(sfw a),

we have that with probability 1 — 3p, @]Z(s’,fb,aﬁ) > @]Z(sﬁ,wz(sz)) > QI (sk, ml(sF)) for all
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episodes k € [K] and all steps h € [H]. Thus, we can bound the loss and cost functions by

M)~
M=

1 (af # 7'(s)) An(sy)

bl
Il
_
>
Il
—

E
NE

1 (af # ' (s$) (@h(sh 7h(sh)) — QL sk w3 (s1)) (€38)

B
Il
—
>
Il
—

E
M=

1 (af, # 7 (s8)) (@0 sk af) — QU(shom (s1))

ol
I
—
>
I
—

First consider a fixed step h. The contribution of step A to the loss function can be written as

Loss;(K) = S5, 1 (af # 7!(s})). For notational convenience, denote
Oh =1 (af # 7'(sh) and of == Qu(sh.af) = Q) (shoml(sh)) . (€39)
From the update equation of V'-values in UCB-H algorithm, we have
Vi(sh) = Vi(sh) = min{H.maxQy(s}, a)} =V (s}) < o}, (C40)
From Lemma 4] with probability 1 — 3p, we have

K K
Zﬁﬁﬁ,hél{f < Z¢k B0 N (sk ak) H+ Z¢h e <Nh(8h7ah))

k=1 k=1 =
Ny (sk,ak)
+ Z ¢h h Z O‘ hﬁﬁ et
(C.41)
N (sk k)

~ki(s%,ak h) ki (s¥,ak k)
+Z¢hh Z 04 k:;cl <ah e #WZ(Sh e ))

(ZBh <Nh¢(sﬁ,aﬁ,h)(8: (sh a;f h),a: (sh ah h))> Ah( sﬁ aﬁ h))> :

where k;(s, a, h) represents the episode where (s, a) was taken by the agent at step h for the ith
time.

The key step is to upper bound the third term in the RHS of (C.41)). Note that for any
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episode k, the third term takes all the prior episodes k; < k where (s, af) was taken into

account. In other words, for any episode k', the term (5’5;1 appears in the second term at

all posterior episodes k& > k' where (s, a¥) was taken. The first time it appears we have
Nﬁ(sﬁ,a’,ﬁ) = Nh(sh',a’f;) = Nh (s, a¥) + 1 and the second time it appears we have
Nr(sk,ab) = No(s¥,al') = Nk (s¥ af') + 2, and so on. Thus, we exchange the order of

summation and have

-k
K Nh(sh ah .
¢ az 5k (sh,ah,h)
§ : N ( ) h+1
k=1 =1
. (C.42)
K Nh (Sh A ) P — P
¢kt(5h ap, 7h)OéNh (sh ap, )+1
h+1 h,h t :

=N (sk' k)41

N, S ak Sp,a Sy ,a . .
For any k € [K], let ¢}, ., = ZZVhN( ’(L W 41 ¢]Z](1 n h)aNh( )" The third term in the RHS
h sh,ah

of (CAT) can be simplified as > r_, @y n4105 1 The fourth term in the RHS of (C.41)) can be

simplified as

> 6k nal (@ #7l(h)) (2Bn (NE(sh,a5) = An(sh) (C43)

Since o = 0 when ¢ > 1, Zszl gbﬁ}hozoﬁk( X k)H < SAH. Thus, we can rewrite (C.41)) as
h\Sp:0p

K
>k 0k <SAH + Z O p1Oer + Z Shabn (Wi (sh.ab)
k=1 k=1 (C.44)

+ Z¢h h+1 ( WiTz(Sh)) (2Bn (Ni (g, ar)) — Au(sy)) -

Recursing the result for b’ = h,h + 1,..., H, and using the fact &%, 41 = 0 for all episode £,

184



we have

K
Z¢h wOn <SAH(H —h +1) + Z Z¢h e <Nh’(5h’ ah’))
k=1

=h k=1

+ Z Z ¢5,h/+1 (ai’ # Wh'(sh)) 2By (Ny (s @iy)) (€45)

=h k=1

- Z Z o B (ah’ # 7Thf(sh)> An(sh)-

=h k=1

Here, we present some important properties of qb’,j’ . for all step i’ > h when step h are fixed:
(1) Spes Ok = Shey 1 (af # 7i(s)) = Lossa(K);

)y OF =S, ¢F . for all step B > b

(B)maxpe(x] Of g < (1+ ) maxpex) ¢f , for all step h' > h;

(4ymaxpe (x| ¢f , = 1, and maxpe (i) @, < e for all step h' > h.

Property (1) is from the definition of N h(s). Properties (2) and (3) can be proved by the

properties of o, In particular, for all step A’ > h,

K K N:’ (55/70«:/) K
k _ k
;@,M = ;cbh,h, D O ;szsh s (C.46)

=1

and for all step 2" > h and all episode k € [K],

Nh’( Syt aﬁ,)

¢k o ¢ h’ ah’ R") Nh/( Sy U‘Z/)‘i‘l
h,h/+1 — h,h’ Qy
—k
t:Nh’( Z/ a:/)'i‘l
Nh’( Syt aﬁ,)
N}Ii’ (sﬁ/,a’;’l,)—‘rl (C47)
< Y max gl

n ke[K]
t:Nh/(st,,aZ,)—i-l

1
<(1+ H) max O -

Property (4) is from Property (3) and the fact (1 + %)H <e.
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Now we are ready to prove Theorem At first, we bound the second term of the RHS

of (C.45). We regroup the summands in a different way.

H K Nh/ s,a)
ki(s,a,h’)
S5 b (Wb} =3 Y S e (- 1)
h'=h k=1 h'=h (s,a)eSx A t=1
(ra)esx - (C.48)
h! S a
ki(s,a, h
—Z oD Gt B -,
h'=h (s,a)eSxA t=2
—K
because (;,(0) = 0. Define gb,f,f,) = S Nwlsa) if,(j’“’h). Since \/; is a monotonically decreasing
positive function for n > 1 and QS?,; k) < e, by the rearrangement inequality, for A" > h, we

have

(9 a)

Nh/(s a h w ! 1
kt (s,a,h) s,a s,a
f— f O~ LD
[Ghpr /€] (C.49)
1 d);zs,h/ (s a)
1

By plugging (C.49) back into (C.48) we have

H K H K
Zquhh, Bh/<Nh, sk, ah,> Z (cH+2(H — 1) +2) eSAHLZgbﬁyh

h!=h k=1 '=h k=1

K (C.50)
<H(cH+2H +2),|eSAHLY ¢},

=H(cH + 2H + 2)\/eSAH Loss;,(K),

(s,a)

where the first inequality holds due to Z (5,0)ESx A O Zszl gb’,i’ , and V/t is a concave function

fort > 0.

186



Similarly, we can bound a part of the third term of the RHS of (C.45) by

H K
Z Z ¢Z,h'+11 (ah/ ;é Wh/(sh)) 2Bh/ (Nh/(sh/ az/))
oy 2B (t — 1)

¢flt,f(Lff’1h,)ZBh’(t —1)+2(H —h+1)SAH (C.51)

=H?e\/SAiLoss,(K) +2e(H — h+1)SAH

where k, (s, a, h) represents the episode where (s, a) was taken by the attacker at step h for the ith
time. Here, ©® comes from deleting the indicator function and regrouping the summands; @ follows
gbﬁjh, < eand B,(0) = H; @ follows the same steps in (C.49) and (C.50).

As shown in (C.38)), we have

K K K
0< Z (Qh Shy 1) — QT (5h77Th i) ) Z¢h nn(sh) < Z hh5k (C.52)
k=1 k=1

Thus, we need to find the lower bound of the fourth term of the RHS of (C-43)). Since Ay (sF) >

Ain > 0, we have

H K
Z Z O 1 <@h/ # Wh/(%)) An(spy)
h;h k=1
¢ h,h+1 ( Wh(sh)> Ah(sh)
=1 N (C.53)
>A Z Dhhs1 ( W;TL(S;CLD
k=1

K
=Ain | Lossy (K Z oF il ( = 71';2(82))) .
k=1
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Recall the definition of gbﬁ’ ns1 and the property (5) of o, we have

K Ny (shaf) .
=> AR AR | (ai = WZ(SZ))
k=14 _N¥(sk ab)41
B B (C.54)
K Ny, (s,af;) ¥ (saab )1
~ s,ay )+
=S u(sh =) 1 (ak = () 1 (af £ 7(9)) sl
SES k=1 (S al}i)+1
| K
<(+2) D01 (@ = mi(sh) 1 (af # 7 (sh)
k=1
Recall the inequality (C.18). We have with probability 1 — p, for all h € [H]
K
> (ak £ ) 1 (ak £ 70(9))
k=1
| - (C.55)
>3 (af A mlsh)) — [ 210a2H/p) D1 (af # 7l(sh).
k=1 k=1
which is equivalent to
K
Z 1 (ai # i ( sh)) 1 (Ziﬁ = 7T;;<S)>
k=1
| & P (C.56)
<= 2) Y1 (ah A mi(sh) + [ 21082H/p) D1 (ak # 7l (sh)).
k=1 k=1
Plugging these back into (C.54) and further (C.53)), we have
H K
Z Z ¢h B 41 (ah’ # 7Th/(%)) Ah(sh’)
h'=h k=1
) ) < (C.57)
> A H2L0ssh(K) —(1+ ﬁ) 2log(2H /p) ZLossh(K)

k=1
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Combining (C.43)), (C.50), (C.51)) and (C.57), we have

K
1 1
Ain ﬁLossh(K) —(1+ E)J 2log(2H /p) ;Lossh(K)

<H?e\/SAiLoss,(K) +2e(H — h+1)SAH
+ SAH(H —h+1) + H(cH 4+ 2H + 2)\/eSAH Loss;(K),

which is equivalent to

1
Amin

eH"(cH + 2H + 2)2S Aw.

Loss,(K) <2(H? + H)*log(2H/p) + SAH*(H —h+1)

1 1
+ F€2H83AL + A2

This establishes

1
Amin A2

min

Cost(K,H) < Loss(K) <O (H5 log(2H /p) +
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Appendix D

Appendix of Chapter

D.1 Notations

In this section, we introduce some notations that will be frequently used in appendixes.

The attack strategies in this paper are all Markov and only depend on the current state
and actions. The post-attack reward function has the same form as the original reward
function which is Markov and bounded in [0, 1]. Thus, the combination of the attacker and
the environment M G(S, {A;}",, H, P,{R;}",) can also be considered as a new environment
MG(S, {A™, H, P .{R;}™,), and the agents interact with the new environment. éz‘,h 0 S X
A — [0, 1] represents the post-attack reward function for the i** agent in the step h. The post-attack
transition probabilities satisfy P, (s'|s,a) = Yoo An(d|s,a)Py(s'|s,a’).

We use Ei, Ni, @, and 17; to denote the mean rewards, counter, ()-values and value functions of
the new post-attack environment that each agent i observes. We use N*, V¥ and 7* to denote the
counter, value functions, and policy maintained by the agents’ algorithm at the beginning of the

episode k.
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For notation simplicity, we define two operators [P and D as follows:

PyV](s,a) = Esp,(s.a) [V(s")],

D+ [Q](s) = Eanr(ys) [Q(s, a)] -

(D.1)

Furthermore, we let A denote the action manipulation. A = {Aj}se is a collection of
action-manipulation matrices, so that Ay (|s, @) gives the probability distribution of the post-attack
action if actions a are taken at state s and step h. Using this notation, in the d-portion attack

strategy, we have Ay (7} (s)|s,a) = di(s, @)/m, and Ay (3, (s)|s, @) = 1 — dy(s,a)/m.

D.2 Proof of the insufficiency of action poisoning only attacks

and reward poisoning only attacks

D.2.1 Proof of Theorem 11l

We consider a simple case of Markov game where m = 2, H = 1 and |S| = 1. The reward function

can be expressed in the matrix form in Table

Table D.1: Reward matrix

Cooperate  Defect
Cooperate (1, 1) 0.5,0.5)
Defect (0.5,0.5) (0.1,0.1)

The target policy is that the two agents both choose to defect. In this MG, the two agents’
rewards are the same under any action. As the action attacks only change the agent’s action, the
post-attack rewards have the same property. The post-attack reward function can be expressed in
the matrix form in Table

To achieve the objective in , we first have 7, < r4 and r3 < ry, as the target policy should
be an NE. Since the other distinct policy should not be an e-approximate CCE, we consider the

other three pure-strategy policies and have
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Table D.2: Post-attack reward matrix

Cooperate  Defect
Cooperate (71, 1) (ra, r2)
Defect (r3, r3) (14, 74)

4
L >7T9+€0rTy >10 +€

71> T34 €00y > 15+ € (D.2)

r3 >1Ty+ €07y >17] +€
\

Note that 3 > r; + € and r; > r3 + € are contradictory and o > r; + e and r; > ry + € are
contradictory. We must have r4 > r3 + € or 4, > 79 4 €. As the action attacks will keep the same
boundary of the rewards, 5 > 0.1 and o > 0.1. Then, 4 > 0.1 4 €.

Suppose there exists an action poisoning attack strategy that can successfully attack MARL
agents. We have S, S0 S 1 (af, = wi(sf,)) = T — o(T) = Q(T), i.e. the attack loss
scales on o(T'). To achieve the post-attack reward satisfy r;, > 0.1 + ¢, the attacker needs to
change the target action (Defect, Defect) to other actions with probability at least €, when the
agents choose the target action. Then, we have >_r | 377 S E(1(a}, # af,)) = Q(eT). The
expected attack cost is linearly dependent on 7'. Hence, there does not exist an action poisoning

attack strategy that is both efficient and successful for this case.

D.2.2 Proof of Theorem 12

We consider a simple case of Markov game where m = 2, H = 2 and |S| = 3. The reward
functions are expressed in the following Table

The initial state is s; at h = 1 and the transition probabilities are:

P(sa|s1,a) = 0.9, P(s3]s1,a) = 0.1, if a = (Defect, Defect),
(D.3)

P(sa|s1,a) = 0.1, P(s3]s1,a) = 0.9, if a # (Defect, Defect).

The target policy is that the two agents both choose to defect at any state. The post-attack
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Table D.3: Reward matrix

state s1 Cooperate  Defect
Cooperate (1, 1) (0.5,0.5)
Defect (0.5,0.5) (0.2,0.2)
state so Cooperate  Defect
Cooperate (1, 1) (0.5,0.5)
Defect (0.5,0.5) (0.1,0.1)
state s3 Cooperate Defect
Cooperate (1, 1) (0.5,0.5)

Defect (0.5,0.5) (0.9,0.9)

reward function of the three states can be expressed in the matrix form in Table

Table D.4: Post-attack reward matrix

state s; Cooperate  Defect
Cooperate (11, 72) (13, 74)
Defect (7’5, 7"6) (T7, 7’8)
state s Cooperate Defect

Cooperate  (-,-) (-,-)
Defect ( -, - ) (’I“g, TlO)
state s3 Cooperate Defect
Cooperate (-,-) (-,-)
Defect ( -, - ) (7"11, 7”12)

We limit that the post-attack mean reward R has the same boundary condition with that of the
pre-attack mean reward R, i.e. Rc [0,1]. Then, 0 < ry,..., 72 < 1.

Suppose there exists a reward poisoning attack strategy that can successfully attack MARL
agents, we have ", S0 S 1 (af, = 7l(sk,)) = T — o(T) = Q(T), i.e. the attack loss
scales on o(T).

If |rg — 0.1] > 0.1, |ryo — 0.1] > 0.1, |r;3 — 0.9] > 0.1, or |r12 — 0.9] > 0.1, we have the
attack cost S, oL S B(|7F, — k) = Q0.1 % K) = Q(T). Thus,

’7”10 — 01‘ < 01, ’7"11 — 09‘ < 0.1 and ’7"12 — O9| < 0.1.

re — 0.1 < 0.1,

For the target policy, we have 175;(31) = r7 4+ 0.9 % 79 + 0.1 % r11. For the policy 7’ with

71 (s1) = (Cooperate, Defect), 75 (s2) = (Defect, Defect), 75(s3) = (Defect, Defect), we have

Viﬁ/(sl) =73+ 0.1%x7r9+ 0.9 %7r.
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To achieve the objective in (5.1)), the attacker should let the target policy to be an NE. Thus, we
have ‘7{;(51) > 171”1'(51) and then 77 4+0.9%rg+0.171; > r3+0.1%rg+0.9%ry. As [rg—0.1| < 0.1
and |r;; — 0.9] < 0.1, we have r; > r3 4 0.48. From the boundary condition, we have r3 > 0
and then r7 > 0.48. The attack cost scales at least on €2(0.28 = T") for a successful reward attack
strategy.

In summary, there does not exist an reward poisoning attack strategy that is both efficient and

successful for this case.

D.3 Analysis of the d-portion Attack

D.3.1 Proof of Theorem

We assume that the minimum gap exists and is positive, i.e. A,,;, > 0. This positive gap provides
an opportunity for efficient action poisoning attacks.

We assume that the agent does not know the attacker’s manipulations and the presence of the
attacker. The attacker’s manipulations on actions are stationary. We can consider the combination
of the attacker and the environment MG(S,{A;}™,, H, P,{R;}",) as a new environment
MG(S, {A;}™,, H, P,{R;}™,), and the agents interact with the new environment. We define Q;
and V; as the (2-values and value functions of the new environment MG that each agent ¢ observes.

We first prove that 7' is an NE from every agent’s point of view.

Condition 1 implies that 7! is not the worst policy from every agent’s point of view,
and there exists a policy 7~ that is worse than the target policy from every agent’s point of
view. Denote AI;(S) = Q?}l(s, ml(s)) — QZ;(S, 7, (s)). We define the minimum gap A,,;, =
MiNye(H]se8,ic(m] = AI;(S)

We set PV, 11 (s,a) = Egap,(|sa) [th 41 (s )} . From d-portion attack strategy, we have

(2

) T d
Ih(‘g? a’) - Ri,h(S, a) + h(;ni a/)

~ dn(s,a ~ _
Pl 7o)+ (1= L) 2y oy o)

(D.4)
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and

B dp(s,a)
m

) R n(s,m, (s)). (D.5)

Since the attacker does not attack when the agents follow the target policy, we have ‘72”,; 11(8) =

Vifhfﬂ(s). Then,

dh(sv CL)
m

O (s, @) =D et (2t (g)) 4 (1—L’“>) Ulsm(s). D)

If a; # ’/Tlh(s), we have

30 mLa5) x @) = Qih(s.0) = o (QIh (s mh () — QTh (s, () 2

We have that policy 7r3 is best—in—hindsight policy towards the target policy 7TT_Z- at step h in the
observation of each agent i, i.e. VZ ,; 1 ”'( )= 17:}::1 (s) for any agent i, any state s and any policy
;.

Since the above argument works for any step A € [H], we have that the best response of each
agent ¢ towards the target product policy WL- is ﬂj and the target policy is an {NE, CE, CCE} under
d-portion attack.

Now we prove that the target policy , is the unique {NE, CE, CCE}, when every state s € S
is reachable at every step h € [H| under the target policy.

If there exists an CCE 7’ under d-portion attack, we have maxie[m](f/:iﬂl‘i(s) — ‘N/fl (s)) =0
for any initial state s.

At the step H, @ZH(s,a) — Rin(s,a). Since R;y(s,7i(s)) > Rip(s,m5(s)) + Amin
with A,.;, > 0, the policy 7T;r, y 1s the unique best response towards any policy 7_; g, i.e.
P (5) = T () and VTR (s) > VST (s) for any mp(s) £ 7l (]s).

Thus, we have 7, (sy) = WL(S ) for any state sy that is reachable at the time step H under policy
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7'. We assume that every state s € S is reachable at every step h € [H| under the target policy.
Under d-portion attacks, the post-attack action a;, = WZ(S) with probability more than 0.5. Thus,
every state s € S is reachable at every step h € [H] under any policy 7 and d-portion attacks.

Recall that for any a; # 7T£ L (S),

Qz h<877rz h( ) X a_;)— zh(s a) > Apin/2m. (D.8)

Suppose {m}, } i _,.1 = {W,t,},?:hﬂ for any states. If 7}, (+|s) # 7r;h(-|s) at a reachable state

s, we have

z‘frh(s) :vaﬂ;l(-IS)[ Z/h(su a)]
ot
=Eqr (19|Q1 (5, a)]

<Eq_jmn’ [Qz h(svﬂz n(8) x a_;)| — cApin/2m

(D.9)

with some constant ¢ > 0. Then, 7’ is not an CCE in such a case.
From induction on h = H,H — 1,--- .1, ' = = for any states. If every state s € S is

reachable at every step h € [H| under the target policy, 7' is the unique {NE, CE, CCE}.

D.3.2 Proof of Theorem 14

Consider an arbitrary Markov policy 7. From d-portion attack strategy, we have

~ dn(s,a
() =2V B xl(9) +

N dh(m a)

m — dp(s,a)

Rip(s,m, (5))

m —dp(s,a)

m

Py zh+1(5 m(s)) + P zh—i—l(s 7, (s))
:—dh(s’;;) —m (Rl-,h(s, 7'(';:(8)) — Rin(s, WE(S))) (D.10)
= (Pl (.7 () = PaVia(s,mi ()

+ dh(S,zj
+ Rin(s, 7Th( ) ‘HPhV h+1(5 772( )
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and

_ (Ren(s, 7()) = Ranls, 73 )

(D.11)
D, |d|(s
4 PoldOL 2, (57 (9) — P77 (5)))
m
+ Rip(5,m4(5)) + PV (5,7 (5)).
Now we bound the difference between \N/Z”h(s) and XZ’T,: (s) for any policy 7.
Vi (s) = Viiu(s) = Vi (s) = D, [Q7)(5) + D [Q7)(5) = Vi3 (s). (D.12)
(@) u
For term (a), from equations (D.10) and (D.I1)), we have
Vi () = Dr, [QF4)(5)
_m— Dnzh [4](s) (Ri’h(& 71 (5)) = Run(s, w,;(s))> (D.13)
m — Dy, |d](s ~
+ 22Dl (0,771 o, 6)) = PuT s, (51

Since the attacker does not attack when the agents follow the target policy, we have \N/Z”}j 11(s) =

‘/ijrl:—l—l(s)'

_m— ]Dm L1d](s) <th(3 7Th( s)) — ZL(S,@?(@)) ) (D.14)

Denote Al (s) = QF, (s, 7} (s)) — QT (s, m, (s)). We have

- - Al m
Vi (s) = D, [QT,)(5) = %(L ) Eavr, (1o [Zﬂ a; # ] : (D.15)
=1
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For term (b), from equations (D.10)) and (D.T1)), we have

D, [Q7(s) — V75 (s)
Dnld®)p, gt (i (s)) + PPl p Gt (s))

D, [d(s) m— D, [d)(s)

PV (s, ()

m— Dﬂ? ) p, 5t T (s, ()

]PhViThH(Sa Wft(s)) -
D

:#Ph[‘/@ 1 — ifhﬂ](s, 7wl (s)) +

T

_
=Egnp, (|s.a)a~An(|sa)a~m () [Ving (5) = Vi (8)]-

(D.16)

By combining terms (a) and (b), we have

Vi (sn) — V77 (s)

:AI,;(S;J
2m

anwh (-Isn) [ (CLZ 7é 7T ( )):|
. N (D.17)
+ Esp 1~ PuClsn@)anBn Clsna)ammn (s Vi1 (Sha1) = Vi (Spt1)]

AT,S/
= —EWAP[ZZ azh’?‘éﬂ-lh/ (sn)) zg;h)]

h =1

From the definition of the best-in-hindsight regret and (D.17)), we have

~mixak, ~k
Reg,(K, H) =max » [V;7" 7 (s}) = ViT (s))]
Lokt (D.18)

Now, we bound )" 1[fo T (sy) — 17[3(31)] for any policy 7. We introduce some special

strategy modifications {¢i7h} —,. For any ' > h, we have gbzh omip(s) = Wj,h,(s) and for any
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h' < h, we have gbzh o i (8) = mip(s). Thus,

q om (D.19)
~ ! T X Ty T X Ty
=SS TETT s1) = VT ()
h=1 i=1
When h = H, we have
o ~ ! T X T T X
> (v;f; HTT (1) — VT <81>)
=1
= ~¢j O XT—j ~¢I OTG XT—j
=Erar | <VH T sm) = VI W)]
= (D.20)
NWT T, LT
Fear |3 (Vi <sH>—w,H<sH>)]
L i=1
& Al (sm)
=Exa.p ;ﬂ(ai,H7é7TzT,H(3H))g—m :
For h < H, we have
o Nd)z h()TriXTr,i N¢I h+1<)7ri><ﬂ',i
Z Vii (s1) = Viy (s1)
i=1
s ~T<>7Ti - NT 07'('17'('1
=E,ap Z (Vf;i’h " (sn) — Vfﬁ A )]
Li=1
M m (D.21)

. . i, h+1<>71'7;><71',i
_]Eﬂ—aAvp : : ( (],5: h<>7'l'z hXT_ D¢j h+1<>7r7' hXT_; h) |:Q (Sh)

Li=1
K (Shvﬂgh(sh)> S
=Erap | Y o (Dt — Do) {th + PV, j;” > } (sn)

z:l

where the second equation holds as qﬁj pOTy X T_; = gbj he1 © T X T_; at any time step h' > h and

the last equation holds from equation (D.10)).
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Note that Q7rT = Rip + PRV h+1 =R+ ]PhV h+1 From equation (D.21]), we have

~ ~ ¢! iXT—4
Z ( (;sl h<>7rz><7r, 81) _ V;ibf’hﬂwr X (Sl)>

m 1 —mp (sh, 7T£h(sh)>

xt
~Evar |3 — (D7 = Dy) [Q7n] (s0)
©
m o1 - T (sh’ 7Tjh(sh)) O X T4
FEnar ; 2m (Drt — Dr-) llPhV };ﬁlﬂ th h+1 (sn)
@
(D.22)
Denote Al (s) = QT (s, 7} (s)) — QF,(s, m, (s)). Thus,
m 1 —mp (sh, th(sh)>
® =Eqap 21 o Al (sn) | - (D.23)
Now, we bound item @. If (ID,.; — ID,.-) {th T LY, ,jﬂ} (sn) >0,
(Do = Do) [PV = PaT (o)
2D7r d|(s i, T X T
ZWDWTPM‘/; hﬁrlo " Vzh+1]( n) D24
2(m — 1D7r [d]( )) i O X T _; )
+ mh D,-Pp [V; hﬁfl Vzh+1]( h)
~ o T X T ~r
2 |V ) = Vi)

because the RHS of the inequality is smaller or equal to 0.
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Oy X4

If (D — Dy-) {]th Ri1 - ]th/ijf,fﬂ} (sn) <0,

Oy X4

(Dyt — Dy-) {]PhV il

- ]PhV h+1] (sn)

2D7r d T X Ty
2]D7T [d](sh) i b1 0T X T
>l [~ Tl (D25)
2(m — Dy, [d](sn)) O] ppromixm_i o
+ mh Dr ]Ph[‘/z hﬁ — Vil (sn)
~ B O X T S
“2Brap Vo™ o) = Vi)
From (D.I7), we have
St ] i omixT
‘/;,thl(Sthl) - V;h—ﬁ— (Sh41)
= Al (sw)
:E¢th+107ri><ﬂ'_i,A,P [hlzh: z; a/z h'! # Tr h/ Sh/>) ,2m
. I o (D.26)
< 1 ’L h’
<D (mol) max =0
h=h+1
(m—1) .+
S m A;h(s )7

where the last inequality holds when mingcsicpm Ajg(s)

Combine the above inequalities, we have

m 1l —mip <3h7 Wj,h(sh)> (m —

Zgzh—l-l maXsES,iE[m] A;r;’ (S)

(D.27)

@>—-E;ap Z

=1

2m
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and

S S pomixm_; ~o! B 10T XT—;
> (vir (s1) = Vir (s1)

=1

—@+®

zEmA,P Z 2m2 Az‘,h(sh) (D28)

=Erap | Wain #7l,(sn) 52

> ap Z 1(ain # Wj,h(sh)) 52
Li=1 m
In summary,
- < T Amin Amm
Reg, (K, H) >Y Exnp | > Llain # 7 ,(sn) Sy = ElLoss1(K, H)| 5. (D.29)
h=1 =1

If the best-in-hindsight regret Reg( K, H) of each agent’s algorithm is bounded by a sub-linear
bound R(T'), then the attack loss is bounded by E[Loss1(K, H)] < 2m*R(T)/Anin-
The d-portion attack strategy attacks all agents when any agent ¢ chooses an non-target action.

We have

H
2.

k=1 h;l i=1 (D.30)
Z -

Then, the attack cost is bounded by mE[Loss1 (K, H)] < 2m*R(T)/Anin-
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D.4 Analysis of the 7)-gap attack

D.4.1 Proof of Theorem 13

We assume that the agent does not know the attacker’s manipulations and the presence of the
attacker. The attacker’s manipulations on rewards are stationary. We can consider the combination
of the attacker and the environment MG(S,{A;}*,, H, P,{R;}",) as a new environment
MG(S, {A; Y™, H, P,{R;}™,), and the agents interact with the new environment. We define Q;
and XN/Z as the (Q-values and value functions of the new environment MG that each agent ¢ observes.

We introduce some special strategy modifications {(bj w 1L ,. For any ' > h, we have (b;h o

Tin(s) = W;r’h,(s) and for any b/ < h, we have gbzh o M (s) = mip(s). Thus,

H

~alxm_; S ~¢>1~L T3 X T ~¢;r T3 X T

VI T s0) = Vi(s) = D [V sn) = Vit T ). (D.31)
h=1

We have that for any policy 7,

~ d);r,hoﬂ'i XT_;

Vi

[ [ ~o! ,omixm_; ~ ¢! X
=E:ap (Vijﬁﬁ’hw o (Sh)_vi(ﬁ;’hﬂw o (3h>)}

N(ﬂ O X Ty
(51) = Vi "™ (s1)]

L o emns (D.32)
:]EW,A,P (D¢Zh07ri,h><7r7i,h - Dd)j{,hleOﬂ-i,hXﬂ'fi’h) [QZJIZ :| (Sh):|

[ ~ ~¢I’h+107r¢><7r_i
=Erap (ijhm_i,h - Dm) Rip +PrVipi (sn)| -

Since ﬁi,h(s, a) = Riu(s,m1(s))— (n+(H—h)Ag)1(a; # Wj’h(s)) from 7)-gap attack strategy

and (H — h) HliIlS/Xa/Xh/ Ri,h’(3/7 CL/) < Ph‘ZTthl (S/, a’) S (H — h) maXg/ xq/ xh' Ri7h/(8/, CL/) for any
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s and a, we have

~¢T R OTTG X — O X T

7 i ~¢I 1 @
Vid' (s1) = Vi (s1)]

=Exap [Z mh(alsp)(n + (H — h)Ag)1(a; # Wlh(é‘h))]

+ Erap [Z mh(alsn)L(a; # ), (s1)) (ﬂ%v T o (5) X @) — PAV T (s, a))]
>Exap [Z Th(alsp)nl(a; # Wg,h(s))]
=Ep [L(ain # 7u())] 7
(D.33)
Thus,
~_T ~ H
V:rf ><7F—1<31) - ‘/Zrl(sl> Z EmA’p [Z ]l(CLLh 7é Wj}h(sh))] n 2 0. (D34)
h=1

The target policy is an NE, and then also is an CE or CCE.

Now we prove that the target policy WJ is the unique {NE, CE, CCE}, when every state s € S
is reachable at every step h € [H| under the target policy.
If there exists an CCE 7’ under n-gap attack, we have max;cfy (\N/:r/‘(s) — XN/Z’T{(S)) =

0 for any initial state s. If 7 ,(:[s) # 7T;r7h(~’5) at a reachable state s, we have that

Er a,p Zthl 1(asn # Wj,h(sh)) . Thus,

Tt ~ 1
Vi (s) = Vi (s >Epr[Zla,h7éw ))]n>0, (D.35)
h=1

and 7’ is not an CCE. In summary, the target policy Wj is the unique {NE, CE, CCE}.
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D.4.2 Proof of Theorem

From the definition of the best-in-hindsight regret and (D.41)), we have

= St kN Tk ok
Reg,(K, H) =1max [Vn (s7) — Vi,l (s1)]
k=1
Ko (D.36)
> Vi) = Vi ()]
k=1
From (D.34]), we have
K H
Reg,(K,H) > Y Euap [Zl afy #m )]] n (D.37)
k=1 h=1
and
> “Reg,(K, H) = nE[Loss1(K, H)]. (D.38)

i=1
If the best-in-hindsight regret Reg(/K, H) of each agent’s algorithm is bounded by a sub-linear
bound R(T’), then the attack loss is bounded by E[Loss1 (K, H)] < mR(T)/n.

The n-gap attack strategy attacks all agents when any agent ¢ chooses an non-target action.

Note that the rewards are bounded in [0, 1]. We have
K H m
Cost(K, H) ZZZ o 7 ain) T —rial)
k=1 h=1 i=1
. (D.39)
b3) |

Hence, the attack cost is bounded by mE[Loss1(K, H)] < m*R(T)/n.
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D.5 Analysis of the gray-box attacks

D.5.1 Proof of Theorem

We assume that the agent does not know the attacker’s manipulations and the presence of the

attacker. The attacker’s manipulations on actions are stationary. We can consider the combination

of the attacker and the environment MG(S,{A;}*,, H, P,{R;}",) as a new environment

MG(S, {A Y™, H, P,{R;}™,), and the agents interact with the new environment. We define Q;

and XN/Z as the (Q-values and value functions of the new environment MG that each agent ¢ observes.
We first prove that the best response of each agent ¢ towards any policy 7_; is ﬂj .

From the mixed attack strategy, we have

AT (s,a) =La; = 71, ()] Rin(s, ) () + PoVi5 (5, 7h(5)). (D.40)

Consider an arbitrary policy 7 and an arbitrary initial state s;. We have

WTXW,i T
Vii T (s1) = Vii(s1)
Nﬂ'TXW,i NWTXﬂ',i ~7r:r><7r,i T
=Vii o T (s1) = DA[@Qiy T (s1) + DA QT (s1) — Vi (s1)
=Eq, ;~omi1(ls1) []l[a,-’l # 7TZ1(31)]R¢,1(817WI(Sl))} + Plﬁf%”*"(shﬂ(sl)) - Plﬁg(sl,ﬂ(sﬁ)

~7rT><7r_i T
=Eq, ,~mii(s1) [ﬂ[az’,l # W3,1(31)]Rz’,1(517WI(Sl))} +P1[Vis — V] (s1, 7l (s1))

e —Eap [ZH: (1 s (Wlh(sh)‘sh>) Ri,h(sh,wz(sh))] > 0.

h=1
(D.41)

NT('T [ 7 . .
Since R; (s, ) (sn)) > 0, Vii T () — V7 (s1) = 0 holds if and only if 7! = m; holds for
the states that are reachable under policy 7f. We conclude that the best response of each agent i
towards any policy 7_; is nj under the mixed attack strategy. The target policy 7' is an NE, CE,

CCE under the mixed attack strategy.

Now we prove that the target policy 7T2L is the unique {NE, CE, CCE} under the mixed attack
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strategy, when every state s € S is reachable at every step h € [H| under the target policy.

If there exists an CCE 7’ under the mixed attack strategy, we have maxl-e[m](ziﬂl’i(s) -
17;”1/ (s)) = 0 for any initial state s.

From (D.41)), we have thatif 7} , (-|s) # W;r’h(-|8) at areachable state s, V/ff X (s1) —‘N/Z’rl/ (s1) >
0. Then XZ’TLi(sl) > \7;??”,”(51) > 171“1'(51) 7’ is not an CCE in this case.

We can conclude that 7 = 7' for the states that are reachable under policy 7'. If every state

s € S is reachable at every step i € [H| under the target policy, 7' is the unique {NE, CE, CCE}.

D.5.2 Proof of Theorem

We set Ry, = Minpepp) Minges mingepn) B p(s, W,Tl(s)) From the definition of the best-in-hindsight

regret and (D.41)), we have

K
~ ! ﬂ.k .
Reg, (K, H) =max Y V7" (s}) = VT (s})
tok=1
K ~7TT><7T k ﬂ_k k
ZZ[‘/’i,l (st) = Vi (s1)]
k=1
K CH
= ZE”kvA’P Z (1 — 7 (ﬂjh(sﬁﬂsﬁ)) Rin(sh, W,TL(SI}“L))] (D.42)
k=1 h=1

K H
S B |3 tlab £ (6 Run (s mt@z»]

K H
> Rpin Z Ex a.p [Z ﬂ[af,h # th@z)]]

and

> Reg,(K, H) > Ry E[Loss1 (K, H)]. (D.43)

i=1
If the best-in-hindsight regret Reg(/K, H) of each agent’s algorithm is bounded by a sub-linear
bound R(T’) under the mixed attack strategy, then the attack loss is bounded by E[Loss1 (K, H)| <
mR(T)/Ruin-

The mixed attack strategy only attacks agent 7 when agent 7 chooses a non-target action. We

207



have

k=1 h=1 i=1 (D44)

Then, the attack cost is bounded by 2E[Loss1 (K, H)] < 2mR(T)/Rmin-

D.6 Analysis of the black-box attacks

D.6.1 Proof of Lemma 14

—k —k . ; : :
We denote by Q. _’;7h, Vi Vi, NE, PE, xf and Rf, the observations of the approximate

mixed attacker at the beginning of episode k£ and time step h. As before, we begin with proving
that the estimations are indeed upper and lower bounds of the corresponding ()-values and state
value functions. We use 7* to denote the optimal policy that maximizes the attacker’s rewards, i.e.

Vi (s) = ma, Vi (s).

Lemma 15. With probability 1 — p, for any (s,a,h) and k < 7,
—k . -
Qi n(s,a) > QF (s, a), Q]T“,h(s,a) < QT,];L(SEG), (D.45)
—k o ok
Vin(s) = Vi (s), K?h(s) < Vi (s). (D.46)

Proof. For each fixed k&, we prove this by induction from h = H +1to h = 1. For the step H + 1,
we have V’; Hil = K]Ti Hal = Q’TTH +1 = 0. Now, we assume inequality (D.46) holds for the step
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h + 1. By the definition of ()-values and Algorithm[5.1} we have

Qm(s» a) — Qt,h(sv a)
A~ ~ 1. —k *
:R’Tﬂ,h(sv a’) - R]J:,h(sv a’) + P’livth—i-l(sv (1,) - ]th;,h (S’ a’) + B(N}’f<57 a’))
Ay o—k o ~ ~ -
=Ph(Vin — Vin)(s,a) + (BE), — Riy)(s,a) + (Ph — Py)Vi, (s, @) + B(N; (s, a)).

(D.47)

Recall that B(N) = (Hv/S+1)+/log(2AHT /p)/(2N). By Azuma-Hoeffding inequality, we have
that with probability 1 — 2p/SAH,

Vk <,

Pk k log(25SAHT /p)
Ry (s,a) — Rth(s,a)) < \/ NF(s.a) (D.48)

and

Slog(2SAHT/p)
2N} (s, a)

Vk < T,

(PF — PV (s, a)‘ < H\/ (D.49)

Putting everything together, we have §f7h(s,a) — Qf,(s,a) > ]f”,j(V’;hH —V)(s,a) > 0.
Similarly, @}, (s, @) < Q7 (s, a).

Now we assume inequality holds for the step h. As discussed above, if inequality
holds for the step i + 1, inequality (D.43)) holds for the step h. By Algorithm[5.1] we have

Vinls) = Qs m () = Qi (s, i) = QTn(s,mi(5)) = Vi (s). (D.50)

Similarly, V¥, (s) < V7 (s). O
Now, we are ready to prove Lemma [I4] By Azuma-Hoeffding inequality, we have that with

probability 1 — 2p,

w* ot Slog(27/p)
’(ESINPO(') - E51~If’o(~)> [V“ (s1) = Vi (31)} ‘ <H —or (D.51)
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and Vk < T,

k

’ * / Slog(27
3 (B — s = $0) [V ) =it (s0)]| < 21y 2B s
k'=1
Thus, for any £ < 7,
Eqmpo() [V&*(Sl) — Vﬂk(Sl)}
<E,, () [VTl(Sl) Vi (81)] + H+/Slog(27 /p)/(2k) (D.53)
<E,,psy [Via(s1) = VEi(s1)] + H/STog(2r/p)/(2).
According to and (D.52)), we have
. —k
S (B [Vhi(s0) = VA (s0)] + Hy/STog(27/p)/(2F)
=1 (D.54)
<3 (Vhalsh) = vash)) + Z3H\/Slog 27/p)/(2k).
k=1

—k —k
We define AV (s) = Vi, (s) = VE,(s), AQk(s,a) = @y ,(s,a) — Q’;h(s, a). By the update

equations in Algorithm we have AQ¥ (s, a) < PﬁAVh’“H(s, a)+2B(NF(s,a)) and AV[(s) =

AQF (s, 7 (s)). We define ¢F = AVF(sF) = AQF (s¥, a¥). From (D.49) and (D.56)), we have

b SPRAVE, (ohaf) + 2BV )
<PEAVE (55, ab) + 3B(NE(sk, ab) (D.55)
<PRAVE (sh, af) = Yy + Uny + 3B(NS (s7, @)
By Azuma-Hoeffding inequality, we have that with probability 1 — p/H, Vk < T,
k

Z “leAthJrl(S ) Z/1h+1

k'=1

Slog(2H7'/p)_

o (D.56)
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Since ¢}, = 0 for all k, we have

T H T H
Zwl <ZZ]]P’“AVM1 Shy @h) — Vh ] +ZZ3B (N (sh, an))
k=1 h=1 k=1 h—1
H N (s,a)
S [Slog( ZHT/p + \/ log(2SAHT/p) (D57
h=1 —1 (s @) n=l 2n

<2y 2108(2HT/p) 2H T/ Pl H(HVS + 1)\/2S A7 log(2SAHT /p)

and therefore

T

> (Buwmpgy [Phaton) = Vialon)] + H/SToger )/ 26)

\/W 3H /257 log(27/p) + H(HV/S + 1)\/25 A7 log (25 AH7 /p).

(D.58)

Since

+ H+/Slog(27/p) /(2k)) , (D.59)

<2H?S\/2Alog(2SAHT/[p)/T,

(D.60)

where the last inequality holds when S, H, A > 2. Similarly,

K
3 [V“ (s%) = VI (s ’f)} < 2H2S\/2Alog(2SAHT/p) /7. (D.61)
k=1
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D.6.2 Proof of Theorem

We use the same learning rate o in [42]. We also use an auxiliary sequence {ai}!_; defined in

[42] based on the learning rate, which will be frequently used in the proof:

t

H+1 i .
= + , Hl—oz] ), ap = q; H(l—ozj). (D.62)

j=it1

We follow the requirement for the adversarial bandit algorithm used in V-learning, which is to

have a high probability weighted external regret guarantee as follows.

Assumption 1. For any ¢t € N and any § € (0, 1), with probability at least 1 — §, we have
t .
max y _ af[(6;,0;) — (0,1;)] < &(B,1,1og(1/5)). (D.63)
j=1

In addition, there exists an upper bound Z(B,t,log(1/8)) > >,_, &(B,t,1og(1/5)) where (i)
&(B,t,1og(1/)) is non-decreasing in B for any ¢, J; (ii) (B, t,log(1/4)) is concave in ¢ for any
B, 9.

In particular, it was proved in [42] that the Follow-the-Regularized-Leader (FTRL) algorithm

(Algorithm satisfies Assumption |1| with bounds &(B, t,log(1/4)) < O(y/HBlog(B/d)/t)

and Z(B, t,1og(1/5)) < O(y/HBtlog(B/s)). By choosing hyper-parameter w; = a; ([[;_,(1 — ai))fl

=2

and v, = /BB (B tlog(1/6)) = 10y/HBlog(B/d)/t and =Z(B,t,log(1/5)) =
20+/H Btlog(B/5).

We use V¥, N*, 7% to denote the value, counter and policy maintained by V-learning algorithm
at the beginning of the episode k. Suppose s was previously visited at episodes k!, --- k' < k at
the step h. Set ¢’ such that k¥ < 7 and k"t > 7.

In the exploration phase of the proposed approximate mixed attack strategy, the rewards are
equal to 1 for any state s, any action a, any agent ¢ and any step h. The loss updated to the
adversarial bandit update step in Algorithm [5.2[is equal to %

In the attack phase, the expected loss updated to the adversarial bandit update step in
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Algorithm [5.2]is equal to

¢ _ i H— PV, g —7
Zath + Y alDu (%) (s)+ > oDy ( ;}’h)(s» (D.64)

j=t'+1 j=t'+1

Thus, in both of the exploration phase and the attack phase, 7' is the best policy for the
adversarial bandit algorithm.
By Assumption [I] and the adversarial bandit update step in Algorithm [5.2] with probability at

least 1 — 0, for any (s,h) € S x [H] and any k£ > 7, we have

—1 Zt ‘ H-P,Vh ., Lo o,
J E J ) 2
+ atDﬂ‘T < H (S) + Sl O[t]])ﬂ.lhc] ( H ) (S)
j=

j=t'+1
t/ t t ~
Syt s i (TR 04 3 i () 0
Jj=1 j=t'+1 J=t'+1
t ‘ i
= 3 of (1= b)) ),
. H
Jj=t'+1
(D.65)
where ¢ = log(mHSAK/9).
Note that R,,;, = minye(p minges mingep,) Rix(s, W;[L(S)) We have
I t
€A, ) = Y of (1wl (xl,(6))s) (D.66)
min j=t'+1
Let nf = NJ(sF) and suppose s¥ was previously visited at episodes k', - - |, -, k™ < k at the step h.
Let k7 (s) denote the episode that s was visited in j-th time.
nk
H k - j Kt
Tf(Aanh7L) = Z 0421}3 (1 — mn(m (Sh)lsh>) (D.67)

J=NT(sk)+1
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According to the property of the learning rate o, we have

k
h

nk—1
h H ;
oA+ Y Ay < Y (1— 7 (] (s;j)|s§)). (D.63)

J=NT(sk)+1 J=N7(sk)+1

O s S (1-abielehi). 069

mm —NT(sh)+1

Computing the summation of the above inequality over h and s, we have

E Z Z 1] zh?éﬂhsh)]]

h=1 k=741
NJ(s)

>3 X (1-mEle)
€S j
4

NG+ (D.70)

IN

M uP”ﬂm

HP AN (s)u

«

m
5%

VHASK..

<

In the exploration phase, the loss at each episode is up to H. In the attack phase, the expected

number of episodes that the agents do not follow 7' is up to R 7, MV H"ASK.u.

According to Lemma|[I4] the attack loss is bounded by

O VHTASK: + 2H*SK\/2AL/T. (D.71)

min

E[loss(K, H)] < HT +

In the exploration phase, the approximate mixed attack strategy attacks at any step and any

episode. In the attack phase, the approximate mixed attack strategy only attacks agent ¢ when
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agent ¢ chooses a non-target action. We have

o m K H m (D.72)
<D XD AFDF YD D Lk, #ah](1+1)
k=1 h=1 =1 k=71=1 h=1 i=1
Then, the attack cost is bounded by
80
E [Cost(K, H)|] < 2mHT + VHSASKL. (D.73)
For the executing output policy 7 of V-learning, we have
1 =7 Wj,h(5)|5)
| K NE(s)
k7 (s
== DD Wy (1= L 6))s))
k=1 j=1
1 K NE(s) 1 r Ni(s)
ki(s kI (s
:? Z Z O‘?v,’;( ) (1 Wi,h( )(W;r’h(SﬂS)) + I a?\f}’j( ) (1 ’ h( )(7T h(8)|8))
k=7+1j=N](s)+1 k=1 j=1
T Ny (s) _
j kI (s)
T Z Z O‘?v,';( ) <1 — Tin (th(3)|5)>
k=7+1 j=1
< 20 [H3AL 21
~ Rouin K K
(D.74)

20mS [ H5AL
T

The probability that the agents with 7 do not follow the target policy is bounded by ==

2rmSH
¥

According to Lemma|[I4] the attack loss of the executing output policy 7 is upper bounded by

) : 20mS [HA, 2rmSH
Vi (s1) — Vi (s1) SH(RW V7 ‘i T”;( >+2H25\/2Ab/7‘. (D.75)
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Appendix E

Appendix of Chapter [6

E.1 Proof of Proposition |4

The uncertainty set of the policy execution has the form in:
1(m) :=A{7[Vs, @n(-[s) = (1 = p)w(:]s) + pmp(-[s), mp,(-]s) € Au}. (E.1)

We define

H
C;LTW’,P(S) = E Z Ry (8, ap)|sp = 8, apr ~ %h/("shl)]

Lh/=h

H
D;Lrﬂr/’p(S?CL) = E Z Rh/(sh/,ah/)|sh =S,ap = a,Qp ~ %h/(-|sh/)] .

Lh/=h

Robust Bellman Equation First we prove the action robust Bellman equation holds for any
policy 7, state s action a and step h. From the definition of the robust value function in (6.1]), we
have V7, (s) =0,Vs € S.

We prove the robust Bellman equation by building a policy 7~. Here, policy 7~ is the optimal

adversarial policy towards the policy 7.
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Atstep H, we set 75, (s) = argmin, 4 Ry (s, a). We have

Vir(s) = min C};”/’p(s)
= (1= )[Dry Bil(s) + pmin[Dry, Rirl(s) (E2)

= (1= PPy Qul(5) + prin Qi (s,0) = CF™ " (5),

as Vg1 = 0.

/

The robust Bellman equation holds at step H and min, ) " w(s)CF™P(s) = 32 w(s) ming O™ *(s) =

>, w(s)CF™ P(s) for any state s and any weighted function w : S — Asg.

Suppose the robust Bellman equation holds at step 4 + 1 and min, Y, w(s)CZfll’p (s) =
Yo w(s) ming C;ffll’p (s) = Y, w(s)CpT *(s) for any state s and any weighted function w :
S — As.

Now we prove the robust Bellman equation holds at step h. From the definition of the robust
Q-function in and the form of uncertainty set, we have
H
Qr(s,a) = min E Z Ry (sprap)|sn = s,an = a,ap ~ T (-|sp)
well(m)
h'=h
=min D} *(s, a)
Y

. ' (E.3)

=Ry(s,a) + min Egpy(1s,0)Chis ()

™

=Ri(s,0) + By, ([s.0) min C77y " (s)

=Ry(s,a) + [PV, 1] (s,a).

We also have that Q7 (s,a) = D™ (s, a).

Recall that a (stochastic) Markov policy is a set of H maps 7 := {7, : S = A4}pejn). From
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the definition of the robust value function in (6.1)) and the form of uncertainty set, we have

H

Vi'(s) = min E Z Ry (Spryap)|sn = s, ap ~ T (+|Spr)
mell(r) vt

— 3 7"77"l7p
=min " "(s)
’
=min  min C;7"P(s)
™ h {Wlh'}hH’:thl

>(1—=p) min  Eeqon9Dp" ?(s,a) + pmin  min anﬂg(,‘s)DZ’” (s, a)
{7 —na A

>(1 = p)Equn,(s) min DZ’“/”’(S, a) + pminEq sy min Dg’”/’p(s, a)
7Tlh

' hH’:h+1 {ﬂ—/h/}hH’:thl

—(1 = Dy, QF)(s) + p1min Qi (s.a).

(E4)
We set 7, (s) = arg min, 4 Q7 (s, a) = argmin,. 4, D;™ (s, a).
At step h, we have
Vir(s) <G (s)
=(1 - p)[Dy, D5™ *](s) + pmin Dy'™ (s, a) (E.5)

acA

—(1 = p)[Dr, QF1(5) + pmin Q4 (5, ),

where the last equation comes from the robust Bellman equation at step & + 1 and
DZJ‘,p(S’ CL) = Rh(87 (l) + [Phcgfl_’p](s’ a’) = Rh(sv a) + [Pthﬂﬂ(S, CL).

Thus, the robust Bellman equation holds at step h.

Then, we prove the commutability of the expectation and the minimization operations at step
h. For any weighted function w, we have min. ) __ w(s)C’;{’”/’p(s) > > w(s) ming C;Lr’”/’p(s).
Then, ming 32, w(s)Cr™ #(s) < 3, w(s)Cr™ *(s) = 3, w(s) ming CF™(s).

By inductionon h = H,--- , 1, we prove the robust Bellman equation.
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Perfect Duality and Robust Bellman Optimality Equation We now prove that the perfect
duality holds and can be solved by the optimal robust Bellman equation.

The control problem in the LHS of (6.4)) is equivalent to

H

E Rh/(sh/7 ah/)|sh = S,ap ~ Aﬂ:h/("Sh/)] = maxmiln C;{Jrl’p(S). (E6)
™ T
h'=h

max min E
m  wellP(n)

The control problem in the RHS of is equivalent to

H
min max[E Z Ry/(spyap)|sp = s, ap ~ T (-|spy)| = minmax C;’”/’p(s). (E.7)
wellr(n) = ! w ™
For step H, we have O™ "(s) = [D(=pyrspry, Bul(s) = (1 = p)[Dr,Rul(s) +

p[Dr Ryl(s). Thus, we have

max min CT™(s) =(1 — p) max[Dy, Ru](s) + pmin[Dy Rp(s)
=(1 = p)max Ry (s, a) + pmin Ry (s, ),

and

min max CT™(s) =(1 — p) max[Dy, Ry(s) + pmin[Dy Rp(s)
:(1 - p) r;lea:i{ RH(57 Cl) + pIgélj"l RH(87 b)

At step H, the perfect duality holds for all s and there always exists an optimal robust policy
my(s) = argmax,. 4 Q5 (s, a) = argmax,c 4 Ry(s, a) and its corresponding optimal adversarial
policy m,(s) = argmin, 4 Ry(s,a) which are deterministic. The action robust Bellman
optimality equation holds at step H for any stats s and action a.

In addition, max, min, st(s)C’}ffﬂ,’p (s) = >, w(s)max, min., CT™P(s) for any
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weighted function w : S — Ag. This can be shown as

SES
=(1 — p)max y_ w(s)[Dry Rir](s) + prain Yy w(s) D, Rrr)(5) (E.10)
seS SES

=(1 —p)z (s )maxRH(s a —i—pz mlERH(S b).

seES seS

Suppose that at steps from h + 1 to H, the perfect duality holds for any s, the
action robust Bellman optimality equation holds for any state s and action a, there always
exists an optimal robust policy 7, = argmax,. 4@} (s,a) and its corresponding optimal
adversarial policy 7,,(s) = argmin,. 4 Q7 (s,a), VA" > h + 1, which is deterministic, and
max, min. y . w(s)C;,’W/’p (s) = > ,w(s)max, ming C’;:,’”/’p (s) for any state s, any weighted
function w : & — Ag and any b’ > h + 1. We have Vyi(s) = Vi’ (s) = CF ™ *(s) and
Qi(s,a) = Q7 (s,a) = DI,"™ *(s,a) for any state s and any b/ > h + 1.

We first prove that the robust Bellman optimality equation holds at step h.

We have

Qr(s,a) = max min D™ (s, a)

= max min(,(s, a) + [PhC’gfllvP](s, a))
™o (E.11)

= Rp(s,a) + [Py(max min C’;{f{’p)}(s, a)

= Rh(57 a) + [thl:—i—l}(& a)'

and also Qi (s,a) = Q7 (s,a) = D} ™ *(s,a).
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From the robust Bellman equation, we have

i (5) =mae (1= IDr, Q)+ pmin Qi(s.0))

<(1—-p)max max [D,,Q}](s)+p max minQj(s,a)

Th {Trh}hH/:h_,.l Trh}hHIZh-Fl acA
<(1—-p)max max [D,, Qp](s)+pmin max Qf(s,a) (E.12)
Tho AT e a€A {mdl iy "

<(1 = p) max[Dr, @}](s) + pmin Q;(s, a)

=(1- : in Q% (s, a).
(1= p)max @y (s, a) + pmin Qj (s, a)

We set 7/ (s) = maxaea @} (s, a). According to the robust bellman equation, we have

max V;7(s) > Vi (s) = (1= p)[Dr; Q7 1(s) + pmin Qi (s, )
—(1— " inQ™ E.13
(1= p)max Qy (s,a) + pmin Qy (s, a) (E.13)
(1 = p) max @j(s,a) + pmin Q; (s, a)
Thus, the robust Bellman optimality equation holds at step h. There always exists an optimal
robust policy 7, = arg max,. 4 Q5 (s, a) and its corresponding optimal adversarial policy 7, (s) =
arg min,. 4 Q% (s, a) that is deterministic so that C7 ™ *(s) = V;*(s).
Then, we prove the commutability of the expectation, the minimization and the maximization

operations at step h.

In the proof of robust Bellman equation, we have shown that

s
S

min Y~ w(s)CP™(s) = 3 w(s) min C77(s)
for any policy 7 and any weighted function w. Hence

max min g w(s)C’Z’”,’p(s) g = max E w(s) min C’;’W,’p(s).
™ ud ™ !
S S S
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First, we have

max Z w(s) min C’;Lr’ﬂ,’p(s) < Z w(s) max min C’er’ﬂl’p(s).

! ™ i
s s

Then, we can show

maxZw(s) minC}f’WCp(S) > Zw(s) milnC’;*”r"p(s)

L T

= D w(s)Cp ™ A(s)
= Zw(s) maxmi/nCZ’”/’p(s). (E.14)

S

In summary,

max min E w(s)C;:’”/’p(s) E = w(s) max min C,f’”/’p(s).
s T
S

T L
s

We can show the perfect duality at step h by

maxmin C7™ #(s) = CF ™ *(s) = max "™ *(s) > min max C"" *(s). (E.15)
T e ™ i T

By inductionon h = H, - - - |1, we prove Proposition

E.2 Proof for Action Robust Reinforcement Learning with
Certificates

In this section, we prove Theorem Recall that we use @:,V:,Q:,K’“ , N}’f, p,’f,fﬁ and 92 to
denote the values of @h,Vh,Q h’zh’ max{ Ny, 1}, Ph, r, and 6, at the beginning of the k-th episode
in Algorithm [6.1]

222



E.2.1 Proof sketch

In this section, we provide sketch of the proof, which will highlight our the main ideas of our proof.
First, we will show that V;,(s) > V;*(s) > V/7(s) > V,,(s) hold for all s and a. The regret can be
bounded by V| — V, and then be divided by four items, each of which can be bounded separately.

The full proof can be found in the appendix contained in the supplementary material.

Proof sketch of monotonicity

We define £ to be the event where

278 (s, a)L T
(o) — Bu(o,a)] < | T E16
R R O )
holds for all (s, a, h, k) € S x A x [H] x [K]. We also define £’V to be the event where
. 2V pi Vi (s, a) TH:
Bl = P)Vi(s,0)| < : + (E17)
i BV ) \/ Nils.a) BN
and
. _ 2V s VI (5, )1 H
(Bf = POV (5,0)| < | — o (E.18)

NE(s,a) * 3NF(s,a)

hold for all (s,a,h, k) € S x A x [H] x [K].

Event £ means that the estimations of all reward functions stay in certain neighborhood of the
true values. Event £V represents that the estimation of the value functions at the next step stay in
some intervals. The following lemma shows £ and £V hold with high probability. The analysis

will be done assuming the successful event £ N EFY holds in the rest of this section.
Lemma 16. P(EENEPY) > 1 — 36.

Lemma 17. Conditioned on event £8 N EFV, V' (s) > Vi(s) > VT (s) > VE(s) and Qr(s,a) >

Qi(s,a) > QT (s,a) > Q:(s,a) hold for all (s,a,h, k) € S x A x [H] x [K].
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Regret analysis

k*
8\/phCh_~_1 * P(s,a)e
NE(s,a)

We decompose the regret and analyze the different terms. Set ©F (s, a) = \/ +

\/ ng(i o+ 4]?,‘,{212 ;L , where 7%* is the optimal policy towards the adversary policy 7" with 7}*(s) =
B (S B (S

arg max,, C,T;’Ek P(s).

We set
K H o o
My=) > Dabi (Vi = Vi)(sh) = B (Vigs = Vi) (shap)l, (E.19)
k=1 h=1
K H . .
My=3 > =[DaPu(Vis = Vi) (sh) = Pa(Viga = Vi) (55 ) (E.20)
k=1 h=1
K H
Ms = Z Z[Pilf(vhﬂ Vh+1>(sh7 ah) (Vh+1 Vh+1)(5h+1)] (E.21)
k=1 h=1
K H
(SH + SH?). ke ok
My = Z Z [ NE(sE, db) + D705 (s) (E.22)

Here M, and M, are the cumulative sample error from the random choices of the adversarial policy
or agent’s policy. M3 is the cumulative sample error from the randomness of Monte Carlo sampling
of the next state. M, is the cumulative error from the bonus item . Lemma|l 8[shows that the regret

can be bounded by these four terms.

Lemma 18. With probability at least 1 — (S + 5)4,
5k
Regret(K) <> (V5(s}) = Vi(s})) < 21(M; + My + M; + My). (E.23)

We now bound each of these four items separately.

| < HVAHKL

Lemma 19. With probability at least 1 — 9,

Lemma 20. With probability at least 1 — ¢, | M| < V2H K.

Lemma 21. With probability at least 1 — 0, |M;| < HV2HK..
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Lemma 22. With probability at least 1 — 26, | My| < 2S?AH?1> + 8V SAH?K 1 + 4683 AH32 +
V24SAH3K 1+ 6V SAH5..

Putting all together. By Lemmas [I8] [I9] 20 21 and 22] we conclude that, with probability

1 — (S +10)0,
Regret(K) <O(VSAH3K1+ S?AH?/?). (E.24)
By rescaling 9, log(%) < ¢ for some constant ¢ and we finish the proof of regret. As

Zle(vlf(slf) — Vk(sh)) < O(VSAH3K. + S?AH?1?), we have that V;*(s;) — Vi7" (s1) <

ming V]f(s’f) — VE(sh) < O(¥S4E 52’453‘2) and we finish the proof of sample complexity.

E.2.2 Proof of monotonicity
Proof of Lemma

When NF(s,a) < 1, (ET7), and hold trivially by the bound of the rewards and value
functions.

For every h € [H]| the empiric Bernstein inequality combined with a union bound argument,
to take into account that NJ(s,a) > 1 is a random number, leads to the following inequality w.p.

1 — SAH (see Theorem 4 in [73])

A 2kaV;:‘+1(S,a)L TH,
P = PV (s,a)| < : (E.25)
(P ) h+1($,a) _\/ N,’f(s,a) +3(N,’f(s,a))’
and
ﬁk
(PF — POV (s, a)) < |2 Vi (5 0 TH. (E.26)

NE(s.a) @ 3(NE(s.a)
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Similarly, with Azuma’s inequality, w.p. 1 — SAH)

s a) q 2Var(rk(s,a)) Tt 27F (s, a) T
7o) = (s, S\/ Nisa)3E@) =\ NEGva) T3V a)

. (E27)

where Var(rf(s,a)) is the empirical variance of R (s, a) computed by the Nf (s, a) samples and

a)
Var(rf(s,a)) < (s, a) .

Proof of Lemma

We first prove that @z(s,a) > @5 (s,a) for all (s,a,h, k) € S x A x [H] x [K], by backward
induction conditioned on the event ££ N XV, Firstly, the conclusion holds for h = H + 1 because
Viii(s) = Vya(s) = 0and Qpyy(s,a) = QHH(s,a) = 0 for all s and a. For h € [H],

assuming the conclusion holds for i + 1, by Algorithm [6.1] we have

fﬁ(sa CL) + plfvh+l<57 a) + 95(57 CL) - QZ(& CL)
=} (s,a) + By Vi (s,a) + 05(s,a) — Ru(s,a) — Vi, (s, a)

:fi(sa a) - Rh<87 a) + pflf (V’H‘l - V;—O—l) (87 a) + (Pi]f - Ph)vf;k—l-l(sv CL) + 95(87 a)

= ——
2V (Vo + Vh)/2A(ssa)e BF (Vi = Vi) ) sm

>(Pf — PV
> (B = Pu)Viia(s,a) + NE(s, a) + H Ny (s, a)

— e
S QVPf[(VfLH +Vi)/2(s,a) Py (Vh+1 - Kﬁ+1) (s,a) 8H?, \/2V]5,§Vh*+1(37 a)

NE(s,a) * H * NE(s,a) a Nk(s,a) 7

(E.28)
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where the first inequality comes from event £F, V1 (s) > V7, (s) and the definition of 6} (s, a)

and the last inequality from event £V, By the relation of V-values in the step (h + 1),

V V
‘ ( h+1 + h+1> <S7 CL) . Wﬁ}’fv}z;q(s’ a)

< ‘ by Vh+1 + V)2 - (pth+1)

(5,0) + | PEL(Vhs + Vi) /2 = BEViE)? (5, 0)
S41T{Ph ’(Vh-u + Vh-|-1)/2 - Vh*-s-l‘ (s,a)

SZHP}? <V:+1 Vh+1> (s,a)

(E.29)
and
2WP§V,:‘+1(8,CL>L
NE(s,a)
AL (—k
| VAV + vh) 2 @+ 4B (Vi = Vs ) (50l
=\ Ni(s.a)
—— - (E.30)
| Vel + Vi) 2 s | 4P (Vi — Vhia) (5 0
- NF(s,a) - NF(s,a)
A [k
|2Vl + V2 P (Vi - Vi) b0 sa
- NE(s,a) - H * NE(s,a)’

Plugging (E30) back into (E:28), we have 7% (s, a) + PFVyy1(s, a) + 05(s,a) > Q% (s, a). Thus,
@:(s, a) =min{H —h+1 rh(s a) + p,fV:H(s, a) + 9,’3(5, a)} > Qi(s,a).

From the definition of Vh(s) and 77, we have

Vils) =(1 = p)Qn(s,7(5)) + pQ (s, 7k (5))
>(1 = p)Qu(s, mi(5)) + pQ; (s, (s)) (E.31)

>(1 = p)Qp (s, m(s)) + pmin @ (s, a) = Vyi(s)-
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Similarly, we can prove that QZ(S, a) < QT (s,a) and VF(s) < V7™ (s).

N a Tk
rﬁ(s, a) + P}Ifzhﬂ(s, a) — 92(8, a) — Qp (s,a)
:fﬁ(s, a) + P,lfzhﬂ(s, a) — 9,’3(3, a) — Rp(s,a) — PhV,f:l(s, a)

. ~ =k A =k
:T,I?L(s, a) — Ry(s,a) + Pff (Khﬂ — Vh+1> (s,a) + (P,iC — B)Vii i (s,a) — 0,’3(3, a)

—k
2\/15}1; (Vi + KZH)/Q] (s,a)
Nji(s,a)

<(Bf — PV (5,a) —

(E.32)
A (—k
Pf]f <Vh+1 - KZ—H) (s,a) SH?,
a H a NF(s,a)
_ —k
2V | 2V (Vh + V)2
- NE(s,a) NF(s,a)
L (—k
Py (Vh-i-l —K]ZH) (s,a) SH?, <0
B H a NF(s,a) = 7
and
Vir(s) =(1 = p)Q5 (5,75 (s)) + pQF (s, 75 (s))
<(1 - QT (. 75(5)) + pmin @5(s, 0
(E.33)

<= P (5. 7h(5)) + 2} (s arg min Q] (s.0)
<(1=p)QF (5,7h(s)) +pmin QF (s,a) = ViT (s).
E.2.3 Regret Analysis

Proof of Lemma [I8

We consider the event EFNEPY . The following analysis will be done assuming the successful event

ER N EPY holds. By Lemma |17} the regret can be bounded by Regret(K) = S_r_ (Vi(sh) —

VP (s5)) < S0, (V7 (s5) — VE(sh)).
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By the update steps in Algorithm|[6.1} we have

V() — Vi (sh)
=(1 — 0@ (s, T (s5)) + p@n (s i (s) — (1 — p)QE (s Th (s5)) — pQE (s}, wh (s5)
<D PE(V i1 — Vi DI(sf) + 2Dz ()
=D PE (Vi — Vi DIE) — [PE (Vs — VB, )1(5, a) + 2Dl (s5) + [BE (Vo — Vi )Nk, af)
=D PE (Vi — Vi DIE) — [PE (Vi — VB, 1)1(s5, af) + 2D ()
(B (Vpr =V )I(shaf) — en Pu(Vyy — Vi )(shaf)
+ ClPh(VZH - KZH)(wa ‘12) - 02(V:+1 - KZH)(SQH) + C2(VZ+1 - KZH)(SZH)
=D PE (Vi1 — Vi DIE) = PF (Vg — VL )1(s5, af)
HIBE(Vhiy = Vi ))(skab) — 1 P (Vs — VE)(sh af)

—k ) —k —k
+ ClPh(Vh+1 - Kﬁﬂ)(s]ﬁv alﬁ) - C2(Vh+1 - Kﬁﬂ)(slﬁﬂ) + 02(Vh+1 - Kﬁﬂ)(slfiﬂ)

+2(1- p)$ 2V itV + Vi) 26E THGR: Lo g, | HRh TS0
Ny (sh h(sh) NE(sE 7k (sh))
2(1— p)(24H? +TH + 7)1
BNE (51, Th(s3))

—k ]
L J s (Vs + Ve /2 ah D) (ot ok 2h o)
p —_—

Ay —k .
+ (L= )Py (Vs — Vi 1) (sh T (sh)) /H +

+2p
Nk (sh zh(s5)) Nk (sh zh (s5))

2p(24H? +7TH + 7)1

3N (shs i (s3))

=(1+ l/H)[ﬂ)%:If’;’f(VZH - ZZ-H)](S;CL) -1+ 1/H)[Pilf(VZ+1 - ZZ-H)](S;CU ay,)

L —k
+ PPIf(VhH _Kﬁﬂ)(sl}i’ﬂ]fi(sz))/}[ +

PR —k
+(1+ l/H)[P,lf(VhH - KZ-H)](Sﬁa ajp) — c1Ph(Viygr — ZZ+1)(s’fL,aﬁ)
(a)

—k —k —k
+e1Pu(Vig — Kﬁ-&-l)(slﬁv ap) — ca(Vi1 — Kﬁﬂ)(slﬁﬂ) +ca(Viyr — Kﬁﬂ)(slﬁﬂ)

OV (Vg + VE L )/2](sE, 75 (s5))e prySTETT
+2(1—p)J Gl h+]1\[;(sgj;§)(2,;)()h (51) +2(1 = p) 27 (ks Th(sh))e

(b1)

—k
21— p)(4H> +TH + 7)) 2V pi [(Vir + V1) /2)(sf mh (sF)e
3NE(sk,mh(sk))) Ny (si, i (s7))

(b2)

27k (sk, 7k (sE))e | 2p(24H? + TH + )
mh(sh) * 3NE(sE.mi(sh)

(E.34)
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Bound of the error of the empirical probability estimator (a) By Bennett’s inequality, we

have that w.p. 1 — S¢

2P, (s'|s,a)t L
Ni(s,a)  3Ni(s,a)

|PE(s'|s,a) — Py(s']s,a)] < (E.35)

holds for all s, a, h, k, s'.

Thus, we have that

(Pf = P)(Vipay = V1) (s,0)

= Z(P:<s'|s, a) — Py(s'|5,0)) (Vi 1y () = Vi, (5))
<> D T ) = V() + s

Py(s |s,a H —k R SHu
< -
- ; ( H * ZN}’f(s,a)) <Vh+1(8) Vi (s )> * 3NF(s,a)

SH? SH.
2NF(s,a) * 3NF(s,a)
SH?,
NE(s,a)’

(E.36)

—k
<PV — Vi) (s,a)/H+

—k
<Pu(Vi1 — Kﬁiﬂ)(& a)/H +
where the second inequality is due to AM-GM inequality.

Bound of the error of the empirical variance estimator (bl) & (b2) Here, we bound

—k
Wﬁk[(vh—H + V];L+1)/2](5]fp az).
Recall that O™ *(s) = [Zh, Ry (8, an)|sn, = 8, ap ~ T (-|sp)| in Appendix [E.1| Set

7% here is the optimal policy towards the adversary policy 7% with 7*(s) = arg max, C’;Lr’ﬂk”’ (s).

k* ok

Similar to the proof in Appendix [E.2.2) we can show that Vﬁ(s) > Oy " "(s). We also have

that C7 = *(s) = max, CF% *(s) > CT = *(s) > V™ (s) > V¥(s) . For any (s,a,h, k) €
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S x A x [H] x [K], under event EF N EFV,

—k rk* ok
WP§[<Vh+1 + K;CL+1)/2]<S7 CL) - WPhCh—i-l p<57 a)
A —k N—k
:Pf]f[(vhﬂ +K];L+1)/2]2(87 a) - [Pilf(vthl +K];z+1)/2]2(37 a)
kx _k kx k
- Ph(cm . 7p>2(87 a) + (Phcm . 7p)2(87 a)
k h+1 h+1 k (E37)
S[P,’f(Vh+1)2 - (Pilzczi+l)2 - Ph(KZH)Q + (thh+1)2](sa a)
A _k A
<|(Py = Po)(Vi1)?[(s,a) + [(PaV511)* = (PEVE )% (s, a)

—k —k
+ Pl (Vi1)? = (U )?I(s, @) + [(PaV0)? = (PaV50)% (s, a),

k

where the first inequality is due V:(s) > C,’:k*’l ?(s) > V¥(s). The result of [105] combined

with a union bound on N} (s, a) € [K] implies w.p 1 — &

A 251
HP/:(|S7CL) - Ph<'|57a‘)||1 S W (E38)
holds for all s, a, h, k.
These terms can be bounded separately by

~ k 251
[(By = Pu)(Viys)7l(s,a) < H® N}’f(s,a)’

PYE ) — (BRVE ) < 2H|(Py — PEWVE, | < 202, | 2"
(Y1) — (B Vo 10)7[(s,a) < [(Pr = Bp)Vial < Wa (E.39)

—k —k
Pl (Vi) = (VU3a)*[(s0) < 2HPy(Viy = Vi) (s, ),

—k —k
|(thh+1)2 - (thlfi+1)2’(37 a) < 2HPh(Vthl - warl)(sv a),

where the first two inequality is due to (E-38). In addition, 3 H? N,f(ss S+ 2?56[({5 4;). Thus, we
CE n S,
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VAT VR G TR) | VAl + V)2 2k
(1=¢) NE(sh, 7 (5E) e NE 2 ()

mhx gk -
<(1 = pyy [ Y Can™ AR TN | [V Gy ™ P, T
N AACRACH) WAHERACH)

L [AHPU(V = V) (k7RG \/4HPh<V’ZH Vi) (sh, ok (sh)e
Ha ")\/ NG, 7 (s5) o NEGE 2 (%)
B 1 1 (1 —=p)/ISH*/2  p\/ISH*/2
w0 )\/ Nk(szrz(sh»“\/ NEGEahh) T NE(shmh(h) | NE(shah(sh)
VR G sk R () \/\vphohiz (s, mh (s
= p)\/ NEGERRGE) VT NEGE aheh)
-5 (Phwhﬂ — ViR |, 2vaR™ )))

20/2H NE(sk, 75 (sk
—k
p Ph(vh+1 Vh+1)(3ha7§<32)) 4 2\/§H2L
2v2H NE(sk,mh(st))

1 1
Hi- p)\/ NEGE D) +p\/ NEGE 2 0)
L (L=p)OSHR2 - p/ISH")2
NE(sp,mh(sp))  Ni(spmh(sy)
:<1—p>\/ Vi Cr™ (s 7h(eh) p\/vphc;f;“’“p(sz,zﬂsm
N (Sha h(s ) Nh(s}wﬂﬁ(‘g@)
D%ﬁph(vhﬂ Vii)(sh)  2v/2(1— p)H% 2v2pH?

n + —
2V2H WACHACHIIRAC R ACH)

+(1-p) SN \/ .
NE(sk, 7 (sh) P\ NE(sE, 2k (sE)

(1 —p)\/9SH*/2 L P 9SH*./2
Ny(sismi(sh))  Ny(spymi(sp))

(E.40)

where the second inequality is due to AM-GM inequality.
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Recursing on . Plugging (E.36) and ( into (E.34)and setting ¢; = 1 + 1/H and ¢, =
(1+1/H)?, we have

—k
Vi(si) = Vi(sh)

<(1+ 1/H)Ds BE (Vigy = VEDI(sE) = (U 1/ H)BE (Vi = Vi) (sh af)
(SH + SH?).

Ny sy, af)

—k —k =k
+ 1PV — Vh+1)(3h7 aj) — co(Vi — Kﬁ-&-l)(‘si—kl) + (Vi — Vh+1)(3h+1)

—k
+ (1/H + 1/H2>Ph(vh+1 Vh+1)(8hv Z) +

Lot _p)\/Qfﬁ(s’,i,ﬁz(s’,i))L 2(1— p)(24H? + TH + T\
Nji (sg T (sh)) 3N} (shi, Th(sh)))
N 2p\/2f‘£(s§,zfl sSSNe  2p(24H* +TH + T)u
Ni(shmi(sp)) — 3Nj(sy, @i (7))

ﬂ-k*7£k7 _ 7|—k*7£k7
+(1-— ,0)\/8vphoh+1 *(sh Th(sh))e + \/SWPhChH P (sh, Th(sp))
Ny (sh, T (s1)) NE(sk, mh(s5))

N ID%;jPh(V:H Vi1)(sh) 8(1—p)H% N 8pH?.
H Ny (sh,mh(sh) — Ny(sp, mh(sh))
+(1—p)\/ 5 +p\/ s L SU=p)VSHY | Gpy/SHY
Ny (sh T (s7)) Ny (sh mi(sh)) - Ni(sp,mh(sh) — Ny(sh, mi(sy)

(E41)

7r

We set OF (s, a) = \/SWPh ](lf-’tlsa 5“)‘+\/Nk 2 46‘/SH)L Since (s, a) < 1, by organizing
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the items, we have that

Vi(sh) = VE(sh)
<(1+ 1/H)Da P (Vg — V)5 — (L 1/ H)PE(Vyy — VE, (55, ab)
(SH + SH?).

1/H+1/H)P,(VE -V k
+(1/H +1/H?)P,(V 4y h+1)(3h7 ay) + NF(sE ab)

—k —k —k
+ C1Ph(vh+1 Vh+1)(3ha ai) CQ(Vh-H - Ki—i—l)(sﬁ-&-l) + 02(Vh+1 - KZ+1)(52+1)
N ]D%,’jph(vh-i-l — Vi) (sh, E(s5))

H D;;g@f;(s’é)
Ay o—k ALk
<(1+1/H)[Dz Py (Vi = Vi )I(sh) = (14 1/ H)PY(Viyy — Vi))(sh, @)
1 —k —Lk
+ E[D%Qph(vh+1 Vh+1)(52) — Pu(Via — Vh+1)(5h7 ay)] (E.42)

—k —k

+(1+3/H + 1/H2)Ph(vh+1 - KZH)(Sllia alé) - 02(Vh+1 Vh+1)(3i+1)

(SH + SH?).
NE(sy, ap)

<1+ 1/H)[Da BEV )y — Vi DI(s5) — L+ 1/ H)BE(V )y — Vo, )](sE, af)

1 —k _
+ E[D%ﬁph(vh-;-l - wa—l)(sﬁ) - Ph(vh+1 Vh+1)(3h» ai)]

—k
+ (Vi — Vh+1)(3h+1) + D%’g@msi)

—k —k
+caPh(Vi g — KZH)(S;?? ap) — co(Viyr — Ki+1)<3£+1)
(SH + SH?).

—k
+ eV —VrE sk )+
h+1 ~h+1 h+1 N;’f(327 ai)

ID;;L@@Z(SZ)-
By induction of (E34)onh=1,--- , H and Vthl =V} ., =0, we have that

K H
g
Regret(K) < lez(ﬂ)ﬁ,ﬁp/f(vhﬂ Vﬁﬂ)(sh) Pk(vh-i-l KZ+1)($Z7QI;L)

k=1 h=1

1 —k
+E[]D%,’§Ph(vh+1 Vi)(sh) — Ph<vh+1 Vi) (shs ap)]

—k
+ Po(Viyy — Vh+1)(3h>ah) (Vh+1 Kﬁ—i—l)(si—kl)
(SH + SH?)

D05 (sF)).
NE(sF ) DR

(E.43)
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Here we use (1 + 1/H)37 < 21.

Proof of Lemma

" "

Recall that M, = Zf 1 ZhH 1[]D%’fpk(vh+1 vh+1)(5§) — Py (Vipyr — Vh+1)(5h7 ay)].
Since F,c k[P’“(VhH VED(sh )] = DaPE (Vi — Vi,o)(sh). we have that
ID%ZP/Z“(V}LH VE () — P}’f(VhH VE . )(sk aF) is a martingale difference sequence. By

the Azuma-Hoeffding inequality, with probability 1 — 9§, we have

K H
—
Z Z [Dx ’“Ph Vh+1 Vh—i—l)(slfi) - Pf(‘/hﬂ Vh—i—l)(sh’ a’h)} < HV2HK.. (E.44)
k=1 h=1
Proof of Lemma 20|

—k
Recall that My = 370, 3750 %[D%’fph(vhﬂ — Vi) — Ph(Vh+1 Vi) (shs af)]-

Since Erop_ " [Ph(Vh+1 VE sk ab)] = lD%kPh(VhJrl VE )(s¥), we have that
]D%EP;Z(Vthl Vi)(sh) — Ph(Vthl V5.1)(sk, a¥) is a martingale difference sequence. By the

Azuma-Hoeffding inequality, with probability 1 — §, we have

K H .

Z Z ~kPh Vh+1 Vh-',—l)(SZ) = BV — Vh+1)(5h> ay)l| < HV2HK.L. (E.45)

k=1 h=1
Proof of Lemma 21]

—k
Recall that My = 3,7, 32,0, (PE(Viay — Vi) (sF, af) — (Vh+1 Vi) (shi1))-
Let the one-hot vector 15 (:|sf, af) to satisfy that 15(sf, s, af) = 1 and 15(s|sF, af) = 0 for

s # sy, Thus, [(Pf — ﬂﬁ)(V:H VE . D](sk, a¥) is a martingale difference sequence. By the

Azuma-Hoeffding inequality, with probability 1 — §, we have

K H
ZZ Vh+1 Vh+1)](5h7ah) < HV2 (E.46)

k=1 h=1
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Proof of Lemma

We bounded M, = Y"1 S 1[(SH+SH ))‘ + D= k@k(sh)] by separately bounding the four items.

2
Bound Zszl Zthl % We regroup the summands in a different way.

K I (SH + SH2). < Ny o
ZZ o — sy, S %

h=1 (s,a)eSxA n=1

< (SH + SH*)SAH/*. (E47)

SRS

& _ 8Vp, C (s,a)L 46\/SH4L
Recall that O5 (s, a) = \/ . ﬁlsa + \/N k(s,a) N;f(s,a) :

Bound Zszl Zthl[(l —p) N 832‘ ey P /Nk(skgf:ﬁ(s 5 We regroup the summands in a

different way. For any policy 7, we have

K H NE(s,a)
> Nk(— Z 3 ,/32L < 8HVSAK (E.48)

=1 (s,a)eSxA n= 1

Bound Zszl Zle [(1—p) N é%sgc (L TP éis 12 (; ))] We regroup the summands in a different

way. For any policy 7, we have

K H N (s, a)
46V SH*.
E E ——— =46V S E E E — < 4GS AH3 2, E.49
N (sy, m(s5)) (£
k=1 h=1 h=1 (s,a)eSxA n=1
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ok ak*x 1k
K H 8Vp, C ot P sk Tl (sk)) 8Vp, Cr " F P (sk ok (sF))
Bound Y, >, [(1 — p)\/ . ]f,Z(lsﬁ Wﬁ(sh;'i))h . +p\/ . ]i‘,?;(lsh Wh(s’%))h L ] By Cauchy-Schwarz
inequality,
K H ﬂ-k* 7rlc _
Z Z \/VPhCh+1 (s, Th(sh))e
k=1 h=1 Nl]f(smfz(‘s;i))
K H K H
hx k
VDD VR Cram P (sEmR(E) D Y D — N (E.50)
\ k=1 h=1 =1 he1 8h77Th( )
ﬂ-k* ﬂ-k
< SAHL2 th h+1 Sh>ﬂi<sﬁ))
k=1 h=1
Similarly,

k*k
53 ¢v&qﬁlpwxﬁ@@»
1

N,’f(sh,ﬂﬁ(sﬁ))

i (E.51)
SAH2Y E:Vm O P sk, mh (sh).
k=1 h=1
By (1 — p)a® + pb* > ((1 — p)a + pb)?,
K H i k K H L k
(1 - P) ZZWPhO;:—&—l’ (waﬁz ]}CL)) +p szphch—i-l 82752(82))
k=1 h=1 k=1 h=1
(E.52)
H

K
h* gk wk* gk
<\ 22D M= )V, O™ “(sh Th(sh)) + oV, O™ 7 (s mh(sh))-
Now we bound the total variance. Let Dz Py (s'|s) = (1 —p) Pr(s']s, TR (8) + pPu(s'|s, Tk (s)),

Dzt PiVii] (s) = ) _[(L = p)Pa(s'ls, Th(5)) + pPuls|s, m5()) Viea (), (E.53)

s/
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and

Vi, 2 Vi (s) = Y (= p)Puls'|s. (5)) + pPi(s'|s, ()] [Vasa ()]

° (E.54)
— D (1= p)Pu(s']s,mh(5)) + pPils']s,mh(5))) Vira ()],

S/

We have that

mh* koo k
W[D%ﬁph}ch-&-l (Sh)

=10 = )Pu(sIsh, Th(sh)) + pPu(s'|sf, mh(s])][Cry™ ()]

S/

=13 ((1 = p)Puls'|sh, Th(s)) + pPus'|sf, mh(s5))) Cry™ (5]

s/

>(1 = p) Vi, Cp 7™ *(sk, Th(sH) + pV e, Cr ™ (st mh(s}))
+ (1= ) [PhCry™ P (sh, TSI + pPalCr ™ (sf, mh ()]

ﬂ'k*,ﬂk, ﬂk*,ﬂ ,
=D = PP sk, TR O™ (') + pPals'Ish, (1)) Cri™ ()]

!

(E.55)

s

ok

ﬂ_k*’ﬂ.k
2(1 - p>WPhCh+1 p(sfw ﬂ-h(sh)) + pWPhOh—i-l p(slfi’ﬂlfi(sl}i))’

where the last inequality is due to (1 — p)a® + pb* > ((1 — p)a + pb)>.
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With probability 1 — 29, we also have that

K H _
Z Z V[D;;iph]cgﬂﬂ ?(sh)

k=1 h=1
K a k k k
=35 (DA P - (D Act = )
k=1 h=1
K K Kk kx k 2
=35 (DA P - (i k) )
k=1 h=1
K E ko 2 O 2
+ ZZ ( Chd (5h+1)> <[]D7rkphch+f ](Sh)> )
k=1 h=1
9 kA g - A2 S i 2 K ok ok a2
<HWVRHK+ Y3 (G 0(sh)? = (IDa BTy 1(sh)) ) = Do (Cr = (sh))
k=1 h=1 k=1
K H . .
<H’V2HKL+2H» ) |CF ™ "(sp) = D PuC ™ P (sh))|
k=1 h=1
K k k al k k k k
<H*V2HK:+ QHZ (qu P (sh) + <C;Lr+1ﬂ P (she1) — D PLCyy™ ,p(327a2)>>
k=1 h=1

<H>V2HK.+2H*K + 2H*V2HK,
<3H?K + 9H?./2,

(E.56)

where the first inequality holds with probability 1 — § by Azuma-Hoeffding inequality, the
second inequality is due to the bound of V-values, the third inequality is due to Lemma |[17| so
that Cf ™ "(sf) > DaDf ™ *(s§) > Da PCy,y™ *(s}), the fourth inequality holds with
probability 1 — & by Azuma-Hoeffding inequality, and the last inequality holds with 2ab < a® + b?.

In summary, with probability at least 1 — &, we have Y r , 27 Vp, Vi, (sk, af) < (H2K +

H3.).
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In summary,

K H
3" Da6k(sh) < SVSAH?K1+ 4652 AH*? + V21SAHSK 12 + 36S A2
k=1 h=1 (E.57)

< 8VSAH2K, + 4653 AH%2 + V24SAH3K 1 + 6V SAH5,.

E.3 Proof for model-free algorithm

. . —k —k
In this section, we prove Theorem Recall that we use Qh,Vh,_’;;,KfL and N,’f to denote the

values of Q,,V5,,Q .-V, and max{ N, 1} at the beginning of the k-th episode.

Property of Learning Rate o, We refer the readers to the setting of the learning rate o; :=
and the Lemma 4.1 in [41]. For notational convenience, define o? := H;zl(l — o) and af :=

o H;:z +1(1 — oy). Here, we introduce some useful properties of a; which were proved in [41]:
()Y ai=1anda? =0fort > 1;

2> ai=0anda? = 1fort = 0;

3) 2 7 < < Zl L f‘} < tforeverytz 1;

@Y (@

02 < ﬁ forevery t > 1;
(5) > oh < (14 ) forevery i > 1.

Recursion on ) As shown in [41], at any (s, a,h, k) € S x Ax [H] x [K], lett = NJ(s,a) and
suppose (s, a) was previously taken by the agent at step h of episodes ki, ko, ..., ks < k. By the

update equations in Algorithm |6.2|and the definition of af, we have

t
Qu(s,0) = af(H = h+1) + Y af (7 + Vi (shin) +0:) 5

i=1

Qz(sa a) = Z O‘i (T}]? +K§11(S'ﬁf+1) - bi) :

i=1

(E.58)

~
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Thus,

t
(@, — Qi)(s,0) =af(H —h+1) + 3 af (1l + V)l (sfi) +bi)

i=1

— (a?QZ(S, a) + Z al (Rh(s, a) + PV (s, a))>
= ) (E.59)
—af(H —h+1-Qi(s.a) + Y o (Vi = Vi) (sh)

i=1

+ Z a; ((ry' = Ri(s,a)) + Vi (siiy) — PaVirya(s,a0) 4+ b:)

and similarly

(QF = Q7 )(s,0) = af (rf + V3, (s5%,) — i)

=1

- (a?czz’%s, @)+ i (Ruls.a) + BV a>))

=1

. (E.60)
QR (s.0)+ o (1B, = VD), )

+ Z O‘t — Ry(s,a)) + Vh+1<5h+1) thlfiiﬂ(s? a) — bi) .

In addition, for any &’ < k, let ' = NF'(s,a). Thus, (s,a) was previously taken by the agent
at step h of episodes k1, ko, ..., ky < k’. We have

t’

(@ — Q7' )(s,0) = — afQF (s,0) + >l (1P (Vi = VDI (5. ))

(E.61)
+ Zat/ — Ry(s,a)) + Vi (syi ) — BV (s,a) — b;) .
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Confidence Bounds By the Azuma-Hoeffding inequality, with probability 1 — J, we have that

forall s,a, handt < K,

t

Z ai ((TZZ - Rh<37 a)) + Vh+1(8h+1) PhKZiH(Sv a))

i=1

<H Zat 20/2 < \/H3/t.

(E.62)

At the same time, with probability 1 — 9, we have that for all s, a, h and t < K,

< /H3/t. (E.63)

Z at Rh 8 a)) + V}:—&—l(‘gii—kl) - thi;—l(S? a))

In addition, we have \/H3./t < 3! aib; < 2\/H31/

Monotonicity Now we prove that V) (s) > Vi(s) > Vi (s) > V%(s) and Q) (s,a) >
Qi(s,a) > QT (s,a) > QZ(S,&) forall (s,a,h, k) € S x A x [H] x [K].
At step H + 1, we have V];Hl(s) = Vi(s) = Vgil(s) = V% ..(s) = 0and @l;[+1(8, a) =
* 7
Qiri1(s,a) = Q41 (s,a) = Q’;Hl(s,a) =0forall (s,a,k) € S x A X [K].
Consider any step h € [H] in any episode k € [K], and suppose that the monotonicity is

satisfied for all previous episodes as well as all steps A’ > h + 1 in the current episode, which is

Vie(s) 2 Via(s) 2 Vi (5) 2 V() V(K W, s) € [k — 1] x [H +1] x S,
Qnls,a) = Qi(s.a) = Qf (s,0) = Q¥ (s,a) V(K I, 5,a) € [k — 1] x [H + 1] x 8 x A,
Vi(s) > Vir(s) > Vi'(s) > Vi (s) VW > h+ land s € S,
Qu(s,a) > Qp(s,a) > QF (s,a) = Q¥ (s,a) YR > h+ Land (s,a) € S x A.
(E.64)

We first show the monotonicity of () values. We have
t

(@ = Qi)(s.0) = af(H = h+1 = Qifs,)) + Y af (Ve = Vi) (s) ) = 0. (E65)

i=1
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and, by to the update rule of V' values (line 13) in Algorithm

(@ = Q7")(s,0) < = afQT (s.0) + X af ([PUVEL — V)]s, 0))
= (E.66)
< - afQ (s,0) + Y ai (IR (Vh,, — Vi)l(s.0)) < 0.

i=1
In addition, for any £’ < k,
t/

(@~ QF)(s.0) < = QT (s,0) + Y i ([P, = WTI(5,0))
pa (E.67)

t/
F i Ca
< — Q7 (s,0) + Y ap (IP(Vhy = Vi)(s,0)) <0
i=1
Then, we show the monotonicity of V' values. We have that

(1= p) max Qy (s, @) + pQy (s, arg min QF (s, a)
>(1 — p) max Q) (s, a) + pQ; (s, arg min Q" (s, a))

¢ @ (E.68)
>(1 = p)Q(s,mi(s)) + pmin Q; (s, a)

2(1 = p)Qp (s m,(s)) + pmin @ (s, a) = Vy'(s)-
By the update rule of V' values (line 12) in Algorithm
—k | —k —k : .
Vi(s) =min{V, (s),(1—p) max Q(s,a) + pQ,(s,arg man:(s, a))} > Vi (s). (E.69)

Here, we need use the update rule of policy  (line 11-16) in Algorithm[6.2] Define 7(k, h, s) :=

/ ’ —k'+1 . ’
max{k’ : k' < kand Vi *'(s) = (1 - p)QF (s, argmax, Q, ' (s,a)) + pmin, QF "'(s,a)},
which denotes the last episode (before the beginning of the episode k), in which the 7 and V' was
updated at (h, s). For notational simplicity, we use 7 to denote 7(k, h, s) here. After the end of

episode 7 and before the beginning of the episode k, the agent policy 7© was not updated and V' was
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not updated at (h, s), i.e. Vii(s) = Vi*'(s) = (1= p)Q7* (s, (s)) + pmin, Q7" (s,a) and

7 (s) =7, (s) = argmax, Q) (s, a)). Thus,

Vii(s) =(1 = 9@} (5,777 () + pmin Q7+ (s, a)
<(1=p)QF (5,737 (s)) + pmin Q7+ (s, )
(1= )QF (5, 7(5)) + pQ; " (s, arg min QF (5, )

<(1 = p)QF (5, 75(s)) + prain Q7 (s,0) = Vi7" (s).

(E.70)

By induction from h = H + 1to 1 and k = 1 to K, we can conclude that V:(s) > Vi(s) >
Vi (s) = Vh(s) and Qp(s, @) > @ (s.0) = QF'(s,a) > Q(s.a) for all (s,0,h,k) € § x A x
[H] x [K].

Regret Analysis According to the monotonicity, the regret can be bounded by
K Ko
* 7 1/
Regret(K) :=» (Vi'(st) = V" (s1) < Y (Vi(s}) = Vi(s1))- (E.71)

k=1 k=1

By the update rules in Algorithm[6.2] we have
—k
Vi(si) = Vi (sp)
—k —k —k :
S(l - p)Qh(SZ7 arg max Qh(sfw a)) + th(SZ7 arg man:(Si, a))

— (1= p)Q" (s}, arg max Gy (s}, a)) + pQ (sf, arg min Q" (s, a))  (ET2)

=[@), — Q1(sh. ab) + D (@) — @O](s) — (@ — QL1(sk, af).

=(1 - p)[Q) — Q"1(sk, @) + pl Q) — Q¥](sk, ab)

Set nf = NF(sF, alf) and where k;(sF,aF) is the episode in which (s, al) was taken at step h
h h\Shs A, h> @h % hy Ap P

for the i-th time. For notational simplicity, we set ¢f = V) (s5) — V#(s) and & = Dz @ —
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QN)(sk) — [@Z — Q7](sk, af). According to the update rules,

—k
S =Va(sh) — Vi (sh)
(k k

k
- sy,a a (s ak (sk ak
Saglﬁ (H —h+ 1) + Z <Vh+ h> h)( hth h)) o K?«Sh’ h)(slfjl(lh’ h)) + 2bz‘>
i=1

+ [Das (@ — QM)I(sE) — (@), — Q¥1(sh. af) (E73)
iz ki (Sh

=ap(H —h+1)+ Y al(¢,57" ) 4 2b;) + €
=1
h
7 ki(skvak)
<ab(H —h+1)+ Y aled M + &+ 4y H/nf,
i=1

We add V:(SZ) - Vk(sfl) over k and regroup the summands in a different way. Note that for
any episode k, the term Z page! kgbi ﬁl’i’aﬁ) takes all the prior episodes k; < k where (s§, af) was
taken into account. In other words, for any episode %', the term gbﬁlﬂ appears in the summands at all
posterior episodes k > k’ where (sf', af’) was taken. The first time it appears we have nf = n¥ 41,

and the second time it appears we have nf = n}’ 4 2, and so on. Thus, we have

(Vi(sk) = VE(sE))

k

K K K
<> al(H —h+1) —i—ZZa kqﬁh:hah)%—ZfZ—{—Zéh/H?’L/nﬁ

S (E.74)
=> al(H—h+1) +Z¢h+1 Z aph +Z§h+z4\/H3o/n

k=1 tn’f/ﬂ

- 1 1 1

b(H—h+1)+(1+1/H) Z¢h+1+25h+24\/H3L/nh

IA
i

where the final inequality uses the property > .. o < (1 + +) for every ¢ > 1.
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Taking the induction from A = 1 to H, we have

(E.75)

where we use the fact that (1 + 1/H)"” < 3 and ¢}, = 0 for all £.
We bound the three items separately.
(1) We have ;0 S a0 (H —h+1) =37 S0 1[nf = 0](H — h+1) < SAH?.
h

(2) Similar to Lemma|19] by the Azuma-Hoeffding inequality, with probability 1 — &, we have

3ot S €6 < HV2HEKL.
(3) We have Y10, S 12 /HO/nf = S Y oy Sonb & /HB L]0 < HV2HPSAKL.
In summary,
K
Regret(K Z Vi (s%) (slf)) < O(VSAHSK. + SAH?)
k=1
and

Vi(s1) = Vi (s1) <V (1) = VE (1)

e (TR kY 1k
= kerﬂ%gﬂ(vl(sl) Vi(sy)) (E.76)
(x/SAHE’L SAH2>
<0 + :
K K
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