
Principal Investigator: Melissa Hathaway
Chris Demchak, Jason Kerben, Jennifer McArdle, Francesca Spidalieri

ITALY 
CYBER READINESS AT A GLANCE 

November 2016

PO
TO

MAC INSTITUTE

F
O

R POLICY STUDIE
S

B

G



Copyright © 2016, Cyber Readiness Index 2.0, All rights reserved.

Published by Potomac Institute for Policy Studies

Potomac Institute for Policy Studies 
901 N. Stuart St, Suite 1200 
Arlington, VA 22203 
www.potomacinstitute.org 
Telephone: 703.525.0770; Fax: 703.525.0299 

Email: CyberReadinessIndex2.0@potomacinstitute.org 

Follow us on Twitter: 
@CyberReadyIndex

Acknowledgements

The Potomac Institute for Policy Studies and the authors would like to thank the 
following individuals for their contributions: Stefano Mele, Ph.D., Counsel at the 
Carnelutti Law Firm and co-founder of Moire Consulting Group; and Carola Fre-
diani, journalist at La Stampa. The authors would also like to thank Alex Taliesen 
for cover art and Sherry Loveless for editorial and design work. 

Cover Art by Alex Taliesen.

www.potomacinstitute.org
mailto:CyberReadinessIndex2.0@potomacinstitute.org


ITALY 
CYBER READINESS AT A GLANCE 

 
TABLE OF CONTENTS
INTRODUCTION .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   2
1. NATIONAL STRATEGY .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                      7
2. INCIDENT RESPONSE .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                     10
3. E-CRIME AND LAW ENFORCEMENT .  .  .  .  .  .  .  .  .  .  .  .             12
4. INFORMATION SHARING .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                   16
5. INVESTMENT IN RESEARCH AND DEVELOPMENT .   .   .   .   . 17
6. DIPLOMACY AND TRADE .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                   20
7. DEFENSE AND CRISIS RESPONSE .   .   .   .   .   .   .   .   .   .   .   .   .   . 22
CRI 2.0 BOTTOM LINE  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                      24
ENDNOTES .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                            25
ABOUT THE AUTHORS .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .                      34



1

©  2016 Cyber Readiness Index 2.0, all rights reserved.

ITALY 
CYBER READINESS 
AT A GLANCE 

Country Population 60.8  million

Population Growth 0%

GDP at market prices (current $US) $1.815  trillion

GDP Growth 0.8%

Year Internet Introduced 1988

National Cyber Security Strategy 2013

Internet Domain .it

Fixed broadband subscriptions per 100 users 23.5

Mobile broadband subscriptions per 100 users 70.9

Mobile phone subscriptions per 100 users 154.2

Information and Communications Technology (ICT) Development and Connectivity Standing

Sources: World Bank (2015), ITU (2015), NRI (2015), and Internet Society.

International Telecommunications  
Union (ITU) 
ICT Development Index (IDI)

38 World Economic Forum’s 
Network Readiness Index (NRI) 55



©  2016 Cyber Readiness Index 2.0, all rights reserved.

2

INTRODUCTION
Italy’s first computer network emerged in 
1980s, when a group of nuclear physicists 
connected all of the country’s nuclear research 
institutes. In 1988, it became part of a broad-
er scientific academic project to unify various 
scientific institutions and their large computers 
by means of a single network (Gruppo Armo-
nizzazione Reti della Ricerca, GARR).1 

The first commercial Internet service providers 
(ISPs) for residential users appeared several 
years later – from 1992-1993 – when Italy start-
ed to privatize its telecommunications industry. 
Until the 1990s, telecommunications services 
were provided by a collection of companies 
owned largely by the Italian government 
through the Institute for Industrial Reconstruc-
tion/Italian Telecommunications Society (Isti-
tuto per la Ricostruzione Industriale/Societa 
Italiana per l’Esercizio Telefonico, IRI-STET). In 
1994, in compliance with the new “Rules for 
the Reform of the Telecommunications Indus-
try,” five of those companies merged to form 
Telecom Italia. Three years later, Telecom Italia 
merged with STET – retaining the Telecom 
Italia name – forming a privately owned com-
pany where government ownership phased 
out by the end of the 1990s. While Telecom 
Italia continues to be the country’s largest tele-
communications service provider, a number of 
other ISPs have emerged within a short period 
of time after the 1990s privatization.2

Since the 1990s, the Italian government sup-
ported Internet uptake as a catalyst for econom-
ic growth, increased tourism, reduced commu-
nication costs, and more efficient government 
operations. The Italian Internet penetration 

rate today, however, is 
still low compared to 
other European nations 
– 62 percent versus 79 
percent, respectively3 
– and the availability 
of high-speed Internet 
connectivity is among 
the lowest in the EU.4 
On the contrary, mo-
bile-broadband sub-
scriptions have increased steadily to over 154 
percent of the population – suggesting Italian 
citizens prefer mobile broadband connection.5 
The surge in mobile subscriptions may be due 
to the significant price decrease for mobile ser-
vices by more than 52 percent between 2012 
and 2014 in Italy – the largest decline in prices 
in all of Europe.6 

Nonetheless, Italian participation in e-govern-
ment, e-banking, and e-commerce still lags 
behind much of Europe – ranging around 20 
percent compared to a EU average of 40-50 
percent – and less than 10 percent of the 
country’s companies engage in online sales. 
These lower figures are due to infrastructure 
limitations, low availability of Next Generation 
Access (NGA) networks, and the fragmentation 
and duplication of past government investment 
strategies.7 Other obstacles to greater Internet 
penetration include an aging population, a lack 
of advanced technical skills, mistrust of online 
transactions, and a persistent digital, educa-
tional, and income divide between northern 
and southern Italian regions. Together, past 
and continuing challenges have imposed lim-
itations on the country’s ability to reach EU tar-
gets of Internet speed and accessibility, digital 
literacy, and network modernization.

Italy Internet  
Penetration: 62%
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In 2015, the Italian government adopted a €6 
billion (~$6.7 billion) “Digital Growth Strategy 
2014-2020” (“Strategia per la Crescita Digitale 
2014-2020”). The digital strategy is intended to 
expand and modernize Internet infrastructure, 
improve access to high-speed broadband, and 
expand e-government functions (e.g., “digital 
identity,” public e-services, and “intelligent 
communities”) as a mechanism to “ensure 
economic and social growth, through the de-
velopment of skills in business and the dissem-
ination of digital culture among citizens.”8 The 
national digital growth strategy acknowledges 
that Italy lags behind other European countries 
in economic development, Internet penetra-
tion levels, digitalization of public and business 
activities, and digital literacy. It also recognizes 
the need to use market interventions – such as 
those prescribed by the European Digital Sin-
gle Market strategy – to grow national gross 
domestic product (GDP) by up to 3 percent.  

In line with the objectives set by the 2010 Euro-
pean Digital Agenda – one of the seven pillars 
of the “Europe 2020 Strategy” – the 2015 Ital-
ian national digital growth strategy also identi-
fies priorities and specific actions to help foster 
wider use of ICTs, ensure a safe and secure 
access to digital services, and encourage the 
cooperation among government agencies’ in-
formation systems and between these systems 
and the EU. In addition, it sets clear objectives 
and deadlines indicating progress towards 
the goals of the digital strategy.9 In particular, 
the digital strategy emphasizes improvements 
to the security of critical e-government and 
healthcare services – to be increasingly provid-
ed online – in order to ensure the privacy and 
integrity of communications and continuity of 
service for citizens.10

The Agency for Digital Italy (Agenzia per l’Ita-
lia Digitale, AgID) – established in 2012 within 
the Prime Minister’s Office – is responsible 
for the implementation of the national digital 
strategy and is charged with a wide variety of 
related tasks, such as promoting and dissem-
inating information initiatives; digital training 
of citizens and civil servants; monitoring the 
implementation of ICT plans in public admin-
istrations to improve efficiency and transpar-
ency; enhancing cooperation between public 
information systems; coordinating initiatives 
to provide network services for citizens and 
enterprise; and ensuring national interopera-
bility of services through the development of 
technical requirements and guidelines. The 
Agency coordinates its efforts with the active 
participation of central and local governments, 
including autonomous regions and provinces, 
and other ministries as requested.11 

In addition, the Office of the Prime Minister 
in collaboration with the Ministry of Economic 
Development, AgID, and the Agency for Co-
hesion are implementing additional projects, 
such as the “National Plan for Ultra-Wide 
Broadband” and the “Digital Growth” plan to 
accelerate the objectives of the national digital 
strategy.12 The goals include provision of high-
speed Internet access to at least 50 percent of 
Italians by 2020 and extension of fiber-optic 
network to rural areas. Major Italian ISPs like 
Fastweb, Vodafone, and Wind have also joined 
in a co-investment partnership – the “Fiber for 
Italy” project – which, together with another 
plan announced by Telecom Italia, aim to fur-
ther extend fiber-optic networks to all of the 
largest cities by 2018.13
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As in many other developed countries, cyber 
security is a major challenge for Italy. Assessing 
the severity and impact of malicious cyber activ-
ity on individuals and organizations in Italy has 
been somewhat difficult in the past because of 
the lack of official statistics and the propensity 
of victims not to report incidents or notify au-
thorities. The Italian Security Intelligence De-
partment (DIS) noted in its annual report that, 
in 2015, cyber espionage activities against 
both government entities and high-tech indus-
try grew in scale, volume, and sophistication. 
It also estimated that almost seventy percent 
of cyber attacks in Italy were directed at public 
entities and that the prime threat actor (by per-
centage of activities registered, not by threat 
level) were groups of hacktivists.14 In addition, 
in 2016, the Italian Association for Information 
Security (Associazione Italiana per la Sicurezza 
Informatica, CLUSIT) estimated that, in the first 
half of 2016, cyber crime grew by 9 percent 
and was the cause of 71 percent of all cyber 
attacks in Italy.15 Their 2016 semiannual report 
stated also that economic losses due to cyber 
insecurity have quadrupled since 2013.16 While 
Italy does not rank high on the list of countries 
identified as points of origin for cyber attacks,17 
it is the second most infected country across 
the European and Middle Eastern (EMEA) re-
gion. Countries like Turkey, Italy, and Hungary 
– the top three most-bot-populated countries 
in the EMEA region – in fact, are an attractive 
target for hackers because they have experi-
enced a huge increase in high-speed Internet 
and connected devices in recent years, but this 
increased connectivity has not been accompa-
nied by higher security awareness.18

The topic of cyber security was brought for-
ward in 2009 by then Deputy Prime Minister 
and Chairman of the Italian Parliamentary 
Committee for the Security of the Republic 
(COPASIR), Francesco Rutelli. He initiated the 
first set of Parliamentary consultations on “the 
potential implications and threats to national 
security derived from the use of cyberspace.”19 
The discussions and hearings undertaken by 
COPASIR continued and led to the publication 
of the first Report to the Parliament and the 
Government on Cybersecurity and its implica-
tion for national security in 2010. The report 
urged the government to develop a strategic 
plan and appropriate mechanisms to combat 
cyber crime and protect computer networks. 
In particular, the report recommended the de-
velopment of a national cyber security strategy 
that would “ensure an adequate leadership 
and clear policy guidelines to combat [cyber] 
threats and to facilitate coordination among all 
interested stakeholders.”20 It also suggested 
identifying a competent authority under the 
responsibility of the cabinet office (Presidenza 
del Consiglio dei Ministri) charged with carry-
ing out all cyber security-related activities.  The 
strong recommendations in this report were 
largely ignored until Italy experienced a string 
of cyber incidents, including one major intru-
sion by Anonymous against the Italian Ministry 
of Interior, which exposed a wealth of sensitive 
documents and emails.21 

Ultimately, it took the Italian government three 
more years to develop its first national cyber 
security strategy. The 2013 Prime Minister’s 
“Decree Containing Strategic Guidelines for 
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National Cyber Protection and Information 
Security” provided the first outline of the insti-
tutional and organizational structure for the na-
tional cyber security architecture, and assigned 
the Prime Minister direct responsibility for the 
cyber security of the Nation.22 Following this 
decree, the “National Strategic framework for 
Cyberspace Security” and the accompanying 
implementation plan, the “National Plan for 
Cyberspace Protection and ICT Security” were 
published in 2013. The two documents taken 
together constitute a comprehensive strategy 
that includes: a description of the national se-
curity and economic risks of cyber insecurity; 
an assessment of Italy’s cyber security capacity; 
a clear delineation of the roles and responsi-
bilities of the different entities involved in na-
tional cyber security; and specific strategic and 
operational objectives to be implemented.23  

In addition to the national cyber security 
strategy and implementation plan, the Italian 
Security Intelligence Department and AgID 
endorsed the 2015 “National Cyber Security 
Framework” – a voluntary guidance developed 
by the Italian Cybersecurity National Labora-
tory and the Cyber Intelligence and Informa-
tion Security Center at the Sapienza University 
(CIS-Sapienza) – based on the 2013 US Na-
tional Institute of Standards and Technology’s 
(NIST) “Framework for Improving Critical Infra-
structure Cybersecurity.” The voluntary frame-
work, expanded and updated to reflect the 
Italian context, aims at providing organizations 
with “a homogeneous and volunteer approach 
to face up cyber security.”24 It is also intended 
as a reference guide to existing standards and 

regulations for entities to evaluate their current 
risk profile and maturity levels, identify priori-
ties and targeted levels of cyber preparedness, 
and ultimately reduce risks associated with 
cyber threats. A key objective of this voluntary 
framework is offering guidelines to increase 
cyber security levels of Italian small and me-
dium-sized businesses (SMEs) with recommen-
dations for C-level executives in large compa-
nies and operators of critical infrastructures on 
cyber security risk management processes.  

Despite the publication of a national cyber 
security strategy and the restructuring of 
the relevant national cyber security architec-
ture, there is still a substantial gap in terms 
of national-level preparedness for cyber risks 
between Italy and comparable EU member 
states.  While Italy has put forward a number 
of cyber security-related initiatives, many of 
those efforts are still fragmented and there 
does not appear to be a centralized coordi-
nation mechanism to ensure the economic 
and security objectives for the country are 
met.  Yet, the Italian government recognizes 
the benefits and threats derived from the use 
of ICTs and both the 2013 national cyber se-
curity strategy and the 2015 national digital 
growth strategy clearly acknowledged the 
importance of Internet connectivity and ICT 
development as key drivers for economic 
growth. Moreover, the 2015 “White Paper for 
International Security and Defense” strategi-
cally prioritized cyber defense and defensive 
military operations in cyberspace as one of 
the main investment programs for 2016-
2018.25 With the decision to create a Cyber 
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Command within the Ministry of Defense, 
whose first unit may be operational by 2017, 
the Italian government appears to be gaining 
ground in defending itself and its economy in 
and through cyberspace.

The Cyber Readiness Index (CRI) 2.0 has been 
employed to evaluate Italy’s preparedness 
levels for cyber risks. This analysis provides an 
actionable blueprint for Italy to better under-
stand its Internet-infrastructure dependencies 

Italy Cyber Readiness Assessment (2016)

and vulnerabilities and assess its commitment 
and maturity in closing the gap between its 
current cyber security posture and the national 
cyber capabilities needed to support its digital 
future. A full assessment of the country’s cyber 
security-related efforts and capabilities based 
on the seven essential elements of the CRI 2.0 
(national strategy, incident response, e-crime 
and law enforcement, information sharing, 
investment in R&D, diplomacy and trade, and 
defense and crisis response) follows.
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national cyber security strategy “around which 
to coordinate all efforts, so that [Italy] can face 
with confidence the security threats and chal-
lenges stemming from cyberspace, and pursue 
[its] national interest where the wealth of na-
tions will more and more prosper.”28

Staying focused on the long-term goals and 
objectives of connecting Italy while reducing 
its cyber insecurity may be difficult vis-à-vis 
the other competing and long-standing struc-
tural challenges Italy faces. Balancing eco-
nomic priorities and national security needs 
can be tricky. Italy is challenged by stagnant 
GDP growth, low productivity rates, a banking 
sector burdened with “bad” debt, and a high 
unemployment rate. The Italian government 
has put forth a series of solutions to revitalize 
the economy and address Italy’s financial prob-
lems, but the success of these efforts remains 
to be seen.29 Moreover, an impending consti-
tutional referendum on the future of its Senate 
– the upper house of parliament – could further 
distract the government from key national cy-
ber security priorities.30 

1. NATIONAL STRATEGY
Following the adoption of the Prime Minister’s 
“Decree Containing Strategic Guidelines for 
National Cyber Protection and Information 
Security” in 2013,26 a Cybersecurity Working 
Group (Tavolo Tecnico Cyber, TTC) was es-
tablished under the auspices of the Interde-
partmental Committee for the Security of the 
Republic (Comitato Interministeriale per la 
Sicurezza della Repbblica, CISR) and chaired 
by the Security Intelligence Department (Di-
partimento delle informazioni per la sicurezza, 
DIS) to develop the first Italian national cyber 
security strategy.  

In accordance with the 2013 Prime Minister’s 
Decree and 2013 EU Cyber Security Strategy 
– that was followed by the 2016 EU Directive 
on Network and Information Security (NIS) 
– requiring each EU member state to create 
their own “network and information security 
strategy,”  Italy published both the “National 
Strategic Framework for Cyberspace Security” 
national strategy and the “National Plan for 
Cyberspace Protection and ICT Security” im-
plementation plan in 2013. While the national 
strategy “highlights the nature and the evolv-
ing trends of the cyber threat as well as of the 
vulnerabilities to the national ICT networks, 
outlines roles and tasks of public and private 
stakeholders involved in cyber security, and 
identifies tools and procedures to enhance the 
country’s preparedness,” the  implementation 
plan “identifies a limited set of priorities, and 
provides specific objectives and guidelines in 
order to give concrete implementation to the 
Strategic Framework.”27 The two documents 
taken together constitute a comprehensive 

In 2013, Italy published its 
first national cyber security 

strategy to enhance the 
country’s preparedness to the 
security threats and challenges 

stemming from cyberspace.
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The 2013 national cyber security strategy rec-
ognized that given the “current financial and 
economic tightening,” the government and 
relevant stakeholders should not “allow for 
any duplication of efforts” and instead “seek 
any possible synergy, keeping in mind that 
the budget allocation will constitute not only 
a net saving if compared with the possible 
damage cyber attacks can entail, but also an 
extraordinary opportunity of cultural, social 
and economic growth.”31 The implementa-
tion plan set clear objectives, many of which 
have already been initiated, if not fully imple-
mented, including strengthening intelligence, 
police, civil protection, and military defense 
capabilities; establishing a national Computer 
Emergency Response Team (CERT); conduct-
ing international exercises; and promoting ad 
hoc legislation and compliance with interna-
tional obligations.

Cyber security coordination is directly under 
the responsibility of the cabinet office (Pres-
idenza del Consiglio dei Ministri). The Italian 
Prime Minister’s Office (or Presidency of the 
Council of Ministries) is formally responsible 
for the development and implementation of 
the national cyber security strategy and the 
implementation plan through the adoption of 
specific directives. The Prime Minister’s Office 
is supported in this endeavor by the Inter-
departmental Committee for the Security of 
the Republic (CISR), which advocates for the 
adoption of additional legislative initiatives, 
approves guidelines to foster private-public 
partnerships, introduces policies for enhancing 
information sharing arrangements and the en-
dorsement of best practices, promotes collab-
oration among institutional bodies and private 
market players operating in the national cyber 
security realm, and approves other measures 
to strengthen national cyber security.32 CISR is 

chaired by the Prime Minister and is composed 
by the Ministries of Foreign Affairs, Interior, 
Justice, Defense, Economy and Finance, and 
Economic Development. The Prime Minister’s 
Military Advisor participates to CISR meetings 
whenever cyber security matters are discussed. 
The DIS Director General acts as the CISR 
Secretary. The CISR at Working Level – called 
“Technical CISR” – supports the work of CISR 
in verifying the timely and correct implementa-
tion of the strategy and related plan, which are 
regularly reviewed and assessed internally. In 
addition, the CISR at Working Level is assisted 
in its activities by various national intelligence 
public entities, including DIS, the External 
Intelligence and Security Agency (Agenzia 
informazioni e sicurezza esterna, AISE), and 
the Internal Intelligence and Security Agency 
(Agenzia informazioni e sicurezza interna, AISI). 
The Italian government is currently working on 
an updated implementation plan.

The 2013 Prime Minister’s Decree established 
the Cyber Security Unit (Nucleo per la sicurez-
za cibernetica, NSC) a permanent body within 
the Prime Minister’s Office comprised of repre-
sentatives from the Ministry of Foreign Affairs, 
Interior, Defense, Economy and Finance, Eco-

The Cyber Security Unit (NSC), 
within the Prime Minister’s Office, 

coordinates the activities of 
all the government agencies 
that compose the national 
cyber security architecture.
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nomic Development, the Civil Protection De-
partment, DIS, AISE, AISI, and the Agency for 
Digital Italy.  This body reports directly to the 
Prime Minister’s Military Advisor.33 NSC coor-
dinates the activities of the various institutions 
that compose the national cyber security ar-
chitecture. In particular, it is responsible for all 
national cyber security prevention, risk assess-
ment and mitigation, incident response and 
crisis management activities. The NSC is also 
responsible for restoring networks and systems 
functionality, and is the formal point of contact 
for national and international organizations.34 
In the event of a large-scale cyber incident that 
requires the involvement of multiple ministries, 
the NSC will activate the Inter-ministerial Situa-
tion and Planning Unit (Nucleo Interministeriale 
Situazione e Pianificazione, NISP) in the format 
of the Inter-ministerial Cyber Crisis Unit (Tavolo 
interministeriale di crisi cibernetica) to oversee 
response coordination.35 The national CERT is 

responsible for technical response measures 
and supports citizens and companies through 
awareness, prevention, and cyber incident 
response activities (see “Incident Response” 
section for more information).

A 2015 Prime Minister’s Directive provided ad-
ditional implementation guidance to all major 
stakeholders for the 2013 national cyber securi-
ty strategy, including increasing national-levels 
of cyber preparedness, security, and resilience, 
and “aligning strategic capabilities to inter-
national standards.”36 Other aspects in this 
Directive included directing the development 
of a more comprehensive institutional architec-
ture, establishing stronger incident response 
capabilities, and fostering closer collaboration 
with both public entities and the private sector 
operators of telecommunications and critical 
infrastructures. 

Prime	Minister’s	Military	Advisor Intelligence	Security	Department	(DIS)

Prime	Minister

Cyber	Security	Unit	(NSC)

Inter-ministerial	Situation	
and	Planning Unit	(NISP)	

Cyber	Crisis	Unit

National	Computer	
Emergency Response	

Team	(IT-CERT)

Technical	CISR

Internal	Intelligence	
and	Security	Agency	

(AISI)

External	Intelligence
and	Security	Agency	

(AISE)

Interdepartmental Committee	for	the	Security	of	the	
Republic	(CISR)

Presidency	of	the	
Council	of	Ministries

Superior	Institute	of	
Communications	&	

Information	
Technologies	(ISCOM)

Ministry	of		
Economic	

Development

Ministry	of	
Economy	and	Finance

Ministry	of	
Justice

Ministry	of	
Foreign	Affairs

Ministry	of	Interior

Ministry	of	Defense

National	Cybercrime	Center	for	
Critical	Infrastructure	
Protection	(CNAIPIC)

Joint	Command	for	
Cyberspace	Operations

Italy Cyber Security Organizational Chart (2016).
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While the 2013 national cyber security strat-
egy mentioned the importance of allocating 
“adequate human, financial, technological and 
logistic resources” to achieve its goals, it did 
not pledge any specific funds.  In the 2015 
digital growth strategy, the Italian government 
committed €50 million (~$56 million) to secur-
ing citizens and businesses’ digital identities 
and ensuring safe and secure access to digital 
services, including from mobile devices.37 The 
2016 Stability Law (Legge di Stabilitá 2016), 
approving the FY 2016 budget, allocated €150 
million (~$166 million) for national cyber secu-
rity efforts, of which €15 million (~$16.6 mil-
lion) to the Italian Postal and Communications 
Police Service and its “National Cybercrime 
Centre for Critical Infrastructure Protection” 
(CNAIPIC) – a special unit responsible for all 
activities of prevention, containment, miti-
gation, and investigation of cyber crime and 
other malicious cyber activities conducted 
against critical infrastructure.38 Finally, a recent 
September 2016 Prime Minister’s Decree allo-
cated the remaining €135 million (~$149 mil-
lion) of the FY 2016 budget to national cyber 
security efforts under the responsibility of the 
DIS to strengthen both traditional preventive 
and defense measures against cyber risks that 
rise to the national level and to prioritize the 
protection of national cyberspace.39

2. INCIDENT RESPONSE
While Italy does not have a consolidated, single 
national incident response plan, both the 2013 
Prime Minister’s Decree on national cyber pro-
tection and information security and the 2013 
national cyber security strategy assigned to the 
Cyber Security Unit (NSC) the responsibility to 
coordinate cyber incident response activities 

and restore networks and systems functionality. 
In addition, NSC can activate a non-permanent 
Inter-ministerial Situational and Planning Unit 
for Cyber Crisis (NISP) in the event of a cyber 
incident that is considered relevant to national 
security, or of such magnitude to require coor-
dination with various ministers for the manage-
ment of broader crises. 

In addition, Italian private sector companies 
supplying information services and the opera-
tors of critical infrastructures, both at national 
and European levels, are required to notify the 
NSC of all relevant violations of their networks 
and to adopt specific cyber security measures. 

The national Computer Emergency Response 
Team (CERT Nazionale or IT-CERT) was estab-
lished in 2015 in response to the provisional 
guidelines of the 2013 national cyber security 
strategy and in line with the requirements of 
the 2013 EU strategy for “An Open, Safe and 
Secure Cyberspace” and subsequent EU Cyber 
Security Directive.40 IT-CERT is embedded with-
in the Ministry of Economic Development and 
headed by the Director of the Superior Institute 

Italy established its first 
national Computer Emergency 

Response Team (IT-CERT) in 
2015, tasked with facilitating 
containment of and response 
to large-scale cyber incidents.
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of Communications and Information Technolo-
gies (Istituto Superiore delle Comunicazioni e 
delle Technologie dell’Informazione, ISCOM).  
IT-CERT is tasked with facilitating containment 
of and response to large-scale cyber incidents.  
It also provides a series of other proactive and 
reactive services to a broad domestic constit-
uency, including: publishing timely alerts and 
advisories on cyber vulnerabilities and threats; 
promoting cyber security awareness and best 
practices; cooperating with CERT-equivalents 
both domestically and internationally; and sup-
porting restoration activities. 

In addition to IT-CERT’s cyber security news 
and alerts, the DIS conducts regular analysis 
and assessments of cyber threats and publish-
es an annual “Report on Security Intelligence 
Policy and Results Achieved” in cyber security. 
The annual report highlights the activities for 
the defense of the critical, physical, and intan-
gible infrastructures; the national cyberspace; 
and information security.41 

In 2012, the Italian government passed a law 
requiring the DIS to provide technical guid-
ance on security controls for critical infrastruc-
tures and share cyber threat and warning data 
with the private sector.42 In addition, partially 
government-owned companies, such as ENEL 
(electricity), ENI (oil & gas), Poste Italiane 
(postal services), ENAV (air-traffic control), 
TrenItalia (rail network), and the Italian Central 
Bank, signed a cooperation agreement with 
DIS to voluntarily report breaches and share 
threat data. The 2013 Ministerial Decree up-
dated the 2012 law and required all telecom-
munication providers and other operators of 
critical infrastructure to collaborate with DIS 
and other government entities responsible 

for national security (e.g., IT-CERT, CNAIPIC) 
to respond to cyber incidents and ensure the 
continuity of operations. 

While data breach notification requirements 
still vary among European countries, the Italian 
government has already adopted many of the 
prescriptions contained in the 1995 EU Data 
Protection Directive and the 2016 EU Network 
and Information Security (NIS) Directive, aimed 
at improving cyber security capabilities and 
cooperation across Europe.43 For example, It-
aly had already established a Data Protection 
Authority (Garante per la Protezione dei Dati 
Personali) in 1996. This four-person collegiate 
body, whose members are elected by the Par-
liament every seven years, is tasked with super-
vising compliance by both governmental and 
non-governmental entities with all Italian data 
protection and privacy laws.44 The Data Protec-
tion Authority has adopted a series of provisions 
for public administration entities and other or-
ganizations, which detail specific data breach 
notification requirements. For instance, tele-
communications and Internet Service Provides 
(ISPs) that have been breached are required to 
notify the Data Protection Authority within 24 
hours from discovery of the incident and send 
additional information via a form available on 
their website within three days.45 

In addition, two committees – the Industry Tech-
nical Working Group (Tavolo Tecnico Imprese) 
and the government’s Cybersecurity Working 
Group (Tavolo Tecnico Cyber, TTC) provide 
additional contact points for critical industries 
and government entities essential to the oper-
ation and recovery of critical services and infra-
structures.  Moreover, all government agencies 
and offices involved in national security affairs, 
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including the Ministry of Interior, Ministry of 
Defense, Ministry of Public Administration and 
Innovation, Ministry of Infrastructure, police 
and other law enforcement agencies, Civil Pro-
tection Department, and intelligence agencies 
participate in a Critical Infrastructure Protection 
Coordination Working Group. Finally, the 2013 
national cyber security strategy required Italy 
to conduct periodic national cyber security 
exercises with public sector stakeholders and 
relevant private sector operators.

3. E-CRIME AND LAW 
ENFORCEMENT
In 2001 Italy signed – and in 2008 ratified – the 
Council of Europe Convention on Cybercrime 
(commonly known as the ‘Budapest Conven-
tion’). While Italy has amended and strength-
ened its Criminal Code to include comprehen-
sive coverage of computer crimes and e-crime 
since the early 1990s,46 it has yet to implement 
all of the cross-border assistance options con-
tained in the Budapest Convention. Some of 
the government’s early attempts to regulate the 
Internet relied on the same laws that apply to 
print and broadcast media, which do not have 
the same implications for human rights, priva-
cy, and freedom of information.47 For example, 
some of the earlier laws proposed in regards to 
data protection, which would hold publishers re-
sponsible for all the content of their publications 
– when applied to the Internet, and especially to 
websites with user-generated content – may be 
seen as online censorship and in contradiction 
with EU directives on Internet matters.48

A 2011 law repealed a controversial article in a 
set of anti-terrorism measures passed in 2005 
after the London and Madrid terrorist attacks. 
The law, entitled the “Legge Pisanu” after the 
name of the then-Minister of Interior, restricted 
the opening of new wireless (Wi-Fi) hotspots 
and required entities offering public commu-
nication services (such as hotels and Internet 
cafés) to apply for licensing approval and keep 
photocopies of customers’ identification and 
logs of websites visited.49 The law was one of 
the most stringent among all Western countries 
and inhibited the opening of new hotspots all 
across Italy for several years, thus causing addi-
tional delays in closing the digital gap with the 
rest of Europe.50 Another bill requiring ISPs to 
monitor Internet activity and store user data for 
five years failed to pass in 2003 after protests 
by activists and opposition parties.51

In the wake of the 2015 terrorist attacks in Par-
is, Italy passed a new anti-terrorism law that 
criminalizes online terrorist recruitment and the 
endorsement or incitement of terrorism online. 
The law also entrusts the public prosecutor (the 
Postal Police) with drawing up a blacklist of ter-
rorist websites to be blocked or taken down 
by ISPs. In addition, the law extended the pe-
riod ISPs must retain users’ records of online 
traffic – “metadata” as opposed to the content 
of communications – until December 2016 de-
spite a 2014 European court ruling that such 
measures would restrict the fundamental right 
to privacy.52 Critics worry that the law may be 
applied broadly, thereby hampering legitimate 
instances of free expression that may fall within 
international norms for protected speech.  Pri-
or to becoming law, however, the government 
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did withdraw provisions from the bill that would 
have authorized law enforcement agencies to 
remotely break into private computers.53  

Like much of the EU, Italy regulates certain 
categories of websites, including those that 
display child pornography and illegal online 
gambling, and some peer-to-peer (P2P) web-
sites that infringe on copyright laws (e.g., “The 
Pirate Bay”). In 2006 and 2007, the Italian gov-
ernment introduced new Internet filtering laws 
requiring ISPs to block access to international 
or unlicensed gambling sites identified on a 
blacklist compiled by the Autonomous Admin-
istration of State Monopolies (AAMS, a central 
government agency regulating gambling and 
other monopolies), as well as those displaying 
child pornography within six hours of being 
notified of their existence.54 The National Cen-
ter for the Fight against Child Pornography, 
part of the Postal and Communications Police 
Service, is in charge of maintaining a list of 
blocked websites, and Italy’s penal code in-
cludes severe punishment for the distribution 
and publication of child pornography.55

The Italian Postal and Communications Police 
Service, is the main law enforcement entity 
responsible for cyber crime prevention and for 
the protection of critical infrastructure in Italy.  
The Italian Postal Service had been delivering 
services online to millions of customers for 
decades and had developed a sophisticated 
system for monitoring and defending its elec-
tronic network against cyber attacks. Its police 
unit was therefore the agency best equipped 
to take on additional anti-computer crime re-
sponsibilities. In 2005, the aforementioned 

anti-terrorism law (Legge Pisanu) conferred 
the jurisdiction to the Italian Ministry of Interior 
and identified the Postal and Communications 
Police as the department responsible for law 
enforcement initiatives against cyber attacks 
on critical information infrastructures. In 2008, 
the Ministry of Interior established by decree a 
dedicated National Cybercrime Centre for Crit-
ical Infrastructure Protection (Centro Nazionale 
Anticrimine Informatico per la Protezione delle 
Infrastrutture Critiche, CNAIPIC) as the branch 
of the Italian Postal Police directly responsible 
for all activities of prevention, containment, 
mitigation, and investigation of cyber crime 
and other malicious cyber activities against 
critical infrastructure. The CNAIPIC, as a law 
enforcement agency, is active on a 24/7 basis 
and comprises an operational, a technical, and 
an investigative unit. In addition, CNAIPIC is 
the national point of contact for the G-7 High-
Tech Crime Network, as provided for by the Bu-
dapest Convention for all member states. The 
Network aims to improve collaboration and 
increase the effectiveness of cyber crime inves-

The National Cybercrime 
Centre for Critical Infrastructure 

Protection (CNAIPIC), 
within the Italian Postal and 

Communications Police Service, 
is responsible for cyber crime 

prevention and for the protection 
of critical infrastructure.
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tigations and prosecution. With the 2016 Sta-
bility Law, the Italian government allocated €15 
million (~$16.6 million) for the Postal and Com-
munications Police and CNAIPIC’s operational, 
technical, forensic, and training activities.56

There are other law enforcement entities that 
have responsibilities to combat cyber crime.  
The Italian police and the Carabinieri – a na-
tional gendarmerie charged with both military 
and civilian police duties – have established 
special units dedicated to combating cyber 
crime and conducting computer forensics 
and scientific investigations.57 In addition, the 
Finance Guard (Guardia di Finanza, GdF) is 
responsible for enforcing decisions related to 
the blocking of websites for copyright viola-
tions and other cyber crime and fraud issues. 

Italy is working to increase its capacity and 
has joined various law enforcement cyber 
training programs, such as the Council of Eu-
rope’s “Cybercrime@Octopus” launched in 
2014 to assist countries in implementing the 
Budapest Convention and strengthening data 
protection and rule of law safeguard.58 Among 
other activities, the program includes cours-
es for judges and law enforcement agents 
on cyber crime and electronic evidence.59 In 
order to enhance the effectiveness of strat-
egies against cyber crime, selected police 
representatives participate in permanent 
working groups, established by government 
or international organizations, including the 
Inter-ministerial Group for Network Securi-
ty (Gruppo Interministeriale per la sicurezza 
delle reti), G-7, the European Community, 
the Council of Europe, the Organisation for 
Security and Co-operation in Europe (OSCE), 
Interpol, and Europol. 

Additionally, Italy participates in various other 
interagency partnerships to increase cooper-
ation on cyber security, information sharing, 
border security, and surveillance. For exam-
ple, the Italian Ministry of Interior works close-
ly with the US Secret Service and the Federal 
Bureau of Investigation (FBI) – two of the US 
federal law enforcement agencies tasked with 
preventing and combating financial crimes 
including cyber crime – to thwart transna-
tional cyber crime. As part of this initiative, 
cyber-trained FBI investigators come to Italy 
every six months and share tools and infor-
mation with Italian law enforcement agencies 
that can help with cyber crime investigation. 
In 2009, the Italian Postal and Communica-
tions Police Service joined forces with the US 
Secret Service to set up an international task 
force, called the European Electronic Crime 
Task Force (EECTF).60 The agency focuses on 
a wide range of “computer-based criminal 
activity,” including identity theft, network in-
trusions, and other computer-related crimes 
affecting the financial sector and other critical 
infrastructures. Headquartered in Rome, the 
EECTF monitors computer networks across 
Europe using the Italian Postal Service’s 
(Poste Italiane S.p.A.) threat software, and 
gathers cyber crime information from law 
enforcement authorities, businesses, securi-
ty-solution providers, intelligence agencies, 
and experts in Europe. Moreover, the EECTF 
actively shares information and alerts related 
to cyber crime and has established dedicated 
tools to exchange expertise, knowledge, best 
practices, and common solutions with other 
member organizations, including internation-
al law enforcement agencies (e.g., Bulgarian 
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Police, Romanian Police, and Spanish Police), 
financial institutions (e.g., American Express, 
Citibank, and MasterCard), international orga-
nizations (e.g., ENISA, Anti-Phishing Working 
Group [APWG], United Nations Interregional 
Crime and Justice Research Institute [UNICRI], 
and the Digital Crimes Consortium), ICT secu-
rity vendors (e.g., Kaspersky, Symantec, and 
Verizon), and academia (e.g., Universitá di Bo-
logna, Universitá di Salerno, and  University 
College Dublin).61 In 2010, the task force ex-
panded its European involvement by creating 
a second unit in the United Kingdom.

Recognizing that cyber crime can increase as 
high-speed Internet becomes more available 
and as more connected devices become av-
enues for infection and exploitation, IT-CERT 
established the first Italian National Anti-Bot-
net Support Center (Centro Nationale An-
tiBotnet).  It is part of the European Project 
Advance Cyber Defence Centre (ACDC), a 
non-profit initiative composed of 14 EU na-

tions, funded by the European Commission to 
counter the spread of botnets.62 Nonetheless, 
Italy’s small and medium-sized companies – 
the backbone of Italian economy – continue 
to be plagued by intellectual property theft, 
ransomware, and business email compromise. 
This is caused by a combination of lack of 
awareness of the threats, a dearth of secure 
and resilient products and services, and a high 
rate of botnet infection of Italy’s digital devic-
es and infrastructures.  Despite the efforts of 
the anti-botnet initiative, in fact, Italy is still 
facing one of the highest infection rates in Eu-
rope and the Middle East.63  These infections 
enable illicit and illegal activities, thus calling 
into question Italy’s commitment to reducing 
criminal activities that are emanating from 
its territory and to combating transnational 
crime. To effectively respond to these chal-
lenges, Italy may need to increase its efforts 
with law enforcement agencies and the ISPs 
to reduce the botnet pathway for cyber crime.

The Italian National Anti-Botnet Support Center 
actively counters the spread of botnets, as part of a 

broader European cyber defense initiative.
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4. INFORMATION SHARING
As stated in the 2013 national cyber security 
strategy and its implementation plan, Italy rec-
ognizes the importance of private-public part-
nerships and is committed to working closely 
with the private sector to share information 
and collaborate in the area of crisis manage-
ment planning.

The NSC is responsible for both incident re-
sponse coordination and for promoting infor-
mation sharing with public and private stake-
holders during crisis and emergencies. The 
Security Intelligence Department (DIS) shares 
intelligence information deemed significant 
for the purpose of cyber security with the NSC 
and other public and private interested stake-
holders. The DIS also promotes cyber security 
awareness and education nationwide. In addi-
tion to the NSC, IT-CERT acts as a whole-of-so-
ciety information gathering and sharing center 
with more technical expertise. IT-CERT pro-
vides a dedicated “info-sharing” service to a 
restricted group of users across critical public 
and private organizations in order to facilitate 
the interaction among them. Access to this 
platform allows users to exchange information 
and experiences related to cyber threats and 

incidents, expand their collective “knowledge 
base,” and improve their overall response time 
in case of large-scale incidents. 

In addition, the government’s Public Adminis-
tration’s CERT (CERT-PA) – established in 2014 
as an expansion of the tasks performed by the 
superseded CERT for System of Public Connec-
tivity (CERT-SPC) – provides a clearing house for 
internal cyber information sharing among Ital-
ian government agencies. It is also the central 
contact point for other Public Administrations’ 
CERTs at the European level for the exchange 
of information and agreed procedures.

The Italian Postal Police’s National Cybercrime 
Centre for Critical Infrastructure Protection 
(CNAIPIC) has developed its own dedicated 
and protected network for information shar-
ing enabling a bi-lateral exchange of informa-
tion on cyber threats prevention, assessment, 
and repression with operators of critical infra-
structure.64 Moreover, a special “Computer 
Crime Analysis Unit” (Unità di analisi del cri-
mine informatico – UACI) was established to 
study and analyze cyber crime in partnership 
with major Italian universities, companies, and 
public entities, and to develop new computer 
crime investigation tools and techniques.65 
Local territorial units provide similar services 
to UACI and can be operationalized to man-
age legal cases and emergencies arising from 
citizen reports to police hotlines. In addition, 
Italy is a member of the National Cyber Fo-
rensics and Training Alliance (NCFTA), a US 
non-profit corporation with a mission to fa-
cilitate collaboration and information sharing 
among private industry, academia, and law 
enforcement to identify, mitigate, and neu-
tralize complex cyber-related threats.

The Cyber Security Unit (NSC) 
is the competent authority 

responsible for both incident 
response coordination and 
information sharing during 

crisis and emergencies.
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While Italian telecommunication providers 
and other operators of critical infrastructure 
have been required to share information about 
cyber-related incidents and breaches with 
government entities responsible for national 
security, Italy has yet to establish a unique, 
dedicated institutional structure that provides 
mechanisms for cross-sector incident infor-
mation exchange, both operational (near-re-
al-time) and forensic (post-facto). Moreover, 
there is requirement for certain critical sector 
companies to establish information sharing 
partnerships with each of the government 
agencies responsible for cyber security (e.g., 
DIS, IT-CERT, CNAIPIC) which causes dupli-
cation of efforts and an inefficient allocation 
of resources. Telecommunication providers 
and operators of critical infrastructure, among 
others, would prefer to have a single point of 
contact with the government to increase the 
flow of information while reducing the admin-
istrative costs of reporting.66

Finally, in 2013, a unique information sharing 
initiative was established with funding from the 
European Commission through the EU Pro-
gramme on the Prevention of and Fight against 
Crime (ISEC). The Postal and Communication 
Police, in partnership with the Global Cyber 
Security Center, Abi Lab, Unicredit, Booz & 
Company, the General Inspector of the Roma-
nian Police, and the National Crime Agency, 
created an information exchange platform for 
banks and law enforcement agencies to share 
information on suspicious transactions, finan-
cial fraud, and potential cyber attacks against 
the banking system.67 This Online Fraud Cen-
tre and Expert Network (OF2CEN) facilitates 
information exchanges, analyzes information, 

and provides timely communication about sus-
picious criminal activities to all its stakeholders. 
The positive outcomes of this initiative led Italy 
to start a second project in 2015 (OF2CEN v.2), 
in partnership with Europol and the European 
Banking Association. This next generation 
information sharing platform extended opera-
tions to all EU member states.

5. INVESTMENT IN 
RESEARCH AND 
DEVELOPMENT

The 2013 national cyber security strategy 
and the accompanying implementation plan 
both state an intent to facilitate investment 
in research and development (R&D) and rec-
ognize the need to “cooperate with universi-
ties and public and private research centers 
to elaborate innovative methodologies and 
technologies for the detection and the anal-
ysis of threats and vulnerabilities.”68 However, 
the 2013 strategy did not clearly state how 
the government would support, advance, 
and sustain these efforts. In the 2015 “Dig-
ital Growth Strategy 2014-2020,” the Italian 
government committed €12 million (~$13.4 
million) to develop ICT-related skills as a key 
to increasing job opportunities. The funds are 
intended to: increase digital literacy levels es-
pecially among civil servants; widen the curric-
ula of topics related to digital skills; increase 
the number of ICT skills training courses; and 
boost the number of graduates in fields relat-
ed to ICT.69 In addition, different governmen-
tal entities are individually and more directly 
involved in cyber R&D efforts. For example, 
the Italian government’s Ugo Bordoni Foun-
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dation – an ICT research institution within the 
Ministry of Economic Development – has re-
cently launched a new strategic parstnership 
with the US-based National Cyber Forensics 
and Training Alliance (NCFTA) to promote 
research activity aimed at e-commerce ac-
tivities, protect trademarks and patents, and 
strengthen the fight against counterfeiting.70 
Nonetheless, actual R&D expenditures are still 
low compared to other European countries.

Italy, like all EU countries, participates in the 
EU’s Horizon 2020 program for research and 
innovation. Italy is one of the top EU coun-
tries participating in this program, and has 
received significant funding to carry out some 
of its technological development initiatives.71 
While the Italian government has not devel-
oped a unified program or set of incentives 
to encourage cyber security education and 
applied research at universities and academic 
institutions, it does support and fund all public 
universities and national laboratories – some 
of which have developed their own research 
projects in this field. In particular, the Ministry 
of Education, University and Research (MIUR) 
funds and supervises the National Inter-uni-
versity Consortium for Informatics (Consorzio 

Interuniversitario Nazionale per l’Informatica, 
CINI).  The Consortium links public universities, 
institutes of higher education, and research 
institutions in a joint Cybersecurity National 
Lab (Laboratorio Nazionale di Cybersecurity), 
which includes thirty-eight public and private 
universities and research centers across Italy.72 

The Cybersecurity National Lab promotes 
and coordinates basic and applied scientific 
research and technological transfer in several 
fields of computer science, computer engi-
neering, and information technology, and leads 
several nationwide research projects on supply 
chain security of critical infrastructure, analysis 
of malware, and intelligence gathering over the 
web.73 Bilaterally with the US, the  Cybersecu-
rity National Lab is partnering with NIST to fa-
cilitate a Joint Commission Meeting on Science 
and Technology Cooperation with a focus on 
cyber security. On the Italian side, this working 
group includes the National Research Council 
(CNR) and ENEA.74 The Cybersecurity National 
Lab has also played a key role in the devel-
opment of the 2015 “National Cyber Security 
Framework” – a voluntary guidance, based on 
the 2013 US NIST “Framework for Improving 
Critical Infrastructure Cybersecurity.” It expand-

The Cybersecurity National Lab includes thirty-eight public 
and private universities and research centers across Italy, 

and promotes and coordinates basic and applied scientific 
research and technological transfer in computer science, 

computer engineering, and information technology.
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ed and updated the Framework and tailored it 
to Italy’s specific business sectors. Finally, the 
Cybersecurity National Lab is developing a 
new cyber security plan to expand the cyber se-
curity workforce in Italy, and has recently pub-
lished a White Paper on the national security 
and economic implications of cyber insecurity. 
The White Paper, authored by over fifty scien-
tists from more than twenty top Italian universi-
ties, discusses some of the main cyber security 
challenges Italy will face in the upcoming years 
and makes specific recommendations for policy 
makers to tackle them.75

In addition, the Prime Minister’s Office through 
CINI supports the Research Center of Cyber 
Intelligence and Information Security (CIS) at 
the Sapienza University of Rome – a multidis-
ciplinary center focused on developing infor-
mation security methodologies, threat profiles, 
and better preventive and defense strate-
gies.76 One of CIS’ most relevant projects – the 
TENACE Project – is dedicated to researching 
technical and organizational methodologies 
for protecting critical infrastructures from cyber 
threats.77 CIS and the Cybersecurity National 
Lab publish also a yearly “Italian Cyber Security 
Report.” Other Italian public universities have 
developed advanced cyber security programs 
and Italian coders and developers rank among 
the best in the world.78

The Global Cyber Security Center (GCSEC) – 
a non-for-profit organization funded by Poste 
Italiane and other member companies – is 
tasked with advancing and disseminating cy-
ber security knowledge and awareness in order 

to improve capabilities, skills, cooperation, and 
communication among different stakeholders 
involved in the use and protection of the Inter-
net. GCSEC collaborates with other Italian and 
international government institutions, private 
companies, international organizations, and 
research institutions, and promotes a variety 
of programs including training activities, ad-
vanced research efforts, information exchang-
es between specific sectors, capacity building 
projects, and international engagements.79

Moreover, the Italian Postal Police has es-
tablished different partnerships with Italian 
universities to both develop innovative solu-
tions to combat cyber crime and to develop 
a pipeline of cyber security professionals 
interested in joining specialized cyber crime 
units upon graduation. 

The Italian government has approved in recent 
years R&D tax credits for different industries 
and some specific tax incentives for private cit-
izens and corporations investing in innovative 
star-ups.80 In addition, in September 2016, the 
government unveiled a new “Industry 4.0” na-
tional stimulus plan aimed at preparing Italian 
industry for the digital age and supporting in-
vestment in research and innovation. The plan 
is a mix of tax breaks and other incentives and 
additional measures to ensure all startups and 
businesses have access to Internet and broad-
band technology. The Italian government has 
committed €13 billion (~$14.6 billion) in new 
funding dedicated to this initiative and plans 
to “mobilize an additional €10 billion ($11.2 
billion) in private investments in 2017.”81
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In addition, a new project, promoted by a 
non-profit association (CyberPARCO) of cyber 
security professionals and academics, plans 
to transform the broad area outside of Milan’s 
city center used for the 2015 World Exhibition 
(Expo Milano 2015) into a cyber technology 
park and establish a center of excellence for 
cyber security. The regional government of 
Lombardia – the region where Milan is locat-
ed – has recently created a dedicated cyber 
security working group to discuss and assess 
various cyber security-related projects, includ-
ing the creation of the first Euro-Mediterra-
nean Hub for Cyber Security.82 The so-called 
“Cyber Park” plans to create new jobs and 
attract investments and talent for an expand-
ing cyber security industry in Italy; encourage 
the development of innovative startups; pro-
mote closer cooperation among cyber security 
companies, investors, entrepreneurs, and aca-
demic research organizations; and facilitate the 
collaboration with international organizations, 
associations, and similar centers worldwide.83

Italy’s R&D initiatives must overcome a legacy 
of R&D stagnation and find mechanisms to en-
courage the creation of a vibrant startup com-
munity underpinned by increased investments 
by service providers and others. The govern-
ment’s limited implementation and funding to 
advance its digital growth strategy, combined 
with its dependence on Horizon 2020 funding, 
may not be enough to accelerate the digita-
lization of public and private activities while 
at the same time reducing the country’s cyber 
insecurity.

6. DIPLOMACY AND TRADE
The 2013 national cyber security strategy ex-
plicitly states that “Italy is fully engaged in mul-
tilateral institutions, first of all within the Euro-
pean Union (EU) and the North Atlantic Treaty 
Organization (NATO), as well as with [other] 
bilateral partners.” In addition, the strategy 
highlights the Italian government’s intention 
to fully “support international cooperation ini-
tiatives in the field of cyber security” and “to 
promote the endorsement and respect of a set 
of rules of behavior in the digital arena that is 
consistent with our values, and to facilitate the 
emergence of a shared approach to cyberspace 
governance, so that the International Commu-
nity as a whole can effectively cope with the 
challenges laying ahead.”84 Indeed, one of the 
strategy’s key objectives is to “foster Italy’s par-
ticipation in international initiatives to enhance 
cyber security both by joining endeavors un-
derway in the international organizations of 
which Italy is a member and by strengthening 
ties with friendly and allied nations.”85

In line with the objectives described in the 
national cyber security strategy, Italy regularly 
participates in multinational negotiations and 
discussions on cyber security and is a member 
of all major international bodies addressing 
cyber-related matters, including the EU, the 
Council of Europe, NATO, the G-7, the United 
Nations Group of Governmental Experts (UN 
GGE), the Organisation of Economic Cooper-
ation and Development (OECD), OSCE, and 
the Network and Information Security Platform 
(NIS Platform) established by the European 
Commission. Italy became also the first Euro-
pean country in 2015 to publish a non-binding 
parliamentary statement, the “Declaration of 
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Internet Rights,” which promotes the right to 
internet access, data protection, net neutrality, 
anonymity, and the so-called “right to be for-
gotten.”86 An inter-parliamentary committee 
released the document in a bid to increase 
public awareness of digital rights and influence 
legislators tasked with amending the country’s 
current set of laws. 

Cyber security issues are often entangled in 
trade negotiations and security treaties as 
well. While Italy may not play a leading role 
in these discussions, it does participate in all 
such dialogues and negotiations in the various 
international forums mentioned above and has 
been implementing and enforcing internation-
al agreements at the domestic level. For exam-
ple, in March 2016, the Ministry of Economic 
Development – the national authority that 
oversees the export of “dual use” technolo-
gies, such as those covered in the “Wassenaar 
Agreement on Export Controls for Conven-
tional Arms and Dual-Use Goods and Technol-
ogies” – revoked the “global authorization” of 
the Italian-based Hacking Team to export its 
spyware based on the export restrictions under 
the Wassenaar Agreement.87 Hacking Team – a 
company best known for its surveillance and 
hacking tools sold to governments – had been 
accused of exporting some of its products to 
countries that may have used those products 
to violate human rights.

Italy engages more at the bilateral level.  Re-
cently, an Italian cyber security trade mission to 
Israel resulted in an agreement to strengthen 
business and academic collaboration between 

the two countries. Additionally, the Italian Min-
istry of Interior has actively engaged US law 
enforcement agencies to increase cooperation 
on cyber security, information sharing, border 
security, and surveillance.

The Italian Ministry of Foreign Affairs serves as 
the office responsible for coordinating Italian 
participation and efforts in the various multi-
lateral forums of discussion on cyber security 
issues. Italy has also established a dedicated 
Cyber Security Coordinator position within 
this ministry with the direct responsibility of 
negotiating cyber security-related foreign 
policy and trade agreements, and to repre-
sent the ministry within the government’s Cy-
bersecurity Working Group. In addition, the 
Cyber Security Unit within the Prime Minister’s 
Office acts as “the national point-of-contact 
in cyber crisis situations involving the UN, the 
EU, NATO, as well as other international orga-
nizations and countries.”88

The Italian Ministry of Foreign 
Affairs has established the role 
of Cyber Security Coordinator, 

responsible for negotiating 
cyber security-related foreign 
policy and trade agreements.
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7. DEFENSE AND CRISIS 
RESPONSE
The Italian Ministry of Defense (MoD) has 
defined cyber security as a threat to nation-
al defense and security and acknowledged 
that cyberspace is now the fifth domain of 
warfare,89 which has been reiterated in the 
declaration made by NATO member states 
at the July 2016 Warsaw Summit. The “Min-
isterial Directive on the military policy for the 
year 2013” recognized the hybrid nature of 
modern conflict and stressed the need for 
Italy to strengthen both conventional and 
non-conventional capabilities, including “in 
the cyber spectrum.”90 The 2015 “White Pa-
per for International Security and Defense” 
(Libro Bianco per la Sicurezza Internazio-
nale e la Difesa) highlighted the potential-
ly destructive effects of cyber attacks on 
the whole-of-society, comparable to those 
caused by conventional conflicts, and made 
clear the government’s intention to develop 
Italian Armed Forces’ “defense capabilities to 
counter cyber attacks that might overwhelm 
civilian agencies’ existing capabilities.”91 In 
particular, the White Paper noted that cyber 
defense and defensive military operations in 
cyberspace would be one of Italy’s strategic 
priorities and one of the main investment 
programs for 2016-2018.92

To implement the ambitious goals related to 
cyber defense stated in the 2015 White Pa-
per, Italy has begun the process of standing 
up a Joint Command for Cyberspace Oper-

ations (Comando Interforze per le Operazioni 
Cibernetiche, CIOC), which is expected to be 
operational by 2017.  The Command will have 
two functions. First, it will concentrate and 
enhance all cyber defense capabilities to pro-
tect military networks and the nation at large 
from cyber attacks. Second, it will develop a 
Computer Network Operations (CNO) unit 
with planning and management capabilities in 
support of military operations within Italy and 
abroad.93

Although limited information is currently avail-
able on this new command, recent statements 
by officers of the Italian Armed Forces suggest 

Italy has begun the process 
of standing up a Cyber 
Command, expected to 
be operational by 2017.

that the first unit of this cyber command-equiv-
alent may be operational by mid-2017. Those 
involved in the development of this new entity 
are discussing three main activities: (1) the es-
tablishment of an organizational structure; (2) 
the identification of the technological capabil-
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ities needed to operate it; and (3) the training 
of the workforce. 94

The new Command will be physically co-locat-
ed with the Italian Defense CERT (CERT Dif-
esa) and plans to operationalize some of the 
Defense CERT technical center’s capabilities 
to be able to conduct defensive cyber opera-
tions. CERT Difesa is currently responsible for 
defending military networks, providing alerts 
and warnings of threats and possible solutions, 
managing incident response, and promoting 
information sharing and collaborations with 
other civilian CERTs.95 Cyber Command will 
be part of the MoD but will also collaborate 
directly with other government agencies and 
international organizations.

While the final organization is still being de-
veloped, the Italian Cyber Command will most 
likely be placed within the existing Ministry 
of Defense’s Command, Control, Communi-
cations, and Computers Command (Joint C4 
Command) answering to the Chief of Defense 
Staff (Capo di Stato Maggiore della Difesa, 
CaSMD) – in his capacity as technical and 
military head of the Italian Defense – through 
the Vice Commander for Operations (Vice 
Comandante per le Operazioni, VCOM-OPS), 
who is responsible for operational planning 
and deployment of forces in military opera-
tions, including cyber operations. The Defense 
Joint C4 Command already exists within the 
Italian Ministry of Defense, with the purpose of 
managing joint activities aimed at ensuring the 
efficiency of command, control, telecommu-
nications, and ICT. This Cyber Command may 
also assume the IT missions within the Defense 

Joint C4 Command. Appropriate laws would 
have to be created for regulating the new Cy-
ber Command. 

Funding for Cyber Command is not specifically 
called out in the MoD’s multi-year economic 
planning document but it is included as part of 
the funding allocated for “Joint C4I Systems.” 
The MoD budget defines the enhancement of 
cyber defense capabilities as one of the most 
significant funding programs for the Italian De-
fense. These cyber defense capabilities may 
receive as much as €22.4 million (~$25 million) 
in “Joint C4I Systems” funding in the period 
2016-2018.96

The Italian Armed Forces in general are an 
active participant in multi-national cyber exer-
cises organized by the EU (e.g., Cyber Europe 
exercise), NATO (e.g., Cyber Coalition and Cy-
ber Atlantic exercise), and the European Net-
work and Information Security Agency (ENISA) 
with the goal of testing and improving national 
preparedness levels. In particular, CERT-IT and 
the Ministry of Defense’s Joint C4 Command 
participate jointly in all domestic and interna-
tional cyber security exercises.  

Italy is just beginning to establish its national 
defensive capabilities for cyberspace. During 
the July 2016 Warsaw Summit, NATO member 
states agreed to enhance the cyber defenses 
of national networks and infrastructures, im-
prove their resilience and ability to respond 
quickly and effectively to cyber attacks, and 
adapt their cyber defense capabilities.97 As a 
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result of this agreement, Italy may accelerate 
its activities and investments in cyber defense 
to reinforce its commitment to NATO.

CRI 2.0 BOTTOM LINE
According to the CRI 2.0 assessment, Italy is 
on a path to becoming cyber ready, and is 
currently partially operational in many of the 
seven CRI essential elements. 

The findings in this analysis represent a 
snapshot in time of a dynamic and changing 
landscape.  As Italy continues to develop and 
update its economic (digital agenda) and na-
tional cyber security strategies, policies, and 

initiatives to reflect a more balanced approach 
that aligns its national economic visions with 
its national security priorities, updates to this 
country profile will reflect those changes and 
monitor, track, and evaluate substantive and 
notable improvements.

The CRI 2.0 offers a comprehensive, compar-
ative, experience-based methodology to help 
national leaders chart a path towards a safer, 
more resilient digital future in a deeply cy-
bered, competitive, and conflict prone world.   
For more information regarding the CRI 2.0, 
please see: http://www.potomacinstitute.org/
academic-centers/cyber-readiness-index.
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