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Abstract

In fault-tolerantcomputing dependabilityof systemss usu-
ally demonstated by abstracting from failure probabilities
(undersimplifyingassumptionsn failure occurrences).

In the specificationframeavork Focus, we show under
which conditionsandto which extentthisis sound: We use
a specificatioanguage thatis interpretedin the usualab-
stractmodelandin a probabilisticmodel . We give probabil-
ity boundsshowingthe degreeof faithfulnessof theabstact
modelwrt. theprobabilisticone Thesancludecasesvhere
theusualassumptionsire notfulfilled.

1. Intr oduction

Formal methods have been substantially applied in
safety-criticalsystemsto ensurea high degreeof depend-
ability by proving correctnessf the systemdesign.

To keepreasonindeasible formal verificationof safety-
critical systemsftenabstractsrom failure probabilitiesby
assuminghatfailureis masled perfectly Failure probabil-
ities of underlyingcomponentgsuchashardware)arecon-
sidered(usingMarkov models)in isolationfrom thewhole
system. For this one usually makes simplifying assump-
tions, e.g.thatthe failure distributions of differentcompo-
nentsare not correlated,do not changeover time or with
useof the componentthatfailuresdo not remainlatentfor
aperiodof time to becomeeffective only lateretc.

To shaov underwhich assumptionsand to what extent
this approachis sound,we usea specificationframewvork
thatallows oneto

e obtainconcreteinformationon the degreeof depend-
ability of the overall system,given the dependability
of theusedfault-toleranceomponentandto
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e dowithout someof the simplifying assumptiongom-
monly made(e.g.independencef failure probabilities
from previoushistory).

Concreteestimatesare useful sinceonewould like to em-
ploy no more redundang than necessarysinceincreased
replication may lead to increasedcost, decreasegerfor
manceandcanevenitself causdailuresdueto theincrease
in compleity [25]. This appliesespeciallywheretight con-
straintson hardware or performancemustbe met, e.g.in
embeddedystems.

In the framework of Focus [5, 6] (supportedby the
tool AuToFocus [16]) we definea specificationlanguage
(where specificationsare formulated as nondeterministic
programs}hatis interpretedat two levelsof abstraction:

e intheabstractmodelonemayreasormaboutthe system
in asimpleway by treatingfault-tolerance&omponents
as“black boxes”,

¢ in theprobabilisticmodel,the failure probabilitiesare
retained.

We give resultson the degreeof faithfulnessof the ab-
stractmodelwrt. the probabilisticone.

A commoncriticism of probabilisticformal modelsis
thatin practiceit is not always possibleto obtain precise
probabilitiesto incorporatento the formal model. Another
new aspecbf our work is thatin sucha caseonemayrea-
sonqualitatively ratherthanquantitatively: Thedependabil-
ity of areplicationmechanisntanbe specifiedasa func-
tion of a safetyparameter(e.g.the numberof replication
copies)and canthus be definedasympoticallyratherthan
concretely(examplesaregivenin Section4).

In the next subsectiorwe provide backgroundandpoint
out relatedwork. In Section2 we presentthe specifica-
tion framework used. Section3 interpretsit in the ab-
stractmodel. In Sectiond we give definitionsregarding
fault-tolerancecomponentsand provide examplesand re-
sults on their degreeof safety Section5 givesthe proba-
bilistic modeland Section6 the faithfulnessof the abstract
modelwrt. the probabilisticone. In Section7 we give as
an examplethe specificationof a fault-tolerantunbounded



buffer. Section8 givesafault-toleranting storageasafinal
example,afterthatwe conclude.The appendixgivesproof
sketchesomittedfrom the mainbody.

1.1 Fault-tolerant systemsand Formal Methods

A centralrequiremenbn safety-criticalsystemss high
dependability Sincethereare failuresin ary operational
system,fault-tolerances usedat executiontime “to pro-
vide, by redundanyg, servicecomplyingwith the specifica-
tion in spiteof faultsoccurredor occurring”[20].

Fault-toleranceusuallyinvolvesfault detectionandfault
masking. Fault maskingmay require complex protocols
whosecorrectnessan be non-olvious [25]. Other mea-
suressuch as assessinglamage error recovery and fault
removal arenotin thefocusof our currentapproach.

Forms of redundang commonly employed include
spaceredundang (physical copies of a resource),time
redundang (rerunningfunctions)and information redun-
dang (errorcorrectingcodes). Generally fault-tolerance
using redundang dependson statistical independence
amongthe failure occurrences.This is reasonabldo as-
sumefor hardware componentfailuresbut lessclear wrt.
hardwareor softwaredesignflaws[7].

Reliability goalsfor safety-criticalsystemsareoften ex-
pressedquantitatvely via the maximum allowed failure
rate. For example,critical servicesof the AdvancedAu-
tomationSystem(AAS, providing Air Traffic Control ser
vices) shouldbe unavailableat most3 seconds year[9].
To preventary singlecatastrophidailurein ary aircraftof
agiventypeduringits entirelife-time oneestimateshatthe
maximumadmissiblefailure ratefor eachfailure condition
is about10~? perhour[21, p.37]. Since10° hoursamounts
to over 100,000years,onemay not achieve confidencehat
asystemhassuchadegreeof dependabilitjust by testing.

This motivatesthe useof formal methods. Facedwith
feasability aspects(such as the state explosion problem
[27]), one often abstractsfrom probabilitiesby assuming
that failures are masled perfectly in order to keep the
modelassimpleas possible. Thenprobabilisticbehaiour
is factoredoutinto fault-toleranc&omponentsTo evaluate
their dependabilitya rangeof modelshasbeendeveloped
(with advancedtools), suchas Reliability block diagrams,
Markov modelsandstochastidetriNets (for an overview
cf. [13, 28]). [2] shavs how to decompose fault-tolerant
programinto a fault-intolerantprogramand a setof fault-
tolerancecomponentgprobabilisticaspectarenot consid-
ered).

The “relevance[of formal methods]to the actual run-
ning of the programis only asgoodasthe degreeof faith-
fulnessto which the model representgeal executionsof
the program” [22]. Following this, formal modelshave
beendevelopedthatinclude probabilisticinformation, e.qg.

[18, 23, 14, 26, 3, 11] (cf. alsowork on performancevalu-

ationin [15, 10, 4]). Herewe follow the alternatve (andto

our knowledgenew) approactof shawing, within aformal

model,underwhich assumptiongndto what degreenon-

probabilisticmodelingof safety-criticalsystemss faithful

to reality. In particularwe treatcasesvhereusualassump-
tions(suchashistory-independenaef failures)areviolated

(note that Markov modelsmay also be able to treatsuch
cases,but so far this doesnot seemto be accountedfor

in the non-probabilisticformal modelsfrom which proba-
bilistic behariour is factoredout asdescribedabove). Even

thoughour applicationhereare fault-tolerantsystemsthe

generalideashouldbe applicableto othersituationswhere
probabilitiesoccut For example,[1] givessimilarwork re-

gardingthe formal methodgreatmenof cryptography

2. Specificationlanguage

The specificationsin our framewvork are formulated
asnondeterministicconcurrentlyexecutingprocesse$6].
Communicatioris asynchronous the sensehattransmis-
sion of a value cannotbe preventedby the recever (i. e.
processesre input-total in the senseof [17] — one may
model synchronousommunicationusing handshak [6]).
Systemsanbe composedisingtheoperatorg definedbe-
low.
A processP is a collectionof programgthat communi-
catesynchronouslyin rounds)throughchannelswith the
constrainthatfor eachof its outputchannels:, P contains
exactly one programp, that outputson ¢. This program
p. may take input from ary of P’s input channels. Intu-
itively, the programis a descriptionof a valueto be output
onthechannek in roundn—+1, computedrom valuesfound
on channeldn roundn (this is madeprecisein Section3).
Local statecanbe maintainecthroughthe useof feedback
channels,and usedfor iteration (for instance,for coding
while loops).
To beableto reasorinductively on syntax,we useasim-
ple specificatiodanguagdrom [19, 1]. We assumadisjoint
setsChannels of channelsVar of variablesandD of data
values. The valuescommunicatecbver channelsare for-
mal expressionsouilt from theerrorvalue L, variablesyal-
ueson inputchannelsanddatavaluesusingconcatenation.
Precisely the set Exp of expressionscontainsthe empty
expressione andthe non-emptyexpressiongyeneratedy
thegrammar
E: expression
errorvalue
variable(z € Var)
inputvalue(c € Channels)
datavalue(d € D)

1 Eo concatenation
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An occurrenceof a channelnamec refersto the value
foundon ¢ atthe previousinstant. The emptyexpressiore
denotesabsencef outputon a channelat a given pointin
time. Theerrorvalue_L signalsa failure. We write CExp
for the setof closedexpressiongthosecontainingno sub-
termsin Var U Channels).

Definition 1 (Nondeterministic)programsare definedin-
ductively by:

p = programs
E outputof expression
either p or p' nondeterminism
if E = E' then p else p' conditional

case E of x ::y dopelse p’ breakuplist

HereE, E' ¢ Exp areexpressionsVariablesareintro-
ducedin caseconstructsyhich determingheirvalues.The
caseconstructestswhetherE is alist with headz andtail
y; if s0,p is evaluatedusingtheactualvaluesof z, y; if not,
p' is evaluated(againthis is madeprecisein Section3). In
thecaseconstructsg andy areboundvariables A program
is closedif it containsno unboundvariables.

Definition 2 Any programobtainedfrom a programp by
substitutingeachsubconstructither p; or p, eitherby p;

or by p, is calleda deterministiccomponentf p. We write
C(p) for thesetof deterministiccomponent®f theprogram

p.

Example Theprogram

pif E=1 then (either 0 or 1) else (either 0 or 1)

has four different deterministiccomponentsgeachof the
formif E =1 theni else j withi,j € {0,1}.

the form P

Definition 3 A process is of
(I,0,L, (pc).c) Where

e I C Channels is thesetof its in- \ \
putchannels,
P D

L

e O C Channels is the setof its

outputchannels, | : |

e [ C Channels is thesetof its local channelsand

e eachp. (c € 0 ¥ 0 U L) is a closedprogramwith

input channelsn 7 %' 7 U L. Frominputson T ata

givenpointin time, p. computegheoutputon ¢ atthe
following pointin time.

We usuallywrite Ip, Op and Lp for the setsof input,
outputandlocal channelsof the processP (which are as-
sumedto be mutually disjoint, aswell asthe setsof local
channelf differentprocesses)They areusedto storelo-
cal statebetweerthe executionroundswhich canbe shared
amongthe programsof a process.We write C(P) for the
setof deterministiccomponentf the processP, defined
analogouslyto the caseof programs.

Definition 4 (Data accesdounds) For ary programp, we
definea boundn(p) on the numberof dataaccesseduring
oneiterationof the executionof p:

n(E) = 1 for anexpressionE € Exp

n(either p or p') = max(n(p),n(p'))

n(if E = E' then p else p') = max(n(p),n(p')) + 2

n(case E of x :: y do p else p') = max(n(p),n(p'))
+1

For aprocessP = (1,0, L, (p.)..5) We definen(P) =
Zceé n(pc)

We notethatthisdefinitionactuallycapturesheintended
meaning.

Fact1 Givenany processP, to computeone outputtuple
from an input tuple, P has accessto data at mostn(P)
times.

3. Abstract Model

We interpretprocessein the abstractmodelof stream-
processingunctions,after recalling definitionson streams
andstream-processinginctionsfrom [6].

3.1 Stream-processingunctions

We write Streame % (CExp“)C (where C C
Channels) for the set of C-indexed tuplesof (finite or
infinite) sequence®f closed expressions,called (timed)
streams[6]. Eachstreams € Streamc is a tuple con-
sisting of componentsi(c) (for eachc € C) thatdenote
the sequencef expressionsappearingat the channele at
executiontime. Thent® elementin this sequencés the ex-
pressionappearingat time ¢ = n (time is assumedo be
discrete).

A processP = (I,0,L,(p.).c5) is interpretedby
a total stream-pocessingfunction [P] : Stream; —
(Stream)(F) from input streamsto families of output
streamdndexed by the deterministiccomponent®f P (we
use families of streamsinsteadof setsof streamssince
this simplifies the presentatiorof later definitions). Thus



[P](8). denoteshe outputstreamcomputedoy the com-
ponenty, of P from theinput streams.

Any function [P] arising from a processin our lan-
guageis causal which meansthatthe n + 1st expression
in ary outputsequencalependsonly on the first n input
expressions. Thus, we restrict our attentionto causal
stream-processinyinctions.

The composition of two stream-
processindunctions

fi : Stream;, — (Streamp,)”:
(6 = 1,2) with O; N Oy = 0 is de-
finedas

D1 XDQ

f1 ® fo : Stream; — (Streamy)

(with I = (I; UL)\ (01 U02),0 = (0, U02) \ (11 U
I,)). Herefor ary & € Stream;j, the (dy, d>)-component
of f1 ® f2(5) (for (di,d>) € D1 x D») is definedto be
t lo, wheret € Streamj o is the umquestreamwnh
t LI— § LI andt LOi_ fz( Lz’)di (Z - 172)- FOI‘t €
Stream¢ andC’ C C, therestrictiont | € Streamc:
is definedby £ | (¢) = #(c) for eachc € C'. Since
the operator® is associatie andcommutatve [6], we can
defineageneralise@dompositionoperator), ., f; for aset
{fi : i € I'} of stream-processinfynctions.

Example Suppose f : Streamg,; — Streamj,,

f(&) = (0 :: 51 :: §) is the stream-processinfunction
with mputchannela outputchanneb andtwo determinis-
tic componentghat outputsthe input streamprefixed with
eitherOor 1, andg : Streamy;,, — Stream%c}, g9(8) =
(0 :: 8,1 :: 5) thefunctionwith input (resp.output)chan-
nelb (resp.c) thatdoesthe same.The compositionf ® g :
Stream,; — Streamﬁl{c}, feg(d=0:0:580:
1::5,1:0: 31:1: 3) outputstheinput streampre-
fixedwith oneof the 2-elemenstreamd) :: 0, 0:: 1, 1:: 0
orl : 1. (Weuse() to denotetuplesarisingfrom compo-
nentsof anondeterministidunction.)

3.2 Associatinga stream-processingfunction with

aprocess
We interpret ary processP = (I,0,L,(pc).c5)
as a stream-processindunction [P] Stream; —
(Stream)¢(F),

For ary closeddeterministigorogramp with input chan-
nelsin I andM € CExp’, we define[p](M) € CExp in
Figure1, sothat[p](M) is the expressiorthatresultsfrom
runnlngp once,whenthe channelsha/e the initial values
givenin M. In the definition, E(M) denotesthe resultof
substitutingeachoccurrenceof ¢ in E by M (c). We write
p[E/z] for the outcomeof replacingeachfree occurrence

of x in programp with theterm E, renamingvariablesto
avoid capture.

Then for ary nondeterministicorogramp with input
channeld andoutputchannek andary 5 € Stream; we
define[p](5) € (Stream,)¢(® asfollows: For eachdeter
ministic componen’ of p, let the p'-componenof [p](3)
bethe (unique)t € Stream, with

e to = [p'](e,...,€) and
b n+1 = [p](sn)

wheret,, is the nth elemenbf the streant.
Finally, aprocessP = (1,0, L, (p.).c) is interpreted
as the composition[ P] e

( )e®) f R.colpe] : Stream; —
Streamo .

Examples

o [if c = € then € else 1](5’) (e.t) wherefor ary n €
N, ¢, = e if §, = € and{,, = 1 otherwise(andc €
Channels).

o [either core](5) = (e.5,(s,8,¢,...)) (for ¢ €
Channels). Thusthe nondeterministicchoicesare
resohedat compile-time.

e For the processP with Ip = {i}, Op = {o} and
Lp = {l} andwith p, ECl andp, Cy i iwe
have [P](3) = {(e, 50, 80 :: 81,80 :: 81 :: 82,...)).

4. Fault-Tolerance

We assumehat occurringfailuresaredetectedmmedi-
ately(via“built-in selftests”(BIST) [25] or “detectors’2])
andthe processaccessinghe datarecevvesthe error mes-
sagel. Theinterpretatiorof L maydependon thefailure
semanticof the systemunderconsideratior(for example,
missingadeadlinecouldbeconsideredfailure,cf. below).

For simplicity, we assumethat the samefailure distri-
bution andthe samereplicationmechanismgdenotedby II,
apply throughoutthe whole system. Whenever a process
(in therole of the clientin theterminologyof [8]) requests
adatavaluefrom the systemIT forwardstherequesto the
replicationcopies(serves [8]; e.g.hardwarecomponents)
in questionand computesa resultfrom the respectie re-
sultsof the seners(e.g.by majority vote). Fromthe point
of view of theclientsmodelledin ourlanguagereplication
is transparent.

Herewe modelll asa family of distributionst, onthe

set Failures ' {0,1}N of N-indexed sequences.This
means,for eachsafetyparametern € N (e.g.the num-
ber of replicationcopies),r, is a probability distribution
on Failures. Herefor ary ¥ € Failures andn € N,



[B)(8) = (i) o

[if E = E' then p else p'](]\{) [p](]\/{)

[if E = E' then p else p'|(M) = [P'1(M) B
[ease B of 2y do p else p')(4) = plh/, /] ()
[case E of x ::y do p else p'l(M) = [p'|(M)

Figure 1. Definition of [p](

7, = 1 meanshatthen!* dataaccesso the sener during
an executionof a client raisedan unmasled failure, while
7, = 0 denotessuccessfumasking(or absencedf a fail-
ure. Thusthe probabilitythatthe nt* accessaisesafailure
is Pr [ « 7, : ¥, = 1] (the probability thata samplefrom
T, drawn accordingto its probability distribution has1 as
its nt? entry).

Definition 5 Letp(n,t) : Nx N — [0, 1] beafunctionthat
takesa safetyparameter andthenumberof accesses and
givesa probability. A replicationmechanisnil = (7;),
is called p(n, t)-safeif for ary (n,t) € N x N we have
Pr[f« 7 : 7 = 1] < p(n,t).

In the following subsectionsve recall two well-known
examplesof replicationmechanism&ndconsidertheir de-
greeof safety dependingon the failure semanticof the
underlyingsener.

4.1 Crash/performancefailur e semantics

Supposethe seners whose possiblefaults have to be
masled have crash/performancé&ilure semanticgymean-
ing thatthe sener may crashor may deliver the requested
dataonly after the specifiedtime limit, but it is assumed
to bepartially correct).Supposehatthereplicationmecha-
nismII, /, consistof agroupof , replicatedseners(where
n € Nisthesafetyparameterandthegroupoutputis deter
minedby the fastestmember Supposehatfor eachsener
S theprobabilitythat.S fails (wrt. to the crash/performance
failuresemanticsjs p, andthefailureeventsof thedifferent
copiesareindependenfrom eachother andalsoindepen-
dentfrom the previoushistory.

Fact2 II./, is a p(n,t)-safe replication medhanism for
def o
p(n,t) = p".

Now supposehat the probability that S fails at the ¢"
accesss p - t/(t + 1) (e.g.,S may dependon mechanical
partswhosefailurerateincreasesvith time) anddenotethe
replicationmechanisnaccessingt asabove by Hc/p Then
we obtainthefollowing result.

E € CExp
f[E](M) =

f[E]
if [E]
if [E]

[B'](M)

M)#[E’]( ) )
y=h:=twithhe {L}UVaruDUI
)

(v
(M
(i) =

M) in the abstract model.

Fact3 H’c/ is a p(n, t)-safereplicationmedanismfor

p(n,t) < (p-t/(t +1))".

Notethatin this examplethe usualassumptiorthatfail-
ureratesaretime-independenis violated.

4.2 Valuefailur e semantics

Supposeiow thatthe sener hasvaluefailuresemantics,
i. e.thesener maydeliverincorrectvalues(representetly
the errormessagel). Supposeéhatthe replicationmecha-
nismIl, consistsof agroupof 2 - n + 1 replicatedseners
andthe groupoutputis determinedby majority vote (thus
theresultis correctunlessatleasty + 1 senersarecorrupt).
Supposegainthatfor eachsener S the probabilitythat S
failsis p, andthatthe failure eventsof the differentcopies
areindependentrom eachother, andfrom theprevioushis-
tory.

Fact4 II, is a p(n,t)-safe replication medanism for
p(n, 1) < prt.

Now supposeagainthat the probability that S fails at
the t'* accesss p - t/(t + 1) and denotethe replication
mechanisnmaccessingt asabove by IT, .

Fact5 II is a p(n, t)-safereplicationmetanismfor

p(n,t) = (p-t/(t + 1))
5. Probabilistic Model

We give a secondinterpretationof processeswhich
takes probability into account. A process P =
(I,0,L,(pc).c5) defines a distribution [P]n on the
set of stream-processindunctions f Stream; —
(Stream)¢(F),

For ary closeddeterministigprogramp with input chan-
nelsin I, ary M e CExp’ andary 7 € Failures, we
define[p]=(M) € CExp in Figure2, sothat [p]=(M) is
the expressionthat resultsfrom runningp once,whenthe



(Elo.#(0T) = E()
[E]i.7(M) =L . .
[if E = E' then p else p'], (M) = [pl#(M)
[if E = E' then p else p'],.+(M)

[case E of = ::y do p else p’
[case E of z ::y do p else p

/

Ir.
]

T

for E € CExp

if [E],
if [E],
if [E],
if [E],

P A A SNy

oy oy oy

Figure 2. Definition of [p]=(3) in the probabilistic model.

channeldhave theinitial valuesgivenin M andgivena se-
guenceof failure occurences. In the definition, 0.7 is the
sequencarisingfrom prefixing with 0.

Then for ary non-deterministicporogramp with input
channelsl andoutputchannele, ary § € Stream; and
ary 7 € Failures we define[p](3) € (StreamC)C{p) as
follows. For ary deterministiccomponent’ of p, let the
p'-componenbf [p](5) bethe(unique)t € Stream,. with

i 'E;) = [pl]ro(ea"'ag)
o fni1 = [plemt1(30).

Herethe r™ (for n € N) denotedisjoint subsequencesf
7. Thus,dependingon 7, failuresmay or may not be inde-
pendentn differentiterationsof the program(sowe need
not make the usualassumptioron history-independencef
failure).

Givens, aprocess’ = (1,0, L, (p.) . 3) is interpreted
asthe composition[P]» def R.ecolpelr (againthere are
disjointsubsequencesf 7).

Finally, [Plu = {[P]- :
mechanisnil = (7;,)y,.

7 « 7,} for areplication

Example

e [c]#(5) = 7 (wherec € Channels) for ary § with
3, #1 for eachn.

e FortheprocessP with Ip = (), Op = {0} andLp =
{1} wherep, ¥ 1 andp;, %' 1 we have

Pr [f(— [P]#() : &, =1]
= Z Pr{f e, :7 =1]

i=0,...,n

6. Faithfulnessof the Abstract Model

Definition 6 Let é(n,!) : N x N — [0,1] be a function
that takes a safetyparametem anda streamlength/ and
gives a probability A processP with replication mech-
anismIl = (r,), is called §(n,l)-safeif for ary deter
ministic componentP’ of P, ary (,l) € N x N, and

ary input streams’ € Stream; of lengthup to [ we have
Pr[i" 7, : [P']#(5) # [P'](8)] < 6(n,1).

We give two theoremgegardingthe faithfulnessof the ab-
stractmodelwrt. the probabilisticone. More precisely we
give a boundd(n,1) suchthat, intuitively, the probability
thatthefailuresnot masled by IT causea processP to de-
viate from its specifiedbehaiour, given an input history
of length! anda safetyparameten, is boundedby §(n, )
(makinguseof the dataaccesdoundn(P) definedabove).
The proofsproceedby inductionon the syntacticstructure
of theprocesses.

Thefirstresultdoesnotmake ary additionalassumptions
onlIl.

Theorem1 Supposethat II is a p(n, t)-safe replication

medtanismemployedy the processP. Defined(n, 1) def

Yizt,...n(p) P(M,%) Withi € N). ThenP is 6(n, )-safe

To seethat this boundis optimal when no additionalas-
sumptionson II are given, considerthe following repli-

cation mechanismIl = (r,),: For eachn, 7, assigns
probabilityp > 0 eachto the two sequences Failures

whereexactly theeven (resp.exactly the odd) elementsare
1 (andthe others0). Also 7,, assigngrobabilityl — 2 - p

to the sequencdn Failures that containsno 1. Then
IT is a p(n, t)-safe replication mechanism(for eachn,t)

ande.g.for the processP that simply outputsO we have

Pr [ « 7, : [P]#(5) # [P](3)] = é(n,1) for thed defined
in thetheorem.

Definition 7 A replication mechanismIl = (1), is
history-independerit for all bit-sequences;, 7% € {0, 1}
of lengthl andeachbit b € {0,1} we have

Prirf« 7y : lipa=m.0] _ Pr{f< 7 : flip=17.0]
f) Pr[f <, i 7= )

wheref|,, is the prefix of lengthn of 7.

Notethatahistory-independeneplicationmechanisnil =
(1n)y may still dependon time (e.g. the probability thata
samplefrom 7, has0 asits first entrymaybedifferentfrom
thathaving 0 asits seconcentry).



Theorem?2 Supposethat II is a p(n,t)-safe history-

independenteplication medhanismemployedby the pro-

cessP. Defined(n,l) & 1 — Mz, gon(p) (1 — p(n,9))

(withi € N). ThenP isd(n,1)-safe

7. Example: Unboundedbuffer

Herewe consideran unbounded-IFO buffer P. P re-
ceiveseithera requestfrom its ervironmentandthen out-
putsthe first value of its currentcontent(and deletesthis
valuefrom its content)or outputse if it is empty or P re-
ceivesadatavaluewhichit stores.

The correspondingprocessis P = ({c}, {d}, {l},
(pa,pr1)), i. e.it hasan input channele, outputchanneld
andlocal feedbackchannel. We assuméhatrequest € D
is a valuethat representsa datarequestfrom the environ-
mentof the buffer. Then

def

p = if c=request then (case l of h::t dot else €)
elsel :: c
Dd def if ¢ = request then (case l of h ::t do h else €)

else ¢

Supposewe would like to provide a dependablem-
plementationof the buffer using hardware storagewith
crash/performanctailure semanticasin section4.1. We
cando this usingthe replicationmechanisnil,,, defined
therewhich leadsto the following degreeof safetyof P:

Proposition1 P is &(n,l)-safe whee §(n,1) def

(1= )" =1— (1= )™,

Proof  Thisfollowsfrom Fact2, Theorem?2 andn(P) =
4. O

Note that for concrete systemsthe constants(such as
n(P) = 4) dependonimplementatiordetails.

Time-dependentfailures Now we assumehat P is im-
plementedJsingH’c/p andgetthefollowing result:

Proposition2 P is §(n,l)-safe whee 6(n,l) =
1 =Tz, pmp)(1 = (p-4/(i +1))7).
Proof Thisfollowsfrom Fact3 andTheoren?. O

Heretheusualassumptiorof time-independencgbut not of
history-independencds violated.

8. Example: Ring storage

Herewe considera storagemechanisnrealisedby pro-
cessed’, ..., P, groupedn aring. Theervironmentcan
eithersubmita requestr,, to P; andconsequentlyeceve
the datastoredat P,, from P,,, or submits,, :: d to P, so
thatthe valued will be storedat P,, andacknavledgedby
ok (in eithercaseforaryn = 1,...,m).

Define P, = ({cn}, {cny1}s {ln}, (Pensrs 1)) fOrn =

1,...,m andassumehat {ok,r1,...,Tm,81,---,8m} C
D. Define
Pepya e case cnof h:tdo

(if h =1y thenl,
else if h = s, then ok else h :: t)
else €
case ¢, of h::t do (if h = s, thent
else (either 1,
or if h=r, thene
else 1))
else l,.

EachprocessP, takesaninputon ¢, andchecksts header
If it is arequestr,, addressetb it, it outputsthe contentof
its local channel,, onthechannek,, (andnondetermin-
istically eitherleavesthelocal channelunchangear setsit
to g). If theheadeiis s,, it outputsok on ¢, 1 andupdates
thelocal channelwith thetail of the expression.Otherwise
it simply passe®n the input from ¢, to ¢,41 (andleaves
thelocal storageunchanged).

Supposethe implementationof the processeselies on
hardwarestoragewith valuefailure semanticsasin section
4.2 and supposdl, is the replicationmechanisndefined
there.

Proposition3 For each n, P, is §(n,1)-safe(for 7,1 with
4(n,l) < 1/2), whee

§(n,1) =1 — (1 —prHYnP) =1 — (1 prHhye,

Proof Thisfollowsfrom Fact4 andTheorem2. O

Generalesultson composition(which haveto beleft for
the extendedversionof this paperfor spacereasonspive
thefollowing result:

Proposition4 P;®...QP,, isd(n,l)-safewhered(n,1) def

1— (1 _ pn-i-l)m-l-n(P).

Supposeheprocesse$’), areobtainedfor eachn) from
P, by substitutingp;,, by

i, ef  case cn of h::tdo



(if h = s, then t else l,,)
else l,

andleaving therestunchanged.
Generalresultson refinement(againto be givenin the
extendedversion)give thefollowing result:

Proposition5 P/®...®P! isd(n,l)-safewheed(n,1) def

1— (1 _pn+1)m-l-n(P).

Analogousresults can be obtainedfor the replication
mechanisnil}.

9. Conclusionand Futur e Work

In aformalframework, we shavedunderwhichassump-
tionsandto whatextentthe usualapproacho abstracfrom
failure probabilitieswhenverifying safety-criticalsystems
is sound. To our knowledge,this is the first formal justi-
fication of this kind. Within the specificationframework
Focus, we obtainedprobability boundson failure of the
overall system,given the dependabilityof the usedfault-
tolerancecomponentsOur approactcando without some
of the simplifying assumptionscommonly made(e.g. in-
dependencef failure probabilitiesfrom previous history).
The concreteestimatebtainedare usefulto estimatethe
level of redundang neededjn orderto avoid overly high
levelsof redundang with associatedost,compleity, hard-
ware need and performancepenalties(especially where
tight constrainton hardwareor performancenustbe met,
e.g.in embeddeaystems)Ontheotherhand,onecanalso
deriveresultsif knowledgeonthedependabilityof theused
componentss availableonly qualitatively.

In summarythis work on the onehandgivesa first for-
mal justification of the usualdivide-and-conqueapproach
to reasoningaboutdependabilityof systemghatkeepsrea-
soningfeasible,andadditionallyit allows for a morefine-
grainedanalysis(while making less assumptionsWwhere
necessaryat leastfor smallpartsof a system.

As this is thefirst stepfor work in this direction, there-
sultsgiven hereare mathematicallyratherstraightforvard,
sincethe main aim wasto setup a generalformal frame-
work thatallows to reasonaboutthe consideredssues.In
particularwe only consideredliscreteprobabilities(asmost
commonlydone).

Sinceerrorhandlingontheapplicationayercanbespec-
ified explicitly, onemay alsoanalyseheinterplaybetween
failureson lower levels that are not masled by the fault-
tolerancecomponentsandtheir handlingin differentparts
of thesystem.Thisis left for furtherwork.

For simplicity we assumedhe samefailure semantics
andreplicationmechanisnthroughouthewhole system.It

is straightforwardto allow for moreflexibility. In thatcon-
text, onecanalsoextendthis approacho be ableto model
correlationof failuredistribution betweerdifferentcompo-
nents.

It is moreexpensve to provide highly dependableom-
ponentsbut it is cheapetto handlethe failure behaiours
when accessinghesecomponents. Since group manage-
mentmechanismsanuseupto 80% of thetotal throughput
of a system[9] one needsto considerthe performanceof
fault-tolerancanechanismsThereforeit would be veryin-
terestingo extendourframeawork to includeinformationon
performanceof a systemdependingon the performanceof
thefault-tolerance&eomponents.

Also onemightconsiderxtendingthisapproacho other
formalisms, such as synchronoudanguagege.g. Lustre,
Esterel Signal)or asynchronoumodelgsuchasCSP[24]).
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Appendix

This appendixcontains proof sketchesof the results
givenin themainbody.

A. Fault-Tolerance
A.1. Crash/performancefailur e semantics

Fact2 II.,, is a p-safereplicationmedanism.

Proof We have to shav that (for all ¢,n)
Pr[f<m:7 =1 < p"  Since by assumption
the failure probability does not dependon the num-
ber of previous accessesijt is sufficient to shav that
Pr[if« 7 :7% =1] < p". BUtPr[F < 7, : 7y = 1] = p"
since all replicated copies must fail for the replication
mechanisnto fail, andthesefailureswere assumedo be
independent. m|

Fact3 H’C/p is a p(n,t)-safe replication medanismfor

p(n,t) < (p-t/(t +1))".

Proof We have to shav that (for all ¢,7n)
Prffem:7=1 < (p - t/(t + 1) But
Prffm,:7% =1 = (p-t/(t + 1))7. since all

replicatedcopiesmustfail for thereplicationmechanismo
fail, andthesefailureswereassumedo beindependent.d

A.2. Valuefailur e semantics

Fact4 II, is a p"*!-safereplicationmedhanism.

Proof Again it is sufiicient to shav that
Pr[f+ m,:7% =1 < p"*', and this is the case
since the majority of copiesmustfail for the replication
mechanismo fail. m|

Fact5 IIl is a p(n,t)-safe replication mehanism for
def
p(n,t) = (p-t/(t+ 1)+

Proof  Similarly, we have to shov that (for all ¢,7)
Pr[f«m:7 =1 < (p - t/(t + 1))""1.  But
Pr[f+ m: 7 =1] = (p-t/(t + 1)), sincethe ma-
jority of copiesmustfail for the replicationmechanismto
fail. m|



B. Faithfulnessof the Abstract Model

Fact1l GivenanyprocessP, to computeoneoutputtuple
from an input tuple, P has accessto data at mostn(P)
times.

Proof Theproofproceedgssentiallyoy inductiononthe
structureof theprogramsn P. O

Theorem1 SupposehatII is a p(n, t)-safereplication

medanismemployedoy the processP. Defined(n, 1) ef

Yiet,...in(p) P(M,9) (Withi € N). ThenP is é(n, I)-safe

Proof SupposehatIl is a p(n, t)-safereplicationmech-
anism.We needto shav thatfor eachdeterministiccompo-
nentP’ of P, all 5,1, andary input streams’ € Stream;
of lengthupto ! we have

Pr[i« 7, : [P']#(3) # [P'](3)] < >

i=1,...,l-n(P)

p(n,1).

Fix adeterministiccomponentP’ of P anda safetypa-
rametern. By Factl we know that the numbery of data
accessesf P is boundedy [ - n(P).

Theinequality[P']#(3) # [P'](5) impliesthatat least
one of the dataaccesseseadsto a fault. Thusit is suf-
ficient to show that the probability p, that at leastone of
the first v data accessedeadsto a fault is boundedby
Yic1,..,p(n,8) andthusby 3., ;. p) p(0,19).

We do this by inductionon v.

For v = 0 this boundis obviously valid sinceno data
accesss made.

Supposeve have , < -, ,p(n,7) for somev >
0. By assumptiontheprobabilitythattherv +1stdataaccess
raisesafailureis boundedy p(n, v +1). Thuswe certainly

ha/eﬁ,,+1 < Zi:l’...,y+1 P(ﬂai)- o

Theorem?2 Supposethat II is a p(n,t)-safe history-

independenteplication medanismemployedby the pro-

cessP. Defined(n,l) © 1 — T, 1oy (1 — p(1,4))

(withi € N). ThenP is d(n,1)-safe

Proof (Sketch)SupposehatII is a p(n, t)-safereplica-
tion mechanism. We needto shav that for eachdeter
ministic componentP’ of P, all 5,1, andary input stream
§ € Stream; of lengthupto ! we have

Pr[ e 1y : [P'1(3) # [P'1)]
<1- Hi:l,...,l%(P)(]- _p(nai))

Fix adeterministiccomponentP’ of P anda safetypa-
rametern. Again we know thatthe numbery of dataac-
cesse®f P is boundeddy ! - n(P).

As above, the inequality [P']#(5) # [P'](3) implies
thatat leastone of the dataaccessekadsto afault. Thus
it is sufficient to show that the probability p,, that at least
oneof thefirst v dataaccesseleadsto afaultis boundedy
1=, (1 =p(n,4)) andthusby 1 —IL;=y  _1n(p)(1—
p(,1)).

We do this by inductionon v.

For v = 0 this boundis obviously valid sinceno data
accesss made(notethatherewe follow thecorventionthat
aproductindexedby anemptysetgivesl).

Supposewe have p, < 1 — =1, ,(1 — p(n,7))
for somev > 0. We needto shaw thatp,; < 1 —
Hi:l,...,u+1 (1 - P(U: Z))

By the homogeneityassumption,the event that the
v + 1stdataaccessaisesafailureis independentrom the
eventthatary of the first v dataaccessesaisesa failure.
Thuswe have

Du+1 v+ (1=pu)-p(n,v+1)
= pv-(1-pln,v+1)+pnv+1)
< (1 =Mi=1,..w(1 = p(n,9)) - (1 = p(n,v + 1))
+p(n,v +1)
= 1—Mi=1,. g1 (1 = p(n,i)
by theinductive assumption. m|



