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/* critical public */
log:TMessage

7�8

A BIntruder
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LSAM

/* node */

Card

/* node */

Issuer

/* node */

cLog:TMessage

lLog:TMessage

iLog:TMessage

LtoC:TMessage

/* critical public */

CtoL:TMessage

/* critical public */

LtoI:TMessage

/* critical public */

ItoL:TMessage

/* critical public */
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Init

RespI

/* critical */

LoadAtt

/* critical */

WaitRespI

LoadFail

/* critical */

LoadSucc

/* critical */

Inquiry

(verifyMac(KCI,s2,S2Dat(tr_bal,st_s1,Hash(HlDat(rl)))) && not((rl == EmptyKey))):fromL?Credit(s2,rl)::st_s2 = s2

/* critical */

:fromL?Init(m)::st_s1 = Mac(KCI,S1Dat(tr_bal,m)); st_m = m

/* critical */

::toL!RespI(tr_bal,st_s1,Hash(HlDat(RC_CARD))):

/* critical */

((rl == EmptyKey) || not(verifyMac(KCI,s2,S2Dat(tr_bal,st_s1,Hash(HlDat(rl)))))):fromL?Credit(s2,rl):
toL!RespC(Mac(KCI,S3Dat(tr_bal,0)),RC_CARD); cLog!CLog(0,tr_bal,s2):

/* critical */

::toL!RespC(Mac(KCI,S3Dat(tr_bal,0)),RC_CARD); cLog!CLog(0,tr_bal,st_s2):

/* critical */

::toL!RespC(Mac(KCI,S3Dat(tr_bal,st_m)),EmptyKey); cLog!CLog(st_m,tr_bal,st_s2):tr_bal = (tr_bal + st_m)

/* critical */

:fromL?InquireCardInfo::

::toL!CardInfo(tr_bal):
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Card LSAM Issuer Intruder

initLSAM0!1

toC!cInit(1)

dropI0!cPresent

outmainCardfromL!cInit(10)

toL!cRespI(0, cMac(cKCI, cS1Dat(0, 10)), cHash(cHlDat(cRC_CARD)))

outmainLSAMfromC!cRespI(0, cMac(cKCI, cS1Dat(0, 10)), cHash(cHlDat(cRC_CARD)))

toI!cLoad(0, 1, cMac(cKCI, cS1Dat(0, 10)), cEnc(cKLI, cKey(cR_1)), cMac(cR_1, cMlDat(1, cMac(cKCI, cS1Dat(0, 10)),
cHash(cHlDat(cR_LSAM)), cHash(cHlDat(cR2_LSAM)))), cHash(cHlDat(cR_LSAM)), cHash(cHlDat(cR2_LSAM)))

outmainCardfromL!cCredit(cMac(cKCI, cS2Dat(0, cMac(cKCI, cS1Dat(0, 10)), cEmpty)), cR_LSAM)

toL!cRespC(cMac(cKCI, cS3Dat(0, 10)), cEmptyKey)

cLog0!cCLog(10, 0, cMac(cKCI, cS2Dat(0, cMac(cKCI, cS1Dat(0, 10)), cEmpty)))

outmainLSAMfromC!cRespC(cMac(cKCI, cS3Dat(0, 10)), cEmptyKey)
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