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Abstract

Rapid, yet methodical, systems of systems integration
is in high demand. Application areas such as homeland
security and disaster response add to the challenge be-
cause of a unique set of integration requirements, three
examples are: (1) a high demand for flexibility with re-
spect to the configuration and support of business proc-
esses to anticipate and cater to changing threat and
mitigation scenarios, (2) high agility demands during
both development and production to address legacy and
emergent capabilities, processes, applications and tech-
nologies, (3) wide variety of trust relationships among
and across stakeholders and their organizations. In this
paper we report on an approach for balancing challeng-
ing integration requirements while rapidly delivering a
high-quality, value added, integrated system architecture
and service-based implementation infrastructure. In par-
ticular, we show how the choice of an Enterprise Service
Bus as a deployment infrastructure helps discharge
many of the obligations induced by the mentioned re-
quirements — if it is combined with an agile, yet system-
atic approach for architecture discovery and design.

1. Introduction

Homeland security and disaster response applications
today pose some of the most formidable challenges at
software and systems architecture and integration. Be-
sides the data-, process- and application-integration de-
mands known from, say, enterprise application integra-
tion [5], these domains have a unique set of additional
requirements. For instance, experience shows that threats
and threat mitigation scenarios can change rapidly, and
so must the business processes underlying corresponding
decision support systems. Consequently, flexibility with
respect to business process configuration and manage-
ment is a key requirement in this domain.

In fact, the relevant requirements categories range
from well-known and comprehensively researched data-
/application-/process-integration to so far much less un-

derstood integration of heterogeneous trust, security and
privacy zones in the face of a disaster.

We have encountered examples of such integration
challenges within a wide range of projects conducted at
the California Institute for Telecommunications and In-
formation Technology (Calit2), with dozens to hundreds
of stakeholders involved. Examples include the BioNet
and RESCUE/Responsesphere projects. BioNet was a
DHS/DTRA sponsored project, seeking to coordinate
military and civilian capabilities to detect, characterize
and manage the consequences of a biological attack. This
involved, among others, establishing joint concepts of
operations (business processes), as well as a software and
systems integration architecture supporting these proc-
esses. A key goal was to provide common situational
awareness to ensure timely, effective, and consistent re-
sponse. Similarly, the NSF-funded RESCUE/Respons-
esphere project seeks to “radically transform the ability
of responding organizations to gather, manage, use, and
disseminate information within emergency response net-
works and to the general public. Depending upon the
severity of the crisis, response may involve numerous
organizations including multiple layers of government,
public authorities, commercial entities, volunteer organi-
zations, media organizations, and the public” [7].

Inherently, development of integration solutions in
this space is an interdisciplinary, highly iterative and
explorative effort. Success depends to a large extent on
the ability of a developing organization to cater to the
specific demands of this application domain while ad-
dressing the high demands at agility both during the de-
velopment and implementation of the integration solution
and during production of the resulting system.

In this paper, we argue that recent technological ad-
vances, such as service-oriented infrastructure technolo-
gies, together with a systematic, agile architecture devel-
opment process are particularly well-suited to address
these demanding requirements. In particular, we intro-
duce the Enterprise Service Bus (ESB) we have config-
ured as a means to discharge many of the flexibility and
integration requirements in the projects mentioned
above. This, in turn, enables the agility of the architec-



ture design effort, because less infrastructure details have
to be explicitly modeled on the architecture level.

The remainder of this text is structured as follows. In
Section 2 we discuss, in detail, the requirements that con-
tribute significantly to the challenges of systems of sys-
tems integration in the homeland security and disaster
response domains. In Section 3 we demonstrate the sys-
tematic development process we have successfully used
across systems integration projects. In Section 4 we show
how some of the obligations induced by the requirements
identified in Section 2 can be discharged using an Enter-
prise Service Bus (ESB) as the systems integration infra-
structure; the ESB, in particular, enables flexibility at all
levels from architecture modeling and design to imple-
mentation, deployment and maintenance. In Section 5 we
discuss our experiences with this approach. Section 6
contains our conclusions and an outlook.

2. Integration Requirements

In the following we take a closer look at the unique
set of characteristics and requirements we find in systems
of systems integration in the homeland security and dis-
aster response domains. As most of the systems of inter-
est are decision support systems (DSSs) we will focus
our attention on this system class.

One key characteristic of DSSs is the large number of
stakeholders, bringing individual capabilities and needs
to the table. These stakeholders come from a wide vari-
ety of organizations, often including both civilian and
military players, but also first responders, police, hazmat-
teams, and intelligence providers. Furthermore, one typi-
cally finds providers of particular computational re-
sources being members of an integration solution as well.
Each of these organizations brings with it its own con-
cepts of operations (business processes), capabilities and
needs.

As we have argued above, threat scenarios change
over time — certainly so over the long duration over
which DSSs are in production; it is no stretch to assume
that the DSSs put in place today will be operational over
the coming few decades. Therefore, another characteris-
tic of DSSs is the high demand for flexibility with respect
to the configuration and support of business processes to
anticipate and cater to changing threat and mitigation
scenarios. This means that any integration solution has to
enable rapid changes to the way the (sub)systems are
connected, as well as to their protocols for information
exchange. This leads to high agility demands during both
development and production to address legacy and
emergent capabilities, processes, applications and tech-
nologies,

At the highest level of abstraction we can group the
remaining DSS requirements into the following areas:
data-, process- and application-integration, information

management, infrastructure provisioning, trust and se-
curity management, presentation/Ul/visualization, as
well as quality and non-technical requirements (such as
standards compliance). In the following we refine these
requirements categories further to demonstrate a relevant
subset of the overall DSS requirements space. For rea-
sons of space, we have limited our presentation to the
requirements pertinent to the discussion in the remainder
of this paper.

Integration: With respect to data- and application-
integration, DSSs share requirements with traditional
enterprise application integration [5] challenges. DSSs
usually integrate numerous, vastly disparate data sources
and corresponding interfaces, ranging from sensor net-
works to databases to individual applications. We can
view each of the data sources and applications as “opera-
tional nodes” in the sense of [2][3] and interpret the ca-
pabilities they offer as “services” in the sense of a ser-
vice-oriented architecture (SOA). Over the time the DSS
is in production, many of the data sources (and their in-
terfaces) will change. Consequently, an integration solu-
tion should enable flexible integration and configuration
of legacy and emerging data sources and applications. In
addition, as argued above, the need for flexible business
process configuration and adaptation is paramount for
DSSs. This already all but excludes traditional point-to-
point integration solutions; they lack the required flexi-
bility.

Information Management: Data and information ex-
tracted from it needs to be made available to eligible
parties. This requires provisioning for information access
and dissemination strategies, integrated with trust and
security management (see below). In addition, pertinent
information needs to be persisted such that it is available
to all parties who need access at the appropriate time —
including building and storing historical information.
This is necessary to support the decision making process
by providing access to contextual rather than purely inci-
dental information.

Infrastructure Provisioning: DSSs in homeland se-
curity and disaster response encompass both fixed and
mobile access. For instance, first responders arrive at the
scene of a disaster with mobile devices including laptops,
Personal Digital Assistants (PDAs), having access also to
workstations in a virtual or physical command center.
New networking capabilities need to be established in
case of need. The diversity of access and presentation
devices, together with their mobility requirements neces-
sitates dealing with varying degrees of connectivity
within distributed, heterogeneous networks. Another
challenge is the inherent need for multi-modal interaction
and its integration into a consistent situational DSS pic-
ture. For instance, many first responders cannot wield
delicate input/output devices to participate in an integra-



tion solution; rather they can use sensors attached to
them to provide pertinent data, and can communicate
using voice and gestures. A viable integration solution
needs to hide network complexity and the details of ac-
cess methods as they would distract from the actual mis-
sion, say, of first responders. At the same time, the net-
working/communication infrastructure needs to support
monitoring and management of the infrastructure itself,
so that decision makers can include the state of the infra-
structure into their situational picture and sphere of influ-
ence.

Trust and Security Management: Especially when
the DSS spans multiple organizational boundaries, the
integration solution needs to provide mechanisms for
establishing and observing a wide variety of trust rela-
tionships among and across stakeholders and their or-
ganizations. This becomes obvious if we look at the
many different parties who are involved in disaster re-
sponse, for instance: first responders, haz-mat, police,
possibly even the military, but also many corporate and
private volunteers. Outside of a disaster situation, they all
have their (legal) requirements for establishing trust rela-
tionships with other parties; how do these established
relationships change in the face of devastation? How
quickly can newly established rules for trust for the dura-
tion of a response effort be effectively implemented as
part of the supporting IT infrastructure? Again, this char-
acteristic of the domain appeals to the flexibility of the
overall systems integration solution; statically coded trust
relationships may hinder rather than support an effective
response. Of course, a comprehensive integration solu-
tion also has to address security policies (who can access
what under what circumstances; when and where does
data need to be encrypted to what degree, etc.), access
control and authentication including its monitoring,
communication and (physical) infrastructure security, as
well as data privacy (what part, say, of patient data can
be legally transmitted across systems in light of a disaster
situation.)

Presentation/Ul/Visualization: To establish or in-
crease situational awareness in crisis situations, user in-
terfaces need to flexibly reflect the user role and their
associated “need to know” and decision making capabili-
ties. Furthermore, usability needs to be considered seri-
ously and consciously built into the integrated system,
catering to the wide range of end-users from data gather-
ing in the field to decision makers. Many users will oper-
ate the system under stress, with zero to little time for
climbing a learning-curve. Furthermore, the user inter-
face needs to reflect the different types of (mobile and
stationary) devices via which users will access the sys-
tem.

Quality Aspects: Typically, DSSs have high demands
at scalability, configurability, availability, survivability,

reliability and other Quality-of-Service properties. Scal-
ability and configurability are indispensable, because
crises need not be contained in small geographic regions;
this results in the need to provision for the interconnec-
tion of multiple DSSs, say, on a regional, national or
international scale. The demands at availability and reli-
ability are also inherent in the application domain.

3. Process and architecture design

In systems of systems integration one of the most chal-
lenging problems is dealing with the complexity of inter-
actions between entities of the composite systems. We
have identified a flexible lightweight iterative develop-
ment process and an appropriate architecture design as
key assets in providing an effective solution.

Dealing with complex integration projects, we often
find that the requirements are emergent rather than stable
and, because of the need to integrate disparate systems,
often contradictory. The task of systems integration is to
capture the business logic that deals with the interactions
of different systems, and to ensure that requirements con-
flicts are resolved where they stand in the way of an effec-
tive solution. Clearly, IT is just one aspect of an overall
software and systems architecture and integration effort;
issues such as governance and policy management extend
beyond mere IT. However, an appropriate IT integration
architecture and infrastructure can support and, to some
extent, even automate these aspects. This can be accom-
plished by simplifying, streamlining, automating, where
possible, the identified business logic. Furthermore, it is
usually the case that privacy and security requirements are
of utmost importance; the elicited business processes
should bring these requirements aspects out clearly.

To support the agility demands identified above, we
therefore suggest to co-iterate business process and archi-
tecture elicitation. The resulting architecture needs to re-
flect and support the elicited business processes. In our
experience, this can best be achieved if both evolve in
parallel, such that the business processes inform the archi-
tecture, and the architecture validates the business proc-
esses.

Identification of business processes that capture all the
interactions, procedures and security requirements the
software needs to cater to is, therefore, a key ingredient to
successful architecture development. In large integration
efforts, business process documents (also referred to as
ConOps) tend to become large and entangled, because
they often exist just in prose. This can be balanced by
extracting the key data and processing entities and their
relationships from the business process documents and
organizing them in the form of a Domain Model [4]. Do-
main Models capture the core “languages” of the sub-
systems in a way that is suitable for defining the interfaces
among the subsystems. The usual way to create a Domain



Model in Object-Oriented Development (OOD) is to cap-
ture the entities and their relationships as a set of class
diagrams. In our experience, the transition from textual
description of business processes to class diagrams is
painful and error prone, especially because the extraction
effort requires frequent interactions with non-IT experts.
To simplify our work, and to facilitate these interactions,
we used a mind mapping tool to create an intermediate
representation of the business processes (Figure 1).

The approach using mind maps has proven very valu-
able in our projects. We have based our architecture dis-
covery process on an iterative refinement of the mind

Business Domain
Process Model

Figure 1. Iterative refinement of Business Process
and Domain Model
maps elicited from the business process documents. Creat-
ing mind maps has helped us to find inconsistencies in the
business process documents. Moreover, iterating between
the Domain Model and the mind map allowed us to relay
the improvements to the domain model we made during
architecture design and implementation to the team elicit-
ing the business processes and vice versa. The iterative
refinement process shown in Figure 1 has been a signifi-
cant asset in ensuring that the emerging business process
documents and the software architecture and infrastruc-
ture are consistent and correct while carrying out a highly
agile and iterative development process.

To guide our integration efforts we have adopted a
formal development process based on Scrum [8]. This
process prescribes quick iterations with constant adapta-
tion of the goals to the changing (requirements) environ-
ment, facilitated by daily meetings. The use of such a
flexible process allowed us to react quickly in incorporat-
ing frequent changes in ConOps and allowed us to pro-
vide rapid feedback to the business process development
teams.

To ensure high quality of the products we develop, we
adopted an incremental peer review strategy. The goal
was to peer review every increment to every artifact daily.
This keeps high standards throughout the development
effort, while ensuring that there always is a consistent
architectural basis. From agile development comes also
the strategy to create monthly milestones. Every develop-
ment group needs to deliver current versions of their arti-
facts. The artifacts need to progress and address an ex-
panding set of requirements with each iteration — this has
worked well for us within a ten to 15 person architecture
team. Including a team of dozens to hundreds of stake-
holders into an agile process requires establishing clear

interfaces, for instance, by designating representatives of
the other stakeholder groups as reviewers or authors of
architecture artifacts.

To balance the agility of this process [1] we keep the
architecture in the center of all our efforts. Keeping the
architecture documents consistent with the implementa-
tion is fundamental to dealing with complex systems with
changing requirements. Based on program requirements
we have adopted the DoDAF standard [2][3] to create the
architecture documents in one of our projects. The Do-
DAF keeps views of the system at two major levels of
abstraction: operational and systems views. Operational
views, intuitively, capture the “logical” architecture,
whereas systems views focus on “deployment and imple-
mentation” aspects. We have found that the operational
views can effectively be used to capture service-oriented
architectures, despite their predominant use within com-
ponent-oriented development approaches. In fact, from
the domain model (which can be captured in OV6-7) the
“operational nodes” and their capabilities/functions (OV
1-3) can easily be derived. From these representations we
can then elicit the “services” provided and used by the
various subsystems of the integration effort.

The mentioned co-iteration of business process and
domain model development helps discharge, in particular,
the flexibility and agility requirements mentioned during
architecture development and supports system quality by
closely aligning the architecture effort with stakeholder
processes and needs.

The second key to the success of our system integra-
tion projects lies in the use of a deployment architecture
that helps discharge the remaining requirements obliga-
tions. We have adopted a software and deployment archi-
tecture based on the message/service bus pattern [5],
which we will describe in the next section.

4. Infrastructure

A suitable IT infrastructure needs to fulfill the de-
scribed requirements, including application integration,
security, workflow support, transactionality and reliable
messaging. The flexibility to support changing require-
ments and thus to provide the ability to declaratively alter
infrastructure capabilities or application configuration
properties is essential. In this section we describe our in-
tegration architecture based on an Enterprise Service Bus
(ESB), which addresses these issues.

An ESB can provide flexible and reusable infrastruc-
ture services that may be configured and augmented eas-
ily and quickly. In Table 1 we have collected the set of
products and technologies we have analyzed and config-
ured into an infrastructure offering to discharge the obli-
gations from the remaining requirements discussed in Sec-
tion 2. We now describe these infrastructure offerings in
more detail. Note that for any one instance of an ESB



Table 1. ESB Infrastructure Offerings

Security: Orchestration/ |WS-BPEL 1.1 and 2.x, Containers Spring 1.2.8, Hivemind 1.1, ServiceMix 2.x,
urity: Workflow Mule 1.8, PXE 1.0 JBI, Mule 1.3, Celtix 1.0, iBatis 2.1.7
Authentica- Acesi 1.0 Transaction JDBC 3.x, JDBC 4.x, Provider EJB 2.x, EIB 3.x, File, FTP, IMAP, Quartz
tion S support XA, IMS 1.1 Transports 1.5.2, RMI, SOAP, SSL, Stream, TCP, UDP,
L /Bin diflgs VFS, WSDL, JMS, VM (embedded), JDBC 3.x,
Encryption  |SSL. HTTPS a‘l‘g“age €U 1REST. Tuscany JDBC 4.x, TCP, UDP, Multicast, HTTP, Serv-
tral access let, SMTP, POP3, XMPP
. MySQL 5.x, Postgresql  |Configuration . .
Persistence 8.1, Apache Derby 10.x |Management JMX (J2SE 5.x) Topologies |Peer to peer, ESB, Client/Server
. XA, JOTM 2.0.x, JTA . WS-BPEL 1.1 and 2.x, -
Transactions 1.0.x Rules Engine Drools 2.0/3.0 Scalability SEDA
ActiveMQ 4.0, JB .
ctive . Q 4.0, JBOSS .. Aggregate, Resequence, Forwarding consumer,
. Messaging 1.0, Web- Scripting En- oo ; NN
Messaging sphereMQ 6.0, SonicMQ |gine Groovy 1.0 Routin Filtering outbound routing, Recipeint list, Mul-
7p0 o g g ticasting, Chaining, Message splitting, Excep-
Obiect X.b S 126 T A T tion based, Response aggregator, Idempotent,
jec can, Spring 1.2.9, i Ire L7, AXIS 1.X, AXIS Selective consumer

Brokers Mule 1.3 WebServices |,  ActiveSOAP
only a subset of these technologies need to be configured necessary.

into an ESB.

Pluggable architecture: Our ESB offers a multitude
of infrastructure choices. This includes, for instance, au-
thentication protocols (such as Acegi), encryption stan-
dards (SSL, HTTPS), persistence providers (MySQL,
Postgresql, Apache Derby), transaction support (XA,
JOTM, JTA), messaging (ActiveMQ, JBOSS Messaging,
WebsphereMQ, SonicMQ), and object broker middle-
wares (Xbean, Spring, Mule). Further choices include
workflow support, configuration management, rule and
scripting engines, WebService support, execution con-
tainers, transport protocols and adapters, network topolo-
gies, and routing.

Setup: The ESB provides standard interfaces to inte-
grate services. Multiple providers may be called upon for
key integration requirements, such as security, transac-
tionality, workflow and reliable messaging. The pluggable
architecture of an ESB allows organizations to use their
preferred service solutions for their SOA. For instance, an
integration solution can choose among BPEL-compatible
rules engines, XSLT-based transformation engines or
other messaging processors [6].

Agility: Services and components can be added flexi-
bly to provide desired functionality. The ESB enables
loosely coupled services to be assembled in composite
applications with reliability and manageability. The inte-
gration solution can standardize on a connectivity policy
that is independent of location and underlying network
infrastructure. The ESB offers a breadth of connectivity
options that scale with project needs.

Web Services Support: The open, extensible architec-
ture of an ESB supports integration through web services;
either in stand-alone services, or as part of a complex,
distributed composite applications spanning multiple
transport and message formats. The ESB can be used with
any preferred SOAP solution, or support SOAP stacks as

Messaging: Publish/subscribe and point-to-point mes-
saging enables message broadcasting and/or direct mes-
saging. The messaging system supports durable, fault tol-
erant and highly available connections, and can be con-
figured so that multiple applications receive important
information simultaneously.

Deployment: The deployed ESB typically differs de-
pending on the project. Figure 2 depicts one scenario we
have configured for one of our DSS projects Sensors and
disparate systems send messages to an ActiveMQ topic
which runs as a separate instance on a server. ActiveMQ
uses a local instance of Apache Derby for guaranteed
message delivery.

Server

L
ActiveMQ
ESB 50‘?77
5 “ —
% MULE : Workflow % Aceqi - Secuity % Broker e - <TChsy_|
(-
Web : Hitp Hibernate : Data Access Apache Derby
(-
I
YA R
MysaL ‘

<<Hitp>>

Server

]

Figure 2. Deployment infrastructure

Once a message arrives on the ActiveMQ topic it is
then immediately retrieved by the ESB, which has been
configured as a JMS subscriber to the topic. Once re-
trieved, the message is then passed to the next configured
ESB component; in this scenario the Broker is the first
component to receive the message. From there it goes to
the security component responsible for authentication,
encryption/decryption, etc. The level and type of security
is completely configurable and dependent upon the pro-
ject security requirements.

During a predefined stage in the workflow, the mes-
sage is typically persisted in some predefined state for




record keeping, archiving or post processing. Once a mes-
sage has completed the tasks assigned by the workflow
component it may need to be rendered for a human to
view. This deployment depicts the ESB interfacing with a
web application, such as a portal representing, say, a vir-
tual command center. An Http binding component config-
ured within the ESB allows this connection to the web
application.

5. Experiences and evaluation

From the experience we have gathered in the different
integration efforts, we learned important lessons that we
believe are useful in dealing with systems of systems inte-
gration in general.

First we have learned that, given its foremost impor-
tance, security should be treated upfront in every integra-
tion architecture. Security is an end-to-end property. A
careful analysis of the specific characteristics of the in-
formation required by each application, of who will be
able to access, modify and own it is an integral part of
every security analysis; we have leveraged the Common
Criteria [9] based on the domain model we had devel-
oped to determine assets, risks, and mitigation strategies.
Security analysis should always be undertaken as part of a
global risk assessment addressing multiple view points.

Another lesson learned is that the use of open stan-
dards simplifies integration, faster development and de-
ployment to organizations of different size.

From our experiences we can argue that using ConOps
as a foundation for the software architecture document is
a winning choice. Especially when the business processes
are co-iterated with the architecture (model) and both are
being defined or updated together with the implementa-
tion of IT integration, a close interaction between the
ConOps teams and the software architecture team is very
helpful. On one of our projects we have successfully used
both teams to validate each other’s work. The use of an
agile process allowed us to have stakeholders always in-
volved in the development of the integration solution.
This fact is exceptionally important in the context of large
integration efforts, where the systems that need to be inte-
grated are complex, and different “owning” organizations
are involved. In this scenario a clear and complete under-
standing of all the parts that will be integrated is usually
not possible in the inception phase of the project. Laws
and various regulations can influence and further limit the
choices that have to be made to provide a viable system.
An iterative approach with monthly milestones allows
detection of requirements conflicts, inadequate expecta-
tions and new constraints as soon as possible, and pro-
vides a mechanism for presenting them to the stake-
holders.

Because of the power and flexibility of the ESB, con-
figuring and implementing it is nontrivial. Picking the

right components and technologies to work together re-
quires careful analysis. Creating the components that pro-
vide specific services and their wiring to the ESB still is
not for free — adapters need to be written and communica-
tion channels on top of the messaging platform must be
configured. However, this level of complexity is a far cry
from having to establish and evolve traditional point-to-
point connections while supporting all the requirements
outlined in Section 2.

6. Conclusions and Outlook

Rapid systems of systems integration is a challenging
task, requiring the balancing of a vast spectrum of re-
quirements, while maintaining high quality standards. In
this text, we have presented an approach to iterative, agile
development for complex systems of systems integration
problems in the homeland security and disaster response
fields. Our experience indicates that using an enterprise-
service-bus-based architecture together with an agile de-
velopment process with rapid iterations, monthly mile-
stones and daily peer reviews can be an effective and
winning approach to integration projects. Particular value
emerges from the co-iteration of business proc-
ess/ConOps development with architecture modeling and
infrastructure development. We also found initial indica-
tion that this integrated approach supports management of
security aspects throughout the development process; this
we will investigate further in future work.
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